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1 Introduction

«  Code Signing on Demand (CSoD) offers customers a faster, more intuitive and highly secure way to
digitally sign their software. The service is available in both hosted and cloud versions and is capable of
signing EXE .DLL .CAB .MSI .OCX .SY, WAR, JAVA JAR and Android application files.

« CCMis also capable of hash signing, whereby developers upload a hash of their files for signing instead of
the files themselves. The developer then needs to embed the hash with their files.

Code signing on demand is available in two deployment options:
* In-House Hosted Mode

»  Developers upload software to a local portal. The code signing process is handled by a locally
installed controller. The controller will generate CSoD enabled code-signing certificates for developers
to sign files. The certificates and their private keys are stored in encrypted form in a local database
created by the controller.

« HSMintegration. You can also configure the controller to generate and store the code-signing
certificate on a local Hardware Security Module (HSM). Keys will be generated in PKCS # 11 format
and saved in non-extractable format on the HSM device. HSM integration is mandatory if you use the
controller in cluster mode. All CSoD agents should be configured to connect to a single HSM.

«  Cloud Mode

«  The signing service is hosted on Comodo's highly secure cloud servers. The service generates CSoD
enabled code signing certificates for developers to sign files. The certificates and their private keys are
generated and stored in encrypted format in Comodo's data-center for the lifetime of the certificate,
tightly protected by Comodo's military grade security infrastructure.

- HSM integration. Please contact your account manager if you want to setup HSM integration while
using cloud service mode.
This document describes how to setup CSoD in In-House Hosted Mode.

Note : CSoD is not enabled by default. Please contact your account manager if you require the service.

Process in brief

»  Anew 'Code Signing on Demand' tab will appear in the CCM title bar after the service is enabled.
*  MRAOs should download the CSoD service controller setup file from 'Settings' > 'Agents' > 'CSoD Agents'

«  CSoD agent (aka CSoD controller) can be installed on a single server or on multiple servers.

- Ifinstalled on a single server, use of Hardware Security Module (HSM) is optional. If you opt to install the
agent on multiple servers (cluster mode), then network HSM and Network File System are mandatory.

«  Admins need to assign a person as a 'Developer' in CCM. Admins will request and approve the CSoD
certificates on behalf of the developer. The developer will submit files for signing and subsequently collect
the signed files.

After enrolling for a code signing certificate, the controller generates the certificate request and submits the
request to CCM.

«  The controller tracks the order number and, once the certificate is issued, will download it and store it on
your local network.

« The developer can then upload files to the local portal for signing. After admin approval, the controller will
sign the file and notify the developer to collect the signed file.

+  Private keys are generated and stored in encrypted format within the host's network.

Please see the following links for help to set up the service:
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« The 'Code Signing on Demand' Interface

»  Set up the CSoD controller

» Add Developers

«  Obtain a Code Signing Certificate For CSoD
»  How to sign code using CSoD

+  Configure the CSoD service

1.1 The 'Code Signing on Demand' Interface

The 'Code Signing on Demand' area lets you manage 'Developers' and signing requests.
The interface is divided into two main sections:

« The 'Requests' tab - View and approve/decline code signing requests from developers

« The 'Developers' tab - Add and manage 'Developer' accounts in CCM.

(7) Dashboard @ Centificates [# Discovery [F cote signing on Demana (B Repors
m Developers
[] uto-Approve Code Sigring Reguests
W Filier w
2
CEVELOPER ORGANIZATION DEPARTRAENT VERSIDN MGEST ALGORTHMS SIGNING SERVICE CREATE DATE STATE

Visibility of the CSoD area is restricted to:

»  MRAO administrators - Can configure the controller, add developers and manage code signing requests for
any organization or department.

« RAO Code Signing administrators - Can add developers and manage code signing requests for
organizations/departments that have been delegated to them.

»  DRAO Code Signing administrators - Can add developers and manage code signing requests for
departments that have been delegated to them.

1.2 Set-up the CSoD Controller

You can install the CSoD agent on a single machine and opt to use a HSM appliance. CCM also supports the
installation of CSoD agent on multiple machines for redundancy.
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Standard Mode
»  The CSoD agent is downloaded and installed on a single server
«  The use of a HSM appliance is optional
«  The Osslsigncode tool should also be installed on the same server

Cluster Mode
»  CSoD agents are downloaded and installed on multiple servers. A separate agent must be downloaded and
installed on each server. You cannot use the same agent setup file on different servers.

e The use of HSM and Network File System is mandatory.
»  The Osslsigncode tool should also be installed on all servers.
+ All agents should be configured to work with the same HSM appliance.

»  Network file system should be available. All the CSoD agents should be configured to have the same
directory for input files and the same directory for output files.

« Theinput and output folders should be configured in CSoD agent properties. Typically the path of the agent
is: Jopt/comodo/ccmescontroller/conf/agent.properties (this may vary depending on the Linux environment).
Example folder configuration is shown below:

 sign_input_path=/mnt/smb/csod/in
»  sign_output_path=/mnt/smb/csod/out

»  The 'Download Agent' button will available in 'Settings' > 'Agents' > 'CSoD Agents' once the configuration to
the HSM and input/output files is complete. The button allows you to download a new CSoD agent for
installation on another server.

«  Once installed and connected, the service can be configured from the agent's interface. See Configure the
CSoD service for more details.

Controller (agent) setup involves two steps:
 Install the CSoD Controller
« Install the Osslsigncode tool
Install the CSoD Controller
You can download the setup file for the CSoD controller from the CCM interface as a .bin file and install it on the

Linux server through a command line. The controller can be configured to generate the private and public keys for
the CS certificates. You may also elect to generate the keys on a Hardware Security Module (HSM).

To download and install the controller setup file
+  Click the 'Settings' tab > 'Agents' > 'CSoD Agents'
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Initialize Code Signing on Demand

l:l Downlead and Install Contraller
E‘ Start the Controller
l:l Wait for few minutes

E| Check this page to finlsh Controller configuration

Prerequisites
Supported Linux x64 05,

Before you stark using the Controller, please make sure you

nave read the Readme’ file after Controller installation

+  Click the 'Download' button.
+ Transfer the file to your Linux server.

» |nstall the CSoD controller on the server from the command line;

Trafford

+  After agreeing to the EULA you will be offered a choice between HSM or regular installation.

«  Enter'Y'if you want to use a HSM. Enter 'N' if you wish the controller to generate and store the keys in its
vault.

»  Please note for cluster mode HSM is mandatory.
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« ltis optional to use a HSM for standard mode (single installations)
» Ifyou elect to use a HSM, enter the following parameters:

«  Network path to the HSM module
»  Path to SPKCS 11 Engine

*  HSM Slot Number to be used

*  PIN number for the HSM Slot

For cluster mode, the CSoD agents should be configured to work with the same HSM appliance. All the CSoD
agents should be configured to have the same directory for input files and the same directory for output files.
Typically the path of the agent is: /opt/comodo/ccmescontroller/conf/agent.properties (this may vary depending on
the Linux environment). Example folder configuration is given below:

«  sign_input_path=/mnt/smb/csod/in

e sign_output_path=/mnt/smb/csod/out
The controller will connect to the CCM server once installation is complete. You can configure the controller from the
CCM interface. See Configure the CSoD service for more details.

Note: Your HSM appliance may need some additional configuration to generate keys. Refer to the instructions in
the user manual of your appliance.

Installation of Osslsigncode tool

«  Download the tool from http://sourceforge.net/projects/osslisigncode/
+  For cluster mode, the tool should be installed on all servers on which the CSoD agent is installed

The tool's installation procedure depends on the version of the tool and your environment.

Note: It is recommended you install the osslsigncode tool to /usr/bin. Otherwise, the CSoD controller may not be
able to access it and you will need to manually provide access.

1. CentOS versions: 6, 7
yum install gcc intltool libxmI2-devel glib2-devel libcurl* openss|* bzip2* gdk*
wget http://ftp.gnome.org/pub/GNOME/sources/libgsf/1.14/libgsf-1.14.34.tar.xz
tar -xf libgsf-1.14.30.tar.xz
cd libgsf-1.14.30
Jconfigure --prefix=/usr
make
make install
cp /usrllib/pkgconfig/libgsf-1.pc /usr/lib64/pkgconfig/libgsf-1.pc
pkg-config libgsf-1 --modversion
cd ..
cd osslsigncode-1.7.1
Jconfigure
make ; make install
2. Debian versions: 7, 8
apt-get install libbz2-dev libgdk-pixbuf2.0-dev glib2.0-dev libxmI2-dev intltool libcurl4-openssl-dev libssl-dev
wget http://ftp.gnome.org/pub/GNOME/sources/libgsf/1.14/libgsf-1.14.34.tar.xz
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tar -xf libgsf-1.14.34.tar.xz

cd libgsf-1.14.34

Jconfigure --prefix=/usr

make

make install

cd ..

cd osslsigncode-1.7.1

Jconfigure

make ; make install

3. Other Linux

i.  Download and unzip osslsigncode-1.7.1.tar.gz from http://sourceforge.net/projects/osslsigncode/

i. See README.txt. The usual installation has 3 steps:
Jconfigure
make

make install

Note: Usually the installation will require extra dependencies that should be previously installed.

Note: Supported OpenSSL versions: Not lower than version 0.9.8, and not higher version than 1.0.x

Environment Tuning

1. Configure the controller server

By default, the controller is set to use a self-signed certificate installed on the Jetty Web Server. However,
there are certain circumstances when a customer may need to use a publicly trusted certificate instead. For
example, a client's browser may restrict access to sites that do not use a publicly trusted certificate.

Please follow these instructions if you need to use a different certificate:

i. Make sure the server on which the controller is installed has a valid hostname. If it doesn't then please
assign one. Also create a DNS record for the server so it is accessible through the intranet.

i. Loginto CCM and click the 'Settings' tab > 'Agents' > 'CSoD Agents' then select the agent and click
'Edit' at the top

Edit Agent: Code Signing Controller 57 b 4
*-required fields

Name* | Code Signing Controller 57

Controller Hostname/IP Address® | 10.108.51.92 @

0K Cancel

> Replace the default hostname/IP address with the hostname of the controller server
iii. Enroll for, or retrieve, a publicly trusted certificate for the server. The hostname should be in the
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'‘Common Name' field in the certificate.
iv. Put the certificate and private key into the Java Key Store (JKS) with a password. E.g. file 'cs-agent.jks'
and password '12345'

v. Copy the file into the 'conf directory of the controller's install directory. Usually
'lopt/comodo/ccmcescontroller/conf

vi. Update the 'agent.properties' file. This is located at ‘/opt/comodo/ccmcscontroller/conf/agent.properties'
Specify JKS file and password:

ssl.keystore=cs-agent.jks
ssl.keystore.password=12345
vii. Restart the controller. Usually: "/etc/init.d/ccmcscontroller stop' and '/etc/init.d/ccmescontroller start'
2. Make sure port 9092 is open. The controller uses this port for incoming requests.
3. Make sure that the 'hostname' command returns the assigned hostname.

+  After installation, the controller will automatically connect to CCM and start running immediately.
Go to 'Settings' > 'Agents' > 'CSoD Agents' to check connection status.

+  On first connection, the controller will download the latest configuration files from CCM and
generate a password for its database.

«  The controller will periodically poll CCM to retrieve instructions
The CSoD Agents Interface

«  Click 'Settings' > 'Agents' > 'CSoD Agents' to open the CSoD Agent interface:

@ lashhoard '@ Corifscains [E] Miscownry E"‘ Coda Signmg oa emand G:.; Haparts _?.:_' Admins

Crganizatons Domaing Hotifications Encrypdon Accass Control Emall Template Cerificates W Assignment Rufes

Hetwors Aganiz M3 Agentz CZoD Agentz

+*  Commaonds | | Edit || Detets || Backup || Restors

MAME MOOE SIATUS CLUSTERED 5TATUS LAST ACTRATY

@ Code Sigring Coriselles 67 Standard 22017 15.50.37

13 oo - 1over [ D

CSoD Agents Interface — Column Descriptions

Column Header Description

Name Name of the CSoD Agent.

Mode Indicates whether the agent is using a HSM or not.
« Standard - Indicates the agent is not using the HSM
+  HSM - Indicates the agent is using HSM

Status The current connection status of stand-alone and clustered agents. The possible
states are:

«  Connected - The agent is communicating with CCM.

Comodo Certificate Manager — Code Signing on Demand - Hosted Version | © 2017 Comodo CA Limited | All rights reserved. 8
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»  Not Connected - The agent is not communicating with CCM

«  N/A-No connection has been established so far.

Clustered Status

Indicates whether the agent is configured to use HSM.

»  Not Operable — The agent is installed in standard mode or the agent hasn't
been correctly configured to use a HSM.

»  Operable — The agent is correctly configured to work with a HSM and can
be used as cluster.

»  N/A(Not Available) — The agent has been downloaded and CCM is yet
identify whether the agent satisfies the criteria of cluster

Last Activity

The last date and time the agent communicated with CCM

Controls

Download
Agent

Download and create a new CSoD agent for installation. The button may be
available in the interface again after the first download depending on the mode in
which the primary agent was installed.

- Standard mode — The download button will not appear in the interface again
if you installed in standard mode and are not using a HSM.

»  Clustered mode — The download button will be available again If you
installed the agent in clustered mode and configured it to use a HSM.

»  You can download the agent and install it on another machine. The
agent must be configured to use the same HSM.

*  You have to download and install a new agent for each new machine.
» Asingle CSoD agent setup file cannot be used on multiple machines.

Commands

View commands executed by the agent. Commands include generate CSR and
manage private keys.

Refresh

Updates the list of agents.

Agent
Controls

Edit

Modify the agent name and the hostname/IP address of the machine on which the
agent is installed.

Delete

Removes the agent.

Backup

Copy the CSoD database to a remote SFTP server. See 'Configure the CSoD
Service' for details.

Restore

Restore code signing keys from backup. See 'Configure the CSoD Service' for
details.

1.3

Add Developers

A'Developer' is a role in CCM with permission to:

« Login to the CSoD service

»  Upload files or hashes for code-signing

»  Download the signed file or signed hash

You can create a developer as a new user, or add developer privileges to an existing CCM user. An MRAO or RAO
administrator will need to approve the developer's actual signing requests, unless you enable auto-approve in the
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CSoD configuration screen.

To add a developer
»  Open the 'Developers' interface by clicking 'Code Signing on Demand' > 'Developers'

»  Click the 'Add" button. This will open 'Add New Developer' dialog.

Dashboard '@ Certificates [8 Discovery

Y Filter

S (400

EMAIL

There is no datat

|
Add New Developer x

| CREDENTIALS ROLE

*required fields [CIABCD Corp

om | »

[CIBest Organization
Email* | bumpsted@dithercons.com

[CCapital Business
e [Ipithers Construction Company

[Isoftware Development

oK Cancel

«  Type the email address of the developer in the email field.

»  Use the right-hand pane to select the Organization(s) / Department(s) to which the developer should

belong.
»  Click 'OK" to confirm your selection.

The developer will be added to the list. You can edit the user to change their Organization/Department, reset their
password or to remove the developer.
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Dashboard @ certificates [ Discovery Code Signing on Demand

¥ Filter

% || 4= add ||| Edit || Delete

EMAIL

@ bumpsted@dithercons.com

A notification email will be sent to the developer with the credentials to access the CSoD service. An example is

shown below:
# Inbox ' /uj. Developer account was cre.., x\-’g’a i 5] ¢
File Edit View Go Message Eventsand Tasks Tools Help
s 4 » a > Q =
= o - - Search... < Ctri+K ==
GetMessages ~ Write  Chat  AddressBook | Tag  — QuickFiter o~ """ o

4 Reply = Forward Archive | @ Junk @ Delete More ~
From suppert@cert-manager.com
Subject Developer account was created successfully 11/17/2015 3:54 PM
To Bumpsted Dagwood
Code Sign account was created for your mail.
Login: bumpsted@dithercons.com

|| New password: -
| URL to access the service: hitps://cert-manager.com/customer/static/cst

E = w =

| ETada}r Pane A

1.4 Obtain a code-signing certificate for CSoD

Prerequisites:
* You have created a 'Developer' role as explained in the preceding section.

«  The domain from which the certificate is to be issued has been enabled for code signing certificates, and
that the domain has been activated by your Comodo account manager. For example, if you wish to issue
code signing certs to end-user@mycompany.com, then mycompany.com must have been validated by
Comodo. Al certificate requests made on validated domains or sub-domains are issued automatically.
Certificate requests for new domains will first have to undergo validation.

«  The domain has been delegated to an organization or department.

»  An'RAO Code-Signing' or 'DRAO Code-Signing' admin has been delegated control of the organization/
dept.

- The admin has enabled code signing certificates for the organization in the 'Code Signing tab' of the
organization's settings (see screen-shot below). 'Edit' an organization to access these settings.

Comodo Certificate Manager — Code Signing on Demand - Hosted Version | © 2017 Comodo CA Limited | All rights reserved. 1"
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| Edit Organization: Dithers Construction Company b4

General Client Certificate SSL Certificate Code Signing Certificate Email Template

When checkbox is selected "Code Signing” certificates could be enrolled for this particular Organization or
Department.

Enabled

0K Cancel

«  Hosted mode - the CSoD service controller also needs to be installed on the local network and connected
to CCM.
»  Cluster Mode - If the controllers are installed on multiple servers then they must be configured to generate
and store keys on a HSM appliance. If you install the controller on a single server then it is optional to use
a HSM appliance to generate and store keys.
Procedure Overview:

1. The administrator confirms completion of the prerequisite steps.

2. The administrator adds a new code-signing certificate for the developer from the 'Certificates' > 'Code
Signing Certificates' interface, with ‘Code Signing on Demand' enabled for the certificate. The CSoD
controller generates and stores the key pair locally and submits the CSR to Comodo CA. Once the
certificate is issued, the CSoD controller automatically downloads the certificate and stores it on your local
network. If a HSM appliance is used, the key pair is generated and stored on the HSM. On issuance of the
certificate, the controller downloads the certificate and stores it on the HSM appliance.

To enroll a code signing certificate for the developer

+  Click 'Certificates' > 'Code Signing Certificates' to open the '‘Code Signing Certificates' interface
»  Click the 'Add" button to open the certificate application form.
«  Complete all required fields on the form, making sure:

«  The correct developers email address is used.

»  The correct organization and department are specified for the developer.
« The 'Code Signing on Demand' box is checked.

Comodo Certificate Manager — Code Signing on Demand - Hosted Version | © 2017 Comodo CA Limited | All rights reserved. 12
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Discovery

35L Certificates Client Certificates Code Signing Certificates

Y Filter
Export Import from CSV

EMAIL ORDER NUMBER STATE

Add New Code Signing Certificate x

| *-required fields

Organization | Dithers Construction Company
Department | None
Domain | dithercons.com

Email Address* | burnpsted @dithercons.com

]| ] ] [

| Term | 1 year
Full Name* | Bumpsted Dagwood

Contact email (D

Code Signing on Demand (D

Signature Algorithm | RSA

] ]

Key Size 2048

Subscriber Agreement
EULA

[| prnt

[ lagree.*  Scroll to bottom of the agreement to activate check box.
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The following table explains the fields on the form:

Field Description

Organization Select the Organization to which the developer belongs.
Department Select the Department to which the developer belongs.
Domain Select the domain to which you want to issue the certificate. This will be a domain that

is assigned to the organization/department.

Term Select the term of the certificate.

Email Address Enter the email address of the developer.

Full Name Full name of the applicant.

Contact Email Enter the contact email address of the applicant that should be included in the

certificate. The contact email address may be the customer facing email address like
support@company.com, sales@company.com efc.

Code Signing on Enable to allow the certificate to be used by the CSoD service.

Demand

Signature Algorithm Choose the signature algorithm to be used by the certificate. Recommended = 2048 bit
or higher.

Keysize Choose the key-size (in bits) by the certificate.

Subscriber Agreement Displays the End-User License Agreement (EULA) for the certificate. Read through the
EULA and accept to it by selecting the 'l agree' checkbox for the application to proceed.

«  Click 'OK" to submit the request.

The certificate will be added with the state 'init', indicating that the certificate enrollment has been initiated.

Dashboard @ Certificates [ Discovery @ Code Signing on Demand Gj. Reports 2?. Admins Hi Settings [ About

S5L Cerificates Client Certificates Code Signing Certificates

Y Filter v

= o= add Export Import from CSV ||| Delete View

NAME EMAIL ORDER NUMBER STATE ORGANIZATION DEPARTMENT EXPIRES CODE SIGNING ON-THE-FLY
Dithers
@ Bumpsted Dagwood bumpsted@dithercons.com Construction
Company

Once issued, the state of the certificate will change to 'Issued": The controller will download and save the certificate
in the local network.

Dashboard C:;} Certificates [, Discovery @ Code Signing on Demand CE)‘ Reports p_?.. Admins “f Settings f@ About

SSL Certificates Client Certificates Code Signing Certificates
Y’ Filter is applied v
e + Add Export Import from CSV Delete View Revoke

NAME EMAIL ORDER NUMBER STATE ORGANIZATION DEPARTMENT EXPIRES CODE SIGHING ON-THE-FLY

Dithers
@ Bumpsted Dagwood pumpsted@dithercons.com 1503301 Consfruction 11120120186
Company
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The certificate can now be used to sign code submitted by your developer. Each signing action will, however, need
to be approved by an administrator UNLESS you enable 'Auto-approve code signing requests' in CSoD interface.

Viewing and Downloading the certificate

«  Select the certificate and click 'View' to see certificate details:

T - = - :::: - - .. .-
Dashboard @ Certificates @ Discovery :iy Code Signing on Demand (b _:

S5L Certificates Client Cerificates Code Signing Certificates Device Cerificates

Sy Filter
E + Add Export Import from CSV | Delete Revoke
HAME EMAIL ORDER HUMBER STATE ORGANIZATIO
Dithers
Elumpsted bumpsted@ditheps 1729430 lssued Construction
Company
e § =
Code Signing Certificate X

Name Bumpsted
State Issued
Order Mumber 1729430
Email bumpsted@dithers.com
Contact email
Organization Dithers Construction Company
Deparment
Term 1 year
Invited
Requested 08/28/2017
Collected 0829/2017
Downloaded
Expires 08/30/12018
Serial Mumber 87:98:80:F4:18:61:36:3C:D1:55:7F.C4:2C:3C:66:A4
Key Usage Digital Signature
Extended Key Usage 1.3.6.1.5.5.7.3.3

Download Cenificate | PKCS#7 Basegd
Suspend Motifications [

Close

»  Click the 'Download' button to download the certificate in PKCS#7 format

1.5 How to sign code using CSoD

Once you have created a developer and obtained at least one CSoD enabled code-signing certificate, your
developer is ready to upload files or hashes for signing.
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«  Code Signing — Developers can upload EXE .DLL .CAB .MSI .OCX .SY, JAVA JAR, WAR and Android
application files.

» Hash Signing — Developers can upload a text file containing the SHA or MD5 hash value of their software
which will be signed with their code signing certificate. Developers can embed the signed hash and
certificate with their binary. This is useful if:

»  The source files are large and the developer wishes to avoid longer upload times

«  Company policy allows code signing of binaries to be performed only within a local system
See Obtain a code-signing certificate for CsoD if you need help with getting a code-signing certificate.

Note: The 'Hash Signing' feature is only available if enabled for your account. Please contact your Comodo
account manager if you wish to add this service.

Overview of steps:

« Step 1 - Upload the files to be Signed - The developer logs-in to the CSoD service portal, enters the
details of the file(s) to be signed, selects the signing service and uploads their code or hash. This will
create a request which can be viewed in the ‘Code Signing on Demand' > 'Requests' interface.

- Step 2 - Approve the Code Signing Request (optional) - An administrator views the request, checks the
files to be signed and approves the request from the 'Code Signing on Demand' > 'Requests' interface.
Note - this step can be skipped if 'Auto-Approve Code Signing Requests' is enabled in the CSoD interface.

- Step 3 - Download Code-Signed files - After the signing process is complete, the status of the request will
change to 'Signed'. A notification mail is sent to the developer with a URL to download the signed files.

Step 1 - Upload the files to be Signed
«  Once a developer has been added, they will be able to login to CCM using the link in their confirmation
email.

» By default, the format of this URL is: https://cert-manager.com/customer/[REAL CUSTOMER URI]/csod.

cCOMODO
Certificate Manager

Create Code Signing request

Email: *

Password: *

AUTHORIZE

»  Developers can then upload files using the following form:
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Certificate Manager

Create Code Signing request

Email:* | bumpsted@dithers.com

Password:* eesssese

Organization: * | Dithers Construction Cormpany =

Department. *  None -

[MD5

[ZISHAT
Digest Algorithms: * [ |SHA256

[JsHA384
[JsHAS12

Version: *

Signing Service: * | Microsoft Authenticode i

Browse... | No files selected.

RESET

«  Organization - The organization(s) to which the developer belongs. The organization selected
here will be shown in the certificate as the publisher of the software.

«  Department - Allows the developer to choose a department If departmental information is also
required in the certificate.

+  Digest Algorithm - Select the algorithm you wish to use to create the file hash-code (aka 'digest).
The hash-code is used by client software to verify the integrity of your signed code.
Recommended = SHA256 and upwards.

« Version - Developer should type the version number of the software they wish to sign

« Signing Service - Select the appropriate signing service for the type of file you want to sign:

i.  Files - Choose 'Microsoft Authenticode', 'Java' or 'Android' as the signing service

ii. Hash values - Choose 'Hash Signing' as the signing service. You need to generate a hash-
code of your file with the SHA or MD5 algorithm (to generate a .sha or .md5 file). Alternatively,
create a .txt file containing the hash value.

Note: 'Hash Signing' is only available if the service is enabled for your account. Contact your
account manager if you want to enable 'Hash Signing'.

+ Browse... - Choose the files or hashes you want to upload for signing. Multiple files can be
uploaded.

«  The developer should complete the form and click the 'Create' button to submit the signing request to the
CSoD service.

A confirmation dialog will be displayed:
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Certificate Manager

Info

o Code Signing Request has been created. You will be notified when your files will be signed.

«  The code signing request can be seen in 'Code Signing on Demand' > 'Requests'.

« By default, the request needs to be approved by the appropriate MRAO, RAO or DRAO administrator
before the signing will take place.

« If'Auto-Approval' of Code Signing Requests is enabled, the service will sign the code immediately. See
'Configure the CSoD service' to enable this feature.

Step 2 - Approve the Code Signing Request

A code signing request will appear in 'Code Signing on Demand' > 'Requests' after a developer has uploaded files
for signing. Under default settings, an administrator needs to review and approve the request before the service will
actually sign the files.

«  Click the 'Code Signing on Demand' tab and choose the 'Requests' sub tab

» Alist of requests will be displayed:

@ Dashboard g} Cartficates [# oiscovery Eil' Coda Sigeing on Demantd {5 Reports ﬂl Admins T'.'I Sefiings ] About

[] uto-Approve Code Siguing Reguests

¥ Filter w
HE. Details Approve || Decline
DEVELOFIR ORGANIZATION DEPARTASENT VERSION MGEST ALGORITHMS SGMING SEFVICE | CREATE DATE STATE
Dithvars
% numpsind§Edhers com Caonsiuchon 11 [MEE] dava OB RI0TY 162540 Craated
Compary
Dittvars
) bummpsled@dihers. com Consfudion 10 D] Hash Signing 0BT 171346 Signed

Campamy

+  Click 'Details' to view the specifics of the request:
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Request Details X

Developer bumpsted@dithers.com
Version 1.1
Signing Senvice Java

Crganization Dithers Construction Company

Department
FILENAME MD5 HASH SHA1 HASH
sample.war 570f196c4a1025a7 80f5053b166c69d31697L Copy direct link

Close

The details dialog shows the developer's name, file details, and the MD5 and SHA1 hash values of the files.

«  Click the file name to download the file for examination
«  Select the request and click '‘Approve' to allow the signing process to go ahead
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Dashboard @' Certificates [, Discovery Code Si

Developers

|| Auto-Approve Code Signing Requests

| Y Filter
D | Details @ Decline
DEVELOPER ORGANIZATION DEPARTMENT VERSION DGEST ALGORIT
Dithers
bumpsted@dithers.cof Construction 1.1 [MD5]
Company
Dithers
() bumpsted@dithers.com Construction 1.0 [MD5]
Company
Approve Code Signing Request x
Developer bumpsted@dithers.com
Version 1.1
Message
FILENAME MD5 HASH SHA1 HASH

sample.war 570f196c4a1025a; 80f5053b166c69d31 Copy direct link

0K Cancel

« Enter an approval message in the 'Message' field and click 'OK'

»  The request will be approved and its state will change to 'In Progress".
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(Z) Dashvoard @ conincates ) Descovery e SiRing on Demand (13 Repors 01 mimins il IS Avout

[[] Auto-Approve Code Siguing Requests

¥ Filter

I Details

DEVELOPER ORGANZATION | [ EARTAET e 05 i DIGESTAIGORIINIS | SIGHING SERVICE | CHEATE DATE STATE

: Ciiners

® pumpsteagdihens.com Zonstuction 1.1 izln | Java QRIET201T 15:2546 In Frogres
Company
T

O Bumpsles@dithes com canstuction 10 OS] Hash Sigring 020017 171246 Signed
Caormgany

«  The request state will change to 'Signed' once the signing process is complete.
« Anotification mail will be sent to the developer to download the signed file.

«  The Developer must download the signed files within three days of the notification. The files will be
removed from the database three days after signing.

« Ifrequired, you can resend the email by clicking 'Resend Signed Notification'

£7) Dashboard @ Certifcates [ Descovery g Coda Sigming on Demand @ Reports 21 mdming {4} settings i Abaut

Reguasts Developers

] Auto-Approve Code Siguing Reguests

¥ Finer
] Details
DEVELOPER CHGARZATION | [FPABIMENE  sogonn  DIGESTA|GORIMMS | SIGNING SERVICE | CHEATE DATE STATE
- Dithers
(® bumpstedEdithers com Constuclion 1.1 DS Java ORIUZOT 15:25:45 Signed
Comgany

1 bienpsled@dilhens com Cangtuction 10 D) Hazh Sigaing 0RANEDIT 171246 Signed

Note. As mentioned earlier, administrators have the option to forgo the approval process by enabling ‘Auto-
Approve Code Signing Requests' in the 'Code Signing on Demand' interface.

Step 3 - Download Code-Signed files

After completing the signing process, the developer will receive an email with links to download each signed file. An
example is shown below.
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fi- ri-, Inbox /u:g Your request was signed 5., X \_ o
File Edit Wiew Go Message Tools Help
3 s u 2 ® Q -
7 - - : Search... <Ctri+K e
Get Messages Wit i BBl g Gabime 0" S -l —
From suppert@cert-manager.com 4 Reply  =» Forward [ Archive 0 Junk | & Delete
Subject Your request was signed successfully 12:54

To Bumpsted Dagwood :
Other Actions

Dear Customer, I

Your request was signed successfully. Please download your files following the links
below:

https://cert-manager.com/customer/static/S57/BF77F2A958249AC640A21868B8B1A5

T

If a hash was uploaded, the developer can download the signed hash and embed it into the binary to create a
digitally signed file.

Note: The developer must download the signed files within three days of the notification. The files will be removed
from the database three days after signing.

Administrators can also download signed files from the 'Details' dialog of the request.

«  Choose the request from the 'Code Signing on Demand' > 'Requests' interface and click 'Details'
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Dashboard '@' Certificates [& Discovery Code Signing on Demand

Requests Developers

|| Auto-Approve Code Signing Requests

Resend Signed Motification

ORGANIZATION DEPARTMENT VERSION SIGHING SERVICE
D Microsoft
Hidithercons.com  Construction 1.1 Authenticode
Company
X |

| Request Details

Developer bumpsted@dithercons.com
Version 1.1
Signing Service Microsoft Authenticode
Organization Dithers Construction Company

Department
FILEHAME MD5 HASH SHA1 HASH
| tesfxe BTbf77f2a850248act b0fd3b86a63b2524f Copy direct link

Close

Click the file name in the 'Request Details' dialog to download the signed file.
To check whether the file is signed

+ Right click on the file and choose 'Properties'
»  Choose the 'Digital Certificates' tab
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.--"'/ { il.l
test Properties ﬁ
Compatibility I Archive | Comment
Digtal Signatures ) Secunty | Detals | Previous Vrsions
Signature list
Mame of signer: E-mail address: Timestamp
iDithers Constr... Mot available 25 Movember 2015 1.
Details
| ok || Cancel Appl

The details of the signer will be displayed.

1.6 Configure the CSoD service

Each CSoD agent can be configured for backup and restore operations and for auto-approval of developer code-
signing requests. The configuration options available to you depend on the mode of service enabled for your
account.

The CSoD controller creates an encrypted database inside your local network and stores the certificates issued for
the developers and their private keys in it. You can configure the controller for periodical backup operations of the
database and auto-approval of the requests. In case the certificates are lost, you can restore them by installing a
new controller for your account.

The 'CSoD' agents area lets you configure the controller to automatically backup this database to a specific location
(applies to standard mode installations, not cluster mode).

«  Click 'Settings' > 'Agents' > 'CSoD Agents' to open the configuration interface

(%) Dashboard & cerficates [# Discovery [ code sining on Demand @ Reporis 2 sdmins il seimgs [ About
Organizalions Damains Melificalions Encryplan Access Canlral Ermal Ternplale Cafificales Agqerils Auzignemenl Rules
Hetwork Agenls WE Agenls CEoD Agenls

4 || Commands | Edit | Delete | DBackup || Restore

RamML MOoE STATUS CLUSTERED STATUS LAST ACTIATY

@ Code Signing Conlrolier 57 Slandard m 12207 181118

The interface allows you to:
+ View the activities of the CSoD controller
»  Backup/Restore Code Signing Certificates and their private keys (standard mode only)
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The 'Code Signing on Demand' > 'Requests' interface allows you to:
Configure for auto approval of code signing requests

View the Activities of the CSoD Controller

Once the controller is installed on your local network it automatically connects to CCM. The connection status is
shown in the 'Settings' > 'Agents' > 'CSoD Agents' interface. You can view a list of commands sent by CCM to the
controller and their execution status.

+  Select an agent and click '‘Commands' to view all commands received by the controller.

(%) Dashbeard @ cenicates [F Discovsry [ code signing on Demand (5 Reports 02 Adwins 113 seimngs

Cegenizaions  Domaing Moilifcations Encryption  Access Conirel Privele Kew Store Emell Template  Ceiificales Agsignment Ruea

Melusark Apeii S Agenis

% || Download Ager Edit | | Delets

WIOOE STATUS CLUSTERED STATUS LAST ACTIVITY

HEM HWZIRNT 162638

22T 16:28 40

HWAME

'O Code Sigring Conireler 58
Code Sigring Contiolier 57

Commands x
2
HAME DATE ETATUS AGENT
Updale Configuration MAINT 161828 Sucresslul Coai2 Signing Conlroller 53
Update Configursbon MANT 151702 Sucressiul Ciode Signing Coniroller 53
riligize Chsher T2INT 1613526 Sucvessiul Coniz Signing Conlraller 57
Update Configuration MAET 1513328 Bucrsssiul Cide Signing Confradlar 57
Updale Configursbon 2T 181202 Sucoeasiul Code Signing Conlrolles 57
Ippe——T1 1 1

Commands Dialog - Column Descriptions

Column Header Description
Name The label of the command received from CCM
Date Date and time the command was received.
Status Execution status/result of the command.

Agent Name of the controller

«  Choosing a command and clicking the 'Details' button at the top, displays the details of the command.
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Commands *

DATE STATUS AGENT
1172172017 16:18:28 Successiul Code Signing Confroller 58
MR2AR0T 16:17:02 Successful Code Signing Controller 58
M212017 16:13:26 Successful Code Signing Controfler 57

igning Confroller 57
x

'Signing Controller 57
MName Initialize Cluster
Date 11/21/2017 16:13:26
State Successful

Backup/Restore Code Signing Certificates and Their Private Keys (standard mode only)

You can schedule regular backups of the CSoD database to a remote SFTP server, or run on-demand backup
operations when required. Certificates and private keys can be restored from the backup.

To configure a backup
«  Click 'Settings ' > 'Agents' >'CSoD Agents'

»  Select the controller and click 'Backup' at the top

@ Dashboard @ Certificates [ Discovery E}, Code Signing on Demand
Organizations Domains Notifications Encryplion Access Confrol Email Template Cerfificates
Hetwork Agenis WS Agenis CSol) Agents
+ ' || commands ||| Edit || Delete Restore
HAME MO STATUS CLUSTERED STATUS LAST
@ Code Signing Confroller 57 Standard 1
Backup Configuration: Code Signing Controller 57 ¥
*required fields
Enable backup
SFTP location® D
SFTF User
SFTP Password Show
Backup File Password® Show
Frequency ® Manual O Daily
cose
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Backup Configuration - Table of Parameters

Parameter Description
Enable backup Activate or deactivate backup capability.
SFTP Location Path on the SFTP server where the backup should be stored.
SFTP User Username of an appropriately privileged account on the SFTP server. The controller will

use this account to access the SFTP server.

SFTP Password Password of the account mentioned above.

Backup File Password | Password for your backup file. You will need this to restore from the backup.

Frequency Schedule at which backups should be taken.

*  Manual - The backup will run automatically. Click the 'Backup Now' button to
run an on-demand backup.

+ Daily - Backups will be created daily at the time specified in the 'Next backup
at:' drop-down. Choose the time in UTC when it should run.

»  Click 'Test Connection' to check the connection between CCM and the backup server
«  Click 'Close' to cancel the backup configuration

»  Click 'Save & Close' to apply your changes

«  Click 'Backup Now' to run an instant backup

To restore the keys

« Ifthere are problems with a controller and certificates belonging to the developer are lost, you can install a
new controller and restore the certificates from a backup.

«  Download the setup file for the new controller from 'Settings' > 'Agents' > 'CSoD Agents' and install it on
your network. See 'Setup the CSoD Controller ' if you need help with this.

If the installation is successful, the new controller will connect to CCM and will have a status of 'Connected'.
»  Select the controller and click the 'Restore’ button at the top

*  You next need to specify the location of the backup file, and provide access credentials:
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Restore Existing Code Signing Keys From Backup: Code Signing ... X

*—required fields

SFTP File location® @
SFTP User
SFTP Passwaord |  Show
Backup File Password® | Show

Close

Restore Existing Code Signing Keys from Backup Configuration - Table of Parameters

Parameter Description
SFTP File Location Path on the SFTP server where the CSoD service backup is stored. For example,
sftp:/Imy_sftp/backup/pkagent_yyyymmdd_HHmmss.jks
SFTP User Username of an account with privileges to access the backup on the SFTP server.
SFTP Password Password of the account mentioned above.

Backup File Password | Enter the password of the backup file.

»  Click 'Test Connection' to check communication between CCM and the backup server.
»  Click 'Close' to cancel the restore process
»  Click 'Restore' to restore the backed up file
The code signing certificates and their keys will be restored to the database created by the new controller.

Conflgure for Auto Approval of Code Signing Requests
By default, code signing requests from developers must be approved by an MRAO, RAO or DRAO
administrator. Requests can be viewed, managed and approved in the 'Code Signing on Demand' >
'Requests' interface.

« Alternatively, you can configure the controller for auto-approval if you want to skip the manual approval
process. If enabled, the controller will sign files right after they are uploaded by the developer. See How to
Sign Code using CSoD for more details.

(%) Dashbeard @ cenmicates [# Discovery 4 Code Sigaing on Demani B Reporis 02 admins i} setings (9 avcat

Regupsks Dievelapers

& | Atn-Approve Code Sigrang Hequests

¥ Filiar W

«  Auto-Approve Code Signing Requests - Enable this setting if you want signing to commence without
administrator approval. The service will start the signing process immediately after files are uploaded by
the developer. See How to sign code using CSoD for more details.
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About Comodo CA

Comodo Certificate Authority is one of the world’s largest providers of SSL certificates by volume having issued over
91 million certificates and serving over 200,000 customers across 150 countries. The company provides a full suite
of certificate products spanning all validation levels for website certificates, certificates for code-signing and email-
signing, and the Comodo Certificate Manager (CCM) platform. Comodo CA has its US headquarters in New Jersey
and international offices in the United Kingdom, Ukraine and India.

Comodo CA Limited

/
/

3rd Floor, Office Village, Exchange Quay,

Trafford Road, Salford, Greater Manchester M5 3EQ,
United Kingdom.

Tel : +44 (0) 161 874 7070

Fax : +44 (0) 161 877 1767
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