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1 Preface

Intel® Active Management Technology (Intel® AMT) must be setup and configured before you can
use the remote manageability and security features. One method is to install Intel® Setup and
Configuration Software (Intel® SCS) or Intel® Endpoint Management Assistance (Intel® EMA) and
then use remote configuration. Remote configuration uses Transport Layer Security (TLS)
between the Intel SCS, Intel EMA Remote Configuration Servers, and the remote PCs with Intel
AMT firmware. The Intel AMT firmware is pre-loaded with TLS certificate thumbprints from six
different certificate vendors so all you need to do is install a third-party certificate on the Remote
Configuration Server. This document includes step-by-step instructions on how to purchase and
install a Sectigo* certificate that will match the pre-installed Sectigo thumbprint and allow you to
use remote configuration and maintenance using Intel SCS or Intel EMA.

1.1 Document Scope

This document does not include specific steps to install the Sectigo certificate on other
management consoles. For consoles that do not use Intel SCS or Intel EMA, please refer to the
vendor’'s documentation for installing the certificate. The steps used to purchase the certificate
are the same for all management consoles.

1.2 Supported Intel® AMT Versions

The Sectigo AAA CA certificates are supported in the following versions of Intel AMT:
e 6.xand later
Sectigo certificates are not supported on the following Intel AMT versions:

e 5xandbelow

1.3 Intended Audience
This document is intended for Information Technology (IT) professionals who will be purchasing
and installing the TLS certificates.

Readers should have a basic understanding of their IT infrastructure, especially Microsoft*
Internet Information Service, the Microsoft Management Console, and a basic familiarity with TLS
certificates.

1.4 Prerequisites

The Intel SCS or Intel EMA User Guides provides information on the prerequisites for using the
remote configuration service. Before starting this process, you should have the following:

e Intel SCS or Intel EMA installed on a supported Microsoft operating system
e One or more domain names for your network (Microsoft Workgroups are not supported)



Purchasing Sectigo* Certificates for Intel® AMT Remote Setup and Configuration

e Microsoft Internet Information Service (IIS) running on the server that is hosting the
remote configuration service
e Account permissions to install the certificate
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2 Purchase a Sectigo* Certificate

The following instructions were captured using Microsoft Internet Information Services (lIS) for
Windows Server 2016.

2.1 Create Certificate Signing Request (CSR)

1. Onyour Intel SCS remote configuration server, open Programs—>Administrative
Tools->Internet Information Services (1IS) Manager.

“E Internet Information Services (IIS) Manager

m @5 » StartPage E, 2{-}( @“

File View Help

Mcrosoft 7.‘ ., =
Internet Information SEVICEs

Application Server Manager,

e m—

> -85 INTEL-SCS (VPRODEMO\itprd

1IS News is disabled, click the Enable IS News link to get the most recent online news.

Name Server Connect to localhost 1IS News and Information
9 INTEL-SCS localh Connect to a server... IIS Downloads
Connect to a site... IIS Forums
Connect to an application... TechNet
MSDN
ASP.NET News
Microsoft Web Platform
< m >
\ 7
IS News Enable IIS News
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In the Internet Information Services (lIS) Manager, open the Server Certificate icon.

\E Internet Information Services (IIS) Manager

== ‘_G; » INTEL-SCS » & @ -

File View Help

-9 Start Page

« [ INTEL-SCS (VPRODEMO\itpre
2} Application Pools
> @ Sites

<] " >

0‘;’ INTEL-SCS Home

Filter: » ¥ Go - (GShowAll | Groupby: Area - |
s A
d 9 [s )
Authentic... Compression  Default Directory  ErrorPages  Handler
Document  Browsing Mappings
e e N
B R P =
HTTP Logging MIME Types  Modules Output Request
Respon... Caching Filtering
La¥ &y
Server Worker
Certificates  Processes
Management -~
!
Configurat..  Feature Shared
Editor Delegation Configurat...

Features View | 2 Content View

Manage Server
Restart
Start

[ I3

Stop

View Application Pools
View Sites

Change .NET Framework
Version

o Get New Web Platform
Compenents

e Help
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3. Select Create Certificate Request... from the Actions menu.

™E |nternet Information Services (lIS) Manager

& [ INTELSCS » ERCE
File View Help
Smesiens ST @ Server Certificates o
Q- 1 I& 4! Import...
:::fl fl:]ﬁrr;fasgces PRODEMON, Use this feature to request and manage certificates that the Web server can use with websites Create Certificate Request...
h 3 hssn (V "'P1S | configured for SSL. Complete Certificate Request...
{2} Application Pools e
o] Sites Filter: - Go ~ E‘} Show All | Group by: No Grouping v Create Domain Certificate...
“Name & Issued To 7 Issued By Create Self-Signed Certificate...
SSL for vPro AMT intel-scs.vprodemo.com Go Daddy Secure Certificz Enable Automatic Rebind of
Renewed Certificate
@' Help
< m >
Ready %3y

4. Fill-in the Distinguished Name Properties form:

Common Name: The common name or CN, for standard certificates, is the RCS server
hostname plus a domain suffix. To determine if the certificate is valid, the client
compares the domain portion of the Common Name to the value returned by DHCP
option 15, or, if set, to the Secure DNS Suffix or Provisioning Server FQDN value set in
the client's Intel® MEBX. For help in understanding the rules for determining if the two
values match, and support for 2" and 3™ level domains in each version of Intel AMT,
refer to the Domain Suffix Guide for Intel® AMT Remote Configuration Process. If you are
purchasing a wildcard certificate then you can use one certificate to span different
branches in the domain forest. For wildcard certificates, use an asterisk followed by a
domain suffix in the CN.

Example 1 (CN=RCS Server FQDN):

In this example, assume that the DHCP Option 15 has been set to
“vprodemo.com,” and that you did not set the Secure DNS Suffix or the
Provision Server FQDN values in the client’'s Intel MEBX.

Then, if your Remote Configuration Service (RCS) is running on
intel.vprodemo.com, set CN=intel.vprodemo.com.


http://communities.intel.com/docs/DOC-4903
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You can verify the DHCP Option 15 setting by running the SCSDiscovery utility
(provided with Intel SCS) on the client. The DHCP Option 15 setting is called the
OSSpecificDNSSuffix.

Example 2 (CN=RCS server host with client DNS Suffix)

In this example, the DHCP option 15 value has been set to “vprodemo.com” for
the environment. If your Remote Configuration Service is running on
intel.vprodemo.com, set the certificate CN=intel.vprodemo.com.

e Organization: The name of the organization that is requesting the certificate and owns

the domain

e Organizational Unit: (not used by Sectigo)

e City: The requesting organization'’s city

e State: The requesting organization’s state (spell it out)

e Country: The requesting organization’s two letter country code

Click Next.

‘ « o [%» mTELSCs » | & = @-‘
| File View Help

| Request Certificate

[ Distinguished Name Properties
= ertificate Request...

e Certificate Request...

Specify the required information for the certificate. State/province and City/locality must be specified as omain Certificate...

official names and they cannot contain abbreviations. elf-Signed Certificate...

utomatic Rebind of

Common name: Iintel.vprodemo.com Certificate
H

Organization: Ilntel Corporation

Organizational unit:

City/locality ISanta Clara

State/province: |Ca|ifomia

Country/region: IUS

m " . J‘
|

[ Festures iew] . Content View

i <] [T ] >
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5. Leave the Cryptographic Service Provider set to Microsoft RSA SChannel Cryptographic
Provider and select 2048 as your key Bit length. Click Next.

© & [%) wmscs » |& = @-

File View Help

Request Certificate

1 Cryptographic Service Provider Properties
- ertificate Request...

e Certificate Request...

omain Certificate...

> -[@] Sites Select a cryptographic service provider and a bit length. The bit length of the encryption key determines the
certificate's encryption strength. The greater the bit length, the stronger the security. However, a greater bit elf-Signed Certificate...

length may decrease performance,

Cryptographic service provider:

IMicrosoft RSA SChannel Cryptographic Provider v

Bit length:

2048

Previous I | Next

Features View |2 Content View Activate Windows

Ready Go to Settings to activate Wind®gvs
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Click the “..."” button to select a location. Enter a file name to store the certificate request and
then click Submit. Click Finish.

Request Certificate

i File Name

Specify the file name for the certificate request. This information can be sent to a certification authority for
signing.

Specify a file name for the certificate request:

|C\Sectigo_CSR.bxt | I
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7. Thisfile, Sectigo_CSR.txt in our example, will be used to submit your request to Sectigo for an
Intel vPro AMT certificate. You can open the file in Notepad to view encrypted certificate
request.

File Edit Format View Help

| ----- BEGIN NEW CERTIFICATE REQUEST-----
MIIEbzCCA1cCAQAwejELMAKGATUEBhMCVVMXEZARBgNVBAgMCKNhbGImb3JualEx
FDASBgNVBACMCINhbnRhIENSYXIhMRowGAYDVQQKDBFIbnR1bCBDb3Jwb3JhdG1lv
bjENMASGALUECwwEd1Bybz EVMBMGALUEAwm«MdnByb2R1bW8uY29tMIIBIjANBgkq
hkiG9w@BAQEFAAOCAQBAMIIBCgKCAQEArPHaygVXhyvpcbmeV+uyaZGiCHc209L1
aNIPxv8MgGMVtD1ufArPdpVP094SB4kbe /HEw3udxL /Digq2jucoQEqW4R5fvenOA
NSNDXqJwX/q/zIThBmxetVdYwVOXkYuln7NxQ4hd1U/R+D@D+sBeYW6IMumobLgd
iXzy0IMIDxJFncGeBStuvetwB7Q+qSLTdOPXWtVKoIsT+Ipa/2rzHfpelUYhvgG31
zXS5SUNSFb+Tdaj46xzYSSg8xHrPyTealNdGWgvCQedZ+cBhScc9c5W53308]3]ved
+IAhBgC4pjNBILxXCW+5IMrrRfPsfBS1dubsbd747K7gAT7XtpASpKQIDAQABOIIB
rjAaBgorBgEEAYI3DQIDMQuWIC I YuMi45SMjAwL jIwSgY IKwYBBAGCNXUUMTOwOWIB
BQwUd1Byb1BTTS52cHIVZGVtby5jb20ME1ZQUKIERUIPXG1OcHIVYWRtali4MCO1u
ZXRNZ3IuZXh1MHIGCisGAQQBgjcNAgIxZDBiAgEBH10ATQBpAGMACgBVAHMAbWBM
AHQAIABSAFMAQQAgAFMAQWBOAGEAbgBUAGUADAAGAEMACgBSAHAAABYAGCACgBh
AHAAaABpAGMATABQAHIAbwWB2AGKAZAB1AHIDAQAWgc8GCSqGSIb3DQEIDjGBWTCB
vjAOBgNVHQ8BAF8EBAMCBPAWEWYDVRO1BAmyCgYIKwYBBQUHAWEWeAYIKoZIhvcl
AQkPBGswaTAOBggqhkiGO9wODAgICATAWDgYIKoZIhvcNAWQCAgCAMASGCWCGSAFL
AwQBKjALBglghkgBZQMEASOWCwWYIYIZIAWUDBAECMASGCWCGSAF1AWQBBTAHBgUr
DgMCBzAKBggqhkiG9w@DBzAdBgNVHQAEFgQUgXjUESFCVFbyomgvgwVycKoz8gkw
DQYJKoZIhvcNAQEFBQADggEBAJcCAXxA6YpMjglL9Limbfaz5nrBDubm+6iTluhpnE |
YulDe2fUtDzex1I116crikj2YSPhNIoh2W9g/05CcVNdazf46BFHMZ+c4IboIHvL
VI/hjRECi71dg+3qtsURomNEcadiwHn9A0elLIplGcEynVXNae22ucyCqFobl9TH
fz5A9I+vLq5/gAtYYovBy1TG6+DOthjzbcB@RWIWSmgLKG8my3FWSUKmfwl3pRRqW

| >

< >
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3 Send the Certificate Request to Sectigo*

1. Go to the Sectigo web site: https://sectigostore.com/ssl-certificates/amt-certificate

2. Atthe AMT SSL Certificate menu, select how long you would like this certificate to be valid
before having to renew this certificate. Note that the cost of the certificate goes up with the
length of the validity period. The example shows a 1-year validity period selected. Click Add
To Cart.

Apout Us Support Blog Login & My cart

§ECT'GD / §-,E,g,';g SSL Certificates SSL Types

FORMERLY COMODD CA PLATINUM PARTNER

Home » SSL Certificates » AMT SSL Certificates

AMT SSL Certificates Questions?

Securely setup Intel vPRO platform with Sectigo AMT Certificates =
B Chatwitha

Sectigo AMT certificates are approved by Intel and fully compatible with the Intsl vPRO platform. Ve Security Expert
offer AMT certificates for single domain, wildcard, or We offer AMT certificates in singls domain and

wildcard options.

SITE SEAL
SECTIGOSS!
. (5 | SECURED BY
Buy New or Renew Your AMT SSL Certificate =) | SECTIGO
S8L Certificate Options:
® 1 Year @ $112.70 per year (® One Site
You Save 37% OFf $179.99 List Price Standard option protects one site (eg

site.corm or blog. store.com)

() 2 Year @ $93.15 per year B . .
e g () One Site + All Subdomains
() 3 Year @ $82.42 per year Wildcard option protects your main site (eg.
- site.corm) plus unlimited subdomains (eg
blag. site.com, fip.site.com. etc.)
Adds $123.05/yr

Quantity @ H ‘,',‘l';g‘uﬂs 0@ Total Demains: 1

Total
§1127 ccw o =

11
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3. Atthe Secure Checkout menu, enter your billing and payment information. Click Place Order.

Secure Checkout Order Summary

7\ AMT SSL Certificate
BACKTO SHOPPING - 1 years at $112.70/yr
Order
Proiducts Promo Code:
ENTER
@ ADDRESS
Total: $112.70
[4-]
= — ‘ ‘
— mal
— Remave Al
=| John@youremaicom
=]
Full Name™
First & Last Name (L. John Smmith)
Organization Name ‘ ‘
Vour company's hame. (This is not refated to your CSR)
YAT Number ‘ ‘
Vour company's lFalue Added Tax Number, if necessan:
Country™ ‘ United States v‘ c
ontact Us
Street Address® ‘ ‘
SectigoStore.com
146 2nd St.N
City” St. Petersburg, FL 33701
2417 SSL Support
State/Province® —-Select State- ¥ Anytime answers for all your
Support, Sales & Billing
questions.
Zip®
Send Support an Email
Phone” ‘ ‘ Purchase Installation
Area Cocle & Number Extansion
(i.e. (856) 457,5368) fie. 123
Learn more about our privacy policy.
~
= METHOD Please Note
| i Dont warry about your CSR
= Credit details yet. The CSR is anly
o Card — I needed during the ceniicate
visa & = e
E I
<C EVLE Narmg on™
[« Card

Card”
Murnber

Expiration™
Date | Month ~| 1| ear

Werification™

PLACE ORDER

(f) This biling information is anly being callected to complets the
tranzaction. Afterthe transaction, none of this financial data
will be stored on our servers.

12
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4, Review the order details and click Confirm.

GECTIGO / Store (888) 481.5388

FORMERLY COMODO CA PLATINUM PARTNER

Secure Checkout

\ \
BACK TO SHOPPING n
Review

Order

‘= ORDER

— Review Your Order Details
= Contact Us
Ll Please review and submit your order by clicking "CONFIRM"
(=
Bllllng Address SectigoStore.com
2200 Mission College Blvd 146 2nd St M.
Santa Clara, California, 05054-1543 St Petersburg, FL 33701
Us 2417 SSL Support
FPhane: 408-755-8080 Anytime answers for all your
Support, Sales & Billing
Payment Information questions.
Payment Type: Credit Card )
Send Suppotrt an Email

Credit Card Number; ===+ 3054

Purchase Installation

‘= SUMMARY

E Product Hame Year Servers Price
(]
O AMT S5L Certificate 1 Unlimited $112.70
© Please Note
Subtotal $112.70
TOTAL $112.70 Don't worry about your CSR
details yet. The CER is only
Edit Ord needed during the cerdificate
it Order SECURED BY eneration process
G| sscnsn' CONFIRM e

13
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5. At the thank you and summary menu, click on Generate.

G Store
JECT'B:O 7" Thank You for Your Order
How would you rate your overall shapping experience sao far?
How likely are you to recommend our site to others?
How likely are you to buy from us again if you ever need a similar
product/service?
—A .
a Approved
= SUMMARY
E Order Date Product Hame Generate Cert View
(o=
22021 AMT SS5L Certificate 12 Months BENMERATE -
g Invaice Mo, GORGI109182M7 178391 - a
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6. Click on the link at the Certificate Generation menu.

About Us Support Blog My Account Logout = My cart

GECTIGO / Store @ e | comoBe o GECTIGO

FORMERLY COMODO €A PLATINUM PARTNER

SSL Certificates SS5L Types Code Signing Email & I Website Security Partner Enterprise

Home » Dashboard » Orders » Certificate Generation Minh Pham | Balance: $0.00

Certificate Generation
NEXT STEP: FOLLOW THE LINK BELOW

To complete the certificate enrcllment process, please click your unigue link below and
My Orders then enter the necessary information to procaed

My Account

Cancellation

hitpsifcerificategeneration.comfen/certificate/processSEf3 A0z IADICpOSs kWY

Knowledge Base

15



Purchasing Sectigo* Certificates for Intel®° AMT Remote Setup and Configuration

7. The next menu will require you to paste in the CSR information. Select New for Oder type, paste
in the contents or your CSR like shown below, choose Microsoft IIS 5.x and later for the server
type. Click Continue.

SECTIGO / Store +1(888) 481.5388
rmanrcomocs | i support@sectigostore.com

AMT SSL Certificate §ECT,GD

Product Name: AMT SSL Certificate

Order Type: O Mew Rengw

Automated DY Authentication All domain vetted certificates must have Daomain Contral Validation (OCY) performed
Options: on therm. DCY is a way to prove some level of contral of a registered domain name

and can be perfarmed using any ane of below methods:

© Email Authentication HTTF File-Bazed HTTFS File-Based
CHAME
Enter Certificate Signing FPaste your CSR in the form belowe. Please make sure that it contains the complete
Reguest{(CSR) Information: header and footer "BEGIN" and "EMND" lines exactly 2
sEE Example

MIIEezCCA2MC A WY ExCz AJBENYEBAYT ALYT MRMWE QY DVQD T DARDY Wip Zm3yvbm
1h
MROWE g DVOQHDACT Y W5 & SEDbGFyY TE aMBEG A LUE CamR SW5 &l g 29y oG9y K
Rp
b24x D] AVMBgNYEB As MBULudGYs MR swGEQ Y DVQDDEI pbnR1bCS 2cHIvIGYEDYS b2
=]
geEiMABGLS QG Ib3D)EBAQUARAT BOW AnggE K Aol BAJCnFz 1+ qo 7wy 3/ 7Y CRNat
g+
alhGXYkar /GzzoyWd /Q7AzuS uooyE46g6 CjWTdz0kmkKbXCB9s L35 140w 141
ks
F5pBOXS AP TWE 7mAMBUT £ R 1j+k GNbSG1RrBRYWIPGDxG s rif8dn fI9o+6Rk+T fy
bC
315ggk /ANMee>3vcRs WZIEXL7 Wi EMIJLRWZBUCKI 54vwB5 21 gMjud /+ TWRb

Server Type: Microsoft 15 5 x and later - 2

Flease selectthe type of serer platform you are using

16
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8. Verify the URL information and enter the Site Administrator contact information. Click
Continue.

AMT SSL Certificate §ECT'GD

The CSR you generated is designed to work with the intel.vprodemo.com
following URL:

CSR Information

Please verify that your information collected from your CSR is correct.

Common Name (domain): intel vprodermo.com
Organization Name (business Intel Caorporation
entity):

Organizational Unit Name Intel

(department):

Locality {city): Santa Clara
StateiProvince: California

Country: United States

Product Information

Make sure this is the product you were expecting to issue to the above domain

Preduct Name: ANT 35L Certificate
Validity: 12

Number of Server License(s): o

QOrder Type: MNew

Select Certificate Approver Email

Select Email for Certificate Approval Please select Authorized Administratar ernail account to approve all certificate requests. The
following approval email addresses can be used. You must make sure that the email account has been set up and is available
befare you submit this order, or the approval email will not be delivered

intel.vprodemo.com admin@intel.vprodemo.com ~ Retrieve All
Emails

Site Administrator Contact Information

The administrative contact is the primary contact and will be contacted to assist in resolution of any guestions about the order.

Title:”

First Name: *
Last Name: *
Email Address: =
Phone Number: *

Technical Contact Information

The Technical contact will receive the certificate and generally be the individual to install the certificate on the web senver. They
will also receive renewal notices when the certificate nears expiration.

Same as Administrator

Title: =

First Name: ®
Last Name: *
Email Address: =

Phone Number: *

17
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9. The Enrollment Process is complete.

SECTIGO | Store +1(888) 481,538
- support@sectigostore.com

AMT SSL Certificate §ECT,GO

Thank You!
The Enrollment Process is Complete

Order ID: 445290074

Your certificate details for 445230074 have been successfully submitted for processing with Sectigo. You will receive direct
communication from Sectigo via Email or Telephone

Lecking to complete validation and manage your certificate right away? Get started here.

ave |t 50 you can easily follow up on walidation steps or manage your certificate in the future.

Need Help? Contact Us
Call us! +1(888) 481.5388
Email us! supporti@sectigostore.com

www.sectigostore.com

18
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10. You will receive an email or telephone call from Sectigo with a validation code. Follow the links
to enter in the code. Click Next.

COMODO

Creating Trust Online

Demain Contrsl Validatisn (Part 2)

Domain Control Validation {Part 2)

The validation cade for Order #445290074 has been sent to you in the email with reference #31061.
Please specify itin the fellewing field and click Next.

11. You should see that the validation code is accepted. Click Close Window.

coMODO

Creating Trust Online

Domain Centrol Validatien (Part 2)

Thank you

You have entered the correct Domain Control Validation code. Your certificate will now be issued
and emailed to you shortly. Please close this window now.

CLOSE WINDOW

© Copyright 2021, All rights reserved. Meanday February 1,2021

12. The Sectigo SSL Certificate for the domain will be issued and attached in email notification.

Save the Zip file on your Intel SCS or EMA server so you can complete the re-keying of the
certificate with the server that generated the CSR.

19
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The zip file contains your Sectigo AMT SSL:

Intel_vprodemo_com.cer

Copy the chaining Root CA Certificate to the (RCS) - AAACertificateServices.crt

A

AAACertificateServic
es.crt

Copy the Chaining Intermediate CA Certificate to the (RCS) -
COMODOProSeriesSecureServerCA.crt

COMODOProSeries
SecureServerCA.crt



Purchasing Sectigo* Certificates for Intel® AMT Remote Setup and Configuration

4 Prepare the Certificate

1. Once you receive the certificate from Sectigo, select the Complete Certificate Request.

™E Internet Information Services (lIS) Manager

0 [%) mEscs »

File View Help

ST
.5 Start Page
« €3 INTEL-SCS (VPRODEMO\itprd
[} Application Pools
> -[8] Sites

G‘;g Server Certificates

Use this feature to request and manage certificates that the Web server can use with websites
configured for SSL.

Filter: v ¥ Go -Gk Show All | Group by: No Grouping

Name Issued To Issued By

<] n

Features View || % Content View

Import...

Create Certificate Request...
Complete Certificate Request...
Create Domain Certificate...
Create Self-Signed Certificate...

Enable Automatic Rebind of
Renewed Certificate

0 Help

21
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2. Locate the certificate file you received, enter a Friendly name, and click OK.

Complete Certificate Request

Specify Certificate Authority Response

Complete a previously created certificate request by retrieving the file that contains the certificate authority's
response.

File name containing the certification authority's response:

IC:\Users\itproadmin\Desktop\Sedigo\intel_vprodemo_com.cer | E]

Friendly name:

] Sectigo_vPro_cert|

Select a certificate store for the new certificate:

'Personal vl

3. Youshould now see the Intel AMT Setup and Configuration Certificate in your IIS Server. Select
this certificate and click Export... in the Actions menu.

™ Internet Information Services (IIS) Manager

E 0 [€5) iNtELSCS » @ o @ -

File View Help

_. @) server Certificates
€ - = | |8 § Import...
gﬂ ls:;l'r;fasgces PRODEMION: Use this feature to request and manage certificates that the Web server can use with websites Create Certificate Request...

v 5 = (V pre | configured for SSL. Complete Certificate Request...
Q Application Pools -
> (8] Sites Filter: v ¥WGo ~ % Show All | Group by: No Grouping - Create Domain Certificate...

Name & Issued To Issued By Create Self-Signed Certificate...
Sectigo_vPro_cert intel.vprodemo.com Sectigo RSA Pro Series Ser View
Export...
Renew...
X Remove
Enable Automatic Rebind of
Renewed Certificate
@ Help
<] 1 | >
gt L Content View
Ready €y
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4. Browse to an export location, then enter a strong password. (This password will protect the
private key.) Re-enter the password to confirm.

Export Certificate

Export to:

| ChSectigo_vPro_Cert.pfx

Password:

Confirm password:

Click OK.
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5 Install the Certificate

5.1 Install Root and Intermediate Certificates

Begin the installation by importing the root and intermediate certificates into the Current User
Certificate Authorities Store of the service account for the RCS server.

1. Logon as the service account for the RCS server.
2. Double-click the AAACertificateServices.crt file where you saved it. Click Install Certificate.

n | Certificate >

General Details  Certification Path

g Certificate Information

This certificate is intended for the following purpose{s):

* Proves your identity to a remote computer s
*Ensures software came From software publisher

* Protects software from alteration after publication

*# Allaws daka an disk to be encrypred

* Protects e-mail messages

+ Allows secure communication on the Internet W

Issued to: 844 Certificate Services

Issued by: 844 Certificate Services

valid from 12/31/2003 to 12/31/2025

Issuer Stakement
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3. Select Place all certificates in the following store and then click Browse.

Certificate Import Wizard

Place the certificate in the Trusted Root Certificate Authorities. Click Next.

Certificate Import Wizard
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The certificate is now installed in the Trusted Root Certificate Authorities store.

= Consolel - [Console Root\Certificates - Current User\Trusted Root Certification Authorities\Certificates]

File Action View Favorites Window Help

[} Console Root Issued To & Issued By Expiration Date  Int|| Actions
v [ Certificates - Current User AAA Certificate Services AAA Certificate Services 1/2028
v [ Personal (= Baltimore CyberTrust Root Baltimore CyberTrust Root 5/12/2025 Ser, — —
[ Certificates [5) Class 3 Public Primary Certificat... Class 3 Public Primary Certificatio... 8/1/2028 Seq| MoreAictions. ¥
~ [ Trusted Root Certification Auth|| (1] Cjas 3 public Primary Certificat... Class 3 Public Primary Certificatio... 1/7/2004 Sec| AAA Certificate Servii..
o E;]t Cert.'rfic;t&:t [5] Copyright (c) 1997 Microsoft C... Copyright (c) 1997 Microsoft Corp. ~ 12/30/1999 Tin[ 'NLl;r:/-\Actions o >
> || enterpnise lru =
> _| Inte.rme(?iate Cevtification? Auth g 32: gg Z;Zégis 2:
4~ ?“'Ve dDF"'eS." hry User Object || =, Daddy Class 2 Certification ... Go Daddy Class 2 Certification Au... 6/29/2034 <A
i j U':::: - duc:ﬁ:i;:tes 5] Go Daddy Class 2 Certification ... Go Daddy Class 2 Certification Au... 6/29/2034 <A
5[] Third-Party Root Certification A 5l Microsoft Authenticode(tm) Ro... Microsoft Authenticode(tm) Root... 12/31/1999 Seq
5[] Trusted People 5] Microsoft Root Authority Microsoft Root Authority 12/31/2020 <A
5 [ Client Authentication Issuers 5] Microsoft Root Certificate Auth... Microsoft Root Certificate Authori... 5/9/2021 <A
5> [ Certificate Enrollment Requests S Microsoft Root Certificate Auth... Microsoft Root Certificate Authori... 6/23/2035 <A
5 7] Smart Card Trusted Roots 5] Microsoft Root Certificate Auth... Microsoft Root Certificate Authori.. 3/22/2036 <A
[ZINO LIABILITY ACCEPTED, (c)97 ... NO LIABILITY ACCEPTED, (c)97 Ve... 1/7/2004 Tin
?;J scs.vprodemo.com Go Daddy Secure Certificate Auth...  2/28/2020 Ser|
5] Symantec Enterprise Mobile Ro... E Mobile Root ... 3/14/2032 Co
5] Thawte Timestamping CA Thawte Timestamping CA 12/31/2020 Tin
[ VeriSign Class 3 Public Primary ... VeriSign Class 3 Public Primary Ce... 7/16/2036 Ser|
<] n [ >l <] un >
Trusted Root Certification Authorities store contains 19 certificates.

4. Repeat steps to install the COMODOProSeriesSecureServerCA.crt in the Intermediate
Certificate Authorities store.

7= Consolel - [Console Root\Certificates - Current User\Intermediate Certification Authorities\Certificates]

ﬁ File Action View Favorites Window Help !En
KB XE=H
| Console Root Issued To & Issued By Expiration D|
v T;ﬁ] Certificates - Current User SIACS-PKI DC1 2/9/2019
v [ Personal MODO SHA-2 Pro Series Secure Server... AAA Certificate Services s
(7] Certificates Eloct oct 3/26/2035 Mashcini L
v & 'I:r:usted ,R.OOt Certification Auth E;] DC1 DC1 2/9/2037 QOMOPQSC"A:ZPI... o
_ [ Certificates 5loc2 ACS-PKI 2/9/2019 )
> [ Enterprise Trust = s . o More Actions »
=0 e 53] Go Daddy Root Certificate Authority - G2 Go Daddy Class 2 Certification Au... 5/30/2031
vie ’_‘_‘eg":,ff“i ;’“ ‘“:f°" L,‘: [55Go Daddy Root Certificate Authority - G2 Go Daddy Class 2 Certification Au... 5/30/2031
j e cvocatien | 2160 Daddy Secure Certfcate Authority - G2 Go Daddy Root Certificate Author..  5/3/2031
i —10 : < < :
3 [ Active Directory User Object 5] Microsoft Windows Hardware Compatibil... Microsoft Root Authority 12/31/2002
s 5] Trusted Publishers 5lRoot Age.n.cy Root AgencY : e 12/31/2039
5 [ Untrusted Certificates Salwww.verisign.com/CPS Incorp.by Ref. LIA... Class 3 Public Primary Certificatio.. 10/24/2016
> | Third-Party Root Certification A
> [ Trusted People
> [ Client Authentication Issuers
> [ Certificate Enroll Req
> (] Smart Card Trusted Roots
<[ n > <] m >
| diate Certification A store contains 11 certificates.
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5.2 Install and Chain PFX Certificate

Next, the PFX certificate created earlier must be installed and chained to the intermediate

certificate that you installed in the previous step. The .pfx certificate file will be imported into the

Current User Personal Certificate Store.

1. Double-click on the .pfx file where you saved it. Click Next.

File to Import
Specify the file you want to import.

File name:

[c: Sectigo_vPro_Cert.pfd | [ Browse...

Note: More than one certificate can be stored in a single file in the following formats:
Personal Information Exchange- PKCS #12 (.PFX,.P12)
Cryptographic Message Syntax Standard- PKCS #7 Certificates (.P7B)
Microsoft Serialized Certificate Store (.S5T)

Next II Cancel
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2. Enter the password and select the Mark Key as exportable, and Include all extended
properties.

Private key protection
To maintain security, the private key was protected with a password.,

Type the password for the private key.

Password:

[pisplay Password

Import options:

[]Enable strang private key protection. You will be prompted every time the
private key is used by an application if you enable this option.

[wf] Mark this key as exportable. This will allow you to back up or transport your
keys at a later time.

[wf] Include all extended properties.
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Leave the default to place automatically in certificate store. Click Next.

Certificate Store

Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can specify a location for
the certificate.

(®) Automatically select the certificate store based on the type of certificate
() Place all certificates in the following store

Certificate stare:

| Browse...

Next | | Cancel
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30

4, Click Finish.

Completing the Certificate Import Wizard

The certificate will be imported after you dick Finish.

You have specified the following settings:

[og et e e ilsl Automatically determined by the wizard

Content PFX
File Name C:\Sectigo_vPro_Cert.pfx

Finish

| | Cancel




5.

7= Consolel - [Console Root\Certificates -
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Current User\PersonalCertificates]

The certificate is now installed in the Current User Personal Certificates store. To verify the
chain, double click intel.vprodemo.com.

% File Action View Favorites Window Help
R REIRERENR 7]
|71 Console Root Issued To ) Issued By Expiration Date  Intended Purposes Friendly Name

~ EiT}‘ Certificates - Current User,
~ [ ] Personal

[ Certificates |

w [ Trusted Root Certificat
[ Certificates

5[] Enterprise Trust

> [ Intermediate Certificat

|1 Active Directory User

| Trusted Publishers

| Untrusted Certificates

| Third-Party Root Certi

1 Trusted People

[ Client Authentication

5 [ ] Other People

> [ Certificate Enrollment

» | ] Smart Card Trusted Ro|

v

v v

VoW

?ﬂ intel.vprodemo.com

Sectigo RSA Pro Series Secure Ser...

2/1/2022

Server Authenticati...

£

Sectigo_vPro_cert
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32

6.

In the Certificate Information menu, confirm there are no errors. Check that the private key
corresponds to the certificate. Click the Certification Path tab.

M Certificate

General ] Details I Certification Path

Lﬁ. Certificate Information

This certificate is intended for the following purpose(s):

 Ensures the identity of a remote computer
* Proves your identity to a remote computer
*1,3.6.1.4.1.6449.1.2.2.7
©2,23.140.1.2.1

e AMT_Provisioning

*Refer to the certification authority's statement for details.

Issued to: intel.vprodemo.com
Issued by: Sectigo RSA Pro Series Secure Server CA

Valid from 1/31/2021 to 2/1/2022

? You have a private key that corresponds to this certificate.

| Issuer Statement |

[ o ]
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Check that the certificate is mapped to the Root Certificate Authorities as shown. Double-click
on the root cert Sectigo (AAA) or AAA Certificate Services.

General Details  Cerkification Path

Certification path
55l Sectigo (Aaa)

] _ﬁJ Sectigo R5A Pro Series Secure Server CA

i _Q‘J Seckign_vPro_cert

Wi Certificate

Certificate skakus:

This certificate is Q.

0]4
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8. Verify there are no errors with the root certificate, then click the Details tab.

n | Certificate >

General  Details  Certification Path

?; Certificate Information

This certificate is intended for the following purpose({s):

* Proves your idenkity to a remobe computer Y
* Ensures software came from software publisher

* Protecks software From alkeration after publication

* Alloves data on disk to be encryphed

* Protects e-mail messages

* fllows secure cormrmunication on the Inkernet b

Issued to: Ads Certificate Services

Issued by: AAA Certificate Services

valid from 12/31/2003 ko 12/31)2028

Issuer Statement
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9. On the Details tab, scroll down and select Thumbprint. The number must match what is shown

below.
n | Certificate >
ceneral  Details  Certification Path
Showe: | <all= w
Field Yalue 2
@CRL Distribution Poinks [1]ZRL Distribution Point: Distr.. .
QKey Uzage Certificate Signing, OFf-line CR...
Eﬁasic Conskrainks Subjeck Type=Ca, Path Lengt...
@ Thurnbprink dleb23ad6d] 7d6SFd9256402F, .
DFriendI';.-' name Sectigo (AAA)
DEnhanced kew usage (prope... Client Authentication, Code Si...
DExtended Walidation [1]Certificate Policy:Policy Ide...
W

dleb23a46d17d68fd92564c2f1f1601764d82349

Edit Propetties. .. Copy ko File, ..

This Intel vPro certificate can now be used with the Intel SCS remote configuration service (RCS)
or the Intel EMA for remote configuration and maintenance of PCs with Intel AMT.
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6

Verify Successful Installation

36

To verify that the certificate works in your environment, create a test environment with one or
more Intel AMT capable PCs that have not previously been set up and configured. Follow the
instruction in the Intel SCS or EMA documentation to try Remote Based Configuration in Admin
Control mode. If successful, then your certificate is installed correctly.



