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1.4

Preface

Intel® Active Management Technology (Intel® AMT) must be setup and configured before you
can use the remote manageability and security features. One method is to install Intel® Setup
and Configuration Software (Intel® SCS) and then use remote configuration. Remote
configuration uses Transport Layer Security (TLS) between the Intel SCS Remote Configuration
Server (RCS) and the remote PCs with Intel AMT firmware. The Intel AMT firmware is pre-loaded
with TLS certificate thumbprints from six different certificate vendors so all you need to do is
install a third-party certificate on the Remote Configuration Server. This document includes
step-by-step instructions on how to purchase and install a GoDaddy* certificate that will match
the pre-installed GoDaddy thumbprint and allow you to use remote configuration and
maintenance using Intel SCS.

Document Scope

This document does not include specific steps to install the GoDaddy certificate on other
management consoles. For consoles that do not use Intel SCS, please refer to the vendor's
documentation for installing the certificate. The steps used to purchase the certificate are the
same for all management consoles.

Supported Intel® AMT Versions

The GoDaddy* Secure CA certificates are supported in the following versions of Intel AMT:
e 6.xand later
GoDaddy* certificates are not supported on the following AMT versions:

e 5.xand below

Intended Audience

This document is intended for Information Technology (IT) professionals who will be
purchasing and installing the TLS certificates.

Readers should have a basic understanding of their IT infrastructure, especially Microsoft*

Internet Information Service, the Microsoft Mangement Console, and a basic familiarity with TLS
certificates.

Prerequisites

The Intel SCS User Guide provides information on the prerequisites for using the Remote
Configuration Service (RCS). Before starting this process, you should have the following:
¢ Intel SCS Remote Configuration Service (RCS) installed on a supported Microsoft*
operating system
e One or more domain names for your network (Microsoft* Workgroups are not supported)
e Microsoft* Internet Information Service (lIS) running on the server that is hosting the
Remote Configuration Service
e Account permissions to install the certificate
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Purchase a GoDaddy* Certificate

The following instructions were captured using Microsoft* Internet Information Services (IIS) for

Windows* Server 2016.

2.1 Create a Certificate Signing Request (CSR)

1. Onyour Intel SCS Remote Configuration Server (RCS), open Programs->Administrative
Tools>Internet Information Services (1IS) Manager.

E Internet Information Services (IIS) Manager

M |"§ » Start Page

File View Help

Q- Hi# |8
E {wﬁ Start Page

Mame Server
9J15cs11-2 localhost]

Connect to localhost
Connect to a server..
Connect to a site...
Connect to an application...

115 Mews and Information
115 Downloads

II5 Forums

TechMet

MSDN

ASP.NET News
Microsoft Web Platform

1IS News is disabled, click the Enable |5 News link to get the most recent online news.
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2. Inthe Internet Information Services (IIS) Manager, open the Server Certificate icon.

- T
E Internet Information Services

o ] EESEL

File View Help

e Hin e

- Start Page

v Ea SC511-2 (VPRODEMOhitproad

-2} Application Pools
> (@] Sites

9;! $CS11-2 Home

Filter:

- % Go - () Show All |Gr0upb}ﬂ Area

a4 L

Authentic., Compression  Default
Document

Directary
Browsing

B = A

Logging  MIME Types  Modules

@ty
Worker
Processes

Feature
Delegaticn

HTTP
Respon.

Server

Certificates

Management

Shared
Configurat...

Configurat...
Editor

Error Pages

e
Output
Caching

b4

Handler
Mappings
=
o=

Request
Filtering

3. From the Actions menu, select Create Certificate Request.

‘% Internet Information Services (II5) Manager

Manage Server
Restart

Start

Stop.

View Application Pools
View Sites

Change NET Framework
Version

o Get New Web Platform
Components

@ Help

= [8» scsi2 v

File  View Help

Q-2 |8
.5 Start Page
183 5C511-2 (VPRODEMOhitproa
2} Application Pools
| Sites

GI‘;! Server Certificates

Use this feature to request and manage certificates that the Web server can use with websites

configured for SSL.

Filter:

» W Go - (FShow All | Group by: Mo Grouping

Create Certificate Request...
Complete Certificate Request...

Create Domain Certificate...

Name Issued To

<] m

Issued By

Features View r:'_;‘, Content View
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4. Fill in the Distinguished Name Properties form as follows:

Common Name: The common name, or CN, for standard certificates, is the RCS server
hostname plus a domain suffix. To determine if the certificate is valid, the client compares
the domain portion of the Common Name to the value returned by DHCP option 15, or, if
set, to the Secure DNS Suffix or Provisioning Server FQDN value set in the client’s Intel®
Management Engine BIOS Extension (Intel® MEBX). For help in understanding the rules for
determining if the two values match, and support for second- and third-level domains in
each version of Intel AMT, refer to the Domain Suffix Guide for Intel® AMT Remote
Configuration Process. If you are purchasing a wildcard certificate then you can use one
certificate to span different branches in the domain forest. For wildcard certificates, use
an asterisk followed by a domain suffix in the CN.

Example 1 (CN=RCS Server FQDN):

In this example, assume that the DHCP Option 15 has been set to “vprodemo.com,” and
that you did not set the Secure DNS Suffix or the Provision Server FQDN values in the
client’s Intel MEBX.

Then, if your Remote Configuration Service (RCS) is running on scs10.vprodemo.com, set
CN=scs10.vprodemo.com.

You can verify the DHCP Option 15 setting by running the SCSDiscovery utility (provided
with Intel SCS) on the client. The DHCP Option 15 setting is called the
OSSpecificDNSSuffix.

Example 2 (CN=RCS server host with client DNS Suffix)

In this example, the DHCP option 15 value has been set to “vprodemo.edu” for the
environment. If your Remote Configuration Service is running on myRCS.vprodemo.com,
set the certificate CN=myRCS.vprodemo.edu.

Organization: The name of the organization that is requesting the certificate and owns
the domain

Organizational Unit: (not used by GoDaddy)

City: The requesting organization’s city

State: The requesting organization’s state

Country: The requesting organization’s country code
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5. Click Next.

Distinguished Name Properties

Specify the required information for the certificate. State/province and City/locality must be specified as
official names and they cannot contain abbreviations.

Common name: |scs.vprodemo.c0m |
Organization: |Intel Corporation |
Organizational unit:

City/locality [santa Clara |

State/province: |Ca|ifornia| |

Country/region: |US b

6. Leave the Cryptographic Service Provider set to Microsoft RSA SChannel Cryptographic
Provider and select 2048 as your key Bit length.

Cryptographic Service Provider Properties

Select a cryptographic service provider and a bit length. The bit length of the encryption key determines the
certificate's encryption strength. The greater the bit length, the stronger the security. However, a greater bit
length may decrease performance.

Cryptographic service provider:

|Microsoft RSA 5Channel Cryptographic Provider v
Bit length:
2048 v

Previous | | Mext [ Fin i-_'-i.'| |

How To Purchase and Install GoDaddy* Certificates for Intel® AMT Remote Setup and Configuration 8



7. Click Next, and in the next panel, click the browse (...) button to select a location. Enter a
file name to store the certificate request and then choose Submit.

I|»: File Name

Specify the file name for the certificate request. This information can be sent to a certification authority for
signing.

Specify a file name for the certificate request:

Cih\Users\itproadmin'\Desktop\GoDaddy_vPro_CSR.tet ‘ Izl

8. Click Finish.

The file you created, named GoDaddy_vPro_CSR in our example, will be used to submit
your request to GoDaddy for an Intel AMT Setup and Configuration certificate. You can
open the file in Notepad to view the encrypted certificate request.

8] GoDaddy_vPro_CSR - Notepad 10l x|
File Edit Format View Help
————— BEGIN NEW CERTIFICATE REQUEST----- -

MIIEKTCCA3KCAQAWGZOXCZAIBGNVBAYTATVTMRMWEQYDVQQIDAPDYWXpZmOybm1h
MRQWE gYDVQQHDAT TYW50YYSEDbGFyYTEaMBgGALUEC gwRSW50ZWwgQ2 9y cGIy YXR|

b24xKjAoBgNVBASMIUTUdGYSKFIPIENS aWvVUdCBTZXR1CCBDZXI0awWZpY2FOZTE

MBkGALIUEAWWSC2ZNZMTAUdNBYb2R 1 bwBuY29tMIIBI jANEgkghk i GOwWOBAQEFAADC
AQBAMIIBCgKCAQEAQPQVEFYSeCuN40eIXIUXTT auBwjrX8Ccmj8Eh3P4mO7 aar0rk
gvw0307wWr 309 wiUKC IOyt S6brGnul3CeNuyD92jibovixXesMcIUeWL j2AZWpXP+
GsG1UTxp83pzW,/xelc4olIv2z9z2zpqekucqwd+Q 1 gmGubZ DPHF OTWEVUUWQWEG ]
uydhMkelekCbvMsHd /01 SwgImx4EC2Wp2B5]oDeC 5+N4Yot6939Qshabt /65GEST
hl1kwWovoT1imFO7 hOCNr Xt 6+ z jmSGAOVOr cpbPMEZ A7 qSNKwvmax0UbKRZRL 5C7E
vLMUrevizwZvQxo,/QuEQwhnyfeSei20akr BTtwIDAQABOIIEr DAGBQOr BQEEAYI3
DT DMOWWE JYuMS4 3INFAXL JTWSAY IKWYBBAGCNXUUMTsWOQIBBQWSUONTMTAUdNBY
b2RTbwWBUYZ29TDENWUF JPREVNT1XpdHBYb2FkbwTupat JbmvOTwdyLmv4Z TEYBgOr
BOEEAYI3DQICMWQWYQIBARSAAEDAAQE JAHIADWE ZAGEBAZ gBOACAAUGBTAEEAIAET
AEMAZABhAGAADGE 1 AGWATABDAHI AeQBWAHQADWENAHIAYQBWAGGAaQE JACAAUABY
AGBAJQBpAGQAZQBYAWEAMIHPEgkghki GI9w0BCQ4 XxgcEwgb4wDgYDVROPAQH,/BAQD
AGTWMEMGAL UdJQQMMAOGCC S GAQUFBWMEMHGGC SqGSTh3DQE IDWRrMGkwDgYIKOZ T
hvcNAwICAQCAMA4GccqGSIb3DQMEAEIAgDALBg1ghkgBZQMEnsowchJYIZIAWUD
BAETMASGCWCGSAF 1AWQBAALEQTghkgBZOMEAQUWBWYFKWADAGCWC gYIKoZIhveN
AwcwHQYDVROOBBYEFNSNNIhQ12DGQzGhbx 381 cabP IXuNMAOGC SqGSIb3DQEEBQUA
A4IBAQCNEOFdgud aKosKe1qw/uZz13Z29w9tdi1/jrlepbxar+0CRSANCT vndr JbH]
Vv+n84 JkLEQUkQVZTNCB4QSROAZZRAACWIET ry 5Fs 1 pCANNKG+rUG3QYsghb,/17r9u
CXI6T19EjwgGniF3FtmiPB+B4+uHKU4iWI9SteolvPTBdjbaf Y1 XCWTRGZQMFQ2L Y
GEZoAX1ZTvoBzaoU5GIBckKLh /hvudson01s1T9jbkEsC40R4YDT259cv3Itvpfld
Jav+TgvwPiHWks xw+91103FX6RDHTO T xuvjejNDUST K] /vrDwLFyQemNxK1usrGd
CydTBSS+ZUOVSZHXYPXZADBP3AMS

————— END NEW CERTIFICATE REQUEST-----
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3 Send the Certificate Request to GoDaddy*

1. Set up a GoDaddy* account (link).

2. Go to the GoDaddy web site: www.godaddy.com

3. Login to your GoDaddy* account. Go to the home page and select Web Security.

FooDaddy”™ & G usn Sep A RMehr W Checiet e

e & B 0

Dion'e Ferget... o Diarmaion. Office 365 SmartLine'™ App
Something is still in Let your geek Work anywhere Gaet a second
your cart. flag fly. with Office online. phone line.
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4. From the All Products menu, choose SSL Certificates.

GoDaddy @ - ContactUs24/7 »  Help  Rlog G A Mieh v B Chackout Now
Domains Websites WordPress Hosting Web Security Online Marketing Email & Office  Phone Numbers Promos &'I

Web Security

For your business to succeed, customers 55L Certificates Website Protection
need to trust that you'll protect them from S5L Certificates " ‘Website Security
viruses, hackers and identity thieves. Count
on our security products to keep your
ecure, your visitors safe and your

Extenuc n ool Certificates Website BACKUp - Hew
Organizational Validation 551 Certificates Express Malware Removal = Fix H
SAN S5L Certificate

Wildcard S5L Certificates

Code Signing Certificate

.infol

M B B

Don't Forget... Wb Hosting Office 345 Sale! Now $2.99"/1st yr
Something is still in Trust the world's Work anywhere with Show the world what
your cart. #1 web host. Office online. you know.

Just starting out? Here’s your roadmap.
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5. From the SSL Certificates, choose Protect one website and then click Add to Cart.

Note: The certificate it will not have the OU of “Intel(R) Client Setup Certificate”. It will be
issued with the supported OID 2.16.840.1.113741.1.2.3 (this is the unique Intel
AMT OID).

GoDaddy @m- ComtactUs2e7 e Hap meg  (3F B Mish v W Chachout Now
Domains Websites WordPress Hosting Web Security  Online Marketing  Email & Office  Phone Numbers Promos !

SSL Certifncates S5L Extended Validation Organizational Validation SAN S5L Wildcard S5L Code Signing
Certificates S5L Certificates S5L Certificates Certificate Certificates Certificate

Find out more about Google's Not-Secure initiative and why it matters to you.

SSL Certificates
!,
- - -
Saving the internet, one green lock
.
at a time.
If you don't have the little green lock from a trusted S5L certificate, Google Chrome will
tag your site as Nof Secure.
Protect one Protect multiple Protect all
website websites subdomains
UCC/SAN S5LQ Wildcard SSL @
As low as Aslow as As low as
$59‘99;yr $135‘99/yr $279.99/yr
On sale - Save 20% O sale - Save 20% On sale - Save 20%
$74.99/yr when you renew’ $169.99/yr when you renew’ $349.99yr when you renew’
Add to Cart Add to Cart Add to Cart
Secures one website Secures up to five websites @ Secures one website and all its sub-
Strong SHAZ & 2048-bit encryption Strong SHAZ & 2048~bit encryption domsins
Available in DV, OV and EV $5L Available in DV, OV and EV S5L Strong SHA2 & 2045-bit encryption
Certificates @ Certificates @ Available in DV and OV SSL Certificates
EV S5L turns browser bar green @ EV S5L turns browser bar green @ o
'y U
Boosts your site’s Google ranking Boasts your site’s Google ranking Boosts your site’s Google ranking
MeAfes SECURE trustmark @ MeAfee SECURE trustmark @ Meatee SECURE trustmark @
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6. Choose the Deluxe SSL OV and select how long you would like this certificate to be valid
before having to renew this certificate. Click Continue.

GoDaddy & o CoactiniafTe Mep Mg (I} Ruenr o

Domains  Websites WordPress Hosting  Web Security  Online Marketing  Emaedl & Office  Fhone Numbers Promos B

You've selected to Protect One Website

Order summary
Select your certificate

Pratect 1 Webaite $120.99
() Standard 55L DV $74.99, Detune SSL OV 1 pear
» Geat for bloga and social websites Total $129.9%

= Vaidates domain cwnership

& USD $100.000 warranty

@ Deluxe S5LOV $129.99

* Boat for businesses and organsations
* Valdates damnin ownership and organization

® USD $250 000 warranty

() Premium SSLEV $149.99,
a5

® Bestfor eCommerce websites

Validates domain ownership and highest level of

organization suthenbcatian

High-sssurance green address ber

& Gy NG U

USD £1.000.000 warranty

Select Term Length

Leck in your savings with a multi-year term.

@ year $129.99,
O 2years $103.99,.

Supeier
Secure your site

[0 Add malware scan and removal $6.99..
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7. Fillin the appropriate payment information and click Complete Purchase.

GoDQddy BEN~ ContactUs 24/7 ¥ Help  Blog O & Minh v % Checkout Now
Domains Websites WordPress Hosting Web Security Online Marketing Email & Office Phone Numbers Promos @j
a Sign In Payment Billing Information Complete
Your Items
Payment
@) Ending with 2084
Deluxe (OV) SSL ~ $129.99
Quantity: 1 Certificate
+ Add payment or P PayPai 1 Year -
Renews at $129.99/yr |T|
—

Your payment is being processed in United States.

( WEmptyCart )
N rrFT=J

Billing Information

Subtotal $129.99
Minh Pham Taxes & Fees $0.00
Intel Corporation Round up for charity? (optional) Add
2200 Mission College Blvd, Santa Clara, California 95054, United
States Edit Total $12999

Have a promo code?

By clicking "Complete Purchase” you agree to GoDaddy's Terms & Conditions and
Go g|e Search Engine Visibility $1.99/mo Privacy Policy, and consent to enroll your product(s) in our automatic renewal service,
YAHOO! * Improve your search engine ranking Sheima which can be cancelled at any time via the Renewals and Billing page. Automatic
renewals are billed to your default payment method until cancelled.

B Chat Now

. * Increase visitors and sales
> Bing

* Simple one-click site submission

Add Domain
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8. You will now see the Order Details. Choose Go to My Account.

TGoDoddy™ St Comnsoimne e mee B Lweas W
Domaina  Websites WerdPress  Hosting  Web Seeurity g E O Premos
Receipt
&, ey of your revonl bekow has baon st i mich | phasginiel com IMariage Froducts

Crrdar
Dase February 21, 2010

Paymart @0 Cnding with 2034

TOTAL $199.98

& Prot pecenny
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9. Under SSL Certificates section, choose Set Up for the certificate you just purchased.

My Products  Account Settings »

A One or more of your products falled billing. Resolve. Update

~  Domains Manage &l >

@ o « [a |

is & great fit for you

~  35L Certificates

Deluxe [OV) S5L [“options | [ mansge |

ks vprodoman yprodema.com

Expind 327200 ==

Deluxe [OV) S5L Options Manage

Le vprodemo com

&

|

Standard SSL @ m

Standard S5L [m]

Standard SSL [[oetere | BT

Deluxe (OV) S5L | options | [ Mansge |
Ls united vprodemo.com

Deluxe [OV] SSL [E] @

Premium (EV) 5L l Options ]

*  Additional Products
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10. Paste your CSR into the available window. Under the Advanced Options, select “This
certificate is for Intel® vPro,” then click Next.

(1] 2 3

Choose Website Organization Info You're Donel

Choose website

@ Provide a certificate signing request (CSR)
Certificate Signing Request (CSR) Learn more

AWU2qIVYQhmwF7oVFczXIw1DrwHvjB8gWnZGVzwKKoAEJIcjy0
iowxpm
————— END NEW CERTIFICATE REQUEST---—~

Domain Name (based on CSR):
scs.vprodemo.com

Domain ownership

We'll send an email with a unique code to your address on file. Follow its instructions to verify you have website or DNS control
over the selected domain. More info

AND

We can send domain ownership instructional emails to one or both of the following:
¥ Contacts listed in the domain’s public WHOIS database record

¥ Email addresses: admin@[domain], administrator@[domain], hostmaster@[domain], postmaster @[domain], and
webmaster@[domain]

Hide advanced options

Signature Algorithm Learn more

GoDaddy SHA-2 v

¥ This certificate is for Intel® vPro Learn more

Cancel Next
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11. Fill out the Type page with company information and click Finished.

DBA or Legally Registered Assumed Name

Business Registration Jurisdiction Level

State / Province / Territory v
Jurisdiction Country/Region Jurisdiction State/Province/Territory
United States v Oregon

Contact & Organization Address Information

Organizational contact is the same as customer account contact

First name * Last name *
Company phone * Job / Title *
Email * Phone number *
Country / Region*

United States M
Physical Address (Not Mailing / PO Box) * Address 2

5200 NE Elam Young Parkway

City / Locality * State / Province / Territory *

Hillsboro Oregon

Zip / Postal code

97124

# | agree to the terms and conditions of the Subscriber Agreement

Cancel Back
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12. On the “Pending Requests” page, and before the certificate is issued, there will be a
sequence of verifications, Domain name, Corporation, and Final Phone Call.

i ocDoddy™  B8L 874 aics vip A L Mk

scs.vprodemo.com

Exenced Valdation S5L Certificate

Cerlificale Reques! Verification Techaicel support {00} 460067
Diamain ownership Less oy
Varify that you have contiol of ths domsin
You don't need ko do armtting now. We'll ema you  mone ino & reedod.
Individual or Organizatien Validation Less i
Compiets Tese verfcaton sheps

s weritcation Sieps.

WU recueeal s e SUEFYTE fof v o BCSEN B recuived o ou a1 s time

Final Heviaw in Progress
W v ConuUCEng @ sl e ©f your Cerificate gt

Upload Documantation Motz
i we roed Fis wol ol you kow

Cerlificate Datais Liss ok

Stetus p—

Doman name 103 FHROLTT CoT

Encryption Streng®
Vakdty Pesiod

Sanal Humber

FGoboddy” 35 ¢ [ I S

Cortifomtes  S50Tooks  Repesitory Melp v Report Certifieate Abuse

Domain Access Approval

Domain Access Approval Completed

Your Doman Access Appreval 1Esponss has beon peotesed

Lirgal Dty * Copyrighl © 19985018 Golreody com LLC ANl gt restrved
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13. Choose My Account, choose Manage for the certificate you just purchased.

©GoDaddy™ My Account Hip A & Minhv
MyProducts  Account Settings v 24/7 Support (480) 505-8877
-~ Doemains Manage All )
@ minhpham.us Add domain or Search for a new domain
is a great fit for you

~  SSL Certificates

Deluxe (OV) SSL Options Manage

Ls vprodomain.vprodemo.com

Expires 5/11/2018 [ Renew |

Deluxe (OV) SSL Options Manage

Ls vprodemo.com

Standard SSL oens  [IEEN

Deluxe (OV) SSL Options
Ls scs vprodemo.com

How To Purchase and Install GoDaddy* Certificates for Intel® AMT Remote Setup and Configuration 20



14. From the Certificate Management Options, select Download.

%‘Gonmldr SSL  5.79.04%1ca7b Hep A& L Minhv

SSL Tools Repository Help v Report Certificate Abuse

Al

scs.vprodemo.com

Deluxe SSL Certificate

Build trust

Display your SSL Certificate
security seal

Choose your seal, copy the code, and paste itin
your site footer.

Type
McAfee v

Certificate Details Less info
Status Certificate issued (Revoke) Preview

McAfee
Domain name 5C5.vprodemo.com I W) SECURE
Encryption Strength GoDaddy SHA-2 Code Activate
Validity Period 2/28/2018 - 2/28/2020
Serial Number 07-6d:c3:9761:e4:3eb9 P
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15. From the drop down list, select server type (IIS MUST be selected to appropriately
complete the CSR in later step below), and then choose Download Zip File.

@Goﬂuddy" SSL  9.79.0-431ca7b Hep & L Minhv

Certificates SSL Tools Repository Help v Report Certificate Abuse

All / scs vprodemo com ownload C

scs.vprodemo.com

Deluxe SSL Certificate

@ Improve reputation with the McAfee SECURE frustmark. Freel Build trust and boost confidence by showing visitors your website is certified SECURE. X

Learn more

Download Certificate Display your SSL Certificate security seal

To secure your site that's hosted elsewhere, Choose your seal, copy the code, and paste it in your site footer.
download the Zip file that matches your hosting
server type. Then, install all of the certificates in the
Zip file on your hosting server, including any McAfee .
intermediate certificates that might be needed for

older browsers or servers

Type

First time installing a certificate? View Installation Preview
r | McAfee
Instructions for the selected server. I W/ SECURE
Server type Code Activate

s v

Download Zip File Cancel

16. Save the Zip file on your Remote Configuration Service (RCS) server so you can complete
the re-keying of the certificate with the server that generated the CSR.

In this example, the zip file contains two files:
e 76dc39f61e43eb9.crt
e gd-g2_iis_intermidiates.p7b
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4 Prepare the Certificate

1. Once you receive the certificate from GoDaddy*, select the Complete Certificate Request.

£ Internet Information Services (IIS) Manager

= ‘ €5 SCS11-2 » @

File View Help

rEETEI a';! Server Certificates

r?j Start Page
v qé 5C511-2 (VPRODEMO\itproa
LB

Import...

Use this feature to request and manage certificates that the Web server can use with websites Create Certificate Request...

configured for SSL. Complete Certificate Request...
i} Application Pools —
3 -[@] Sites Filter: » ¥Go - % Show All | Group by:  No Grouping Create Domain Certificate...

Name lssued To Issued By

Create Self-Signed Certificate...

Enable Automatic Rebind of
Renewed Certificate

@ Help

<

Features View || Content View
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2. Locate the certificate file you received, enter a Friendly name, select Personal and click
OK.

Complete Certificate Request

Specify Certificate Authority Response

Complete a previously created certificate request by retrieving the file that contains the certificate authority's
response.

File name containing the certification authornty's response:

| C\Usershitproadmin'Desktop\GoDaddy_Feb2018\76dc39f61e43eb9.crt | ‘

Friendly name:

|Gc- Daddy Premium S5L for vPro

Select a certificate store for the new certificate:

|Persona| v‘
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3. You will now see the Intel AMT Setup and Configuration Certificate in your IIS Server.
Highlight this certificate and choose Export... in the Actions menu.

-'E Internet Information Services (II5) Manager

= [ scsi2 »
File View Help
Q‘;! Server Certificates
m' H | | & Import...
i gﬂ :tca; rzge ErITE B Use this feature to request and manage certificates that the Web server can use with websites Create Certificate Request.
v i == (Ve \itproad | configured for SSL. Complete CertificateiRas io o8
: Q Application Pools B ——
5 .[&| Sites Filter: > ¥ Go ~ %ShowAH | Group by:  No Grouping = Create Domain Certificate...
MName - Issued To Issued By Create Self-Signed Certificate...
Go Daddy Premium S5L for vPro  scs.vprodemo.com Go Daddy Secure Certificate A... Vi
iew...
Export...
Renew...
x Remove
Enable Automatic Rebind of
Renewed Certificate
® Help
<] m >
< m > Features View || 2 Content View
Ready &

4. Choose a location to export to, name the file, then enter a strong password. (This
password will protect the private key.) Re-enter the password to confirm the password.

Export Certificate

Export to:

| Ch\GoDaddy_PremiumS5L_vPro.pfx

Password:

Confirm password:

5. Click OK.
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5 Install the Certificate

This section will show you how to do the following:
e Install the intermediate certificates (the intermediate certificate forms part of the chain
from the certificate that you purchased to the root certificate).
e Install the certificate that you purchased
e Verify that the certificate is installed correctly

5.1 Install the Intermediate Certificate

The first step is to import the intermediate certificate into the Current User Intermediate
Certificate Authorities Store of the service account for the RCS server.

1. Log on as the service account for the RCS server.

2. Right-click the gd-g2_iis_intermediates.p7b file where you saved it. Choose Install
Certificate.

3. Use the default settings and then choose Next.

Certificate Store
Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can specify a location for
the certificate.

(®) automatically select the certificate store based on the type of certificate
() Place all certificates in the following store

Certificate store:

Browse...

| MNext || Cancel |

The certificate is now installed in the Intermediate Certificate Authorities store.
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4. Download the GoDaddy Class 2 Certificate Authority Root Certificate from
https://certs.godaddy.com/repository.

5. Choose the DER format.

@ GoDaddy Certificate Chain

Name File Certificate Thumbprint (sha256)
GoDaddy Class 2 Cerlification Authority Root gd-class2-root.cri (pem) C3846BF24BSE 93 CAG4 27 4COECBTC 1ECC SE 02
Certificate gd-class2-root.cer (der) 4F FC AC D2 D7 40 19 35 0E 81 FE 54 6A E4

6. Right-click the gd-class2-root.cer file. Choose Install Certificate.

7. Place the certificate in the Trusted Root Certificate Authorities store and then click Next.

Certificate Store
Certificate stores are system areas where certificates are kept,

Windows can automatically select a certificate store, or you can specify a location for
the certificate.

() Automatically select the certificate store based on the type of certificate
®) Place all certificates in the following store

Certificate store:
Trusted Root Certification Autharities ‘ ‘ Browse...
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8. Click Finish. The certificate is now installed in the Trusted Root Certificate Authorities

store.

Completing the Certificate Import Wizard

The certificate will be imported after you dick Finish.

You have specdified the following settings:

Certificate Store Selected by User Trusted Root Certification Authorities
Content Certificate
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5.2 Install the PFX Certificate

Next, the PFX certificate created earlier will be installed and chained to the intermediate

certificate that you installed in the previous step. The .pfx certificate will be imported into the

Current User Personal Certificate Store.

1. Double-click on the .pfx file where you saved it. Click Next.

File to Import
Specify the file you want to import.

File name:

Browse. ..

Note: More than one certificate can be stored in a single file in the following formats:

Personal Information Exchange- PKCS #12 (\PFX,.P12)
Cryptographic Message Syntax Standard- PKCS #7 Certificates (.P7B)

Microsoft Serialized Certificate Store (.55T)

Mext | | Cancel
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2. Enterin the password and select the Mark Key as exportable, and Include all extended
properties check boxes.

Private key protection
To maintain security, the private key was protected with a password.

Type the password for the private key.

Password:

[ pisplay Password

Import options:

[C]Enable strong private key protection. You will be prompted every time the
private key is used by an application if you enable this option.

[#] Mark this key as exportable. This will allow you to back up or transpart your
keys at a later time.

[ Indude all extended properties.
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3. Leave the default setting, to automatically select the certificate store

Certificate Store

Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can specify a location for
the certificate.

(®) Automatically select the certificate store based on the type of certificate
O Place all certificates in the following store

Certificate stare:

| | Browse...

Mext | | Cancel
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4, Click Finish.

Completing the Certificate Import Wizard

The certificate will be imported after you dick Finish.

‘You have spedified the following settings:

(8= g0) T} 1= o g = =mi=l Automatically determined by the wizard

Content PFX

File Mame C:\UsersYjtproadmin'|Desktop\GoDaddy_Feb2018\GoDaddy_F
4 m >

Finsh | | Cancel

The certificate is now installed in the current user’s Personal Certificates store.

How To Purchase and Install GoDaddy* Certificates for Intel® AMT Remote Setup and Configuration

32



5.3 Verify the Certificate Chain

1. To verify the chain, double click SCS.vprodemo.com.

7 Consolel - [Console Root\Certificates - Current User\Personal\Certificates]
ﬁ File Action View Favorites Window Help
I E T

] Console Root lssued To -
v [l Certificates - Current User
~ || Personal
Maore Actions
» [ ] Trusted Root Certification Au
» [] Enterprise Trust
» [ ] Intermediate Certification Au
5[] Active Directory User Object
[ Trusted Publishers
7] Untrusted Certificates
|| Third-Party Root Certificatior
[ Trusted People
|| Client Authentication |ssuers
7] Smart Card Trusted Roots

Issued By Expiration Daf
%ﬂscs.vprodemo.com Go Daddy Secure Certificate Auth..,  2/28/2020
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2. In the Certificate Information menu, confirm there are no errors. Check that the private
key corresponds to the certificate. Click the Certificate Path tab.

General |De1ai|s | Certification Path

L_:ﬁ Certificate Information

This certificate is intended for the following purpose(s):

+ Ensures the identity of a remote computer
« Proves your identity to a remote computer
+2,16.840.1.114413.1.7.23.3
+2,23,140.1.1

*Refer to the certification authority's statement for details,

Isswed to: scs.vprodemo.com
Issued by: Go Daddy Secure Certificate Autharity - G2

valid from 2/25/2018 to 2/28/2020

? ‘fou have a private key that corresponds to this certificate.

Issuer Statement
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3. Check that the certificate is mapped to the intermediate Certificate Authorities as shown.
Double click on the root cert GoDaddy Class 2 Certificate Authority.

P Certificate

Certification Path

Certification path
Go Daddy Cl rtification Authority

View Certificate

Certificate status:

is certificate is OK,
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4. Verify there are no errors with the root certificate and click the Details tab.

Pl Certificate

General |De13i|s | Certification Path

|_-_“ _. Certificate Information

This certificate is intended for the following purpose(s):

« Al issuance policies
= Al application policdes

Issued to: Go Daddy Class 2 Certification Authority

Issued by: Go Daddy Class 2 Certification Authority

valid from &/23/2004 to &/29/2034

| Issuer Statement

[ o ]
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5. Inthe Details tab, scroll down and highlight the Thumbprint field. The number must

match what is shown below.

| General | Details |Cerﬁﬁt3tior1 Path

Thumbprint algorithm
|55 Thumbprint

Show: | <All= w |

Field Value -

BSubject Go Daddy Class 2 Certification. ..

[=]Public key RSA (2048 Bits)

BPublic key parameters 0500

@5ubject Key Identifier d2c4b0d291d44c 11 71b3... |

.b'-|\u1:i'1orit5-I Key Identifier KeylD=d2c4b0d291d44cl.. |
Basic Constraints Subject Type=CA, Path Lenat... | =

shal

2796 ba e6 3f 18 0122 77 26...

<l

02 8f 20 == =4

27 96 ba =6 3f 18 01 e2 77 26 1b al 47 77 70

Edit Properties... || Copy to File... |

This Intel AMT setup and configuration certificate can now be used with the Intel SCS remote
configuration service (RCS) for remote configuration and maintenance of PCs with Intel AMT.
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Verify that it Works

To verify that the certificate works in your environment, create a test environment with one or
more Intel AMT capable PCs that have not previously been set up and configured. Follow the
instruction in the Intel SCS documentation to try Remote Configuration in Admin Control mode.
If successful, then your certificate is installed correctly.
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