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Charlie



⟨ , ⟩ ⊑ ⟨ , ⟩ ⇐⇒ ⊑ ⊑
⊑ ⇐⇒ ⊑ .
⊑ ⇐⇒ ⊓ ⊑

)LJXUH ���� 5HODWLRQ FDQ�ćRZ�WR�ZLWK�SULYLOHJH�

Charlie Alice

Alice ∧ Bob

Bob

⊑

Alice ⟨Alice,Charlie⟩ ⊑Alice ⟨Alice,Charlie ∧ Alice⟩
⟨Alice ∧ Bob,Charlie⟩ ⊑Alice ⟨Bob,Charlie⟩

′

′ = .



̸⊑

⊑

♯

UHWXUQ (≫=) UHWXUQ

(≫=)

≫= λ . ′ λ . ′

′

WR/DEHOHG

WR/DEHOHG

:

WR/DEHOHG :



::= WUXH | IDOVH | ȁȂ | | ( , )

::= | ( , ) | | λ . | /,2 | :

::= | ( , ) | | Ć[ | LI WKHQ HOVH

| . | ⊓ | ⊑
| UHWXUQ | ≫=
| ODEHO | ODEHO2I | XQODEHO
| JHW/DEHO | JHW&OHDUDQFH | ORZHU&OHDUDQFH
| WR/DEHOHG | { }
| VWRUH | IHWFK τ

τ ::= %RRO | �� | /DEHO | (τ , τ)
τ ::= τ | (τ, τ) | τ → τ | /,2 τ | /DEHOHG τ

)LJXUH ���� 6\QWD[ IRU /,2 YDOXHV� WHUPV� DQG W\SHV�

ODEHO

XQODEHO

A A

̸⊑ A

λ

/DEHO /DEHOHG τ



/,2 UHWXUQ (≫=)
/,2

′{
′′ }

⊢ : τ

−→
⟨ , | ⟩

−→ ′

′ −→∗ −→
= ⟨ , | ⟩ ( )

ODEHO :

⊑ ⊑

XQODEHO

.
⊑ JHW/DEHO JHW&OHDUDQFH

WR/DEHOHG

⊑ ⊑
{ } WR/DEHOHG

/,2 { /,2 }
WR/DEHOHG ⊑

ODEHO



⟨ , | ODEHO2I ( : )⟩ −→ ⟨ , | ⟩

⟨ , | UHWXUQ ⟩ −→ ⟨ , | /,2⟩

⟨ , | /,2 ≫= ⟩ −→ ⟨ , | ( )⟩

⊑ ⊑
⟨ , | ODEHO ⟩ −→ ⟨ , | UHWXUQ ( : )⟩

. = ⊑
⟨ , | XQODEHO ( : )⟩ −→ ⟨ , | UHWXUQ ⟩

⊑ ⊑
⟨ , | WR/DEHOHG ⟩ −→ ⟨ , | { }⟩

⊑
⟨ , | { /,2 }⟩ −→ ⟨ , | ODEHO ⟩

)LJXUH ���� /,2 ODQJXDJH VHPDQWLFV �VHOHFWHG UXOHV��

⊑ ⇐⇒ ⇒
. ⇐⇒ ∨
⊓ ⇐⇒ ∧

⊥ ≡ ⊤ ≡

)LJXUH ���� $YDLODELOLW\ ODWWLFH

⟨ , , ⟩

⟨ , , ⟩

A( )

∨
∧

⟨ , , ⟩



⊑
C( ) =⇒ C( ) I( ) =⇒ I( ) A( ) =⇒ A( )

∨
∧
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#�ǣ ,*

$,$)ǣ ,* $,$)ǣ ,*

#�ǣ ,* $,$)ǣ ,* $,$)ǣ ,*

"3&)ǣ ,*

#�ǣ ,* "3&)ǣ ,*

#�ǣ ,*

$,$)ǣ ,*

"3&)ǣ ,*

ȁ20"/+�*"Ǥ-�004,/!Ȃ

ȁ-�004,/!Ǥ20"/+�*"Ȃ



♯

♯

♯



� = �True, False�

� = �False, True�

Lhigh

Llow
integrity

con
fid
ent
ial
ity

�A v B, A � B�

�A � B, A v B�

�A v B, A v B�

information
flow
(�)

�A � B, A � B�

)LJXUH ���� %RXQGHG GRZQJUDGLQJ

( . ) ⊑ ⊑ ( . )

♯ [ ♯]
♯ de d e

de d

de e

d[ ♯] ♯

= ⟨A ∧ B,A ∨ B⟩ = ⟨A ∨ B,A ∧ B⟩
⊑

C( ) C( )

C( )

C( )

Alice Bob

Bob



Alice Bob

d = ⟨⊤ ,Bob⟩, =

⟨⊥ ,Bob⟩ Bob

Bob

Bob Bob♯

Alice

= ⟨Alice,Bob ∨ Charlie⟩ Bob

Bob Charlie

d[Alice♯]⟨⊤ ,⊤ ⟩
⟨⊥ ,⊤ ⟩

⊤
Alice

Alice

C( ) ̸⊑ C( ) ⊑

⊑ I( )

⊑ I( )

♯

C( ) ⊑ C( ) ∀ ∈ .C( ) ⊑ ∧ C( ) ̸⊑
⇒ ̸⊑ I( ) ∧ ̸⊑ I( ).



C(
L lo

w)
information

flow
(�)

Lfrom

Llow

�

con
fid
ent
ial
ityintegrity

I

�A v B, A�

�A � B, A�

�

AA

)LJXUH ���� 5REXVW GHFODVVLĆFDWLRQ

⊑ I( ) ∧ ̸⊑ I( )

♯

I( ) ⊑ I( ) ∀ ∈ . ⊑ I( ) ∧ ̸⊑ I( ) ⇒ ̸⊑
I( ).

♯

{ ♯} ♯

de d e de d

de e

⊑



⟨A ∧ B,A⟩ A

⟨A ∨ B,A⟩ A

⟨B,A⟩

♯

C( ) ⊑ C( ) C( ) ⊑ C( ) . I( ) C( ) ⊑
C( ) . I( )

C( ) ̸⊑ C( ) ⊑ ̸⊑ I( ) I( ) ̸⊑
̸⊑ I( )



♯

I( ) ⊑ I( ) I( ) ⊓ I( ) ⊑ I( )

⊑
I( ) ⊑ I( )

⊑ I( )

A ∧ B

A B A ∨ B

A B

♯

C( ) ⊑ ∨ I( ) ∨ I( ) C( )

♯

∨ I( )∨ I( )

♯

I( ) ⊑ ∨ I( ) I( )



Lfrom
L'

Lto

Bounded 
Endorsement

Bounded
Declassification

integrity
con

fid
ent
ial
ity

)LJXUH ���� 0XOWLSOH ERXQGV�



Clow
I

Bounded
Declassification

Lto
integrity

con
fid
ent
ial
ity

L'
Lfrom

)LJXUH ���� %RXQGHG DQG UREXVW GHFODVVLĆFDWLRQ�

′ ′

′ ′

= ⟨A ∧ B,A⟩
= ⟨A,A⟩ d{B♯}

A A

B♯

A ⟨A∧B,A⟩
⟨A ∧ B,B⟩ ⟨A ∧ B,B⟩ ⟨A,B⟩



Llow

L1

L2

I1

I2

C 1

C 2

L''

L'

)LJXUH ���� %RXQGHG HQGRUVHPHQW DQG UREXVW GHFODVVLĆFDWLRQ�

d{ ♯}
d[ ♯]

′

′

′ ′



Bob

Alice Alice Bob

Alice Alice Bob

Alice Bob

A d{A♯} A
e[A♯]⟨⊤ , ⟩

⟨⊥ ,⊥⟩
A

A B

B ⟨B,B⟩ A

A

⟨A,A⟩ ⟨B,A⟩ ⟨A ∧ B,A ∨ B⟩
A B A

⟨A ∧ B,A⟩
A B

A ∨ B ⊑ A B A

A ⟨B,A⟩

A B

A A

A

B



≺

%11-0ǥȇȇ$&1%2�ǣ ,*ȇ0 0)��ȇ%�&)0ȇ1/""ȇ*�01"/ȇ"5�*-)"0ȇ%�&)0Ǹ/, (

https://github.com/scslab/hails/tree/master/examples/hails-rock
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−
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%11-0ǥȇȇ444ǣ,-"+00)ǣ,/$ȇ

https://www.openssl.org/




#"1 % 01,/"

#"1 % 01,/"



CLIO 
programs

get/put
operations

public keys,
low private keys 

public keys,
all private keys 

get/put
operations

CLIO 
runtime Store

Attacker

)LJXUH ���� &OLR WKUHDW PRGHO� $WWDFNHUV ZULWH &OLR SURJUDPV� UHDG IURP DQGZULWH WR WKH VWRUH� DQG REVHUYH WKH UXQWLPHèV

LQWHUDFWLRQV�

VWRUH IHWFK τ

τ

α−→ α α



⊑ ℓ ⊑ α = SXW : DW

⟨ , | VWRUH : ⟩ α−→ ⟨ , | UHWXUQ ��⟩

A(ℓ ) ⊑ A( )
α = JRW τ : DW ⊑

⟨ , | IHWFK τ : ⟩ α−→ ⟨ , | UHWXUQ : ⟩

A(ℓ ) ⊑ A( )
(α = QRWKLQJ�DW ) (α = JRW τ : DW ̸⊑ )

⟨ , | IHWFK τ : ⟩ α−→ ⟨ , | UHWXUQ : ⟩

)LJXUH ���� &OLR ODQJXDJH VHPDQWLFV �VWRUH DQG IHWFK UXOHV��

VNLS VNLS

SXW : DW :

JRW τ : DW

QRWKLQJ�DW

ℓ ℓ



:

ℓ

⊑

IHWFK τ : :

:

: ̸⊑ :

JRW τ : DW :

A(ℓ ) ⊑ A( )



⟨ ,σ⟩ # ⟨ ′,σ′⟩ ⟨ ,σ⟩ ⟨ ′,σ′⟩
σ σ

:

⊥

SXW : DW

QRWKLQJ�DW : JRW τ : DW

VNLS

ℓ

:

ℓ C( ) ⊑ C(ℓ )

:

ℓ

I(ℓ ) ⊑ I( )



⟨ , (σ)⟩ # ⟨ ′,σ′⟩
( ) ⊑ ℓ ( ′) ⊑ ℓ

(⟨ ,σ⟩, ) ! ⟨ ′,σ′⟩

⟨ , (σ)⟩ # ⟨ ,σ ⟩
⟨ ,σ ⟩ # ... # ⟨ ,σ ⟩

∀ ≤ < . ( ) ̸⊑ ℓ ( ) ⊑ ℓ

(⟨ ,σ⟩, ) ! ⟨ ,σ ⟩

::= · |
::= VNLS = λσ.σ

| SXW : DW ′ = λσ. σ[ ′ '→ : ] I(ℓ ) ⊑ I( )

| FRUUXSW , ... = λσ.σ[ '→ ⊥; ... '→ ⊥]

)LJXUH ���� $GYHUVDU\ LQWHUDFWLRQV DQG ORZ VWHSV

JHW/DEHO

VNLS SXW : DW ′ FRUUXSW , ...

· ... ·
!

ℓ



ℓ

P : '→ ({ , }∗, { , }∗⊥)

⊥

authorityOf(P)

P
Start(P)

Clr(P)



∧ ... ∧ ∨ ... ∨

∧ ... ∧

∧ ... ∧



⟨ , , ⟩ :

#
⟨ ,!, ⟩

!



!′ =
{
| · | ← ! ; ← ! |

}

⟨ ,!′, ⟩ # ⟨ ′,!′′, ′⟩
( ) ⊑ C(ℓ ) ( ′) ⊑ C(ℓ )

(⟨ ,!, ⟩,! ) ! ⟨ ′,!′′, ′⟩

!′ =
{
| · | ← ! ; ← ! |

}

⟨ ,!′, ⟩ # ⟨ ,! , )⟩
⟨ ,! , ⟩ # ... # ⟨ ,! , ⟩

∀ ≤ < . ( ) ̸⊑ ℓ ( ) ⊑ ℓ = Π ≤ ≤

(⟨ ,!, ⟩,! ) ! ⟨ ,! , ⟩
::= VNLS = λσ. σ

| SXW DW = λσ. σ[ '→ ]

| SXW : DW = λσ. σ[ '→ : ]

S : !→ !

P
ℓ ( ,S, ) =

{(
⟨ ,! , ⟩, ·

) ∣∣∣ (⟨ , {(VNLS, )},Σ ⟩,S({(VNLS, )})) ! ⟨ ,! , ⟩
}

P
ℓ ( ,S, + ) =

{(
⟨ ,! , ⟩, ·

) ∣∣∣
(
⟨ ,! , ⟩,

)
∈ P

ℓ ( ,S, );

(⟨ ,! , ⟩,S(! )) ! ⟨ ,! , ⟩
}

)LJXUH ���� 5HDO &OLR ORZ VWHS VHPDQWLFV

{
| ( , ..., ) | ← ; ... ← |

}

, ...,

≤ ≤
#

!′

VWRUH



(σ, ) ∈
{
| (∅) | ← ! |

}
σ

!

∅ σ

!

#
!

!′

! !

P ℓ

S



−→ ′

⟨ ,!, ⟩ # ⟨ ′,!, ⟩

SXW : DW
−−−−−−−−→ ′

= ( ( )) ′ = [ '→ ]

!′ =
{
| SXW : DW · ′ ·

∣∣∣ ← !;
( ′, : ) ← serializeP(σ, ( , , ) : ) |

}

⟨ ,!, ⟩ # ⟨ ′,!′, ′⟩

JRW τ : DW
−−−−−−−−−→ ′ ̸< ( )

(σ, ) ∈
{
| (∅) | ← ! |

}
>

( , , ) : = deserializeP(σ,σ( ), τ)

⟨ ,!, ⟩ # ⟨ ,!, ⟩

QRWKLQJ�DW
−−−−−−−→ ′

(σ, ) ∈
{
| (∅) | ← ! |

}
>

deserializeP(σ,σ( ), τ)

⟨ ,!, ⟩ # ⟨ ,!, ⟩

QRWKLQJ�DW
−−−−−−−→ ′ ′ ̸= < ( )
(σ, ) ∈

{
| (∅) | ← ! |

}
>

( , ′ , ) : = deserializeP(σ,σ( ), τ)

⟨ ,!, ⟩ # ⟨ ,!, ⟩

)LJXUH ���� 5HDO &OLR VHPDQWLFV



{ } ≈ { }
A

∣∣ [A( ) = | ← ]− [A( ) = | ← ]
∣∣

(A, ) A ∈ "
∈ { , }

(A, ) = ( , ) ← *HQ( );

, ,A ← A( ) | | = | |;
← (QF( , );

A ( )

Π = (*HQ, (QF,'HF) A
{

(A, )
}

≈
{

(A, )
}



(P,A,˜, , ) Π = (*HQ, (QF,'HF,

6LJQ, 9HULI\) A ∈ " ∈ { , }

(P ,A,˜, , ) =

P ′ ← *HQ(˜, ); P = P ; P ′;

, , ,S,A ← A( (P)) =ℓ

⊢ : /DEHOHG τ → /,2 τ ′

⊢ : /DEHOHG τ

⊢ : /DEHOHG τ

ℓ = authorityOf(P );

⟨ ,! , ′⟩ ← P
ℓ (⟨Start(P),Clr(P) | ( )⟩,S, );

← ! ; A ( )

Π A ∈ " P ˜

{
(P,A,˜, , )

}
≈

{
(P,A,˜, , )

}

P ˜

*HQ(˜, ) P ′

˜ *HQ

(P)



=ℓ

S

S A

Π Π

!

≍

! ≍ ! Π ! ≈ !
!

≍



≍

P , ..., C( ) ⊑
C(authorityOf(P)) { , }... { , } ˜ | | = | | ≤ ≤

Π {
SXW : DW · ... · SXW : DW

∣∣

P ← *HQ( ); ( , ) ∈ (P); ← (QF( , ); ≤ ≤
}

≍
{
SXW : DW · ... · SXW : DW

∣∣

P ← *HQ( ); ( , ) ∈ (P); ← (QF( , ); ≤ ≤
}

≍
≍

≍

′ =ℓ
′

! !′ ≍
α−→ ′ α−→ ′ =ℓ

′ =ℓ
′



(
⟨ , VNLS, ⟩,S(VNLS)

)

⟨ ′′,!′, ′⟩

!
′

⟨ ′,! , ⟩

!

(
⟨ , VNLS, ⟩,S(VNLS)

)

⟨ ′′,!′ , ′⟩

!
′

⟨ ′ ,! , ⟩

!

=ℓ

=ℓ =ℓ

P( ,S, ) P( ,S, )

)LJXUH ���� /RZ HTXLYDOHQFH LV SUHVHUYHG LQ VWHSP IRU WZR ORZ HTXLYDOHQW FRQĆJXUDWLRQV DQG DQG D VWUDWHJ\S �

(⟨ ,! , ⟩,!) ! ⟨ ′ ,!′ , ′ ⟩
(⟨ ,! , ⟩,!) ! ⟨ ′,!′, ′⟩ =ℓ = ! ≍ ! ′ =ℓ

′

′ = ′ !′ ≍ !′ ! α−→
≍

=ℓ =

! ≍ !

{(!′ , · ... · ) | ⟨ ,! , ⟩ ! ... ! ⟨ ′ ,!′ , ′ ⟩}
≈

{(!′, ′ · ... · ′) | ⟨ ,! , ⟩ ! ′ ... ! ′ ⟨ ′,!′, ′⟩}

P( ,S, ) P( , S, )
=ℓ =

′ =ℓ
′

′′ =ℓ
′′ ! ≍ ! !′ ≍ !′



′ ′

P
A , ′ ℓ = authorityOf(P ) I( ) ⊑ Π

[
: ∈ P( ′) : ̸∈ P( )∣∣∣ P ′ ← *HQ({ }, ); P = P ; P ′;

,S,A ← A( (P));

⟨ ,!, ⟩ ← P
ℓ (⟨Start(P),Clr(P) | ⟩,S, );

← !;
′,S ′ ← A ( );

⟨ ′,!′, ′⟩ ← P
ℓ (⟨Start(P ),Clr(P) | ′⟩,S ′, );

′ ← !′
]

S



Start(P) P

′ S ′

Start(P )

: P

P

⟨Start(P ),Clr(P) | ⟩
: I( ) ⊑

%11-ǥȇȇ/"!&0ǣ&,ȇ
%11-ǥȇȇ%� (�$"ǣ%�0("))ǣ,/$ȇ-� (�$"ȇ%"!&0

http://redis.io/
http://hackage.haskell.org/package/hedis


%11-ǥȇȇ%� (�$"ǣ%�0("))ǣ,/$ȇ-� (�$"ȇ /6-1,+&1"

http://hackage.haskell.org/package/cryptonite


"3�)����

&+&1&�)�1�1" �����1�1" &+&1&�)�1�1"

&+&1&�)�1�1"

&+&1&�)&7"�"6��-��

 201,*"/�,!" -/"-�/"/�,!" &/0�,!"

ℓ

ℓ = ⟨⊥,⊤, ⟩

��5-�6"/�+#,



 201,*"/�,!" :: ��5-�6"/�+#, → /,2 ()
 201,*"/�,!" =

← ODEHO ⟨ ∨ ∨ , , ⟩
VWRUH 1�5-�6"/Ȁ&+#,
UHWXUQ ()

-/"-�/"/�,!" :: /,2 ()
-/"-�/"/�,!" =

← ODEHO ⟨ ∨ , ∨ , ⟩
← IHWFK τ 1�5-�6"/Ȁ&+#,

← WR/DEHOHG ⟨ ∨ , ∨ , ⟩ $
← XQODEHO

UHWXUQ (-/"-�/"��5"0 )
VWRUH 1�5Ȁ/"12/+

&/0�,!" :: /,2 %RRO

&/0�,!" =
= ⟨ , ∨ ∨ , ⟩

← ODEHO

← IHWFK τ 1�5Ȁ/"12/+
← XQODEHO

UHWXUQ (3"/&#6�"12/+ )

)LJXUH ���� &XVWRPHU FRGH �OHIW�� 3UHSDUHU FRGH �PLGGOH�� DQG ,56 FRGH �ULJKW�

1-& 1-& ⟨ ∨ ∨ , , ⟩

��5-�6"/�+#,

ǭ1�5-�6"/Ȁ&+#,ǭ

∨ ∨

ǭ1�5-�6"/Ȁ&+#,ǭ

= ⟨ ∨ , ∨ , ⟩ = ⟨ ∨ ∨ , , ⟩
⊑

1,���")"!

-/"-�/"��5"0

1,���")"!

1,���")"!

ǭ1�5Ȁ/"12/+ǭ

1,���")"! 2+)��")

ℓ

ǭ1�5Ȁ/"12/+ǭ

⟨ , ∨ ∨ , ⟩



3"/&#6�"12/+

1,���")"!

01,/"

&+&1&�)&7"�"6��-��

"3�)����
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%11-0ǥȇȇ/# Ǹ"!&1,/ǣ,/$ȇ/# ȇ/# ǣ151

%11-ǥȇȇ*�/1&+#,4)"/ǣ ,*ȇ
�/1& )"0ȇ*& /,0"/3& "0ǣ%1*)

https://rfc-editor.org/rfc/rfc5246.txt
http://martinfowler.com/articles/microservices.html
http://martinfowler.com/articles/microservices.html






%11-0ǥȇȇ
1%/"�1-,01ǣ ,*ȇ!Ǹ)&+(Ǹ�  &!"+1�))6Ǹ)"�(0Ǹ-/&3�1"Ǹ ,!"Ǹ0&$+&+$Ǹ("60ȇ

ȇ

%11-ǥȇȇ444ǣ 0ǣ ,/+"))ǣ"!2ȇ'&#

%11-ǥȇȇ444ǣ,*$ǣ,/$ȇ0-" ȇ�����ȇ ǣ ȇ

https://threatpost.com/d-link-accidentally-leaks-private-code-signing-keys/114727/
https://threatpost.com/d-link-accidentally-leaks-private-code-signing-keys/114727/
https://threatpost.com/d-link-accidentally-leaks-private-code-signing-keys/114727/
http://www.cs.cornell.edu/jif
http://www.omg.org/spec/CORBA/3.3/


%11-ǥȇȇ4  #1" %ǣ ,*ȇ
*& /,0,#1Ǹ�  &!"+1�))6Ǹ)"�(0Ǹ5�,5Ǹ)&3"Ǹ("60ȇ

http://wccftech.com/microsoft-accidentally-leaks-xbox-live-keys/
http://wccftech.com/microsoft-accidentally-leaks-xbox-live-keys/






A



 ,+1/� 1Ȁ#,/(σ, ) = ( ,!) ∃ '→ !̃ ∈ �)�*"σ(σ).
"-( ) = . ∧ +*( ) =

 ,+1/� 1Ȁ#,/(σ, ) = ( , ✗) (∃ '→ ✗̃ ∈ �)�*"σ(σ).
"-( ) = . ∧ +*( ) = )

∧ (∀ ′ '→ ′̃ ∈ �)�*"σ(σ). "-( ′) =
+*( ) = = ✗)

"-( . 0�1&0#&"0 ⟨v⟩) = .
"-( . "5-" 10 ) = .
+*( . 0�1&0#&"0 ⟨v⟩) =
+*( . "5-" 10 ) = +*( )

+�*"0( ) = { } +�*"0(*,+(σ, )) = { }

+�*"0( 1, ) = ∅ +�*"0(ˆ 1, ) = ∅
˜ = +�*"0( ) ˜ = +�*"0( )

+�*"0( || ) = ˜ ∪ ˜

)��")0( ) = ∅ )��")0(*,+(σ, )) = { }

)��")0( 1, ) = ∅ )��")0(ˆ 1, ) = ∅
˜ = )��")0( ) ˜ = )��")0( )

)��")0( || ) = ˜∪ ˜

= || = ||
= ′ = ′

|| = ′ || ′



∀( 0�1&0#&"0 ⟨ ⟩ '→ !) ∈ . C( ) =

≼ C

⊢C

⊢C wf

⊢C ⊢C

+�*"0( ) ∩ +�*"0( ) = ∅ )��")0( ) ∩ )��")0( ) = ∅
⊢C ||

 ,+#σ ≼ C ̸= † = 0-" (σ)
∀ . ∈ (�)�*"σ) ∈ (-/,3σ)
∀ '→˜∈ �)�*"σ, ∈ .̃ "

∀# #/,* "5-" 10 '→˜∈ �)�*"σ, ∈ .̃ "
∀ '→ ∈ C. 0�1&0#&"0 ⟨v⟩ '→ ! ∈  ,+#σ

⊢C *,+(σ, )

⊢C

= /". # #/,* : 1,
= /"-)6 # #/,* : 1,

⊢C 1,

= C( ) {&!"+1&#&"!( ) '→ } ≼ C
∀ ∈ .̃ " #/,*( ) 0�1&0#&"0 ⟨&+!"5( )⟩ ∀ ∈ ˜ . " &!"+1&#&"!( )

⊢C 4&1% {0"Ǹ�)�*":=̃ ; &!Ǹ ,+#:= ; &!Ǹ�)�*":=˜} 1,

⊢C ′
′ ⊢C wf

⊢C

⊢C ′ = ′′
′ = ′′′ ′′ ⊢C ′′′

)&#1 P[*,+(σ, )] ⊢C *,+(σ, )
σ′, 4&1% {0"Ǹ�)�*":=̃ ; &!Ǹ ,+#:= ; &!Ǹ�)�*":=˜} 1, = )&#1σ( , , , )

#/,*( ) ̸= = †
∀ '→˜∈ �)�*"σ′ , ′ ∈ .̃P[*,+

′
(σ, )] " ′

∀(# #/,* "5-" 10 ) '→ ˜ ∈ �)�*"σ′ , ′ ∈ .̃P[*,+
′
(σ, )] "

′

)&#1
∀ ′ ∈ ˜.P[*,+(σ′, )] " ′ ∀ ′ ∈

˜ .P[*,+(σ′, )] " ′



∈ (�)�*"σ)

̸∈ (�)�*"σ)
˜ = { } ∀ . ∈ (�)�*"σ)

∈ (-/,3σ) ̸∈ (-/,3σ) =
=

-/,3σ′( ) =

P[*,+(σ′, )] "

)&#1
= †

-/,3σ′( ) =

P[*,+(σ′, )] " †

∈ (�)�*"σ)

∀ ∈ �)�*"σ ∀ ′ ∈ ˜.P[*,+(σ, )] " ′

σ′ ∀ ′ ∈ ˜.P[*,+(σ′, )] " ′

∈ (�)�*"σ)

16-"( ) == /". ∧ ∈ (�)�*"σ)
∀ '→ ˜ ∈ �)�*"σ, ∈ .̃P[*,+(σ, )] "
∀ ′ ∈ ˜ .P[*,+(σ, )] " ′

16-"( ) == /". ∧ ̸∈ (�)�*"σ) ˜ = { }
∀ . ∈ (�)�*"σ) ∈ (-/,3σ)

̸∈ (-/,3σ)

= -/,3σ′( ) =

-/,3σ′ =

P[*,+(σ′, )] "

̸=
)&#1 = †



-/,3σ′ =

P[*,+(σ′, )] " †

16-"( ) == /"-)6 ∧ ∈ (�)�*"σ)

16-"( ) == /". ∈ (�)�*"σ)

16-"( ) == /"-)6 ∧ ̸∈ (�)�*"σ)

˜ = ˜ ∀ ′ ∈ ˜.P[*,+(σ, )] "
′ ̸∈ (�)�*"σ)

∀ . ∈ (�)�*"σ) ∈ (-/,3σ) -/,3σ′( ) =

′ ∈ ˜

-/,3σ′( ) = ( )
P[*,+(σ, )] " ′

P[*,+(σ, )] " ′

),4"/
⊢C *,+(σ′, ) || 4&1% {0"Ǹ�)�*":=̃ ; &!Ǹ ,+#:= ; &!Ǹ�)�*":=˜} 1,

σ′, = ),4"/σ( , , 4&1% {0"Ǹ�)�*":=̃ ; &!Ǹ ,+#:= ; &!Ǹ�)�*":=˜} 1, )
∀ '→˜∈ �)�*"σ′ , ′ ∈ .̃P[*,+

′
(σ, )] " ′

∀(# #/,* "5-" 10 ) '→ ˜ ∈ �)�*"σ′ , ′ ∈ .̃P[*,+
′
(σ, )] "

′

)&#1 ),4"/ P[*,+(σ, )] ⊢C *,+(σ′, )
σ′, ˆ = )&#1σ( , , , ) σ′, = ),4"/σ( , , ˆ)

= 0-" (σ′)

∀ . ∈ (�)�*"σ′) ∈ (-/,3σ′)

∀ '→ ∈ C. 0�1&0#&"0 ⟨v⟩ '→ ! ∈  ,+#σ′



= 0-" (σ′)

∀ . ∈ (�)�*"σ′) ∈ (-/,3σ′)

∀ '→ ∈ C. 0�1&0#&"0 ⟨v⟩ '→ ! ∈  ,+#σ′

 ,+#&/*"!Ȁ,/ σ
σ′

⊢C −→ ′ ′ ⊢C ′

̸=
P[ ] −→ P[ || /".2"01 # #/,*  ,+1�&+&+$ 1, ]

= P[ ] ′ = P[ || /".2"01 # #/,*  ,+1�&+&+$ 1, ]
P[ || /".2"01 # #/,*  ,+1�&+&+$ 1, ] =

P[ ] || /".2"01 # #/,*  ,+1�&+&+$ 1, ⊢C
′ ⊢C P[ ] ′

′

′ ⊢C P[ ] ′ ⊢C /".2"01 # #/,*  ,+1�&+&+$ 1,
+�*"0(P[ ]) ∩ +�*"0(/".2"01 # #/,*  ,+1�&+&+$ 1, ) = ∅

)��")0(P[ ]) ∩ )��")0(/".2"01 # #/,*  ,+1�&+&+$ 1, ) = ∅
′ ⊢C P[ ] || /".2"01 # #/,*  ,+1�&+&+$ 1,

̸=
P[ ] −→ P[ || /"-)6 # #/,*  ,+1�&+&+$ 1, ]



= P[ ] ′ = P[ || /"-)6 # #/,*  ,+1�&+&+$ 1, ]
P[ || /"-)6 # #/,*  ,+1�&+&+$ 1, ] =

P[ ] || /"-)6 # #/,*  ,+1�&+&+$ 1, ⊢C
′ ⊢C P[ ] ′

′

′ ⊢C P[ ] ′ ⊢C /"-)6 # #/,*  ,+1�&+&+$ 1,
+�*"0(P[ ]) ∩ +�*"0(/"-)6 # #/,*  ,+1�&+&+$ 1, ) = ∅
)��")0(P[ ]) ∩ )��")0(/"-)6 # #/,*  ,+1�&+&+$ 1, ) = ∅

′ ⊢C P[ ] || /"-)6 # #/,*  ,+1�&+&+$ 1,

P[ || 1, ] −→ P[ ]

= P[ || 1, ] ′ = P[ ] ⊢C
′ ⊢C P[ ]

′

′ ′ ⊢C P[ ]

( ,!) =  ,+1/� 1Ȁ#,/σ( , ) σ′, ˆ = )&#1σ( ,!, , )

P[*,+(σ, || 1, )] → P [*,+(σ′, ) || ˆ 1, ]

= P[*,+(σ, || 1, )] ′ = P[*,+(σ′, ) || ˆ 1, ]
P[*,+(σ′, )] ⊢C *,+(σ′, )

′ P[*,+(σ′, )]
′

∀ ∈
.̃ " 0�1&0#&"0 ⟨&+!"5( )⟩ ∀ ∈ ˜ . " &!"+1&#&"!( )



ˆ = ⊢C 4&1% {0"Ǹ�)�*":=̃ ; &!Ǹ ,+#:= ; &!Ǹ�)�*":=˜} 1,
= C( ) 16-"( ) == /".

{&!"+1&#&"!( ) '→ } ≼ C ∀ ∈ .̃ " 0�1&0#&"0 ⟨&+!"5( )⟩
∀ ∈ ˜ . " &!"+1&#&"!( )

′ ⊢C ˆ 1, ′ ⊢C *,+(σ′, )
+�*"0(ˆ 1, ) ∩ +�*"0(*,+(σ′, )) = ∅

)��")0(ˆ 1, ) ∩ )��")0(*,+(σ′, )) = ∅
′ ⊢C P[*,+(σ′, )] || ˆ 1,

( ,!) =  ,+1/� 1Ȁ#,/σ( , ˆ) σ′, = ),4"/σ( ,!, )

P[*,+(σ, ) || ˆ 1, ] → P [*,+(σ′, || 1, )]

= P[*,+(σ, ) || ˆ 1, ] ′ = P[*,+(σ′, || 1, )]

σ′

′ ⊢C 1, ′ ⊢C *,+(σ′, )
+�*"0(*,+(σ′, )) ∩ +�*"0( 1, ) = ∅

)��")0(*,+(σ′, )) ∩ )��")0( 1, ) = ∅
′ ⊢C P[*,+(σ′, ) || 1, ]

( , ✗) =  ,+1/� 1Ȁ#,/σ( , )
σ′, ˆ = )&#1σ(✗, , , ) σ′′, = ),4"/σ′( , ✗, ˆ)

P[*,+(σ, || 1, )]→P[*,+(σ′′, ) || 1, ]

= P[*,+(σ, || 1, )] ′ = P[*,+(σ′′, ) || 1, ]
σ′′

′ ⊢C 1, ′ ⊢C *,+(σ′, )
+�*"0(*,+(σ′, )) ∩ +�*"0( 1, ) = ∅

)��")0(*,+(σ′, )) ∩ )��")0( 1, ) = ∅
′ ⊢C P[*,+(σ′, ) || 1, ]



( , ) =  ,+1/� 1Ȁ#,/σ( , )
σ′, ˆ = )&#1σ(✗, , †) σ′′, = ),4"/σ′( , ✗, ˆ)

P[*,+(σ, ) || 1, ]→P[*,+(σ′′, || 1, )]

= P[*,+(σ, ) || 1, ] ′ = P[*,+(σ′′, || 1, )]
σ′′

′ ⊢C 1, ′ ⊢C *,+(σ′′, )
+�*"0(*,+(σ′′, )) ∩ +�*"0( 1, ) = ∅

)��")0(*,+(σ′′, )) ∩ )��")0( 1, ) = ∅
′ ⊢C P[*,+(σ′′, || 1, )]

= P [*,+(σ , )] −→
=P [*,+(σ , )] "//,/0σ ={ } ∪ "//,/0σ

= �/"( , )

= P[*,+(σ , || 1, )]
= P[*,+(σ , ) || ′ 1, ] =

= P[*,+(σ , ) || 1, ]
= P[*,+(σ , || 1, )] = †

= �,01( , )̃ ∀ ∈ .̃ "

)&#1
∀ '→ ˜ ∈ �)�*"σ′ , ∈ .̃ "

)&#1



B



⊑ = ⇒ = ⊑
. = ∨ = ⊓
⊓ = ∨ = .

C( ) ⊑ C( ) . I( )

C( ) ⊑ C( ) . I( )

⊑ ⊑

( . ) ( . ) ( . ) ( . )

∀ ∈ ,C( ) ⊑ C( ) ̸⊑

I( ) ̸⊑

I( ) ̸⊑

( . ) ( . )

I( ) ⊑
I( ) ⊑ C( ) ⊑ =⇒
C( ) . I( ) ⊑

C( ) ⊑ ( . )

( . ) ( . )

= C( ) . I( ) I( )

I( ) ⊑ I( ) . C( )

C( ) ̸⊑ I( ) . C( )

C( ) ⊑ I( ) . C( )



C( ) ⊑ I( ) . C( )

∀ ∈ . ⊑ I( )

⊑ I( ) ̸⊑ I( )

= I( ) ⊓ I( )

I( ) ⊓ I( ) ⊑ I( )

I( ) ⊓ I( ) ⊑ I( )

∀ ∈ , ̸⊑ I( ) ⊑ I( )

⊑ I( )

⊑ I( ) ⊑ I( ) =⇒
⊑ I( ) ⊓ I( )

⊑ I( )



C



⊑
⇒,∧,∨

⊑ ′ ⇐⇒ ′ ⇒
$ ′ ⇐⇒ ⊑ ′ ̸= ′

. ′ ⇐⇒ ∧ ′

⊓ ′ ⇐⇒ ∨ ′

⊥ ≡ ⊤ ≡

⊑ ′ ⇐⇒ ⇒ ′

$ ′ ⇐⇒ ⊑ ′ ̸= ′

. ′ ⇐⇒ ∨ ′

⊓ ′ ⇐⇒ ∧ ′

⊥ ≡ ⊤ ≡

⊑ ′ ⇐⇒ ⇒ ′

$ ′ ⇐⇒ ⊑ ′ ̸= ′

. ′ ⇐⇒ ∨ ′

⊓ ′ ⇐⇒ ∧ ′

⊥ ≡ ⊤ ≡

= ⟨ , , ⟩
≼



⟨ , , ⟩ ⊑ ⟨ ′, ′, ′⟩ ⇐⇒ ⊑ ′ ⊑ ′ ⊑ ′

⟨ , , ⟩ $ ⟨ ′, ′, ′⟩ ⇐⇒ $ ′ $ ′ $ ′

⟨ , , ⟩ ≼ ⟨ ′, ′, ′⟩ ⇐⇒ ⊑ ′ ′ ⊑ ′ ⊑
⟨ , , ⟩ . ⟨ ′, ′, ′⟩ ⇐⇒ ⟨ . ′ , . ′ , . ′ ⟩
⟨ , , ⟩ ⊓ ⟨ ′, ′, ′⟩ ⇐⇒ ⟨ ⊓ ′ , ⊓ ′ , ⊓ ′ ⟩

⊥ ≡ ⟨⊥ ,⊥ ,⊥ ⟩ ⊤ ≡ ⟨⊤ ,⊤ ,⊤ ⟩

C(⟨ , , ⟩)=
I(⟨ , , ⟩)=
A(⟨ , , ⟩)=



{ } ∈N

( ) : N → R
∈ Z+ >

∣∣ ( )
∣∣ <

{ } { }
≈

A

∣∣ [A( ) = | ← ]− [A( ) = | ← ]
∣∣

, ...,

ϵ ∈ [ , − ] +
ϵ

Π =
(*HQ, (QF,'HF, 6LJQ, 9HULI\) *HQ : → ({ , } , { , } )

∈ { , }∗ ( , ) ← *HQ( ) = (QF( , ) = 'HF( , )

∈ { , }∗ ( , ) ←
*HQ( ) = 6LJQ( , ) = 9HULI\( , )

(A, )



A ∈ " ∈ { , }

(A, ) = ( , ) ← *HQ( );
, ,A ← A( ) | | = | |;

← (QF( , );
A ( )

Π A
{

(A, )
}

≈
{

(A, )
}

Π

, | | = | |

{
(QF( , ) | ( , ) ← *HQ( )

}
≈

{
(QF( , ) | ( , ) ← *HQ( )

}



::= WUXH | IDOVH | ȁȂ | | ( , )

::= | ( , ) | | λ . | /,2 | :

::= | ( , ) | | Ć[ | LI WKHQ HOVH

| . | ⊓ | ⊑
| UHWXUQ | ≫=
| ODEHO | ODEHO2I | XQODEHO
| JHW/DEHO | JHW&OHDUDQFH | ORZHU&OHDUDQFH
| WR/DEHOHG | { }

τ ::= %RRO | �� | /DEHO | (τ , τ)
τ ::= τ | (τ, τ) | τ → τ | /,2 τ | /DEHOHG τ



∈ {WUXH, IDOVH}
Γ ⊢ : %RRO Γ ⊢ ȁȂ : �� Γ ⊢ : /DEHO

Γ ⊢ : τ Γ ⊢ : τ

Γ ⊢ ( , ) : (τ , τ )

Γ ⊢ : τ

Γ ⊢ : : /DEHOHG τ

Γ( ) = τ

Γ ⊢ : τ

Γ[ '→ τ ] ⊢ : τ

Γ ⊢ λ . : τ → τ

Γ ⊢ : τ → τ Γ ⊢ : τ

Γ ⊢ : τ

Γ ⊢ : (τ → τ ) → τ

Γ ⊢ Ć[ : τ → τ

Γ ⊢ : τ

Γ ⊢ /,2 : /,2 τ

Γ ⊢ : %RRO Γ ⊢ : τ Γ ⊢ : τ

Γ ⊢ LI WKHQ HOVH : τ

⊗ ∈ {⊓,.,⊑} Γ ⊢ : /DEHO Γ ⊢ : /DEHO

Γ ⊢ ⊗ : /DEHO Γ ⊢ JHW/DEHO : /DEHO

Γ ⊢ JHW&OHDUDQFH : /DEHO

Γ ⊢ : /DEHO

Γ ⊢ ORZHU&OHDUDQFH : /,2 ��

Γ ⊢ : /DEHOHG τ

Γ ⊢ ODEHO2I : /DEHO

Γ ⊢ : τ

Γ ⊢ UHWXUQ : /,2 τ

Γ ⊢ : /,2 τ Γ ⊢ : τ → /,2 τ

Γ ⊢ ≫= : /,2 τ

Γ ⊢ : /DEHO Γ ⊢ : τ

Γ ⊢ ODEHO : /DEHOHG τ

Γ ⊢ : /DEHOHG τ

Γ ⊢ XQODEHO : /,2 τ

Γ ⊢ : /DEHO Γ ⊢ : /,2 τ

Γ ⊢ WR/DEHOHG : /DEHOHG τ

Γ ⊢ : /,2 τ

Γ ⊢ { } : /DEHOHG τ

Γ ⊢ : τ ′ Γ ⊢ : /DEHOHG τ

Γ ⊢ VWRUH : /,2 ��

Γ ⊢ : τ ′ Γ ⊢ : /DEHOHG τ

Γ ⊢ IHWFK τ : /,2 (/DEHOHG τ)



= ⟨ , | ⟩
α−→ ′ α

::= [·] | | LI WKHQ HOVH | ≫= | ODEHO
| . | . | ⊓ | . | ⊑ | ⊑
| ODEHO | ODEHO2I | XQODEHO
| ORZHU&OHDUDQFH | WR/DEHOHG | { }
| VWRUH | VWRUH | IHWFK τ | IHWFK τ



⟨ , | (λ . ) ⟩ −→ ⟨ , | [ / ] ⟩

⟨ , | Ć[ (λ . )⟩ −→ ⟨ , | [Ć[ (λ . )/ ] ⟩

⟨ , | LI WUXH WKHQ HOVH ⟩ −→ ⟨ , | ⟩

⟨ , | JHW/DEHO⟩ −→ ⟨ , | UHWXUQ ⟩

⟨ , | LI IDOVH WKHQ HOVH ⟩ −→ ⟨ , | ⟩

⟨ , | JHW&OHDUDQFH⟩ −→ ⟨ , | UHWXUQ ⟩

⊑ ⊑
⟨ , | ORZHU&OHDUDQFH ⟩ −→ ⟨ , | UHWXUQ ()⟩

⊗ ∈ {⊓,.,⊑} = ⊗
⟨ , | ⊗ ⟩ −→ ⟨ , | ⟩

⟨ , | ⟩ −→ ⟨ ′ , ′ | ′⟩
⟨ , | [ ]⟩ −→ ⟨ ′ , ′ | [ ′]⟩

ℓ



=ℓ =
: =ℓ :⎧
⎪⎪⎨

⎪⎪⎩

= C( ) ⊑ C(ℓ )
I( ) $ I(ℓ )
A( ) $ A(ℓ ),

W\SH2I = W\SH2I

( , ) =ℓ ( ′, ′ ) =ℓ
′ =ℓ

′

=ℓ
′ ′ =ℓ

′ =ℓ
′

Ć[ =ℓ Ć[ ′ =ℓ
′

LI WKHQ HOVH =ℓ LI ′ WKHQ ′ HOVH ′ =ℓ
′ =ℓ

′ =ℓ
′

UHWXUQ =ℓ UHWXUQ ′ =ℓ
′

≫= =ℓ
′ ≫= ′ =ℓ

′ =ℓ
′

ODEHO =ℓ ODEHO ′ ′ =ℓ
′ =ℓ

′

ODEHO2I =ℓ ODEHO2I ′ =ℓ
′

XQODEHO =ℓ XQODEHO ′ =ℓ
′

JHW/DEHO =ℓ JHW/DEHO

JHW&OHDUDQFH =ℓ JHW&OHDUDQFH

ORZHU&OHDUDQFH =ℓ ORZHU&OHDUDQFH ′ =ℓ
′

WR/DEHOHG =ℓ WR/DEHOHG ′ ′ =ℓ
′ =ℓ

′

{ } =ℓ
′
′{ ′ } =ℓ

′ =ℓ
′ =ℓ

′

VWRUH =ℓ VWRUH ′ ′ =ℓ
′ =ℓ

′

IHWFK τ =ℓ IHWFK τ
′ ′ =ℓ

′ =ℓ
′

⟨ , | ⟩ =ℓ ⟨ ′ , ′ | ′⟩ =ℓ
′ = ′ = ′

⟨ , | ⟩ =ℓ ⟨ ′ , ′ | ′⟩ ̸⊑ ℓ ′ ̸⊑ ℓ ̸⊑ ℓ
′ ̸⊑ ℓ

=ℓ



=ℓ =

: =ℓ :{
= C( ) ⊑ C(ℓ )

W\SH2I = W\SH2I

( , ) =ℓ ( ′, ′ ) =ℓ
′ =ℓ

′

=ℓ
′ ′ =ℓ

′ =ℓ
′

⟨ , | ⟩ =ℓ ⟨ ′ , ′ | ′⟩ =ℓ
′ = ′ = ′

⟨ , | ⟩ =ℓ ⟨ ′ , ′ | ′⟩ C( ) ̸⊑ C(ℓ ) C( ′ ) ̸⊑ C(ℓ )

C( ) ̸⊑ C(ℓ ) ′ ̸⊑ C(ℓ )



⟨ ,σ⟩ σ σ : → : ⊥
⊥

−→ ′

⟨ ,σ⟩ # ⟨ ′,σ⟩

SXW : DW
−−−−−−−−→ ′ σ′ = σ[ '→ : ]

⟨ ,σ⟩ # ⟨ ′,σ′⟩

JRW τ : DW
−−−−−−−−−→ ′ : = σ( )

⟨ ,σ⟩ # ⟨ ′,σ⟩

QRWKLQJ�DW
−−−−−−−→ ′ σ( ) = ⊥

⟨ ,σ⟩ # ⟨ ′,σ⟩

::= · |
::= VNLS = λσ.σ

| SXW : DW ′ = λσ. σ[ ′ '→ : ] I(ℓ ) ⊑ I( )

| FRUUXSW , ... = λσ.σ[ '→ ⊥; ... '→ ⊥]

!

⟨ , (σ)⟩ # ⟨ ′,σ′⟩
( ) ⊑ ℓ ( ′) ⊑ ℓ

(⟨ ,σ⟩, ) ! ⟨ ′,σ′⟩

⟨ , (σ)⟩ # ⟨ ,σ ⟩
⟨ ,σ ⟩ # ... # ⟨ ,σ ⟩

∀ ≤ < . ( ) ̸⊑ ℓ ( ) ⊑ ℓ

(⟨ ,σ⟩, ) ! ⟨ ,σ ⟩



LQLWLDOL]HBFNP(σ, ) = (IHWFKBFNP(σ, ), VNLS) IHWFKBFNP(σ, )

LQLWLDOL]HBFNP(σ, ) = (IHWFKBFNP( (σ), ), ) IHWFKBFNP(σ, ) =
FUHDWHBFNP(σ, )

FUHDWHBFNP(σ, ∨ ... ∨ ) = ( ∨ ... ∨ ∨ ... ∨ ) ( , , )
( , ) ← ( )

= ∅

( , ) = P( )
← − [ '→ (QF( , )]

← 6LJQ( , ( , )) ̸= ⊥

IHWFKBFNP(σ, ∨ ... ∨ ∨ ... ∨ ) = ( , )
( , , ) = σ( ∨ ... ∨ ∨ ... ∨ )
( , ) = P( ) ̸= ⊥

= 'HF( , ( ))
9HULI\( , ( , ), ) =

(QFP(σ , ⟨ ∧ ... ∧ ∧ ... ∧ , ⟩, ) = ( · ... · , )

(( , ), ) ← LQLWLDOL]HBFNP(σ − , )
σ = (σ − )
← (QF( , − )

6LJQP(σ , ⟨ , ∧ ... ∧ ⟩, ) = ( · ... · , , ..., )

(( , ), ) ← LQLWLDOL]HBFNP(σ − , )
σ = (σ − )
← 6LJQ( , )

'HFP(σ, ⟨ ∧ ... ∧ , ⟩, ) =

( , ) = IHWFKBFNP(σ, )

− = 'HF( , )

9HULI\P(σ, ⟨ , ∧ ... ∧ ⟩, , , ..., ) =

( , ) = IHWFKBFNP(σ, )
= 9HULI\( , , )



serializeP(σ, : ) = {|( · , : )
∣∣ ( , ) ← (QFP( (σ), , ( , , ..., ));

( , , ..., ) ← 6LJQP(σ, , )|}

deserializeP(σ, : , τ) = : 9HULI\P(σ, , , , ..., ) =
'HFP(σ, , ) = ( , , ..., ) W\SH2I = τ

(P)



P : → ( , ⊥)

∈ { , }∗

σ : ( → : ⊥) ∪ ( → ⊥)

: →
::= · |
::= VNLS = λσ. σ

| SXW DW = λσ. σ[ '→ ]

| SXW : DW = λσ. σ[ '→ : ]

S : !→ !
::= ( , , ′)

: →

min(P) = ∨ ... ∨ ∨ ... ∨ ∈ (P)
max(P) = ∧ ... ∧ ∧ ... ∧ ∈ (P)

̸= ⊥ P( ) = ( , )
Start(P) = ⟨min(P),max(P),max(P)⟩⟩
Clr(P) = ⟨max(P),min(P),min(P)⟩⟩
authorityOf(P) = ⟨max(P),max(P),max(P)⟩

::= VNLS = λσ. σ

| SXW : DW = λσ. σ[ '→ : ]

| SXW DW = λσ. σ[ '→ ]

·
= · ... ·

⟨ ,!, ⟩ σ



−→ ′

⟨ ,!, ⟩ # ⟨ ′,!, ⟩

SXW : DW
−−−−−−−−→ ′

= ( ( )) ′ = [ '→ ]

!′ =
{
| SXW : DW · ′ ·

∣∣∣ ← !;
( ′, : ) ← serializeP(σ, ( , , ) : ) |

}

⟨ ,!, ⟩ # ⟨ ′,!′, ′⟩

JRW τ : DW
−−−−−−−−−→ ′ ̸< ( )

(σ, ) ∈
{
| (∅) | ← ! |

}
>

( , , ) : = deserializeP(σ,σ( ), τ)

⟨ ,!, ⟩ # ⟨ ,!, ⟩

QRWKLQJ�DW
−−−−−−−→ ′

(σ, ) ∈
{
| (∅) | ← ! |

}
>

deserializeP(σ,σ( ), τ)

⟨ ,!, ⟩ # ⟨ ,!, ⟩

QRWKLQJ�DW
−−−−−−−→ ′ ′ ̸= < ( )
(σ, ) ∈

{
| (∅) | ← ! |

}
>

( , ′ , ) : = deserializeP(σ,σ( ), τ)

⟨ ,!, ⟩ # ⟨ ,!, ⟩

!



!′ =
{
| · | ← ! ; ← ! |

}

⟨ ,!′, ⟩ # ⟨ ′,!′′, ′⟩
( ) ⊑ C(ℓ ) ( ′) ⊑ C(ℓ )

(⟨ ,!, ⟩,! ) ! ⟨ ′,!′′, ′⟩

!′ =
{
| · | ← ! ; ← ! |

}

⟨ ,!′, ⟩ # ⟨ ,! , )⟩
⟨ ,! , ⟩ # ... # ⟨ ,! , ⟩

∀ ≤ < . ( ) ̸⊑ ℓ ( ) ⊑ ℓ = Π ≤ ≤

(⟨ ,!, ⟩,! ) ! ⟨ ,! , ⟩



{ , }... { , } ˜

| | = | | ≤ ≤ Π

{
(QF( , ), ..., (QF( , ), ..., (QF( , )

∣∣ P ← *HQ(˜, ); ( , ) ∈ (P); ≤ ≤
}

≈{
(QF( , ), ..., (QF( , ), ..., (QF( , )

∣∣ P ← *HQ(˜, ); ( , ) ∈ (P); ≤ ≤
}

Π

=
{

; ...; ; + ; ...; }

+

+
{ , }, ..., { , } A

P
+ +

=
{
(QF( , ); ...; (QF( , ); ; (QF( + , + ); ...; (QF( , )

∣∣
{ , } ← *HQ( ); ≤ ≤ }}

+ =
+ = + A





P( )

VNLS SXW : DW

C( ) ⊑ C(authorityOf(P)) ( , , ) : = deserializeP( , : ) SXW ˜′ DW

P
, ..., C( ) ⊑ C(authorityOf(P)) { , }... { , } ˜

| | = | | ≤ ≤ Π

{
P

(
SXW : DW · ... · SXW : DW

)
| P ← *HQ( ); ( , ) ∈ (P); ← (QF( , ); ≤ ≤

}

≈
{

P

(
SXW : DW · ... · SXW : DW

)
| P ← *HQ( ); ( , ) ∈ (P); ← (QF( , ); ≤ ≤

}

A

C(authorityOf(P))

A



{ , }, ..., { , }

| | = | | { , }, ..., { , }

= SXW ( , { '→ (QF( , )}, ) DW · SXW (QF( , ) DW
= VNLS

= SXW (QF( ′, ) DW
...

= SXW (QF( ′′, ) DW

≍

{
· ′ · ... · · ′

∣∣∣ P ← *HQ( ); ( , ) ∈ (P); ← (QF( , ); ≤ ≤ ;

, { , },S ← A( );
′ ← S( · ... · · ′

); < < ;
′ ← S(VNLS)

}

≍
{

· ′ · ... · · ′
∣∣∣ P ← *HQ( ); ( , ) ∈ (P); ← (QF( , ); ≤ ≤ ;

, { , },S ← A( );
′ ← S( · ... · · ′

); < < ;
′ ← S(VNLS)

}

! ! ! ≍ ! Π ! ≈ !

A

{ , }... { , }

LQLWLDOL]HBFNP

′ ← S( · ... · ′ · < <

{ , }

A



P ℓ =
authorityOf(P ) , S ˜ ∈ " Π

=ℓ
[
⟨ ′,! , ⟩ ̸=ℓ ⟨ ′ ,! , ⟩ ̸=

∣∣∣
P ← *HQ(˜, ); P = P ; P; ⟨ ′,! , ⟩ ← P

ℓ ( ,S, );
P ′ ← *HQ(˜, ); P = P ; P ′; ⟨ ′ ,! , ⟩ ← P

ℓ ( ,S, )
]

{ ∣∣∣ P ′ ← *HQ(˜, ); P = P ; P ′; ⟨ ′,! , ⟩ ← P
ℓ ( ,S, ); ← !

}

≍{ ∣∣∣P ′ ← *HQ(˜, ); P = P ; P ′; ⟨ ′ ,! , ⟩ ← P
ℓ ( ,S, ); ← !

}

#∗

!

#

⟨ , VNLS, ⟩ =ℓ ⟨ ′ , VNLS, ⟩ Π[
⟨ ′,! , ⟩ ̸=ℓ ⟨ ′ ,! , ⟩ ̸=

∣∣∣
P ← *HQ(˜, ); P = P ; P; ⟨ , VNLS,Σ ⟩ # ... # ⟨ ′,! , ⟩;
P ′ ← *HQ(˜, ); P = P ; P ′; ⟨ , VNLS,Σ ⟩ # ′ ... # ′

′
⟨ ′ ,! , ⟩

]

{ ∣∣∣ P ′ ← *HQ(˜, ); P = P ; P ′; ⟨ , VNLS,Σ ⟩ # ... # ⟨ ′,! , ⟩; ← !
}

≍{ ∣∣∣ P ′ ← *HQ(˜, ); P = P ;P ′; ⟨ , VNLS,Σ ⟩ # ′ ... # ′
′
⟨ ′ ,! , ⟩; ← !

}



[
⟨ ′′,!′, ′⟩ ̸=ℓ ⟨ ′′,!′ , ′ ⟩

∣∣∣
P ← *HQ(˜, ); P = P ; P ; ⟨ , VNLS,Σ ⟩ # ... # ⟨ ′,! , ⟩ # +

⟨ ′′,!′, ′⟩;
P ′ ← *HQ(˜, ); P = P ; P ′; ⟨ , VNLS,Σ ⟩ # ′ ... # ′

′
⟨ ′ ,! , ⟩ # ′

′+

⟨ ′′,!′ , ′ ⟩
]

{
′
∣∣∣ P ′ ← *HQ(˜, ); P = P ; P ′; ⟨ , VNLS,Σ ⟩ # ... # ⟨ ′,! , ⟩ # +

⟨ ′′,!′, ′⟩; ′ ← !′
}

≍{
′
∣∣∣ P ′ ← *HQ(˜, ); P = P ; P ′; ⟨ , VNLS,Σ ⟩ # ′ ... # ′

′
⟨ ′ ,! , ⟩ # ′

′+

⟨ ′′,!′ , ′ ⟩; ′ ← !′
}

=
VNLS = VNLS Σ = Σ =ℓ

+

′

′ = ′



′

C( ) ⊑ C(ℓ )

C( ) ̸⊑ C(ℓ )

′

{ ′ | ′
←!

′} ≍ { ′ | ′ ← !′}

!′ =
{

SXW : DW · ′ ·
∣∣∣ ← ! ;

( ′ , : ) ← serializeP(σ , ( , , ) : )
}

!′ =
{

SXW : DW · ′ ·
∣∣∣ ← ! ;

( ′ , : ) ← serializeP(σ , ( , , ) : )
}

=



SXW { , } : DW

′ ′

VNLS

!
P ℓ =

authorityOf(P ) , S ˜ ∈ " Π
=ℓ

[
⟨ ′,! , ⟩ ̸=ℓ ⟨ ′ ,! , ⟩ ̸=

∣∣∣
P ← *HQ(˜, ); P = P ; P; ⟨ ′,! , ⟩ ← P

ℓ ( ,S, );
P ′ ← *HQ(˜, ); P = P ; P ′; ⟨ ′ ,! , ⟩ ← P

ℓ ( ,S, )
]

{ ∣∣∣ P ′ ← *HQ(˜, ); P = P ; P ′; ⟨ ′,! , ⟩ ← P
ℓ ( ,S, ); ← !

}

≍{ ∣∣∣P ′ ← *HQ(˜, ); P = P ; P ′; ⟨ ′ ,! , ⟩ ← P
ℓ ( ,S, ); ← !

}

=
[
⟨ ′,! , ⟩ ̸=ℓ ⟨ ′ ,! , ⟩ ̸=

∣∣∣
P ← *HQ(˜, ); P = P ; P; ⟨ ′,! , ⟩ ← P

ℓ ( ,S, );
P ′ ← *HQ(˜, ); P = P ; P ′; ⟨ ′ ,! , ⟩ ← P

ℓ ( ,S, )
]



{ ∣∣∣ P ′ ← *HQ(˜, ); P = P ; P ′; ⟨ ′,! , ⟩ ← P
ℓ ( ,S, ); ← !

}

≍{ ∣∣∣P ′ ← *HQ(˜, ); P = P ; P ′; ⟨ ′ ,! , ⟩ ← P
ℓ ( ,S, ); ← !

}

⟨ ′,! , ⟩ =ℓ ⟨ ′ ,! , ⟩ ̸=

#
#∗

⟨ ′,! , ⟩=ℓ ⟨ ′ ,! , ⟩

= +
[
⟨ ′,! , ⟩ ̸=ℓ ⟨ ′ ,! , ⟩ ̸=

∣∣∣
P ← *HQ(˜, ); P = P ; P; ⟨ ′,! , ⟩ ← P

ℓ ( ,S, + );

P ′ ← *HQ(˜, ); P = P ; P ′; ⟨ ′ ,! , ⟩ ← P
ℓ ( ,S, + )

]

{ ∣∣∣ P ′ ← *HQ(˜, ); P = P ; P ′; ⟨ ′,! , ⟩ ← P
ℓ ( ,S, + ); ← !

}

≍{ ∣∣∣P ′ ← *HQ(˜, ); P = P ;P ′; ⟨ ′ ,! , ⟩ ← P
ℓ ( ,S, + ); ← !

}



′′ =ℓ
′′

′ ′

⟨ ′,! , ⟩ ⟨ ′ ,! , ⟩

′ ′′ ′ ′′



= = ′

≍



(P,A,˜, , ) Π = (*HQ, (QF,'HF,
6LJQ, 9HULI\) A ∈ " ∈ { , }

(P ,A,˜, , ) =
P ′ ← *HQ(˜, ); P = P ; P ′;
, , ,S,A ← A( (P)) =ℓ

⊢ : /DEHOHG τ → /,2 τ ′

⊢ : /DEHOHG τ
⊢ : /DEHOHG τ
ℓ = authorityOf(P );

⟨ ,! , ′⟩ ← P
ℓ (⟨Start(P),Clr(P) | ( )⟩,S, );

← ! ; A ( )

Π A ∈
" P ˜

{
(P,A,˜, , )

}
≈

{
(P,A,˜, , )

}

Π Π

≍



P S
˜

[
I( ( )) $ I(Start(P ))

∣∣∣
P ′ ← *HQ(˜, );
P = P ; P ′;

⟨ ,!, ⟩ ← P
ℓ (⟨Start(P ),Clr(P ) | ⟩,S, )

]
=

#∗

! ∗
#

I( ( )) $ I(Start(P ))[
I( ( ′)) $ I(Start(P ))

∣∣∣
P ′ ← *HQ(˜, );
P = P ; P ′;

⟨ , VNLS,Σ ⟩ # ... # ⟨ ′,!′, ′⟩
]
=

[
I( ( ′′)) $ I(Start(P ))

∣∣∣
P ′ ← *HQ(˜, );
P = P ; P ′;

⟨ , VNLS,Σ ⟩ # ... # ⟨ ′,!, ⟩ # + ⟨ ′′,!′, ′⟩
]
=

=
+

′ −→ ′′

⟨ ′,!, ⟩ # ⟨ ′′,!′, ⟩



!

=

[
I( ( )) $ I(Start(P ))

∣∣∣
P ′ ← *HQ(˜, );

P = P ; P ′; ⟨ ,!, ⟩ ← P
ℓ (⟨Start(P),Clr(P) | ⟩,S, )

]
=

#
#∗

[
I( ( ′)) $ I(Start(P ))

∣∣∣
P ′ ← *HQ(˜, );
P = P ; P ′;

⟨ , VNLS,Σ ⟩ # ... # ⟨ ′,!, ⟩
]
=

I( ( )) $
I(Start(P ))

[
I( ( )) $ I(Start(P ))

∣∣∣ P ′ ← *HQ(˜, );

P = P ; P ′; ⟨ ,!, ⟩ ← P
ℓ (⟨Start(P),Clr(P) | ⟩,S, + )

]
=



(
⟨ ′′,!′′, ′⟩, · ′)

(
⟨ ′,!, ⟩,

)
∈ P

ℓ ( ,S, );
!′ = S(!);
(⟨ ′,!, ⟩,!′) ! ′ ⟨ ′′,!′′, ′⟩

I( ( ′′)) $ I(Start(P ))



P(SXW : DW · ) = SXW : DW · ( ) ( , , ) : = deserializeP( , : , τ)

P( · ) = ( )

P
˜ Π

I( ) ⊑ I( ) ⊑ I(authorityOf(P )) ∧
[

: ∈ P( ′) : ̸∈ P( )∣∣∣ P ′ ← *HQ({ }, ); P = P ; P ′;

,S,A ← A( (P));
⟨ ,!, ⟩ ← P

ℓ (⟨Start(P),Clr(P) | ⟩,S, );
← !;

′,S ′ ← A ( );
⟨ ′,!′, ′⟩ ← P

ℓ (⟨Start(P ),Clr(P) | ′⟩,S ′, );
′ ← !′

]

∈ ˜

⊑

′

′ $ I(Start(P ))

= I(authorityOf(P ; { '→ *HQ( )}))

Start(P ; { '→ *HQ( )})

$ I(Start(P ))



σ′

σ
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