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CHAPTER 25
Cloud Mode

25.1 Overview

The Zyxel Device is managed and provisioned automatically by the NCC (Nebula Control Center) when
it is connected to the Internet and has been registered in the NCC. If you need to change the Zyxel
Device's VLAN setting or manually set its IP address, access its simplified web configurator (see Chapter
4 on page 52). You can check the NCC's AP > Monitor > Access Point screen or the connected
gateway for the Zyxel Device's current LAN [P address. Alternatively, disconnect the gateway or disable
its DHCP server function and use the Zyxel Device's default static LAN IP address (192.168.1.2).
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25.2 Cloud Mode Web Configurator Screens

When your Zyxel Device is managed through NCC, you can access only the following screens through
the Web Configurator:

Dashboard
= Configuration > Network > IP Setting
= Configuration > Network > VLAN

These screens also have fewer options than those in standalone Zyxel Devices. The rest of the Zyxel
Device's features must be configured through the NCC.
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CHAPTER 26
Dashboard

This screen displays general AP information, and client information in widgets that you can re-arrange to
suit your needs. You can also collapse, refresh, and close individual widgets.

Figure 141 Dashboard
DASHBOARD

3 AP Information

MAC Address:
Serial Number:

Product Model:

2.4G Channel Infermation: Channelis CH 11 / Transmit power is 21 dBm

5G Channel Information:  Channelis CH 161/157/149/153 / Transmit power is 23 dBm

Ethemet: This access point is directly connected to a local network.
IP Address: 192.168.1.5

Internet: This access point is connected to the Intemet.

Nebula Connectivity This cicceass point is successfully connected to the Nebula.

Status:

Mebula Control Center This access point has been registerad to the Nebula,

Activation Status:

Use Proxy to Access no

Internst:

460:31:97:0F:8D:31
S172V16000054
NWATI23-AC-HD

The following table describes the labels in this screen.

Table 100 Dashboard

LABEL DESCRIPTION
AP Information
MAC Address This field displays the MAC address of the Zyxel Device.

Serial Number

This field displays the serial number of the Zyxel Device.

Product Model

This field displays the model name of the Zyxel Device.

2.4G Channel This field displays the channel number the Zyxel Device is using and its output power in the

Information 2.4 GHz spectrum. This shows Not activated if the wireless LAN is disabled.

5G Channel This field displays the channel number the Zyxel Device is using and its output power in the 5

Information GHz spectrum. This shows Not activated if the wireless LAN is disabled.

Ethernet This field displays whether the Zyxel Device's Ethernet port is connected and the IP address
of the gateway to which the Zyxel Device is connected.

Intfernet This field displays whether the Zyxel Device is connecting to the Internet.

Nebula This field displays whether the Zyxel Device can connect to the Zyxel Nebula Control Center

Connectivity (NCC).

Status
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Table 100 Dashboard (continued)

LABEL DESCRIPTION
Nebula Control This field displays whether the Zyxel Device has been registered and can be managed by
Center the NCC.

Activation Status

Use Proxy to This displays whether the NAP uses a proxy server to access the NCC (Nebula Control
Access Internet Center).

If the Zyxel Device cannot connect to the Internet or to NCC, an error message is shown on this screen,
as in the following.

DASHBOARD

9 AP Information B
MAC Address: S5C:E2:8C:7D:PA03
Serial Number: S172v43004115
Product Model: NMWATT23-AC-HD

2.4G Channel Information: Channelis CH 6 / Transmit power is 25 dBm

5G Channel Information:  Channelis CH 36/40/44/48 / Transmif power is 21 dBm
Ethemet:

Internet:

Nebula Connectivity
Status:

Nebula Control Center This access point has been registered to the Nebula.
Activation Status:

Use Proxy to Access no
Internet:
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CHAPTER 27
Network

27.1 Overview

This chapter describes how you can configure the management IP address and VLAN settings of your
Zyxel Device.

See Section 9.1 on page 95 for information about IP addresses.

Note: Make sure your VLAN settings allow the Zyxel Device to connect to the Internet so you
could manage it with NCC.

27.1.1 What You Can Do in this Chapter

* The IP Setting screen (Section 27.2 on page 232) configures the Zyxel Device's LAN IP address.
* The VLAN screen (Section 27.3 on page 234) configures the Zyxel Device's VLAN settings.

27.2 IP Setting

Use this screen to configure the IP address for your Zyxel Device. To access this screen, click
Configuration > Network > IP Setting.
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Chapter 27 Network

Figure 142 Configuration > Network > IP Setting

IP Setting

IP Addresz Assignment
© Get Automatically
@ Use Fixed IP Address
|IP Address: 192.168.1.46
Subnet Mask: 255.255.255.0
Gateway: 192.168.1.5 [Optional)
DNS Server IP Address: 192.168.1.5 (Optional)
[[] Use Proxy to Access Internet
(_Apply ][ Reset ]

Each field is described in the following table.

Table 101 Configuration > Network > IP Setting

LABEL

DESCRIPTION

IP Address Assignment

Get
Automatically

Select this to make the intferface a DHCP client and automatically get the IP address,
subnet mask, and gateway address from a DHCP server.

Use Fixed IP Select this if you want to specify the IP address, subnet mask, and gateway manually.
Address
IP Address Enter the IP address for this interface.

Subnet Mask

Enter the subnet mask of this interface in dot decimal notation. The subnet mask indicates
what part of the IP address is the same for all computers in the network.

Gateway Enter the IP address of the gateway. The Zyxel Device sends packets to the gateway when
it does not know how to route the packet to its destination. The gateway should be on the
same network as the interface.

DNS Server IP Enter the IP address of the DNS server.

Address

Use Proxy to Access
Internet

If the Zyxel Device is behind a proxy server, you need fo select this option and configure the
proxy server settings so that the Zyxel Device can access the NCC through the proxy server.

Proxy Server

Enter the IP address of the proxy server.

Proxy Port Enter service port number used by the proxy server.

Authentication Select this option if the proxy server requires authentication before it grants access to the
Intfernet.

User Name Enter your proxy user name.

Password Enter your proxy password.
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Chapter 27 Network

Table 101 Configuration > Network > IP Setting (confinued)

LABEL DESCRIPTION
Apply Click Apply to save your changes back to the Zyxel Device.
Reset Click Reset to return the screen to its last-saved settings.

27.3 VLAN

This section discusses how to configure the Zyxel Device's VLAN settings. See Section 9.3 on page 99 for
more information about VLAN.

Use this screen to configure the VLAN settings for your Zyxel Device. To access this screen, click
Configuration > Network > VLAN.

Figure 143 Configuration > Network > VLAN
VLAN Seftings

Management VLAN ID: |1 [1~4094)

@ Untagged © Tagged

[ Apply H Resef

Each field is described in the following table.

Table 102 Configuration > Network > VLAN

LABEL DESCRIPTION
VLAN Settings
Management Enter a VLAN ID for the Zyxel Device.
VLAN ID
Untagged/ Set whether the Zyxel Device adds the VLAN ID to outbound ftraffic fransmitted through ifs
Tagged Ethernet port.
Apply Click Apply to save your changes back to the Zyxel Device.
Reset Click Reset to return the screen to its last-saved settings.
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CHAPTER 28
Troubleshooting

28.1 Overview

This chapter offers some suggestions to solve problems you might encounter. The potential problems are
divided into the following categories.

* Power, Hardware Connections, and LED

* Zyxel Device Management, Access, and Login
* Infernet Access

* WiFi Network

Resetting the Zyxel Device

28.2 Power, Hardware Connections, and LED

The Zyxel Device does not turn on. The LED is not on.

1 Make sure you are using the power adapter included with the Zyxel Device or a PoE power injector/
switch.

2 Make sure the power adapter or POE power injector/switch is connected to the Zyxel Device and
plugged in to an appropriate power source. Make sure the power source is turned on.

3 Disconnect and re-connect the power adapter or PoE power injector/switch.
4 Inspect your cables for damage. Contact the vendor to replace any damaged cables.

5 If none of these steps work, you may have faulty hardware and should contact your Zyxel Device
vendor.

The LED does not behave as expected.

1 Make sure you understand the normal behavior of the LED. See Section 3.2 on page 34.
2 Check the hardware connections. See the Quick Start Guide.

3 Inspect your cables for damage. Contact the vendor to replace any damaged cabiles.
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Chapter 28 Troubleshooting

4  Disconnect and re-connect the power adapter or POE power injector to the Zyxel Device.

5 If the problem continues, contact the vendor.

28.3 Zyxel Device Management, Access, and Login

| forgot the IP address for the Zyxel Device.

1 The default IP address (in stfandalone mode) is 192.168.1.2.

2 If you changed the IP address and have forgotten it, you have to reset the Zyxel Device to its factory
defaults. See Section 28.6 on page 243.

3 If your Zyxel Device is a DHCP client, you can find your IP address from the DHCP server. This information
is only available from the DHCP server which allocates IP addresses on your network. Find this
information directly from the DHCP server or contact your system administrator for more information.

4 If the NCC has managed the Zyxel Device, you can also check the NCC's AP > Monitor > Access Point
screen for the Zyxel Device's current LAN IP address.

| cannoft see or access the Login screen in the web configurator.

1 Make sure you are using the correct IP address.
* The default IP address (in standalone mode) is 192.168.1.2.
* If you changed the IP address, use the new IP address.
* If you changed the IP address and have forgoften it, see the froubleshoofing suggestions for |
forgot the IP address for the Zyxel Device.

2 Check the hardware connections, and make sure the LED is behaving as expected. See the Quick Start
Guide and Section 3.2 on page 34.

3 Make sure your Internet browser does not block pop-up windows and has JavaScripts and Java
enabled.

4 Make sure your computer is in the same subnet as the Zyxel Device. (If you know that there are routers
between your computer and the Zyxel Device, skip this step.)

¢ |f there is a DHCP server on your network, make sure your computer is using a dynamic IP address.
e |f there is no DHCP server on your network, make sure your computer’s IP address is in the same
subnet as the Zyxel Device.

5 Reset the Zyxel Device fo its factory defaults, and try to access the Zyxel Device with the defaulf IP
address. See Section 28.6 on page 243.
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Chapter 28 Troubleshooting

6 If the problem continues, contact the network administrator or vendor, or fry one of the advanced
suggestions.

Advanced Suggestions

e Try fo access the Zyxel Device using another service, such as Telnet. If you can access the Zyxel
Device, check the remote management settings to find out why the Zyxel Device does not respond
to HTTP.

e |f your computer is connected wirelessly, use a computer that is connected to a LAN/ETHERNET port.

| forgot the password.

1 The default password is 1234. If the Zyxel Device is connected to the NCC and registered, check the
NCC for the password.

2  If this does not work, you have to reset the Zyxel Device to its factory defaults. See Section 28.6 on page
243.

| can see the Login screen, but | cannot log in to the Zyxel Device.

1 Make sure you have entered the user name and password correctly. The default password is 1234. This
fields are case-sensitive, so make sure [Caps Lock] is nof on.

2 You cannotlogin fo the web configurator while someone is using Telnet to access the Zyxel Device. Log
out of the Zyxel Device in the other session, or ask the person who is logged in to log out.

3 Disconnect and re-connect the power adapter or POE power injector to the Zyxel Device.

4 If this does not work, you have to reset the Zyxel Device to its factory defaults. See Section 28.6 on page
243,

| cannot use FTP to upload / download the configuration file. / | cannot use FTP to upload new
firmware.

See the froubleshooting suggestions for | cannot see or access the Login screen in the web configurator.
Ignore the suggestions about your browser.

| cannot access the Zyxel Device directly anymore after switching to NCC management.

e Check the Zyxel Device IP address and login credentials using the NCC and use them to access the
Zyxel Device. Note that the built-in Web Configurator will have limited functionality when managed
through NCC.

NWA/WAC/WAX Series User's Guide
238
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| enabled NCC Discovery, but the Zyxel Device is sfill in standalone mode.

Make sure your Zyxel Device is registered to the NCC.

The Zyxel Device is already registered with NCC, but it is sfill in standalone mode; it cannot
connect to the NCC.

1 Make sure that NCC Discovery is enabled (see Section 9.6 on page 104).

2 Checkyour network’s firewall/security settings. Make sure the following TCP ports are allowed: 443, 4335,
and 6667.

3 Make sure your Zyxel Device can access the Internet.

4 Check your network’s VLAN settings (see Section 9.3 on page 99). You may have fo change the
Management VLAN settings of the Zyxel Device to allow it fo connect to the Internet and access the
NCC.

Note: Changing the management VLAN and IP address settings on the Zyxel Device also
pushes these changes to the NCC. Do this only if your device cannot otherwise
connect to the NCC.

5 Make sure your Zyxel Device doesn’t have fo go through network authentication such as a captive
portal, If your network uses a captive portal, the network administrator may have to create a new VLAN
without this requirement. Change your Zyxel Device’'s management VLAN settings as necessary.

I want to switch from NCC to AC management, but | couldn’t find the AC Discovery menu in the
Zyxel Device web configurator.

1 Unregister the Zyxel Device from the NCC.
2 Reset your Zyxel Device to the factory defaults.

3 Make sure that your Zyxel Device is in the same subnet as the AC, and enable AC Discovery in
Configuration > Network > AC Discovery.

The Zyxel Device cannot discover the AC.

1 Make sure your Zyxel Device is not registered to NCC.

2 Enable AC Discovery in Configuration > Network > AC Discovery.
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Chapter 28 Troubleshooting

3 Make sure that the Zyxel Device and the AC are both in the same subnet.

4  If you have to set them up in different subnets, see AC management and IP Subnets on page 97.

| accidentally pressed the Nebula button in the NXC's web configurator. How do | undo ite

1 If the Zyxel Device is not registered with the NCC, register if first.
2 Unregister the Zyxel Device from the NCC.

3 Reset the Zyxel Device to the factory defaults.

Some features | set using the NCC do not work as expected.

1 Make sure your Zyxel Device can access the Internet.

2 Check your network’s firewall/security settings. Make sure the following ports are allowed:
o TCP: 443, 4335, and 6667
e UDP: 123

3  After changing your Zyxel Device settings using the NCC, wait 1-2 minutes for the changes to take
effect.

| can only see newer logs. Older logs are missing.

When a log reaches the maximum number of log messages (see Section 1.4 on page 19), new log
messages automatically overwrite the oldest log messages.

The commands in my configuration file or shell script are not working properly.

¢ In a configuration file or shell script, use “#" or “I" as the first character of a command line to have the
Zyxel Device treat the line as a comment.

* Your configuration files or shell scripts can use "“exit” or a command line consisting of a single “I" to
have the Zyxel Device exit sub command mode.

¢ Include write commands in your scripts. Otherwise the changes will be lost when the Zyxel Device
restarts. You could use mulfiple write commands in a long script.

Note: “exit” or "I"" must follow sub commands if it is to make the Zyxel Device exit sub
command mode.
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| cannot upload the firmware uploaded using FTP.

The Web Configurator is the recommended method for uploading firmware in standalone mode. For
managed Zyxel Devices, using the NCC or AC is recommended. You only need to use FTP if you need o
recover the firmware. See the CLI Reference Guide for how to determine if you need to recover the
firmware and how to recover it.

28.4 Internet Access

Clients cannot access the Internet through the Zyxel Device.

1 Check the Zyxel Device's hardware connections, and make sure the LEDs are behaving as expected
(refer to Section 3.2 on page 34). See the Quick Start Guide and Section 28.2 on page 236.

2  Make sure the Zyxel Device is connected to a broadband modem or router with Internet access and
your computer is set to obtain an dynamic IP address.

3 If clients are frying to access the Internet wirelessly, make sure the wireless settings on the wireless clients
are the same as the settings on the Zyxel Device.

4  Disconnect all the cables from your Zyxel Device, and follow the directions in the Quick Start Guide
again.

5 Reboot the client and reconnect fo the Zyxel Device.

6 If the problem continues, contact your ISP.

The Internet connection is slow or intermittent.

1 There might be alot of traffic on the network. Look at the LEDs, and check Section 3.2 on page 34. If the
Zyxel Device is sending or receiving a lot of information, try closing some programs that use the Internet,
especially peer-to-peer applications.

2 Check the signal strength using the NCC, AC, Zyxel Device Web Configurator, or the client device itself.
If the signal is weak, try moving the client closer to the Zyxel Device (if possible), and look around to see
if there are any devices that might be interfering with the wireless network (microwaves, other wireless
networks, and so on).

3 Reboot the Zyxel Device using the web configurator/CLI or the NCC or AC.

4 Check the settings for QoS. If it is disabled, activate it. When enabled, raise or lower the priority for some
applications.
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5 If the problem continues, contact the network administrator or vendor.

28.5 WiFi Network

| cannot access the Zyxel Device or ping any computer from the WLAN.

1 Make sure the wireless LAN (wireless radio) is enabled on the Zyxel Device.
2 Make sure the radio or at least one of the Zyxel Device's radios is operating in AP mode.
3 Make sure the wireless adapter (installed on your computer) is working properly.

4 Make sure the wireless adapter (installed on your computer) is IEEE 802.11 compatible and supports the
same wireless standard as the Zyxel Device’'s active radio.

5 Make sure your computer (with a wireless adapter installed) is within the transmission range of the Zyxel
Device.

6 Check that both the Zyxel Device and your computer are using the same wireless and wireless security
settings.

Hackers have accessed my WEP-encrypted wireless LAN.

WEP is extremely insecure. Ifs encryptfion can be broken by an aftacker, using widely-available software.
It is strongly recommended that you use a more effective security mechanism. Use the strongest security
mechanism that all the wireless devices in your network support. WPA2 or WPA2-PSK is recommended.

The wireless security is not following the re-authentication timer setting | specified.

If a RADIUS server authenticates wireless stations, the re-authentication timer on the RADIUS server has
priority. Change the RADIUS server’s configuration if you need to use a different re-authentication timer
setting.

| cannot import a certificate into the Zyxel Device.

1 For My Certificates, you canimport a certificate that matches a corresponding certification request that
was generated by the Zyxel Device. You can also import a certificate in PKCS#12 format, including the
certificate’s public and private keys.

2 You must remove any spaces from the certificate’s flename before you can import the certificate.
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3 Any certificate that you want to import has fo be in one of these file formats:
e Binary X.509: This is an ITU-T recommendation that defines the formats for X.509 certificates.

¢ PEM (Base-64) encoded X.509: This Privacy Enhanced Mail format uses lowercase letters, uppercase
letters and numerals to convert a binary X.509 certificate intfo a printable form.

e Binary PKCS#7: This is a standard that defines the general syntax for data (including digital signatures)
that may be encrypted. A PKCS #7 file is used to transfer a public key certificate. The private key is not
included. The Zyxel Device currently allows the importation of a PKS#7 file that contains a single
certificate.

¢ PEM (Base-64) encoded PKCS#7: This Privacy Enhanced Mail (PEM) format uses lowercase letters,
uppercase letters and numerals to convert a binary PKCS#7 certificate into a printable form.

e Binary PKCS#12: This is a format for transferring public key and private key certificates.The private key
in a PKCS #12 file is within a password-encrypted envelope. The file's password is not connected to
your certificate’s public or private passwords. Exporting a PKCS #12 file creates this and you must
provide it to decrypt the contents when you import the file into the Zyxel Device.

Note: Be careful not to convert a binary file to text during the fransfer process. It is easy for this
to occur since many programs use text files by default.

Wireless clients are not being load balanced among my Zyxel Devices.

* Make sure that all the Zyxel Devices used by the wireless clients in question share the same SSID,
security, and radio settings.

¢ Make sure that all the Zyxel Devices are in the same broadcast domain.

* Make sure that the wireless clients are in range of the other Zyxel Devices; if they are only in range of a
single Zyxel Device, then load balancing may not be as effective.

In the Monitor > Wireless > AP Information > Radio List screen, there is no load balancing indicator
associated with any Zyxel Devices assigned to the load balancing fask.

* Check that the AP profile which contfains the load balancing settings is correctly assigned to the Zyxel
Devices in question.

* The load balancing task may have been terminated because further load balancing on the Zyxel
Devices in question is no longer required.

28.6 Resetting the Zyxel Device

If you cannot access the Zyxel Device by any method, try restarting it by turning the power off and then
on again. If you sfill cannot access the Zyxel Device by any method or you forget the administrator
password(s), you can reset the Zyxel Device to its factory-default seftings. Any configuration files or shell
scripts that you saved on the Zyxel Device should sfill be available afterwards.

Use the following procedure to reset the Zyxel Device to its factory-default settings. This overwrites the
settings in the startup-config.conf file with the settings in the system-default.conf file.
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Note: This procedure removes the current configuration.

1 Make sure the Power LED is on and not blinking.

2 Press the RESET button and hold it until the Power LED begins to blink. (This usually takes about ten
seconds.)

3 Release the RESET button, and wait for the Zyxel Device to restart.

You should be able to access the Zyxel Device in standalone mode using the default settings.

28.7 Getting More Troubleshooting Help

Search for support information for your model at www.zyxel.com for more froubleshooting suggestions.
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APPENDIX A
Importing Certificates

This appendix shows you how to import public key certificates into your web browser.

Public key certificates are used by web browsers to ensure that a secure web site is legitimate. When a
certificate authority such as VeriSign, Comodo, or Network Solutions, fo name a few, receives a
certificate request from a website operator, they confirm that the web domain and contact information
in the request match those on public record with a domain name registrar. If they match, then the
certificate is issued to the website operator, who then places it on the site to be issued to all visiting web
browsers to let them know that the site is legitimate.

Many Zyxel products, such as the Zyxel Device, issue their own public key certificates. These can be used
by web browsers on a LAN or WAN to verify that they are in fact connecting to the legitimate device
and not one masquerading as it. However, because the certificates were not issued by one of the
several organizations officially recognized by the most common web browsers, you will need to import
the Zyxel-created certificate into your web browser and flag that certificate as a frusted authority.

Note: You can see if you are browsing on a secure website if the URL in your web browser’s
address bar begins with https:// or there is a sealed padiock icon ( & ) somewhere
in the main browser window (not all browsers show the padlock in the same location).

Google Chrome

The following example uses Google Chrome on Windows 7. You first have to store the certfificate in your
computer and then install it as a Trusted Root CA, as shown in the following tutorials.
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Export a Certificate

1 If your device's Web Configurator is set to use SSL certification, then upon browsing with it for the first
tfime, you are presented with a certification error.

[ Privacy error X +

&« C A Notsecure | Btps//192.168.1.1/ext-js/index.htm| b4

A

Your connection is not private

Attackers might be trying to steal your information from 192.168.1.1 {for example,
passwords, messages, or credit cards). Learn more

MNET:ERR_CERT_AUTHORITY_INVALID

] Help improve Safe Browsing by sending some system information and page content to Google.

Privacy policy

2=
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2 Click Advanced > Proceed to x.x.x.x (unsafe).

@ Privacy error X +

&« C A Mot secure | hitps//192.168.1.2/redirect.cgi?arip=192.168.1.2&original_url=http://192.168.1.2/

Your connection is not private

Attackers might be trying to steal your information from 192.168.1.2 (for example,
passwords, messages, or credit cards). Learn more

MNET::ERR_CERT_AUTHORITY_INVALID

| Help improve Safe Browsing by sending some system information and page content to Google.

Privacy policy

Hide advanced

This server could not prove that it is 192.168.1.2; its security certificate is not trusted by
your computer's operating system. This may be caused by a misconfiguration or an
attacker intercepting your connection.

( Proceed o 192.168.1.2 (unsafe) )

3 Inthe Address Bar, click Not Secure > Certificate (Invalid).

A Notsecure hitps//192.168.1.1

Your connectican to this site is not secure

You should not enter any sensitive information on this
site (for example, passwords or credit cards), because

it could be stolen by attackers. Learn maore

You have chosen to disable security warnings for this

site. Re-enable warnings

B Cerificate (Invalid)
& Cookies (2 in use)

ﬂ Site settings
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4

In the Certificate dialog box, click Details > Copy to File.

Certificate -5
Details | Certification Path
Show: [{All} v]
Field Value =
h'ersinn V3
[-=]serial number 56 24 bf 0d E
Signaiure algorithm shalRSA
Signature hash algorithm shal
Issuer usgb0_588BF3FED32A
[=]valid from Monday, October 18, 2015 5:...
[=]valid to Thursday, October 16, 2025 5...
'T'IQ ihiert nenAn GRARFIFFMIATA Pl

Learn more about certificate details

Edit Properties... Copy to File...

In the Certificate Export Wizard, click Next.

Certificate Export Wizard

Welcome to the Certificate Export
Wizard

This wizard helps vou copy certificates, certificate trust
lists and certificate revocation lists from a certificate
store to your disk.

A certificate, which is issued by a certification autharity, is
a confirmation of your identity and contains information
used to protect data or to establish secure network
connections, A certificate store is the system area where
certificates are kept,

To continue, dick MNext,
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Select the format and settings you want to use and then click Next.

Certificate Export Wizard (3]

Export File Format
Certificates can be exported in a variety of file formats.

Select the format you want to use:
() DER. encoded hinary X.509 (,CER)
(7 Base-64 encoded X, 509 {.CER)

@) Cryptographic Message Syntax Standard - PKCS #7 Certificates (. P7B)
[]indude all certificates in the certification path if possible

Personal Information Exchange - PKCS £12 (PFX)

Indude all certificates in the certification path if possible
Delete the private key if the export is successful
Export all extended properties

Microsoft Serialized Certificate Store ((S5T)

Learn more about certificate file formats

« Back ][ Next > J[ Cancel

Type a filename and specify a folder to save the certificate in. Click Next.

Certificate Export Wizard [

File to Export
Spedfy the name of the file you want to export

File name:

< Back ]E Mext = ][ Cancel
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8 Inthe Completing the Certificate Export Wizard screen, click Finish.

= T —_—
Certificate Export Wizard |
Completing the Certificate Export
Wizard
P You have successfully completed the Certificate Export
ol wizard.
w You have specified the following settings:
File Mame D \cert]
Export Keys Mo
Include all certificates in the certification path Mo
File Format DER En
4 1 3

« Back Finish ] Cancel

9 Finally, click OK when presented with the successful certificate export message.

:Cérlt;i:ﬁ;caie Eitpmt szald

The export was successful.

Import a Certificate

After storing the certificate in your computer (see Export a Certificate), you need to install it as a frusted
rooft certification authority using the following steps:
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1 Open your web browser, click the menu icon, and click Settings.

5 ©
Mew tab Cirl+T
Mew window Ctrl+M
Mew incognito window  Ctrl+Shift+M
History »
Downloads Ctrl+]
Bookmarks L
Zoom - 100% - -
Print... Cirl+P
Cast...
Find... Ctrl+F
Mare tools b
Edit Cut Copy Paste
Help >
Exit
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2 Scroll down and click Advanced to expand the menu. Under Privacy and security, click Manage

certificates.

Privacy and security

Sync and Google services
Mare settings that relate to privacy, security, and data collection

Allow Chrome sign-in
By turning this off, you can sign in to Google sites like Gmail without signing in to Chrome

Send a "Do Not Track” request with your browsing traffic J
Allow sites to check if you have payment methods saved 9

Preload pages for faster browsing and searching
Uses cookies to remember your preferences, even if you don't visit those pages

Manage certificates
Manage HTTPS/SSL certificates and settings

Content settings
Control what information websites can use and what content they can show you

Clear browsing data
Clear history, cookies, cache, and more
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In the Certificates pop-up screen, click Trusted Root Certification Authorities. Click Import fo start the
Certificate Import Wizard.

Certificates [
Intended purpose; [<AII> VI
| Intermediate Certification Authorities | Trusted Root Certification Authorities | Trusted Publ * | *

Issued To Issued By Expiratio...  Friendly Name =
SladdTrust External ...  AddTrustExternal CA... 5/30/2020  Sectigo (AddTrust) L
E,;JAf'ﬁrmTrust Comme.., AffirmTrust Commercial  12/31/2030 AffirmTrust Com...
[SlBaltimore CyberTru... Baltmore CyberTrust... 5/13/2025  DigiCert Baltimor..,
Slcertum ca Certum CA £/11/2027  Certum

Slcertum Trusted Me...  Certum Trusted Netw..,  12/31/2029  Certum Trusted ...
[5]Class 3 Public Prima... Class 3 Public Primary ...  8/2/2028 VeriSign Class 3 ...
[5JcomMoDO RSA Cert... COMODO RSA Certific... 1f19/2038  Sectigo (formerl...
E@]Cnpvright {c) 1997 ... Copyright {c) 1987 Mi... 12311933 Microsoft Timest...
[SlDigiCert Assured ID... DigiCert Assured IDR... 11f10/2031 DigiCert -

Export... Remove

Certificate intended purposes

i

Learn mare about certificates

Cloze

Click Next when the wizard pops up, and then on the following screen click Browse.

=3

Certificate Import Wizard

File to Import
Specify the file you want to impart.

File name:

Browse...

Mote: More than one certificate can be stored in a single file in the following formats:
Personal Information Exchange- PKCS #12 (.PFX,.P12)
Cryptographic Message Syntax Standard- PKCS #7 Certificates (\P7B)
Microsoft Serialized Certificate Store ((55T)

Learn mare about certificate file formats

< Back ][ Mext = ][ Cancel
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Select the certificate file you want to import and click Open.

& Open
N T
@‘ _”\_J v Computer | ¥ 2 hd |‘-y ‘ | Search Local Disk (D:) Fel
Organize * New folder == | @
- Name # Date modified Type Size i
- | es " ed 30, 250 ‘ol
E  ume ] T 350 ‘ol —]
d ic | @ i W, 12 ol
&= ares Eil 4 20, 11 1 ‘ol
H 05 3 125 ol
uf 20 120 ol
1= uter j S At 2 37 ‘ol
& ok ) 0, 5 ol
= 3l Dir . ! Re 2 136 ‘ol E
& f nf 7 J tu 14, a0 ‘ol
e g ) w9 ol
= all it Ly J 3/ 07 ‘ol
- 20 20 42 ol
b a3t 310 ol
€ Network | Gl cert test 4/23/20191:54 PM _ Security Certificate 1KB|
File name: cert_test - IX.SUQ Certificate (*.cer,*.crt) ']
[ DOpen ivJ [ Cancel ]
Click Next.
Certificate Import Wizard -H
Certificate Store

Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can specify a location for
the certificate.

() Automatically select the certificate store based on the type of certificate
(@ Place all certificates in the following store

Certificate store:

Trusted Root Certification Autharities

Learn more about certificate stores

< Back ][ Mext = ][ Cancel
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7

Confirm the settings displayed and click Finish.

Certificate Import Wizard
Completing the Certificate Import
Wizard
e The certificate will be imported after you dick Finish,

- You have spedfied the following settings:

=g =g s w2 Trusted Root Certificg

Content Certificate
File Mame Dicert_test.cer

4 UL 2

[ < Back ][ Finish l[ Cancel

If presented with a security warning, click Yes.

Security Warning il

o You are about te install a certificate from a certification authority (CA)
=|; clairing to represent:

GiSy, VRRT oy TR

Windows cannot validate that the certificate is actually from

"o A0 AT O TF T ' You should confirm its origin by contacting
"y 3 X Thefollowing number will assist you in this
process:

Thumbprint (shal): 7. 18 & Pl B3F o YW 2 3 1T 3R L
Warning:

If you install this root certificate, Windows will automatically trust any
certificate issued by this CA. Installing a certificate with an unconfirmed
thumbprint is a security risk. If you click "Ves" you acknowledge this

risk.

Do you want to install this certificate?

Yes I Mo I
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9 Finally, click OK when you are nofified of the successful import.

Certificate Import Wizard ..

:I The import was successful

Install a Stand-Alone Certificate File

Rather than installing a public key certificate using web browser setftings, you can install a stand-alone
certificate file if one has been issued to you.

1 Double-click the public key certificate file.

A

cert

2 Click Install Certificate.

Certificate @

General |De13ils I Certification Path

@ﬂ Certificate Information

This CA Root certificate is not trusted. To enable trust,
install this certificate in the Trusted Root Certification
Authorities store.

Issued to: usgs0_SBEBF3FEDI2A

Issued by: usgd0_S8EEF3FED32A

Valid from 10/ 13/ 2015 to 10/ 15/ 2025

Install Certificate...| | Issuer Statement
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3 Click Next on the first wizard screen, click Place all certificates in the following store, and click Browse.

Certificate Impart Wizard

Certificate Store

Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can specify a location for
the certificate.

() Automatically select the certificate store based on the type of certificate
@) Place all certificates in the following store

Certificate store:

Browse...

Learn more about certificate stores

[ < Back ][ Next = ][ Cancel I

Select Trusted Root Certificate Authorities > OK, and then click Next.

e

Certificate Import Wizard

Select Certificate Store

s are kept.
Select the certificate store you want to use,

w4 | Personal

- or you can specify a location for

il Enterprise Trust | Hon the type of certificate
Intermediate Certification Authorities

7] Active Directory User Object

S Tristed Boklichers

[T | *

[] Show physical stores

[ OK ]l Cancel l

Learn more about certificate stores

< Back ” Next = ]l Cancel
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5 Confirm the information shown on the final wizard screen and click Finish.

Certificate Import Wizard 3| J
Completing the Certificate Import
Wizard

e %J The certificate will be imported after you dick Finish.
wll :

-

-Q:.y You have specified the following settings:

Certificate Store Selected by User JREgF=ii=ls BT d ol g

Content Certificate

4 UL |

[ < Back ]E Finish ][ Cancel

6 If presented with a security warning, click Yes.

Security Warning ll

You are about to install a certificate from a certification authority (CA)
_IA claiming to represent:

i o

Windows cannot validate that the certificate is actually from

&7 80 T . Y. You should cenfirm its origin by contacting

Ysg v UL " Thefollowing number will assist you in this

process:

Thumbprint (shal): = +F ~ B AR GEE . TR PP 5
Warning:

If you install this root certificate, Windows will autematically trust any
certificate issued by this CA, Installing a certificate with an unconfirmed
thumbprint is a security risk. If you click "Yes" you acknowledge this

rick,

Do you want to install this certificate?

ez | Mo I
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7  Finally, click OK when you are nofified of the successful import.

Certificate Import Wizard @

:| The import was successful,

Remove a Certificate in Google Chrome

This section shows you how to remove a public key certificate in Google Chrome on Windows 7.

1 Open your web browser, click the menu icon, and click Settings.

s ©
Mew tab Ctrl+T
Mew window Ctrl+M
Mew incognito window  Ctrl+5Shift=N
History »
Downloads Ctrl+)
Bookmarks b
Zoom - 100% + -
Print... Ctrl+P
Cast...
Find... Ctrl+F
More tools »
Edit Cut Copy Paste
Help »
Exit
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2 Scrolldown and click Advanced to expand the menu. Under Privacy and security, click Manage
certificates.

Privacy and security

Sync and Google services
Mare settings that relate to privacy, security, and data collection

Allow Chrome sign-in

By turning this off, you can sign in to Google sites like Gmail without signing in to Chrome ®
Send a "Do Not Track” request with your browsing traffic )
Allow sites to check if you have payment methods saved @
Preload pages for faster browsing and searching ®
Uses cookies to remember your preferences, even if you don't visit those pages

Manage certificates 0

Manage HTTPS/SSL certificates and settings

Content settings
Control what information websites can use and what content they can show you

Clear browsing data
Clear history, cookies, cache, and more

3 Inthe Certificates pop-up screen, click Trusted Root Certification Authorities.

Certificates

Intended purpose: [<AII>

| Intermediate Certification Authorities | Trusted Root Certification Authorities

Issued To Issued By Expiratio...  Friendly Name =
|_T;§_|AddTrust External ... AddTrustExternal CA... 5/30/2020  Sectigo {AddTrust) L
SilaffirmTrust Comme.., AffirmiTrust Commerdial — 12/31/2030  AffirmTrust Com. ..
@Baltimore CyberTru... Baltmore CyberTrust... 5/13/2025  DigiCert Baltimor..,
Slcertum ca Certum CA 6/11/2027  Certum

@Certum Trusted Me... Certum Trusted Metw..., 12/31/202% Certum Trusted ...
5lclass 3 Public Prima... Class 3 Public Primary ... 8/2/2028 VeriSign Class 3...
@CDMDDO RSA Cert.., COMODO RSA Certific... 1/13/2038  Sectigo (formerl...
Slcopyright () 1997 ... Copyright () 1997 Mi...  12/31/1999 Microsoft Timest...
L:n']DigiCert Assured ID... DigiCert Assured IDR... 11/10/2031 DigiCert

Certificate intended purposes

Export... Remove

Learn mare about certificates
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4  Select the certificate you want to remove and click Remove.

5 Click Yes when you see the following warning message.

Certificates 23

. Deleting system root certificates might prevent some Windows
__IE components from working properly. The list of system critical root
certificates can be reviewed at
http://support.microsoft.com/7id=293781. If Update Root Certificates is
installed, any deleted third-party root certificates will be restored
automatically, but the system root certificates will net. Do you want to
delete the selected certificate(s)?

6 Confirm the details displayed in the warning message and click Yes.

Root Certificate Store _i__j

I— Do you want to DELETE the following certificate from the Root Store?
b
Subject : usghl_S588BF3FED32A

Issuer: Self Issued

Time Validity : Monday, October 19, 2015 through Thursday, October
16, 2025

Serial Nurnber : 5624BF0D

Thumbprint (shal) : CD77° . 417 EAF .7, FFTYA B T
Thumbprint (md5) : 7 o5F 4° ¢ 77 55t ¢ - &

Firefox

The following example uses Mozilla Firefox on Windows 7. You first have to store the certificate in your
computer and then install it as a Trusted Root CA, as shown in the following tutorials.
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Export a Certificate

1 Ifyourdevice's Web Configuratoris set to use SSL certification, then the first time you browse fo it you are
presented with a certification error. Click Advanced.

& Waming: Potential Security Ri X li“ﬂ”ﬂ

&« c o @ hittps//192.168.1.1 - % In @ 3

Warning: Potential Security Risk Ahead

Firefox detected a potential security threat and did not continue to 192.168.1.1. If you visit this site, attackers could try
to steal information like your passwords, emails, or credit card details.

Go Back (Recommended)

|:| Repaort errors like this to help Mozilla identify and block malicious sites

Learn more...

2 Click View Certificate.

Warning: Potential Security Risk Ahead

Firefox detected a potential security threat and did not continue to 192.168.1.2. If you visit this site, attackers could try
to steal information like your passwords, emails, or credit card details.

Learn more...

Go Back {(Recommended) Advanced...

Websites prove their identity via certificates. Firefox does not trust this site because it uses a certificate
that is not valid for 192.168.1.2. The certificate is only valid for .

Error code: MOZILLA_PKIX_ERROR_SELF_SIGNED_CERT

Go Back {(Recommended) Accept the Risk and Continue
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3 Click Details > Export.

Certificate Viewer: "usg50_S88BF3FED32A"
General | Details

~—
Certificate Hierarchy
usgi0_588BF3FED32A

Certificate Fields
~ usgh0_538BFIFED32A

m

v Certificate

. Version

erial Number

ertificate Signature Algorithm

Field Value

=

4 Type a filename and click Save.

Close

‘Save Certificate To File
[ 'IU = |L_, » Computer » Local Disk (D:) » - ‘ “f| ‘ Search Local Disk (D:) pel |
Organize « Mew folder 4= - @

= MName G Date modified Type Size Eo
I =Rl usg60 SBEBFSFED32A) -
Save as type: [X.SOQ Certificate (PEM) v]
= Hide Folders [ seve | [ concel |

Import a Certificate
After storing the certificate in your computer, you need to import it in frusted root certification authorities

using the following steps:
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1 Open Firefox and click Tools > Options.

Lo || - mem)
v In @ (=
= Sign in to Syne
@ Content Blocking Standard
E} Mew Window Ctrl+ M
2 Mew Private Window Ctrl+ Shift+P
5 Restore Previcus Session
Zoom — 1w F+ P
Edit * 0ty @
I\ Library >
9 Add-ons Ctrl+Shift+A
('ﬁ' Options )
,‘" Customize...
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In the Options page, click Privacy & Security, scroll fo the bottom of the page, and then click View
Certificates.

Jf Options X sl

<« ¢ @ © Firefox | about:preferences#privacy w I @

'ﬁ' General
‘@ Home

5 h — :
Q earc |i| Block dangerous and deceptive content Learn more

(n Privacy & Security ) [/] Block dangerous downloads

Iii Warn you about unwanted and uncommaon software

Security

Deceptive Content and Dangerous Software Protection

s Firefox Account

Certificates
When a server requests your personal certificate

( Select one automatically

(® Ask you every time

|7| Query OCSP responder servers to confirm the current validity of

certificates
R Extensions & Themes Security Devices...

@  Firefox Support

In the Certificate Manager, click Authorities > Import.

Certificate Manager x

P es—

Your Certificates People Servers( Authorities )

You have certificates on file that identify these certificate authorities

Certificate Name Security Device ]
UCA Global G2 Root Builtin Chject Token 1
UCA Extended Validation Root Builtin Chject Token
~ Unizeto Sp. z 0.0.

Certum Root CA Builtin Chject Token
~ Unizeto Technologies 5.A.

Certum Trusted MNetwork CA Builtin Chject Token

Certum Trusted MNetwork CA 2 Builtin Chject Token m
~ VeriSign, Inc. il

oK
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4 Use the Select File dialog box to locate the certificate and then click Open.

@ Select File containing CA certificate(s) to import @
OO ||__, v Computer » Local Disk (D) » - |¢, ‘ | Search Local Disk (D pel ‘
Organize » Mew folder =~ 0O @
% te Name E Date medified Type Size =
] e ! 2 1§ iP efo
) B pts 29, i IP efo
% e 61 0 3 1A efo b
I 8 M efo
= e ki 2 5 M efo
B i - 00 h] 2 5 M efo
d k- 20 i Ph efo
B i =vie 2% 5 M efo
E i Iree 14 1 Ph efo =
2 2 M efo
- i ¥ 9 M efo
& a0l y [ 2. 8 M efo
e 5 ) e it =8 efo
5 /0 5 = st 3 1 Ph curi 1 KB
5 pi c = e =) T P TS ™ TRE
= Al 5 f QQ par BRI 4/24/20191:48 PM  Security Certificate 2KB| -
Filename 50 F73 [ CertificateFiles -
([ Open 1v] )[ Cancel I

5 Select Trust this CA to identify websites and click OK.

Downloading Certificate
You have been asked to trust a new Certificate Authority (CA).
Do you want to trust "usgb0_588BFSFED32A" for the following purposes?

( Trust this CA to identify websites. )
[] Trust this CA to identify email users.

Before trusting this CA for any purpese, you should examine its certificate and its pelicy and
precedures (if available).

Examine CA certificate

Q oK D ’ Cancel

Removing a Certificate in Firefox

This section shows you how to remove a public key certificate in Firefox.
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1 Open Firefox and click Tools > Options.

BN R =R

v n o &

4 Sign in to Sync

© Content Blocking Standard
B} Mew Window Ctrl+M
&2 Mew Private Window Ctrl+Shift+P

a Restore Previcus Session

Zoom — 1w F+ P

Edit X by @

I\ Library >
. Add-ons Ctrl+ Shift+A

('ﬁ' Options )

’ Cretnmize

2 Inthe Options page, click Privacy & Security, scroll to the bottom of the page, and then click View
Certificates.

f Options X j=slaizielf

- & @) Firefox | aboutpreferences#privacy w I @

'ﬁ' General

Security
‘m Home

Deceptive Content and Dangerous Software Protection

Search — ;
Q || Block dangerous and deceptive content Learn more

(a Privacy & Security ) [/] Block dangerous downloads

lgi Warn you about unwanted and uncomman software

s Firefox Account

Certificates
When a server requests your personal certificate

) Select one automatically

Dl Ask you every time

|7| Query OCSP responder servers to confirm the current validity of View Certificates...

~ certificates
& Extensions & Themes Security Devices...

@  Firefox Support
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In the Certificate Manager, click Authorities and select the certificate you want to remove, Click Delete
or Distrust.

Certificate Manager x

| —

Your Certificates People Servers ( Authorities )

You have certificates on file that identify these certificate authorities

Certificate Name Security Device ]
Certum Trusted MNetwork CA Builtin Chject Token 1
Certum Trusted MNetwork CA 2 Builtin Chject Token

v usgb0_588BF3FED32A

usgb0_S588BF3FED32A Software Security Device )

~ VeriSign, Inc.

Verisign Class 1 Public Primary Certi... Builtin Chject Token

Verisign Class 2 Public Primary Certi... Builtin Object Token a3

=

View... Edit Trust... Import... Export...

oK

Verisign Class 3 Public Primary Certi... Builtin Object Token

In the following dialog box, click OK.

Delete or Distrust CA Certificates [mE3m)

You have requested to delete these CA certificates, For built-in certificates all trust will be remaowved,
which has the same effect. Are you sure you want to delete or distrust?

usghl S88BF3FED32A

If you delete or distrust a certificate authority (CA) certificate, this application will no longer trust any
certificates issued by that CA.

[ oK ] [ Cancel

The next time you go to the web site that issued the public key certificate you just removed, a
certification error appears.
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APPENDIX B
IPVv6G

IPvé (Internet Protocol version 6), is designed to enhance IP address size and features. The increase in
IPvé address size to 128 bits (from the 32-bit IPv4 address) allows up to 3.4 x 1038 |P addresses.

IPv6 Addressing

The 128-bit IPvé6 address is written as eight 16-bit hexadecimal blocks separated by colons (:). This is an
example IPvé address 2001 :0db8:1a2b:0015:0000:0000:1a2f:0000.

IPvé addresses can be abbreviated in two ways:

* Leading zeros in a block can be omitted. So 2001:0db8:1a2b:0015:0000:0000:1a2f:0000 can be
written as 2001:db8:1a2b:15:0:0:1a2f:0.

¢ Any number of consecutive blocks of zeros can be replaced by a double colon. A double colon can
only appear once in an IPvé address. So 2001 :0db8:0000:0000:1a2f:0000:0000:0015 can be
writfen as 2001:0db8: : 1a2¥:0000:0000:0015, 2001 :0db8:0000:0000:1a2f: : 0015,
2001:db8::1a2f:0:0:15 or 2001:db8:0:0:1a2f: :15.

Prefix and Prefix Length

Similar to an IPv4 subnet mask, IPvé uses an address prefix to represent the network address. An IPvé
prefix length specifies how many most significant bits (start from the left) in the address compose the
network address. The prefix length is written as “/x” where x is a number. For example,

2001:db8:1a2b:15::1a2f:0/32

means that the first 32 bifs (2001 :db8) is the subnet prefix.

Link-local Address

A link-local address uniquely identifies a device on the local network (the LAN). It is similar to a “private IP
address” in IPv4. You can have the same link-local address on multiple interfaces on a device. A link-
local unicast address has a predefined prefix of fe80::/10. The link-local unicast address format is as

follows.

Table 103 Link-local Unicast Address Format

1111111010

Interface ID

10 bits

54 bits

64 bits

Global Address

A global address uniquely identifies a device on the Internet. It is similar to a "public IP address” in IPv4. A
global unicast address starts with a 2 or 3.
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Unspecified Address

An unspecified address (0:0:0:0:0:0:0:0 or ::) is used as the source address when a device does not have
its own address. It is similar o *0.0.0.0" in IPv4.

Loopback Address

A loopback address (0:0:0:0:0:0:0:1 or ::1) allows a host to send packets to itself. It is similar to “127.0.0.1"
in IPv4.

Multicast Address

In IPv6, multicast addresses provide the same functionality as IPv4 broadcast addresses. Broadcasting is
not supported in IPvé. A multicast address allows a host to send packets to all hosts in a multicast group.

Multicast scope allows you to determine the size of the multicast group. A mulficast address has a
predefined prefix of ff00::/8. The following table describes some of the predefined multicast addresses.

Table 104 Predefined Multicast Address

MULTICAST ADDRESS DESCRIPTION
FF01:0:0:0:0:0:0:1 All hosts on a local node.
FF01:0:0:0:0:0:0:2 All routers on a local node.
FF02:0:0:0:0:0:0:1 All hosts on a local connected link.
FF02:0:0:0:0:0:0:2 All routers on a local connected link
FF05:0:0:0:0:0:0:2 All routers on a local site.
FF05:0:0:0:0:0:1:3 All DHCP severs on a local site.

The following table describes the multicast addresses which are reserved and can not be assigned fo a
multicast group.

Table 105 Reserved Multicast Address

MULTICAST ADDRESS
FF00:0:0:0:0:0:0:0
FF01:0:0:0:0:0:0:0
FF02:0:0:0:0:0:0:0
FF03:0:0:0:0:0:0:0
FF04:0:0:0:0:0:0:0
FF05:0:0:0:0:0:0:0
FF06:0:0:0:0:0:0:0
FF07:0:0:0:0:0:0:0
FF08:0:0:0:0:0:0:0
FF09:0:0:0:0:0:0:0
FFOA:0:0:0:0:0:0:0
FFOB:0:0:0:0:0:0:0
FFOC:0:0:0:0:0:0:0
FFOD:0:0:0:0:0:0:0
FFOE:0:0:0:0:0:0:0
FFOF:0:0:0:0:0:0:0
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Subnet Masking

Both an IPvé address and IPvé subnet mask compose of 128-bit binary digits, which are divided into
eight 16-bit blocks and written in hexadecimal notation. Hexadecimal uses four bits for each character
(1 ~10, A~F). Each block’s 16 bits are then represented by four hexadecimal characters. For example,
FFFF:FFFF:FFFF:FFFF:FC00:0000:0000:0000.

Interface ID

EUI-64

In IPvé, an interface ID is a é64-bit identifier. It identifies a physical interface (for example, an Ethernet
port) or a virtual interface (for example, the management IP address for a VLAN). One interface should
have a unique interface ID.

The EUI-64 (Extended Unique Identifier) defined by the IEEE (Institute of Electrical and Electronics
Engineers) is an interface ID format designed to adapt with IPvé. It is derived from the 48-bit (4-byte)
Ethernet MAC address as shown next. EUI-64 inserts the hex digits fffe between the third and fourth bytes
of the MAC address and complements the seventh bit of the first byte of the MAC address. See the
following example.

Table 106

| MAC |oo |:|13 |:|49 S 12 |:|34 |:|56 |
Table 107

| EUI-64 |02|:|13 |:|49 :|FF |:|FE |:12 |:|34 |:|56 |

Stateless Autoconfiguration

DHCPv6

With stateless autoconfiguration in IPvé, addresses can be uniquely and automatically generated.
Unlike DHCPvé (Dynamic Host Configuration Protocol version six) which is used in IPvé stateful
aufoconfiguration, the owner and status of addresses don't need to be maintained by a DHCP server.
Every IPv6 device is able fo generate its own and unique IP address automatically when IPvé is initiated
on its interface. It combines the prefix and the interface ID (generated from its own Ethernet MAC
address, see Interface ID and EUI-64) to form a complete IPvé address.

When IPvé is enabled on a device, its interface automatically generates a link-local address (beginning
with fe80).

When the interface is connected to a network with a router and the Zyxel Device is set to automatically
obtain an IPvé network prefix from the router for the interface, it generates 'another address which
combines its interface ID and global and subnet information advertised from the router. This is a routable
global IP address.

The Dynamic Host Configuration Protocol for IPvé (DHCPvé, RFC 3315) is a server-client protocol that
allows a DHCP server to assign and pass IPvé network addresses, prefixes and other configuration
information to DHCP clients. DHCPvé servers and clients exchange DHCP messages using UDP.

1. InIPvé, all network interfaces can be associated with several addresses.
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Each DHCP client and server has a unique DHCP Unique IDentfifier (DUID), which is used for idenfification
when they are exchanging DHCPvé messages. The DUID is generated from the MAC address, time,
vendor assigned ID and/or the vendor's private enterprise number registered with the IANA. It should not
change over time even after you reboot the device.

Identity Association

An Identity Association (IA) is a collection of addresses assigned to a DHCP client, through which the
server and client can manage a set of related IP addresses. Each IA must be associated with exactly
one interface. The DHCP client uses the IA assigned to an interface to obtain configuration from a DHCP
server for that interface. Each IA consists of a unique IAID and associated IP information.
The IA type is the type of address in the IA. Each IA holds one type of address. IA_NA means an identity
association for non-temporary addresses and IA_TA is an identity association for temporary addresses.
An IA_NA option contains the T1 and T2 fields, but an IA_TA option does not. The DHCPvé server uses T1
and T2 to control the time at which the client contacts with the server to extend the lifetimes on any
addresses in the IA_NA before the lifetimes expire. After T1, the client sends the server (S1) (from which
the addresses in the IA_NA were obtained) a Renew message. If the time T2 is reached and the server
does not respond, the client sends a Rebind message to any available server (S2). For an IA_TA, the
client may send a Renew or Rebind message at the client's discretion.
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DHCP Relay Agent

A DHCP relay agent is on the same network as the DHCP clients and helps forward messages between
the DHCP server and clients. When a client cannot use its link-local address and a well-known multicast
address to locate a DHCP server on its network, it then needs a DHCP relay agent to send a message to
a DHCP server that is not attached to the same network.

The DHCP relay agent can add the remote identification (remote-ID) option and the interface-ID option
to the Relay-Forward DHCPvé messages. The remote-ID option carries a user-defined string, such as the
system name. The interface-ID option provides slot number, port information and the VLAN ID to the
DHCPvé server. The remote-ID option (if any) is stripped from the Relay-Reply messages before the relay
agent sends the packets to the clients. The DHCP server copies the interface-ID option from the Relay-
Forward message into the Relay-Reply message and sends it to the relay agent. The interface-ID should
not change even after the relay agent restarts.

Prefix Delegation

Prefix delegation enables an IPvé router to use the IPvé prefix (network address) received from the ISP (or
a connected uplink router) for its LAN. The Zyxel Device uses the received IPvé prefix (for example,
2001:db2::/48) to generate its LAN IP address. Through sending Router Advertisements (RAs) regularly by
multicast, the Zyxel Device passes the IPvé prefix information to its LAN hosts. The hosts then can use the
prefix to generate their IPvé addresses.
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ICMPV6

Internet Control Message Protocol for IPvé (ICMPvé or ICMP for IPvé) is defined in RFC 4443. ICMPvé has
a preceding Next Header value of 58, which is different from the value used to identify ICMP for IPv4.
ICMPVé is an integral part of IPvé. IPvé nodes use ICMPvé6 to report errors encountered in packet
processing and perform other diagnostic functions, such as "ping".

Neighbor Discovery Protocol (NDP)

The Neighbor Discovery Protocol (NDP) is a profocol used to discover other IPvé devices and track
neighbor’s reachability in a network. An IPvé device uses the following ICMPvé messages types:

¢ Neighbor solicitation: A request from a host to determine a neighbor’s link-layer address (MAC
address) and detect if the neighbor is still reachable. A neighbor being “reachable™ means it
responds fo a neighbor solicitation message (from the host) with a neighbor advertisement message.

* Neighbor advertisement: A response from a node to announce its link-layer address.

e Router solicitation: A request from a host to locate a router that can act as the default router and
forward packets.

* Router advertisement: A response to a router solicitation or a periodical multicast advertisement from
a router to advertise its presence and other parameters.

IPv6 Cache

An IPv6 host is required to have a neighbor cache, destination cache, prefix list and default router list.
The Zyxel Device maintains and updates its IPvé6 caches constantly using the information from response
messages. In IPvé, the Zyxel Device configures a link-local address automatically, and then sends a
neighbor solicitation message to check if the address is unique. If there is an address to be resolved or
verified, the Zyxel Device also sends out a neighbor solicitation message. When the Zyxel Device
receives a neighbor advertisement in response, it stores the neighbor’s link-layer address in the neighbor
cache. When the Zyxel Device uses a router solicitation message to query for a router and receives a
router advertisement message, it adds the router’s information to the neighbor cache, prefix list and
destination cache. The Zyxel Device creates an entry in the default router list cache if the router can be
used as a default router.

When the Zyxel Device needs to send a packet, it first consults the destfination cache to determine the
next hop. If there is no matching entry in the destination cache, the Zyxel Device uses the prefix list to
determine whether the destination address is on-link and can be reached directly without passing
through a router. If the address is onlink, the address is considered as the next hop. Otherwise, the Zyxel
Device defermines the next-hop from the default router list or routing table. Once the next hop IP
address is known, the Zyxel Device looks into the neighbor cache to get the link-layer address and sends
the packet when the neighbor is reachable. If the Zyxel Device cannot find an entry in the neighbor
cache or the state for the neighbor is not reachabile, it starts the address resolution process. This helps
reduce the number of IPvé solicitation and advertisement messages.

Multicast Listener Discovery

The Multicast Listener Discovery (MLD) protocol (defined in RFC 2710) is derived from IPv4's Internet
Group Management Protocol version 2 (IGMPv2). MLD uses ICMPvé message types, rather than IGMP
message fypes. MLDv1 is equivalent to IGMPv2 and MLDv2 is equivalent to IGMPv3.
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MLD allows an IPvé switch or router to discover the presence of MLD listeners who wish to receive
multicast packets and the IP addresses of multicast groups the hosts want o join on its network.

MLD snooping and MLD proxy are analogous to IGMP snooping and IGMP proxy in IPv4.

MLD filtering controls which multicast groups a port can join.

MLD Messages

A multicast router or switch periodically sends general queries to MLD hosts to update the multicast
forwarding table. When an MLD host wants fo join a multicast group, it sends an MLD Report message
for that address.

An MLD Done message is equivalent to an IGMP Leave message. When an MLD host wanfts to leave a
multicast group, it can send a Done message to the router or switch. The router or switch then sends a
group-specific query to the port on which the Done message is received to determine if other devices
connected to this port should remain in the group.

Example - Enabling IPv6 on Windows XP/2003/Vista

By default, Windows XP and Windows 2003 support IPvé. This example shows you how to use the ipv6
install command on Windows XP/2003 to enable IPvé. This also displays how to use the ipconfig
command to see auto-generated IP addresses.

C:\>ipv6 install
Installing...
Succeeded.
C:\>ipconfig

Windows 1P Configuration

Ethernet adapter Local Area Connection:

Connection-specific DNS Suffix

IP Address. . . . . . . . . . . . - 10.1.1.46

Subnet Mask . . . . . . . . . . . : 255.255.255.0

IP Address. . . . . . . . . . . . : fe80::2d0:59ff:feb8:103c%4
Default Gateway . . . . . . . . . 2 10.1.1.254

IPvé is installed and enabled by default in Windows Vista. Use the ipconfig command to check your
automatic configured IPvé address as well. You should see at least one IPvé address available for the
interface on your computer.

Example - Enabling DHCPv6 on Windows XP
Windows XP does not support DHCPVé. If your network uses DHCPVé for IP address assignment, you have
to additionally install a DHCPvé client software on your Windows XP. (Note: If you use static IP addresses

or Router Advertisement for IPvé address assignment in your network, ignore this section.)

This example uses Dibbler as the DHCPvé client. To enable DHCPvé client on your computer:
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1 Install Dibbler and select the DHCPvé client option on your computer.
2 After the installafion is complete, select Start > All Programs > Dibbler-DHCPv6 > Client Install as service.
3 Select Start > Control Panel > Administrative Tools > Services.

4  Double click Dibbler - a DHCPv6 client.

“% Services

File  Action Wiew Help

m R R 2mE »

% Services (Local) B e {LDl:al) I

Dibbler - a DHCPv6 client Mame Description Status Startup Type Log On As |A_\
%DCOM Server Process Launcher Provides la...  Started Aukomatic Local System

. iznt. Manages 0 tarted Autormatic Local E|

Start the service { 8 Dibhler - 8 DHCPYE client Dibbler - a ... Automatic Local System ’ I
Distributed Link Tracking Client Mairtains i, Started Aukamatic Local System
%Distributed Transaction Coordinator  Coordinate.,. TManual Metwork 5.,
Description: %DNS Clignt Resolves .., Started Aukomatic Metwork 5.,
Dibbler - & por‘table DHCPV6. %Error Repaorting Service Allows erro.,,  Started Automat!c Lacal System
N % 3 Ewvent Log Enables ev... Started Automatic Lacal System
This is DHCPv6 Chent’ VESHR %Extensible Authentication Protacal... Provides wi... Manual Lacal System
0.7.2. %Fast User Switching Compatibility Provides m... Manual Local Syskem

%FLEXnet Licensing Service This serwic... Manual Lacal System ™

\ Extended A Standard /

5 Click Start and then OK.

Dibbler - a DHCPvé client Properties (Local Computer)

General | Log On | Recovery | Dependencies
Service name: DHCPvEClient
Display name: Dibbler - a DHCPvE client

Descriptior: Dibbler - & portable DHCPYE. This is DHEPYE client,
wversion 0.7.2.

Path to executable:
C:\Program Files\DHCPvEClient_dibblertdibbler-client exe service -d "C:APr

Startup type: | Automatic [v]

Service statuz:  Stopped

“Y'ou can specify the start parameters that apply when pou start the service
fram here.

Start parameters: | |

e

‘ (0] 8 ’ Cancel

6 Now your computer can obtain an IPvé address from a DHCPvé server.

Example - Enabling IPv6 on Windows 7

Windows 7 supports IPvé by default. DHCPvé is also enabled when you enable IPvé on a Windows 7
computer.

To enable IPvé in Windows 7:
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1 Select Control Panel > Network and Sharing Center > Local Area Connection.
2 Select the Internet Protocol Version 6 (TCP/IPv6) checkbox to enable it.

3 Click OK to save the change.

U Local Area Connection Properties @

Metworking

Connect using:

¥ Broadcom Net¥treme Gigabit Ethemet

This connection uses the following items:
o% Clignt for Microsoft Networks

QQDS Packet Scheduler
File and Printer Sharing for Microsoft Networks

B Intemet Protocol Version 6 (TCP/IPvE)

N
W] i [mtemet Protocol Version £ [TCF/TPwd)

Install.... Uninstall

Description

TCP/IP version &. The latest version of the intemet protocol
that provides communication across diverse interconnected
networks.

/o N\
([ o] ])[ Cancel

4  Click Close to exit the Local Area Connection Status screen.
5 Select Start > All Programs > Accessories > Command Prompt.

6 Use the ipconfig command to check your dynamic IPvé address. This example shows a global address
(2001:0021:2d::1000) obtained from a DHCP server.

C:\>ipconfig

Windows 1P Configuration

Ethernet adapter Local Area Connection:

Connection-specific DNS Suffix .
IPv6 Address. . . . . . . . . . .
Link-local IPv6 Address . . . . .
IPv4 Address. . . . . . . . . . .
Subnet Mask . . . . . . . . . . .
Default Gateway . . . . . . . . .

2001:b021:2d::1000
fe80::25d8:dcab:c80a:5189%11
172.16.100.61

255.255.255.0
fe80::213:49ff:feaa:7125%11
172.16.100.254
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Customer Support

In the event of problems that cannot be solved by using this manual, you should contact your vendor. If
you cannot contact your vendor, then contact a Zyxel office for the region in which you bought the
device.

See https://www.zyxel.com/homepage.shtml and also
https://www.zyxel.com/about_zyxel/zyxel worldwide.shtml for the latest information.

Please have the following information ready when you contact an office.

Required Information
* Product model and serial number.
e Warranty Information.
¢ Date that you received your device.

* Brief description of the problem and the steps you took fo solve it.

Corporate Headquarters (Worldwide)

Asia

Taiwan

e Zyxel Communications Corporation

* http://www.zyxel.com

China

* Zyxel Communications (Shanghai) Corp.
Zyxel Communications (Beijing) Corp.
Zyxel Communications (Tianjin) Corp.

e https://www.zyxel.com/cn/zh/

India
e Zyxel Technology India Pvt Ltd

e https://www.zyxel.com/in/en/

Kazakhstan
e Zyxel Kazakhstan

e https://www.zyxel.kz
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Korea
* Zyxel Korea Corp.

e http://www.zyxel.kr

Malaysia
e Zyxel Malaysia Sdn Bhd.

o hitp://www.zyxel.com.my

Pakistan
e Zyxel Pakistan (Pvt.) Ltd.

e http://www.zyxel.com.pk

Philippines
* Zyxel Philippines

e http://www.zyxel.com.ph

Singapore
e Zyxel Singapore Pte Ltd.

e http://www.zyxel.com.sg

Taiwan
e Zyxel Communications Corporafion

e https://www.zyxel.com/tw/zh/

Thailand
e Zyxel Thailand Co., Ltd
e https://www.zyxel.com/th/th/

Vietnam
e Zyxel Communications Corporation-Vietnam Office

o hitps://www.zyxel.com/vn/vi

Europe

Belarus
e Zyxel BY
e https://www.zyxel.by

Belgium
e Zyxel Communications B.V.

e https://www.zyxel.com/be/nl/
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e https://www.zyxel.com/be/fr/

Bulgaria
e Zyxel bbArapms

e https://www.zyxel.com/bg/bg/

Czech Republic
e Zyxel Communications Czech s.r.o

e https://www.zyxel.com/cz/cs/

Denmark
e Zyxel Communications A/S

e https://www.zyxel.com/dk/da/

Estonia

e Zyxel Estonia

* https://www.zyxel.com/ee/et/

Finland
e Zyxel Communications

e https://www.zyxel.com/fi/fi/

France
* Zyxel France

e https://www.zyxel.fr

Germany
e Zyxel Deutschland GmbH

* https://www.zyxel.com/de/de/

Hungary
e Zyxel Hungary & SEE

e https://www.zyxel.com/hu/hu/

Italy
e Zyxel Communications Italy

e https://www.zyxel.com/it/it/

Latvia

e Zyxel Latvia

* https://www.zyxel.com/Iv/Iv/
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Lithuania
e Zyxel Lithuania

e https://www.zyxel.com/It/It/

Netherlands

* Zyxel Benelux

e hitps://www.zyxel.com/nl/nl/

Norway
e Zyxel Communications

e https://www.zyxel.com/no/no/

Poland
* Zyxel Communications Poland

e https://www.zyxel.com/pl/pl/

Romania

e Zyxel Romania

* hitps://www.zyxel.com/ro/ro

Russia
e Zyxel Russia

e https://www.zyxel.com/ru/ru/

Slovakia
e Zyxel Communications Czech s.r.o. organizacna zlozka

e https://www.zyxel.com/sk/sk/

Spain
e Zyxel Communications ES Ltd

e https://www.zyxel.com/es/es/

Sweden
e Zyxel Communications

e https://www.zyxel.com/se/sv/

Switzerland
» Studerus AG
e https://www.zyxel.ch/de
o https://www.zyxel.ch/fr
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Turkey
o Zyxel Turkey A.S.

e https://www.zyxel.com/tr/ir/

UK

e Zyxel Communications UK Ltd.

e https://www.zyxel.com/uk/en/

Ukraine
e Zyxel Ukraine

e hitp://www.ua.zyxel.com

South America

Argentina
e Zyxel Communications Corporation

* https://www.zyxel.com/co/es/

Brazil
e Zyxel Communications Brasil Ltda.

e https://www.zyxel.com/br/pt/

Colombia
e Zyxel Communications Corporation

* https://www.zyxel.com/co/es/

Ecuador
e Zyxel Communications Corporation

* https://www.zyxel.com/co/es/

South America
* Zyxel Communications Corporation

e https://www.zyxel.com/co/es/

Middle East

Israel

e Zyxel Communications Corporation

e http://il.zyxel.com/
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Middle East

* Zyxel Communications Corporation

e https://www.zyxel.com/me/en/

North America

USA

e Zyxel Communications, Inc. - North America Headquarters

e https://www.zyxel.com/us/en/
Oceania

Australia

e Zyxel Communications Corporation

e https://www.zyxel.com/au/en/
Africa

South Africa
e Nology (Pty) Ltd.

e https://www.zyxel.com/za/en/
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APPENDIX D
Legal Information

Copyright © 2019 by Zyxel Communications Corporation.

The contents of this publication may not be reproduced in any part or as a whole, transcribed, stored in a retrieval system, translated into any
language, or transmitted in any form or by any means, electronic, mechanical, magnetic, optical, chemical, photocopying, manual, or
otherwise, without the prior written permission of Zyxel Communications Corporation.

Published by Zyxel Communications Corporation. All rights reserved.

Disclaimers

Zyxel does not assume any liability arising out of the application or use of any products, or software described herein. Neither does it convey any
license under its patent rights nor the patent rights of others. Zyxel further reserves the right to make changes in any products described herein
without notice. This publication is subject to change without nofice.

Your use of the Zyxel Device is subject to the terms and conditions of any related service providers.

Trademarks

Trademarks mentioned in this publication are used for identification purposes only and may be properties of their respective owners.

Regulatory Notice and Statement

UNITED STATES of AMERICA

BRAZIL

The following information applies if you use the product within USA area.

FCC EMC Statement

¢ This device complies with part 15 of the FCC Rules. Operation is subject to the following two conditions:
(1) This device may not cause harmful interference, and
(2) this device must accept any interference received, including interference that may cause undesired operation.

* Changes or modifications not expressly approved by the party responsible for compliance could void the user's authority to operate the
device.

* This product has been tested and complies with the specifications for a Class B digital device, pursuant to Part 15 of the FCC Rules. These
limits are designed to provide reasonable protection against harmful interference in a residential installation. This device generates, uses, and
can radiate radio frequency energy and, if not installed and used according to the instructions, may cause harmful interference to radio
communications. However, there is no guarantee that interference will not occur in a particular installation.

« |If this device does cause harmful interference to radio or television reception, which is found by turning the device off and on, the user is
encouraged to try to correct the interference by one or more of the following measures:
¢ Reorient or relocate the receiving antenna
* Increase the separation between the devices
* Connect the equipment to an outlet other than the receiver's

* Consult a dealer or an experienced radio/TV technician for assistance

FCC Caution: Any changes or modifications not expressly approved by the party responsible for compliance could void the user's authority to
operate this equipment.

FCC Radiation Exposure Statement

¢ This device complies with FCC RF radiation exposure limits set forth for an uncontrolled environment.

¢ This tfransmitter must be at least 20 cm from the user and must not be co-located or operating in conjunction with any other antenna or
fransmitter. This tfransmitter must be at least 30 cm (WAC6553D-E) from the user and must not be co-located or operating in conjunction with
any other antenna or transmitter.

* Country Code selection feature to be disabled for products marketed to the US/CANADA.

* Operation of this device is restricted to indoor use only, except for relevant user's manual mention that this device can be installed into the
external environment. (WAC6553D-E is a device for outdoor use.)

The following applies if you use the product within Brazil.

Este equipamento opera em cardter secunddrio, isto é, ndo tem direito a protecdo contra interferéncia prejudicial, mesmo de estagdes do mesmo
fipo, e ndo pode causar interferéncia a sistemas operando em cardter primdrio.
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CANADA

The following information applies if you use the product within Canada area.

Innovation, Science and Economic Development Canada ICES Statement
CAN ICES-3 (B)/NMB-3(B)

Innovation, Science and Economic Development Canada RSS-GEN & RSS-247 Statement

* This device contains licence-exempt fransmitter(s)/receiver(s) that comply with Innovation, Science and Economic Development Canada's
licence-exempt RSS(s). Operation is subject to the following two conditions: (1) this device may not cause interference, and (2) this device
must accept any interference, including interference that may cause undesired operation of the device.

¢ This radio transmitter (2468C-NWA5123AC (NWA1123-AC v2), 2468C-NWAS5123ACHD (NWA1123-AC HD), 2468C-WAC5302DS (NWA1302-AC),
2468C-NWA5123AC (NWAS5123-AC), 2468C-NWA5123ACHD (NWA5123-AC HD), 2468C-WAC6502DE (WAC6502D-S, WAC6502D-E), 2468C-
WAC6503DS (WAC6503D-S), 2468C-WAC6552DS (WAC6552D-S), 2468C-WACE553DE (WAC6553D-E), 2468C-WAC6303DS (WACE303D-S),
2468C-WAC6103DI (WAC6103D-l), 2468C-WACS302DS (WACS5302D-S), 24468C-WAXS50S (WAXE50S)) has been approved by Innovation,
Science and Economic Development Canada to operate with the antenna types listed below with the maximum permissible gain and
required antenna impedance for each antenna type indicated. Antenna types not included in this list that have a gain greater than the
maximum gain indicated for any type listed, are strictly prohibited for use with this device.
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Antenna Information

5.20 (5725-5850 MHz)

ANTENNA MODEL NO. TYPE CONNECTOR 2.4 G GAIN 5G GAIN REMARK
NWAT1123-ACv2 1 PIFA UFL 3.08
2 PIFA UFL 3.07
3 PIFA UFL 4.06 (5150~5250 MHz)
3.79 (5725~5850 MHz)
4 PIFA UFL 3.99 (5150~5250 MHz)
3.78 (5725~5850 MHz)
NWAT1123-AC HD 1 PIFA I-PEX 3 (2400-2483.5 MHz)
2 PIFA I-PEX 3 (2400-2483.5 MHz)
3 Monopole I-PEX 4 (5150-5250 MHz)
4 (5725-5850 MHz)
4 Monopole I-PEX 4 (5150-5250 MHz)
4 (5725-5850 MHz)
5 Monopole I-PEX 4 (5150-5250 MHz)
4 (5725-5850 MHz)
NWA1302-AC 1 Loop I-PEX 5.82 (2400-2483.5 MHz)
2 Loop I-PEX 5.02 (2400-2483.5 MHz)
3 PIFA I-PEX 5 (5150-5250 MHz)
5 (5250-5350 MHz)
5 (5470-5725 MHz)
5 (5725-5850 MHz)
NWAS5123-AC 1 PIFA U.FL 3.08 (2400-2483.5 MHz)
2 PIFA U.FL 3.07 (2400-2483.5 MHz)
3 PIFA U.FL 4.06 (5150-5250 MHz)
3.91 (5725-5850 MHz)
4 PIFA U.FL 3.99 (5150-5250 MHz)
3.79 (5725-5850 MHz)
NWAS5123-AC HD 1 PIFA I-PEX 3 (2400-2483.5 MHz)
2 PIFA I-PEX 3 (2400-2483.5 MHz)
3 Monopole I-PEX 4 (5150-5250 MHz)
4 (5725-5850 MHz)
4 Monopole I-PEX 4 (5150-5250 MHz)
4 (5725-5850 MHz)
5 Monopole I-PEX 4 (5150-5250 MHz)
4 (5725-5850 MHz)
WAC6502D-E Dipole RSMA 5 7
WAC6502D-S Dipole IPEX 4 6
WAC6503D-S Dipole IPEX 4 6
WAC6553D-E Dipole N type 4.5 7
WAC6103D-I 1 PIFA U.FL 3.28 Ceiling Mounted:
Antenna 1,2, 3
2 PIFA U.FL 3.37
Wall Mounted:
3 PIFA U.FL 3.15 Antenna 1, 2, 4
4 Dipole U.FL 4.33
5 Loop U.FL 4.38 (5150-5250 MHz) Ceiling Mounted:
4.23 (5725-5850 MHz) Antenna 5, 6, 7
6 Loop U.FL 4.31 (5150-5250 MHz) Wall Mounted:
4.22 (5725-5850 MHz) Antenna 5, 6, 8
7 Loop U.FL 4.38 (5150-5250 MHz)
4.36 (5725-5850 MHz)
8 Dipole U.FL 5.12 (5150-5250 MHz)
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ANTENNA MODEL NO. TYPE CONNECTOR 2.4 G GAIN 5G GAIN REMARK
WACS5302D-§ 1 Loop I-PEX 5.82 (2400-2483.5 MHz)

2 Loop I-PEX 5.02 (2400-2483.5 MHz)

3 PIFA I-PEX 5 (5150-5250 MHz,

)
5 (5250-5350 MHz)
5 (5470-5725 MHz)
5 (5725-5850 MHz)

WAC6303D-S 1 Direction U.FL 1.12 (2400-2483.5 MHz)
2 Direction U.FL 1.29 (5150-5250 MHz)
1.07 (5725-5850 MHz)
WAC6552D-S 1 Direction I-PEX 0.8 (2400-2483.5 MHz) 4.22 (5150-5250 MHz)
SECTX-DB 2.0 5.34 (5725-5850 MHz)
WAX650S Direction UFL 0 (2400-2483.5 MHz) 3.51 (5150-5250 MHz)

4.22 (5250-5350 MHz,
4.61 (5470-5725 MHz,
4.68 (5725-5850 MHz,

If the product with 5G wireless function operating in 5150-5250 MHz and 5725-5850 MHz, the following attention must be paid,

The device for operation in the band 5150-5250 MHz is only for indoor use to reduce the potential for harmful interference to co-channel
mobile satellite systems.

For devices with detachable antenna(s), the maximum antenna gain permitted for devices in the band 5725-5850 MHz shall be such that the
equipment still complies with the e.i.r.p. limits specified for point-to-point and non-point-to-point operation as appropriate; and

Where applicable, antenna type(s), antenna model(s), and the worst-case tilt angle(s) necessary to remain compliant with the e.i.r.p.
elevation mask requirement set forth in Section 6.2.23 of RSS 247 shall be clearly indicated.

If the product with 5G wireless function operating in 5250-5350 MHz and 5470-5725 MHz, the following attention must be paid.

For devices with detachable antenna(s), the maximum antenna gain permitted for devices in the bands 5250-5350 MHz and 5470-5725 MHz
shall be such that the equipment still complies with the e.i.r.p. limit.

L'émetteur/récepteur exempt de licence contenu dans le présent appareil est conforme aux CNR d'lnnovation, Sciences et
Développement économique Canada applicables aux appareils radio exempts de licence. L'exploitation est autorisée aux deux conditions
suivantes : (1) 'appareil ne doit pas produire de brouillage; (2) L'appareil doit accepter tout brouillage radioélectrique subi, méme sile
brouillage est susceptible d'en compromettre le fonctionnement.

Le présent émetteur radio (2468C-NWAS5123AC (NWAT123-AC v2), 2468C-NWAS5123ACHD (NWA1123-AC HD), 2468C-WAC5302DS
(NWA1302-AC), 2468C-NWA5123AC (NWAS5123-AC), 2468C-NWAS5123ACHD (NWAS5123-AC HD), 2468C-WAC6502DE (WAC6502D-S,
WAC6502D-E), 2468C-WAC6503DS (WACE503D-S), 2468C-WAC6552DS (WAC6552D-S), 2468C-WACE553DE (WAC553D-E), 2468C-
WAC6303DS (WAC6303D-S), 2468C-WAC6103DI (WAC6103D-1), 2468C-WAC5302DS (WAC5302D-S), 2468C-WAX650S (WAX650S)) a été
approuvé par Innovation, Sciences et Développement économique Canada pour fonctionner avec les types d'antenne énumérés ci
dessous et ayant un gain admissible maximal. Les types d'antenne non inclus dans cette liste, et dont le gain est supérieur au gain maximal
indiqué pour tout type figurant sur la liste, sont strictement interdits pour I'exploitation de I'émetteur.

NWA/WAC/WAX Series User's Guide
286




Appendix D Legal Information

Informations Antenne

MODELE D'ANTENNE NB. TYPE CONNECTEUR 2.4 G GAIN 5G GAIN REMARQUE
NWAT1123-ACv2 1 PIFA UFL 3.08
2 PIFA UFL 3.07
3 PIFA UFL 4.06 (5150~5250 MHz)
3.79 (5725~5850 MHz)
4 PIFA UFL 3.99 (5150~5250 MHz)
3.78 (5725~5850 MHz)
NWAT1123-AC HD 1 PIFA I-PEX 3 (2400-2483.5 MHz)
2 PIFA I-PEX 3 (2400-2483.5 MHz)
3 Monopole I-PEX 4 (5150-5250 MHz)
4 (5725-5850 MHz)
4 Monopole I-PEX 4 (5150-5250 MHz)
4 (5725-5850 MHz)
5 Monopole I-PEX 4 (5150-5250 MHz)
4 (5725-5850 MHz)
NWA1302-AC 1 Loop I-PEX 5.82 (2400-2483.5 MHz)
2 Loop I-PEX 5.02 (2400-2483.5 MHz)
3 PIFA I-PEX 5 (5150-5250 MHz)
5 (5250-5350 MHz)
5 (5470-5725 MHz)
5 (5725-5850 MHz)
NWAS5123-AC 1 PIFA U.FL 3.08 (2400-2483.5 MHz)
2 PIFA U.FL 3.07 (2400-2483.5 MHz)
3 PIFA U.FL 4.06 (5150-5250 MHz)
3.91 (5725-5850 MHz)
4 PIFA U.FL 3.99 (5150-5250 MHz)
3.79 (5725-5850 MHz)
NWAS5123-AC HD 1 PIFA I-PEX 3 (2400-2483.5 MHz)
2 PIFA I-PEX 3 (2400-2483.5 MHz)
3 Monopole I-PEX 4 (5150-5250 MHz)
4 (5725-5850 MHz)
4 Monopole I-PEX 4 (5150-5250 MHz)
4 (5725-5850 MHz)
5 Monopole I-PEX 4 (5150-5250 MHz)
4 (5725-5850 MHz)
WAC6502D-E Dipole RSMA 5 7
WAC6502D-S Dipole IPEX 4 6
WAC6503D-S Dipole IPEX 4 6
WAC6553D-E Dipole N type 45 7
WAC6103D-| 1 PIFA U.FL 3.28 Ceiling Mounted:
Anfenna 1, 2, 3
2 PIFA U.FL 3.37
Walll Mounted:
3 PIFA U.FL 3.15 Anfenna 1, 2, 4
4 Dipole U.FL 4.33
5 Loop U.FL 4.38 (5150-5250 MHz) Ceiling Mounted:
4.23 (5725-5850 MHz) Antenna 5, 6, 7
6 Loop U.FL 4.31 (5150-5250 MHz) Wall Mounted:
4.22 (5725-5850 MHz) Antenna 5, 6, 8
7 Loop U.FL 4.38 (5150-5250 MHz)
4.36 (5725-5850 MHz)
8 Dipole U.FL 5.12 (5150-5250 MHz)
5.20 (5725-5850 MHz)
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MODELE D'ANTENNE NB. TYPE CONNECTEUR 2.4 G GAIN 5G GAIN REMARQUE
WACS5302D-§ 1 Loop I-PEX 5.82 (2400-2483.5 MHz)

2 Loop I-PEX 5.02 (2400-2483.5 MHz)

3 PIFA I-PEX 5 (5150-5250 MHz,

)
5 (5250-5350 MHz)
5 (5470-5725 MHz)
5 (5725-5850 MHz)

WAC6303D-S 1 Direction U.FL 1.12 (2400-2483.5 MHz)
2 Direction U.FL 1.29 (5150-5250 MHz)
1.07 (5725-5850 MHz)
WAC6552D-S 1 Direction I-PEX 0.8 (2400-2483.5 MHz) 4.22 (5150-5250 MHz)
SECTX-DB 2.0 5.34 (5725-5850 MHz)
WAX650S Direction UFL 0 (2400-2483.5 MHz) 3.51 (5150-5250 MHz)

4.22 (5250-5350 MHz,
4.61 (5470-5725 MHz,
4.68 (5725-5850 MHz,

Lorsque la fonction sans fil 5G fonctionnant en 5150-5250 MHz and 5725-5850 MHz est activée pour ce produit, il est nécessaire de porter une

attention particuliere aux choses suivantes

¢ Les dispositifs fonctionnant dans la bande de 5 150 & 5 250 MHz sont réservés uniquement pour une utilisation a lintérieur afin de réduire les
risques de brouillage préjudiciable aux systémes de satellites mobiles ufilisant les mémes canaux;

* Pour les dispositifs munis d'antennes amovibles, le gain maximal d'antenne permis (pour les dispositifs utilisant la bande de 5 725 & 5 850 MHz)
doit étre conforme & la limite de la p.i.r.e. spécifiée pour I'exploitation point & point et I'exploitation non point & point, selon le cas;

¢ Lorsqu'ily alieu, les types d'antennes (s'il y en a plusieurs), les numéros de modéle de I'antenne et les pires angles d'inclinaison nécessaires
pour rester conforme & I'exigence de la p.ir.e. applicable au masque d'élévation, énoncée a la section 6.2.2.3 du CNR-247, doivent éfre
clairement indiqués.

Lorsque la fonction sans fil 5G fonctionnant en 5250-5350 MHz et 5470-5725 MHz est activée pour ce produit, il est nécessaire de porter une

attention particuliere aux choses suivantes.

¢ Pourles dispositifs munis d'antennes amovibles, le gain maximal d'antenne permis pour les dispositifs utilisant les bandes de 5250 & 5 350 MHz
et de 5470 a 5725 MHz doit étre conforme & la limite de la p.ir.e.

Industry Canada radiation exposure statement

This equipment complies with ISED radiation exposure limits set forth for an uncontrolled environment. This equipment should be installed and
operated with a minimum distance of 20 cm between the radiator and your body.

This equipment complies with ISED radiation exposure limits set forth for an uncontrolled environment. This equipment should be installed and
operated with a minimum distance of 22cm (NWA1123-AC HD, NWA5123-AC HD) between the radiator and your body.

This equipment complies with ISED radiation exposure limits set forth for an uncontrolled environment. This equipment should be installed and
operated with a minimum distance of 30 cm (WAC6553D-E) between the radiator and your body.

Déclaration d’exposition aux radiations:

Cet équipement est conforme aux limites d'exposition aux rayonnements ISED établies pour un environnement non contrdlé.Cet équipement
doit étre installé et utilisé avec un minimum de 20 cm de distance entre la source de rayonnement et votre corps.

Cet équipement est conforme aux limites d'exposition aux rayonnements ISED établies pour un environnement non contrdlé.Cet équipement
doit éfre installé et utilisé avec un minimum de 22 cm (NWAT1123-AC HD, NWAS5123-AC HD) de distance entre la source de rayonnement et votre
corps.

Cet équipement est conforme aux limites d'exposition aux rayonnements ISED établies pour un environnement non contrélé.Cet équipement
doit étre installé et utilisé avec un minimum de 30 cm (WAC6553D-E) de distance entre la source de rayonnement et votre corps.

Caution:

(i) the device for operation in the band 5150-5250 MHz is only for indoor use to reduce the potential for harmful interference to co-channel
mobile satellite systems;

(i) the maximum antenna gain permitted for devices in the bands 5250-5350 MHz and 5470-5725 MHz shall comply with the e.i.r.p. limit; and

(iii) the maximum antenna gain permitted for devices in the band 5725-5825 MHz shall comply with the e.i.r.p. limits specified for point-to-point
and non point-to-point operation as appropriate.

(iv) Users should also be advised that high-power radars are allocated as primary users (i.e. priority users) of the bands 5250-5350 MHz and 5650-
5850 MHz and that these radars could cause interference and/or damage to LE-LAN devices.

(v) WAC6553D-E is an outdoor device and only uses 5G Band 4 (5725-5850 MHz).

Avertissement:

(i) les dispositifs fonctionnant dans la bande 5150-5250 MHz sont réservés uniquement pour une utilisation & I'intérieur afin de réduire les risques
de brouillage préjudiciable aux systémes de satellites mobiles utilisant les mémes canaux;

(ii) le gain maximal d'antenne permis pour les dispositifs utilisant les bandes 5250-5350 MHz et 5 470-5 725 MHz doit se conformer & la limite de
p.ire.;

(iii) le gain maximal d'antenne permis (pour les dispositifs utilisant la bande 5725-5825 MHz) doit se conformer & la limite de p.i.r.e. spécifiée pour
I'exploitation point & point et non point & point, selon le cas.

(iv) De plus, les utilisateurs devraient aussi étre avisés que les utilisateurs de radars de haute puissance sont désignés utilisateurs principaux (c.-a-
d., qu'ils ont la priorité) pour les bandes 5250-5350 MHz et 5650-5850 MHz et que ces radars pourraient causer du brouillage et/ou des
dommages aux dispositifs LAN-EL.

(v) WAC6553D-E est un appareil exterieur et seulement utilise 5G Bane 4 (5725-5850 MHz).
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EUROPEAN UNION

The following information applies if you use the product within the European Union.

Declaration of Conformity with Regard to EU Directive 2014/53/EU (Radio Equipment Directive, RED)

Compliance information for 2.4GHz and/or 5GHz wireless products relevant to the EU and other Countries following the EU Directive 2014/53/
EU (RED). And this product may be used in all EU countries (and other countries following the EU Directive 2014/53/EU) without any limitation
except for the countries mentioned below table:

In the majority of the EU and other European countries, the SGHz bands have been made available for the use of wireless local area
networks (LANs). Later in this document you will find an overview of countries in which additional restrictions or requirements or both are
applicable. The requirements for any country may evolve. Zyxel recommends that you check with the local authorities for the latest status of
their national regulations for the 5GHz wireless LANs.

If this device for operation in the band 5150-5350 MHz, it is for indoor use only.

This equipment should be installed and operated with a minimum distance of 20 cm between the radio equipment and your body.

The maximum RF power operating for each band as follows:

NWA1123-ACv2 and NWA5123-AC

¢ The band 2,400 MHz o 2,483.5 MHz is 97.95 mW,
¢ The band 5,150 MHz to 5,350 MHz is 199.07 mW,
¢ The band 5,470 MHz to 5,725 MHz is 743.02 mW.

WAC6503D-S

¢ The band 2,400 MHz to 2,483.5 MHz is 99.54 mW,
¢ The band 5,150 MHz to 5,350 MHz is 183.65 mW,
¢ The band 5,470 MHz to 5,725 MHz is 941.89 mW.

WACG6502D-E and WAC6502D-S

¢ The band 2,400 MHz o 2,483.5 MHz is 94.19 mW,
¢ The band 5,150 MHz to 5,350 MHz is 194.98 mW,
¢ The band 5,470 MHz to 5,725 MHz is 986.28 mW.

WAC6553D-E

¢ The band 2,400 MHz to 2,483.5 MHz is 92.26 mW,
¢ The band 5,150 MHz to 5,350 MHz is 198.61 mW,
¢ The band 5,470 MHz to 5,725 MHz is 995.41 mW.

NWA1123-AC PRO and WAC6103D-|

¢ The band 2,400 MHz o 2,483.5 MHz is 92.68 mW,
¢ The band 5,150 MHz to 5,350 MHz is 192.75 mW,
¢ The band 5,470 MHz to 5,725 MHz is 966.05 mW.

NWA1302-AC and WAC5302D-S

¢ The band 2,400 MHz to 2,483.5 MHz is 93.33 mW,
¢ The band 5,150 MHz to 5,350 MHz is 192.31 mW,
¢ The band 5,470 MHz to 5,725 MHz is 391.74 mW.

NWA1123-AC HD and NWA5123-AC HD

¢ The band 2,400 MHz o 2,483.5 MHz is 97.274 mW,
¢ The band 5,150 MHz to 5,350 MHz is 198.61 mW,
¢ The band 5,470 MHz to 5,725 MHz is 995.40 mW.

WAC6303D-S

¢ The band 2,400 MHz to 2,483.5 MHz is 194.09 mW,
¢ The band 5,150 MHz to 5,350 MHz is 198.61 mW,
¢ The band 5,470 MHz to 5,725 MHz is 995.41 mW.

WACG6552D-S

¢ The band 2,400 MHz o 2,483.5 MHz is 93.11 mW,
¢ The band 5,150 MHz to 5,350 MHz is 198.61 mW,
¢ The band 5,470 MHz to 5,725 MHz is 914.11 mW.

NWA1123AX. WAX510D and WAX6508

¢ The band 2,400 MHz to 2,483.5 MHz is 93.11 mW
¢ The band 5,150 MHz to 5,350 MHz is 198.61 mW
e The band 5,470 MHz to 5,725 MHz is 914.11 mW.
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BvArapckm C HaCTOSLLOTO Zyxel AeKAQPMPQ, e TOBA OBOPYABAHE € B CbOTBETCTBUE CbC ChLLLIECTBEHUTE M3NCKBAHUSA U APYTUTE
(Bulgarian) NPUAOXMMM pasnopeabute Ha Ampektmsa 2014/53/EC.

National Restrictions

¢ The Belgian Institute for Postal Services and Telecommunications (BIPT) must be notified of any outdoor wireless link
having a range exceeding 300 meters. Please check http://www.bipt.be for more details.

* Draadloze verbindingen voor buitengebruik en met een reikwijdte van meer dan 300 meter dienen aangemeld te
worden bij het Belgisch Instituut voor postdiensten en telecommunicatie (BIPT). Zie http://www.bipt.be voor meer
gegevens.

¢ Les liaisons sans fil pour une utilisation en extérieur d'une distance supérieure a 300 métres doivent étre notifiées a
I'Institut Belge des services Postaux et des Télécommunications (IBPT). Visitez http://www.ibpt.be pour de plus amples
détails.

Espanol Por medio de la presente Zyxel declara que el equipo cumple con los requisitos esenciales y cualesquiera otras
(Spanish) disposiciones aplicables o exigibles de la Directiva 2014/53/UE..

Ceitina Zyxel timto prohlasuje, Ze tento zafizeni je ve shodé se zakladnimi pozadavky a dalsimi pfislusnymi ustanovenimi smémice
(Czech) 2014/53/EU.

Dansk (Danish)

Undertegnede Zyxel erklcerer herved, at falgende udstyr udstyr overholder de vcesentlige krav og @vrige relevante krav i
direktiv 2014/53/EU.

National Restrictions

¢ In Denmark, the band 5150 - 5350 MHz is also allowed for outdoor usage.
e | Danmark ma frekvensbdndet 5150 - 5350 ogsd anvendes udendars.

Deutsch Hiermit erklért Zyxel, dass sich das Geré&t Ausstattung in Ubereinstimmung mit den grundlegenden Anforderungen und den

(German) Ubrigen einschldgigen Bestimmungen der Richtlinie 2014/53/EU befindet.

Eesti keel Ka&esolevaga kinnitab Zyxel seadme seadmed vastavust direktiivi 2014/53/EU pohinduetele ja nimetatud direktiivist

(Estonian) tulenevatele teistele asjaokohastele satetele.

EMNvika ME THN MAPOYZIA Zyxel AHAQNEI OTI eomAicpuog IYMMOP®QNETAI MPOX TIZ OYZIQAEIL AMAITHIEIT KAI TIZ AOIMEL IXETIKEX

(Greek) AIATAZEIL THE OAHTIAY 2014/53/EU.

English Hereby, Zyxel declares that this device is in compliance with the essential requirements and other relevant provisions of
Directive 2014/53/EU.

Frangais Parla présente Zyxel déclare que 'appareil équipements est conforme aux exigences essentielles et aux autres dispositions

(French) pertinentes de la directive 2014/53/EU.

Hrvatski Zyxel ovime izjavljuje da je radijska oprema fipa u skladu s Direktivom 2014/53/EU.

(Croatian)

islenska Hér med lysir, Zyxel pvi yfir ad pessi bunadur er i samrcemi vid grunnkréfur og dnnur videigandi dkveedi tilskipunar 2014/53/

(Icelandic) EU.

Italiano (ltalian)

Con la presente Zyxel dichiara che questo attrezzatura € conforme ai requisiti essenziali ed alle altre disposizioni pertinenti
stabilite dalla direttiva 2014/53/EU.

National Restrictions

* This product meets the National Radio Interface and the requirements specified in the National Frequency Allocation
Table for Italy. Unless this wireless LAN product is operating within the boundaries of the owner's property, its use requires
a "general authorization.” Please check http://www.sviluppoeconomico.gov.it/ for more details.

¢ Questo prodotto € conforme alla specifiche di Interfaccia Radio Nazionali e rispetta il Piano Nazionale diripartizione
delle frequenze in Italia. Se non viene installato all 'interno del proprio fondo, I'utilizzo di prodotti Wireless LAN richiede
una "Autorizzazione Generale”. Consultare http://www.sviluppoeconomico.gov.it/ per maggiori dettagli.

LatvieSu valoda
(Latvian)

Ar 30 Zyxel deklaré, ka iekartas atbilst Direkfivas 2014/53/EU bUtiskajam prasiodm un citiem ar to saistitajiem noteikumiem.
National Restrictions

¢ The outdoor usage of the 2.4 GHz band requires an authorization from the Electronic Communications Office. Please
check http://www.esd.lv for more details.

¢ 2.4 GHz frekveneu joslas izmantodanai arpus telpdm nepieciedama afiauja no Elektronisko sakaru direkcijas. Vairak
informd&cijas: http://www.esd.Iv.

Lietuviy kalba

Siuo Zyxel deklaruoja, kad $is jranga atitinka esminius reikalavimus ir kitas 2014/53/EU Direktyvos nuostatas.

(Lithuanian)

Magyar Alulirott, Zyxel nyilatkozom, hogy a berendezés megfelel a vonatkozd alapvetd kdvetelményeknek és az 2014/53/EU

(Hungarian) irdnyelv egyéb eldirdsainak.

Malti (Maltese) Hawnhekk, Zyxel, jiddikjara li dan taghmir jikkonforma mal-htigijiet essenzjali u ma provvedimenti ohrajn relevanti i hemm
fid-Dirrettiva 2014/53/EU.

Nederlands Hierbij verklaart Zyxel dat het toestel uitrusting in overeenstemming is met de essentiéle eisen en de andere relevante

(Dutch) bepalingen van richtlijn 2014/53/EU.

Polski (Polish) Niniejszym Zyxel o$wiadcza, ze sprzet jest zgodny z zasadniczymi wymogami oraz pozostatymi stosownymi postanowieniami
Dyrektywy 2014/53/EU.

Portugués Zyxel declara que este equipamento estd conforme com os requisitos essenciais e outras disposicoes da Directiva 2014/53/

(Portuguese) EU.

NWA/WAC/WAX Series User's Guide
290




Appendix D Legal Information

Romana Prin prezenta, Zyxel declard ca acest echipament este in conformitate cu cerintele esentiale si alte prevederirelevante ale
(Romanian) Directivei 2014/53/EU.

Slovencina Zyxel tymto vyhlasuje, Ze zariadenia spifia zakladné poziadavky a vietky prisluiné ustanovenia Smermice 2014/53/EU.
(Slovak)

Slovenscina Zyxel izjavlja, da je ta oprema v skladu z bistvenimi zahtevami in ostalimi relevantnimi dolocili direktive 2014/53/EU.
(Slovene)

Suomi (Finnish) Zyxel vakuuttaa taten ettd laitteet tyyppinen laite on direktiivin 2014/53/EU oleellisten vaatimusten ja sitd koskevien

direktiivin muiden ehtojen mukainen.

Svenska H&rmed intygar Zyxel att denna utrustning stér | dverensstdmmelse med de vasentliga egenskapskrav och dvriga relevanta
(Swedish) bestédmmelser som framgdr av direktiv 2014/53/EU.
Norsk Erklcerer herved Zyxel at defte utstyret er | samsvar med de grunnleggende kravene og andre relevante bestemmelser |
(Norwegian) direktiv 2014/53/EU.
Notes:
1. Although Norway, Switzerland and Liechtenstein are not EU member states, the EU Directive 2014/53/EU has also been implemented in those
countries.

2. The regulatory limits for maximum output power are specified in EIRP. The EIRP level (in dBm) of a device can be calculated by adding the
gain of the antenna used (specified in dBi) to the output power available at the connector (specified in dBm).

List of national codes

COUNTRY 1ISO 3166 2 LETTER CODE COUNTRY 1ISO 3166 2 LETTER CODE
Austria AT Liechtenstein LI
Belgium BE Lithuania LT
Bulgaria BG Luxembourg LU
Croatia HR Malta MT
Cyprus CY Netherlands NL
Czech Republic CR Norway NO
Denmark DK Poland PL
Estonia EE Portugal PT
Finland Fl Romania RO
France FR Serbia RS
Germany DE Slovakia SK
GCreece GR Slovenia N
Hungary HU Spain ES
Iceland IS Sweden SE
Ireland IE Switzerland CH
Italy IT Turkey R
Latvia LV United Kingdom GB

Professional installation instruction (WAC6553D-E)

Please be advised that due to the unique function supplied by this product, the device is intended for use with our interactive entertainment
software and licensed third-party only. The product will be distributed through controlled distribution channel and installed by trained
professional and will not be sold directly to the general public through retail store.

1 Installation personal
This product is designed for specific application and needs to be installed by a qualified personal who has RF and related rule knowledge. The
general user shall not attempt to install or change the setting.

2 Installation location
The product shall be installed at a location where the radiating antenna can be kept 30 cm from nearby person in normal operation condition
to meet regulatory RF exposure requirement.

3 External antenna

Use only the antennas which have been approved by Zyxel Communications Corporation. The non-approved antenna(s) may produce
unwanted spurious or excessive RF fransmitting power which may lead to the violation of FCC/IC limit and is prohibited.

4 Installation procedure
Please refer to user's manual for the detail.
5 Warning

Please carefully select the installation position and make sure that the final output power does not exceed the limit set force in relevant rules. The
violation of the rule could lead to serious federal penalty.
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Instructions d'installation professionnelle (WAC6553D-E)

Veuvillez noter que I'appareil etant dedie a une fonction unique, il doit etfre utilise avec notre logiciel proprietaire de divertissement interactif . Ce
produit sera propose par un reseau de distribution controle et installe par des professionels; il ne sera pas propose au grand public par le reseau
de la grande distribution.

1 Installation

Ce produit est destine a un usage specifique et doit efre installe par un personnel qualifie maitrisant les radiofrequences et les regles s'y
rapportant. L'installation et les reglages ne doivent pas etre modifies par I'utilisateur final.

2 Emplacement d'installation

En usage normal, afin de respecter les exigences reglementaires concernant I'exposition aux radiofrequences, ce produit doit etre installe de
facon arespecter une distance de 30 cm enfre 'antenne emettrice et les personnes.

3 Antenn externe.

Utiliser uniiquement les antennes approuvees par le fabricant. L'utilisation d'autres antennes peut conduire a un niveau de rayonnement
essentiel ou non essentiel depassant les niveaux limites definis par FCC/IC, ce qui est interdit.

4 Procedure d'installation
Consulter le manuel d'utilisation.
5 Avertissement

Choisir avec soin la position d'installation et s'assurer que la puissance de sortie ne depasse pas les limites en vigueur. La violation de cette regle
peut conduire a de serieuses penalites federales.

Safety Warnings

Do noft use this product near water, for example, in a wet basement or near a swimming pool.

Do not expose your device to dampness, dust or corrosive liquids.

Do not store things on the device.

Do not obstruct the device ventilation slots as insufficient airflow may harm your device. For example, do not place the device in an

enclosed space such as a box or on a very soft surface such as a bed or sofa.

* Do notinstall, use, or service this device during a thunderstorm. There is a remote risk of electric shock from lightning.

¢ Connect ONLY suitable accessories to the device.

* Do not open the device or unit. Opening or removing covers can expose you to dangerous high voltage points or other risks. ONLY qualified

service personnel should service or disassemble this device. Please contact your vendor for further information.

Make sure to connect the cables to the correct ports.

Place connecting cables carefully so that no one will step on them or stumble over them.

Always disconnect all cables from this device before servicing or disassembling.

Do not remove the plug and connect it to a power outlet by itself; always attach the plug to the power adaptor first before connecting it to

a power outlet.

¢ Do not allow anything to rest on the power adaptor or cord and do NOT place the product where anyone can walk on the power adaptor
or cord.

¢ Please use the provided or designated connection cables/power cables/adaptors. Connect it to the right supply voltage (for example, 110V
AC in North America or 230V AC in Europe). If the power adaptor or cord is damaged, it might cause electrocution. Remove it from the
device and the power source, repairing the power adapter or cord is prohibited. Contact your local vendor to order a new one.

¢ Do not use the device outside, and make sure all the connections are indoors. There is a remote risk of electric shock from lightning.

* CAUTION: Risk of explosion if battery is replaced by an incorrect type, dispose of used batteries according to the instruction. Dispose them at
the applicable collection point for the recycling of electrical and electronic devices. For detailed information about recycling of this
product, please contact your local city office, your household waste disposal service or the store where you purchased the product.

e This device (WAC6553D-E, WAC6552D-S) must be grounded by qualified service personnel. Never defeat the ground conductor or operate
the device in the absence of a suitably installed ground conductor. Contact the qualified service personnel if you are uncertain that suitable
grounding is available.

¢ The following warning statements apply, where the disconnect device is not incorporated in the device or where the plug on the power

supply cord is intfended to serve as the disconnect device,

* For permanently connected devices, a readily accessible disconnect device shall be incorporated external to the device;
* For pluggable devices, the socket-outlet shall be installed near the device and shall be easily accessible.

Environment statement

ErP (Energy-related Products) (NWA1123-ACv2, NWA1123-AC HD, NWA5123-AC, NWA5123-AC HD,
WAC6502D-E, WAC6502D-S, and WAC6503D-S)

Zyxel products put on the EU market in compliance with the requirement of the European Parliament and the Council published
Directive 2009/125/EC establishing a framework for the setting of ecodesign requirements for energy-related products (recast), so called

as "ErP Directive (Energy-related Products directive) as well as ecodesign requirement laid down in applicable implementing measures, power
consumption has satisfied regulation requirements which are:

Network standby power consumption < 8W, and/or

Off mode power consumption < 0.5W, and/or

Standby mode power consumption < 0.5W.

For wireless setting, please refer to the chapter about wireless settings for more detail.

European Union - Disposal and Recycling Information

The symbol below means that according to local regulations your product and/or its battery shall be disposed of separately from domestic
waste. If this product is end of life, take it to a recycling station designated by local authorities. At the time of disposal, the separate collection of
your product and/or its battery will help save natural resources and ensure that the environment is sustainable development.

Die folgende Symbol bedeutet, dass Ihr Produkt und/oder seine Batterie gemdaB den értlichen Bestimmungen getrennt vom Hausmull entsorgt
werden muss. Wenden Sie sich an eine Recyclingstation, wenn dieses Produkt das Ende seiner Lebensdauer erreicht hat. Zum Zeitpunkt der
Entsorgung wird die getrennte Sammlung von Produkt und/oder seiner Batterie dazu beitragen, natUrliche Ressourcen zu sparen und die Umwelt
und die menschliche Gesundheit zu schitzen.
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El simbolo de abajo indica que segun las regulaciones locales, su producto y/o su bateria deberdn depositarse como basura separada de la
domeéstica. Cuando este producto alcance el final de su vida Util, llévelo a un punto limpio. Cuando llegue el momento de desechar el
producto, la recogida por separado éste y/o su bateria ayudard a salvar los recursos naturales y a proteger la salud humana y

medioambiental.

Le symbole ci-dessous signifie que selon les réglementations locales votre produit et/ou sa batterie doivent étre éliminés séparément des ordures
ménageres. Lorsque ce produit atteint sa fin de vie, amenez-le & un centre de recyclage. Aumoment de la mise au rebut, la collecte séparée
de votre produit et/ou de sa batterie aidera & économiser les ressources naturelles et protéger I'environnement et la santé humaine.

Il simbolo sotto significa che secondo i regolamentilocaliil vostro prodotto e/o batteria deve essere smaltito separatamente dai rifiuti domestici.
Quando questo prodotto raggiunge la fine della vita di servizio portarlo a una stazione diriciclaggio. Almomento dello smaltimento, la raccolta
separata del vostro prodotto e/o della sua batteria aiuta a risparmiare risorse naturali e a proteggere 'ambiente e la salute umana.

Symbolen innebdr att enligt lokal lagstiftning ska produkten och/eller dess batteri kastas separat frén hushdlisavfallet. Nér den hér produkten ndr
slutet av sin livsidngd ska du ta den till en &tervinningsstation. Vid tiden for kasseringen bidrar du till en bé&ttre milié och mansklig hélsa genom att

gora dig av med den pd ett &tervinningsstalle.
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About the Symbols

Various symbols are used in this product to ensure correct usage, to prevent danger to the user and others, and to prevent property damage.
The meaning of these symbols are described below. It is important that you read these descriptions thoroughly and fully understand the
contfents.

Explanation of the Symbols

SYMBOL EXPLANATION

Alternating current (AC):
/\_/ AC is an electric current in which the flow of electric charge periodically reverses direction.

Direct current (DC):

DC if the unidirectional flow or movement of electric charge carriers.

Earth; ground:

A wiring terminal intended for connection of a Protective Earthing Conductor.

Class Il equipment:

|:| The method of protection against electric shock in the case of class Il equipment is either double insulation or
reinforced insulation.

Viewing Certifications

Go to http://www.zyxel.com to view this product’s documentation and certifications.

Zyxel Limited Warranty

Zyxel warrants to the original end user (purchaser) that this product is free from any defects in material or workmanship for a specific period (the
Warranty Period) from the date of purchase. The Warranty Period varies by region. Check with your vendor and/or the authorized Zyxel local
distributor for details about the Warranty Period of this product. During the warranty period, and upon proof of purchase, should the product
have indications of failure due to faulty workmanship and/or materials, Zyxel will, at its discretion, repair or replace the defective products or
components without charge for either parts or labor, and to whatever extent it shall deem necessary to restore the product or components to
proper operating condition. Any replacement will consist of a new or re-manufactured functionally equivalent product of equal or higher value,
and will be solely at the discretion of Zyxel. This warranty shall not apply if the product has been modified, misused, tampered with, damaged by
an act of God, or subjected to abnormal working conditions.

Note

Repair or replacement, as provided under this warranty, is the exclusive remedy of the purchaser. This warranty is in lieu of all other warranties,
express or implied, including any implied warranty of merchantability or fitness for a particular use or purpose. Zyxel shall in no event be held
liable for indirect or consequential damages of any kind to the purchaser.

To obtain the services of this warranty, contact your vendor. You may also refer to the warranty policy for the region in which you bought the
device at http://www.zyxel.com/web/support_warranty_info.php.
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Registration

Register your product online to receive e-mail nofices of frmware upgrades and information at www.zyxel.com.

Open Source Licenses

This product contains in part some free software distributed under GPL license terms and/or GPL like licenses. Open source licenses are provided
with the firmware package. You can download the latest firmware at www.zyxel.com. If you cannot find it there, contact your vendor or Zyxel
Technical Support at support@zyxel.com.tw.

To obtain the source code covered under those Licenses, please contact your vendor or Zyxel Technical Support at support@zyxel.com.tw.
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Symbols

Numbers

802.11k 20, 21, 23
802.11r 20, 21, 22
802.11v 20, 21, 23

A

AC. See AP Controller

access 52

access privileges 17

access users 124
see also users 124

admin users 124
multiple logins 129
see also users 124

alerts 198, 202, 203, 205, 206, 207

antenna switch 224
AP Controller 20, 21, 22, 25

applications
MBSSID 17
Repeater 14

Assisted Roaming. See 802.11k/v

B

backing up configuration files 210

Basic Service Set
see BSS

Bluetooth

BLE. See Bluetooth Low Energy

advertisements 122

advertising seftings 123
BLE 121

Index

Bluetooth Low Energy 20, 21, 23, 121

Bluetooth Smart 121

iBeacon 121

iBeaconID 121

major 121

minor 121

uuib 121

UuUID format 123
boot module 215

BSS 17

C

CA
and certificates 157

CA (Certificate Authority), see certificates

CAPWAP 95

CEF (Common Event Format) 200, 205

Certificate Authority (CA)
see certificates

Certificate Management Protocol (CMP) 162
Certificate Revocation List (CRL) 157

vs OCSP 172

certificates 156
advantages of 157
and CA 157
and FTP 191
and HTTPS 179
and SSH 188
and WWW 180
certification path 157, 164, 170
expired 157
factory-default 157
file formats 157
fingerprints 165, 171
importing 160
not used for encryption 157
revoked 157
self-signed 157, 161
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Index

serial number 164, 170
storage space 159, 167
thumbprint algorithms 158
thumbprints 158
used for authentication 157
verifying fingerprints 158
certification requests 161, 162
certifications
viewing 294
channel 18
CLlI 31,58
button 58
messages 58
popup window 58
Reference Guide 2
cold start 66

commands 31
sent by Web Configurator 58

Common Event Format (CEF)
comparison table 19, 21, 22

configuration
information 219

configuration files 208
atf restart 210
backing up 210
downloading 211
downloading with FTP 191
editing 208
how applied 209
lastgood.conf 210, 212
managing 209
startup-config.conf 212
startup-config-bad.conf 210
syntax 208
system-default.conf 212
uploading 213
uploading with FTP 191
use without restart 208

contact information 277
cookies 52

copyright 283

CPU usage 69, 71

current date/time 69, 175
daylight savings 176
setting manually 177
time server 178

customer support 277

200, 205

D

date 175
daylight savings 176
DCS 107

DHCP 174
and domain name 174

diagnostics 219

disclaimer 283

domain name 174

dual radios 18

dual-radio application 18
dynamic channel selection 107

E

e-mail

daily statistics report 196
encryptfion 14
ESSID 242

Extended Service Set IDentification 131

F

Fast Roaming. See 802.11r
FCC interference statement 283
file extensions
configuration files 208
shell scripts 208
fle manager 208
Firefox 52
firmware
and restart 214

boot module, see boot module

current version 69, 215

getting updated 214

uploading 214, 215

uploading with FTP 191
flash usage 69

FTP 32, 191
and certificates 191

with Transport Layer Security (TLS)

191
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G prefix length 269
stateless autoconfiguration 271

Guide unspecified address 270

CLI Reference 2

J
H
Java
HTTP permissions 52
over SSL, see HTTPS JavaScripts 52

redirect to HTTPS 180
vs HTTPS 179

HTTPS 179 K
and certificates 179
authenticating clients 179
avoiding warning messages 182
example 180

key pairs 156

vs HTTP 179
with Infernet Explorer 181 L
with Netfscape Navigator 181
HyperText Transfer Protocol over Secure Socket Layer, lastgood.conf 210, 212
see HTTPS

layer-2 isolation 148
example 148

MAC 149
| LED suppression 221
LEDs 34
IEEE 802.1x 132 Blinking 43, 44, 46, 48, 50
interface load balancing 107
status 70 Locator LED 222
interfaces log messages
as DHCP servers 174 categories 203, 205, 206, 207
interference 18 debugging 92
Internet Explorer 52 regular 92
Internet Protocol version 6, see IPvé fypes of 92
IP Address 95, 232 logout
gateway IP address 95 Web Configurator 56
IP subnet 95 logs
IPvé 269 e-mo!l'proflles 198
addressing 269 e-mailing log messages 94, 202
EUL64 271 formats 200

log consolidation 203
settings 198

syslog servers 198
system 198

types of 198

global address 269

interface ID 271

link-local address 269

Neighbor Discovery Protocol 269
ping 269

prefix 269
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M

MAC address
range 69

Management Information Base (MIB) 192, 193

Management Mode
CAPWAP and DHCP 96

management mode 24
Management, NCC 24

Management, Standalone 24

managing the device
good habits 32
using FTP. See FTP.

MBSSID 17
memory usage 69, 72

messages
CLl 58

mode, default 24
model name 69

My Certificates, see also certificates 159

N

NCC. See Nebula Control Center

Nebula Control Center 24
Netscape Navigator 52
Network Time Protocol (NTP)

O

objects
certificates 156
users, account
user 124

177

Online Certificate Status Protocol (OCSP) 172

vs CRL 172
overview 13, 66, 229

P

pop-up windows 52

power off 67

power on 66

product registration 295
Public-Key Infrastructure (PKI) 157
public-private key pairs 156

R

radio 18
Radio Frequency monitor 13

reboot 66, 226
vsreset 226

Reference Guide, CLI 2

registrafion
product 295

remote management
FTP, see FTP
Telnet 190
WWW, see WWW

reports
daily 196
daily e-mail 196
reset 243
vs reboot 226
vs shutdown 227

RESET button 67, 243

restart 226

RF interference 18

RF monitor. See Radio Frequency Monitor

RFC

2510 (Certificate Management Protocol or
CMP) 162

Rivest, Shamir and Adleman public-key algorithm
(RSA) 161

RSA 161,170, 171
RSSI threshold 138

S

SCEP (Simple Certfificate Enrollment Protocol) 162
screen resolution 52

Secure Socket Layer, see SSL

serial number 69
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service confrol present at restart 210
and users 178 startup-config-bad.conf 210
limitations 178 station 107

fimeouts 178 statistics

Service Set 131 daily e-mail report 196
Service Set Identifier status 68, 230
see SSID

shell scripts 208
downloading 217

stopping the device 66
supported browsers 52
syslog 200, 205

editing 216

how applied 209 syslog servers, see also logs

managing 216 system log, see logs

syntax 208 system name 68, 174

uploading 218 system uptime 69
shutdown 67, 227 system-default.conf 212

vsreset 227
Simple Certificate Enrollment Protocol (SCEP) 162
Simple Network Management Protocol, see SNMP

T
SNMP 192

agents 192

Get 192 Teln§T 190

GetNext 192 with SSH 189

Manager 192 time 175

managers 192 time servers (default) 177

MIB 192,193 frademarks 283

nefwork components 192 Transport Layer Security (TLS) 191

set 192 froubleshooting 219

Trap 193 » -

Trusted Certificates, see also certificates 166

fraps 193

versions 192
SSH 186

and certificates 188 U

client requirements 188

encryption methods 188 upgrading

for secure Telnet 189 firmware 214

how connection is established 187
versions 188

with Linux 189

with Microsoft Windows 189

SSID 17

uploading
configuration files 213
firmware 214
shell scripts 216

usage

SSID profile CPU 69, 71

pre-configured 17 flash 69
SSID profiles 17 memory 69, 72
SSL 179 onboard flash 69
starting the device 66 user authentication 124
starfup-config.conf 212 user name

if errors 210 rules 125

missing at restart 210
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user objects 124

users 124

V

Vantage Report (VRPT)
Virtual Local Area Network 100

access, see also access users

admin (type) 124

admin, see also admin users
and service confrol 178
currently loggedin 70
default lease time 128, 130

default reauthentication time 128, 130

lease time 127
limited-admin (type)
lockout 129
reauthentication time 127
types of 124

user (type) 124

user names 125

124

VLAN 100

VRPT (Vantage Report)

infroduction 100

wW

warm start 66

warranty 294

note 294

WDS 14
Web Configurator 31, 52

WEP (Wired Equivalent Privacy)

wireless channel

access 52
requirements 52
supported browsers 52

242

wireless client 107

Wireless Distribution System (WDS)

wireless LAN 242
Wireless network

overview 106

wireless network

example 106

200, 205

200, 205

wireless profile 131
layer-2 isolation 131
MAC filtering 131
radio 131
security 131
SSID 131

wireless security 17, 242
wireless station 107
Wizard Setup 74
WLAN interface 18
WPA2 132

WWW 179
and certificates 180
see also HTTP, HTTPS 179

Z

IDP 27
ZON Utility 27
ZyXEL Discovery Protocol 27

132

14
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