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Linux in Safety Critical Systems

Assessing whether a system is safe,
requires understanding the system
sufficiently.

Understand Linux within that system
context and how Linux Is used in that
system.

Selecting Linux components and
features that can be evaluated for
safety.

|dentifying gaps that exist where
more work is needed to evaluate
safety sufficiently.

BELISA
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Challenge: Linux in Safety-Critical Systems

The Linux kernel has: Traditional safety-critical OS has:
e Large Development Ecosystem e« Hard Real-time Capabilities
e Security Capabilities e Proven Safety-compliant
e Multi-Core Support Development Process
e Unmatched Hardware Support o
e Many Linux Experts at all levels

avallable

Can these differences be tackled?

BELISA
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Understanding the Limits

The collaboration...

e Cannot engineer your system to be safe.

e cannot ensure that you know how to apply the described process and
methods.

e cannot create an out-of-tree Linux kernel for safety-critical applications.
(Remember the continuous process improvement argument!)

e cannot relieve you from your responsibilities, legal obligations and liabilities.

But...

ELISA provides a path forward and peers to collaborate with!
BEL[NA
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“The mission of the project is to define and maintain a common
set of elements, processes and tools that can be incorporated into
Linux-based, safety-critical systems amenable to safety certification.”

“The scope of the project includes software and documentation
development under an OSl-approved license supporting the mission,
Including documentation, testing, integration and the creation of other
artifacts that aid the development, deployment, operation or adoption

of the project.”

from the

MRS
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https://elisa.tech/wp-content/uploads/sites/75/2020/08/elisa_technical_charter_082620.pdf

ELISA Working Groups - Deliverable grouping (based on mission)

. Elements / Software
« Processes
. TOOIls

. Documentation

BELISA
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Working groups (WGs)
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Horizontal Working Groups

Safety Architecture

Linux Features

@@ iNmobileye  [Ntel.

Tool investigation &
Code Improvement

Elektrobit

Open Source
Engineering Process

Systems
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Vertical Use Cases

Aerospace
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OpenAPS elements

1. Continuous
glucose monitor
. Computer
. Battery
. Radio stick
. Insulin pump

DDana

Dana Lewis’ OpenAPS project: https://youtu.be/kgu-AYSnyZ8

Photo by Hennie Stander on Unsplash
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ELISA Working Groups

Automotive Open Source

Engineering
(use-case) Process

Medical Safety ELISA

(use-case) Architecture Deliverables

Tool Investigation
and Code

Aerospace
Improvement

(use-case)

BELISA
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ELISA Working Groups - Fit in an exemplary system

e Linux Features, Architecture and Code
Improvements should be integrated into the

reference system directly.

Architecture

Other

e Tools and Engineering process should | (RTLDS
serve the reproducible product creation. | 0 NG

Features

o Medical, Automotive, Aerospace and
future WG use cases should be able to strip

yocto

down the reference system to their use case

demands. Tool Investigation &
Code Improvement

Open Source
Engineering Proecess g El_ SA
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e Safety-critical open source projects TN
e (OSS project with safety-critical relevance and comparable “If you have an apple and | have
system architecture considerations an apple and we exchange

m /—\ these apples then you and | will
N — still each have
e S SOAFEE (C__spv

Interaction with other communities (outside of ELISA) @

But if you have an idea and |
AUTOMLTIVE )
GRADE - Eclipse Software Defined Vehicle have an idea and we exchange
these ideas, then each of us will

have e
— George Bernard Shaw

yocto- [ZspPDX BEL[SA
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ELISA Working Groups - Deliverables

/I meta-elisa

. Elements / Software

1 HE
« Processes -

/_I Codechecker Workload tracin
\-' Call-Tree

. Documentation

« TO0OIS

/)

hd

GitHub / Gdrive / Blog / Whitepaper g El_‘ SA

NNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNN


https://github.com/elisa-tech/wg-automotive/pull/26
https://github.com/elisa-tech/meta-elisa/pull/28
https://github.com/elisa-tech/Safety_Architecture_WG/tree/main/call_tree_tool
https://codechecker.elisa.tech/
https://github.com/elisa-tech/ELISA-White-Papers/blob/master/Processes/Discovering_Linux_kernel_subsystems_used_by_a_workload.md
https://github.com/elisa-tech/wg-automotive/pull/26
https://drive.google.com/drive/folders/1Y6Uwqt5VEDEZjpRe0CBCIibdtXPgDwlG
https://elisa.tech/blog/
https://github.com/elisa-tech/ELISA-White-Papers/blob/master/Processes/Discovering_Linux_kernel_subsystems_used_by_a_workload.md

System - Theoretic Process Analysis

AN

BELISA
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STPA — Basic Ildea

Display backlight

o Relatively new hazard analysis technique

o Very complex systems can be analyzed

o lterative towards detailed design decisions

« Includes software and human operators

o Provides documentation of system functionality

o Can be easily integrated into (model-based)
system engineering process

Reading more about the methodology in the handbook:
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https://psas.scripts.mit.edu/home/get_file.php?name=STPA_handbook.pdf

STPA — Basic Ildea

Controller

Control
Algorithm

Process
\Y[eYe[=]

Control
Action

A 4

A

Feedback

Controlled
Process

4 key elements

Controller

Control Action(s)
Controlled Process
Feedback

Q: What can be unsafe control actions?

BELISA
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STPA — Example for OpenAPS

Infrastructure developer niastgre Algorithm developer
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STPA — Example for OpenAPS

Level 2

Update|

Algorithm developer

Infrastructure developer

E-mail notifications

Questions!

3

E-mail notifications

)

1
]
Questions!
]
i
]
1

Human Operator

Install OS]

Install or
update
dependencies|

Specify and sel
up algorithm
and loop

Start
OpenAPS|

)

Report 1
operating!
data '

Stop
OpenAPS|

OpenAPS System

Raspberry Pi OS

Send
instruction)
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]
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Command to
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OpenAPS|
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Workload tracing

System Call Frequency Linux Subsystem System Call Entry Point (API)
read 8 Filesystem sys_read()
write 11 Filesystem sys_write()
close 41 Filesystem sys_close()
- I d n stat 24 Filesystem sys_stat()

M al n tOO S u Se ] fstat 2 Filesystem sys_fstat()
pread64 6 Filesystem sys_pread64()
access il Filesystem sys_access()

[ ] Strace pipe L Filesystem sys_pipe
dup2 24 Filesystem sys_dup2()
execve 1 Filesystem sys_execve()

L CS C O p e fentl 26 Filesystem sys_fentl()
openat 14 Filesystem sys_openat()
rt_sigaction 7 Signal sys_rt_sigaction()
rt_sigreturn 38 Signal sys_rt_sigreturn()
clone 38 Process Mgmt. sys_clone()

E = f - ] wait4 44 Time sys_wait4()

XtraCt I n O rm atl O n (] mmap 7 Memory Mgmt. sys_mmap()
mprotect 3 Memory Mgmt. sys_mprotect()
S C I I munmap il Memory Mgmt. sys_munmap()

([ ] ySte m a brk 8 Memory Mgmt. sys_brk()

getpid 1 Process Mgmt. sys_getpid()
F f I I getuid 1 Process Mgmt. sys_getuid()

([ ] re q u e n Cy O Ca getgid 1 Process Mgmt. sys_getqid()

geteuid 2 Process Mgmt. sys_geteuid()
I I d S b t getegid 1 Process Mgmt. sys_geteqgid()

L nVO Ve u SyS e m getppid il Process Mgmt. sys_getppid

arch_prctl 2 Process Mgmt. sys_arch_prctl

. System Call Entry Point

BELISA
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https://github.com/elisa-tech/ELISA-White-Papers/blob/master/Processes/Discovering_Linux_kernel subsystems used by a workload.md



https://git.kernel.org/pub/scm/linux/kernel/git/torvalds/linux.git/tree/include/linux/syscalls.h
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Call Tree Tool

copy_from_user([Oxfffffff81x ’0.)17[][.;!;01“7(, 17.))
_ this cpu_p:eempt _check([Oxffffffff811efb6b]fs/super.c 053),

o Supports the analysis
on code/kernel level S
« Graphical representation [T iR

fFFFFfF812036e9]fs/fioc
81203715 |fs/ioc!

raw spin_lock([Oxffffffff8120364a]lfs/ioctl.c:

O S O u rC e C O e raw spin_unl [OxfIFEFf81 203660 ]fs/fioc
_ percpu_down_r ([OxfEfEEf8 11 efbe5|fs/super.
__percpu_down_read([ Oxffffftff811efbfb|fs/super.

*x86 indi thunk 1‘.1\(([0\rffITITf8 1 20368:-]I's1‘lm

- 1 1 > 1 _ x86_indire hunk_rax([0 TfE
. rOVI eS I n S I g S a O u — _ x86_indirect_thunk | 8([0\ffffffff81199d25]fs,'open

capable([Oxffffffff812036ddfs/ioct]

the Kernel construction e O A 0

preempt_count_add([Oxffffffff811efb5f]fs/supe
preempt_count_sub([Oxffffffff811efb82 fs/supe

preempt_schedule([Oxffffffff811efbd9])fs/supe
preempt schedule([Oxffffffff811efbec]fs/supe

=Jal
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https://github.com/elisa-tech/Safety Architecture WG/tree/main/call tree tool



https://github.com/elisa-tech/Safety_Architecture_WG/tree/main/call_tree_tool

meta-elisa: Instrument Cluster example derlved from AGL

philipp@GB-BER7-philipp:~/projects/agl/needefisl dev user,id=net
0,hostfwd=tcp::2222-:22, hostfwd =tcp::2323-:23 -usb -device u
sb-tablet -device virtio-rng-pci -vga virtio -s Wm -m 4896 -s
mp 4 -m 2048 -serial mon:stdio -serial null -k file.timer=1 ¢
onsole=ttySe,1152060n8 quiet

gemu-system-x86 64: -watchdog i6388esb: warning

gemu-system-x86 64: warning: '-soundhw hda® is

Automotive Grade Linux 14.0.1 gemux86-64 ttySe

gemux86-64 login: []

e Reuse Automotive Grade
Linux (AGL) instrument
cluster demo

.l\‘“l o T
O100 120 T, \ ’
~ 80 140 %,

60 160"

- -

Z 40 180-=

3 ; 1 5
%20 1 1 4 2007 \
., kimih o RPM
% 0 220 & 0
S o

e QT based running on gemu

o added to
illustrate tell tale safety

monitoring g EL SA
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https://github.com/elisa-tech/meta-elisa

External Watchdog

o The challenge-response watchdog serves as
the “safety net” for the safety-critical workload
e The concept is widely used in Automotive

and other industrial applications
e It can be used as an iterative approach to
assign more safety-critical functionality to Linux

With a proper system design the watchdog will
never need to trigger the “safe state”.

Standardized E-Gas Monitoring Concept for Gasoline and Diesel Engine Control Units

Intended
Functionality :cf:]‘i?:orin
(Workload) €

Watchdog

External

Kernel

Photo by Marii Siia on Unsplash


https://www.team-bhp.com/forum/attachments/technical-stuff/1579940-how-safe-modern-engine-control-modules-ecm-ak-egas-v5-5-en-130705.pdf
https://unsplash.com/@mariisiia?utm_source=unsplash&utm_medium=referral&utm_content=creditCopyText
https://unsplash.com/photos/hB2Tw57NngE?utm_source=unsplash&utm_medium=referral&utm_content=creditCopyText

se case recording on the event side



https://unsplash.com/@jeremyyappy?utm_source=unsplash&utm_medium=referral&utm_content=creditCopyText
https://unsplash.com/photos/J39X2xX_8CQ?utm_source=unsplash&utm_medium=referral&utm_content=creditCopyText

meta-elisa: Various starting points provided

o Plain and native from source
e Using docker container
o With cached build using SSTATE

o« Download binaries directly from build server

BELISA
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https://github.com/elisa-tech/meta-elisa
https://github.com/elisa-tech/wg-automotive/tree/master/Docker_container
https://github.com/elisa-tech/meta-elisa/wiki/Troubleshooting#i-receive-a-warning-when-enabling-sstate-cache
https://gitlab.com/elisa-tech/meta-elisa-ci/-/jobs

Next steps

STPA e Align implementation and design using
ssssssssssssssssssssssssss workload tracing and Linux analysis

SELISA

Call Tree e Extend call tree with additional tools.
- for a tool called “ks-nav” is already open

BELISA

: Workload tracing e Use the workload tracing from medical
sy EEE devices for the automotive use case

L w e Add other tracing tools like SystemTap
meta-elisa e Bring the gemu showcase on real hardware
: using the work of the systems WG
— e Improve the monitoring and checking apps

And more: System SBOM generation, Kernel configuration & image size trim down, g E“ SA

RT docu review, cluster demo on complex system architecture, more docu...
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https://github.com/elisa-tech/Safety_Architecture_WG/pull/11
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Work in Progress - License: CC-BY-4.0



Conclusion

. Challenges . Contributions & Deliverables

Challenge: Linux in Safety-Critical Systems Understanding the Limits ELISA Working Groups - Defiverables meta-elisa: Instrument cluster exampled derived from AGL
_m
The Linux kel has: Traditional s cal OS has The collsboration. « Elements / Software
i Eoupaan + cannot engineer your system 10 bs safe. ] |
+ Secuty Capabilties
« cannot ensure that you know how 1o apph + QT based runring an qemu
+ Muti-Coro Support . o . [ i I
+ Unmatched Hardware Support + cannot creste an outoftree Linux kermel for e E sdedio. H
+ Many Lirux Experts af il lovels (Remember the contuous p B e isaisiia S et ity =3
pi g ity Tl i
ey, El
Can these differences be tackled? Bt id

BELISA ELISA provides a oth forward and peers to cllborate whh gy 1y BELSA BELIS

. Goals and technical strategy . Used methodologies and tools

ELISA Working Groups - Defiverable grouping (bax

sion) Workload tracing

“The mission + Elements / Software Mainly used tools
et of elements, processes and fools " |. « strace
amenstie sty cortcstion” 1IN « Processes S T P A - cope
« Toos Extracted nformation
The soope software and documentation = B o
= « Documentation System Theoretic Process Analysis + Froquency of call
o 7 + Invoved Subsystem
that deployment. aparstion of adoption

- System Cal Enkry Poirt

SELISA SELISA SELISA SELISA

. Different work groups & . Current status & what comes
their interaction next

ELISA Working Groups - Fit in an exemplary system Interaction with other communities (outside of ELISA)

Next steps

o Satycca coen

___sov i :
S B2 g -
SELISA e i ' 51
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- i@
Questions? info@elisa.tech Fhr=

W IX [~ SNOATION

£1/54

,t'ca, SELISA

working together lo define and maj,
demonstrate that a fic Li

- Specific Linux-p,
Certification,

BELISA
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Getting involved...

e Join main technical and weekly calls of interest:
o  Main Technical List:
o  Safety Architecture Workgroup: safety-architecture@lists.elisa.tech
o  Open-Source Engineering Process WG
o  Linux Features for Safety-Critical Systems WG:
o  Medical Devices Workgroup:
o  Automotive Workgroup:
o  Systems Workgroup:
o  (Fulllist at: )

e Contribute content, review materials and add your comments to:
o  ELISA Technical Community Google Drive:

o  ELISA github repository:
o  ELISA github issue tracker:
o  “Final location” for (Architecture/Process/...) Documentation on kernel: g EL‘ SA
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https://lists.elisa.tech/g/devel
https://lists.elisa.tech/g/safety-architecture
http://osep@lists.elisa.tech
http://linux-features@lists.elisa.tech
https://lists.elisa.tech/g/medical-devices
https://lists.elisa.tech/g/automotive
https://lists.elisa.tech/g/systems
https://lists.elisa.tech/g/linux-features/subgroups
https://drive.google.com/open?id=1Y6Uwqt5VEDEZjpRe0CBCIibdtXPgDwlG
https://github.com/elisa-tech/workgroups
https://github.com/elisa-tech/workgroups/issues
https://git.kernel.org/pub/scm/linux/kernel/git/torvalds/linux.git/tree/Documentation

Advancing Open Source
Safety-Critical Systems

Elements = Processes = Tools » Documentation

BELIA
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